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1. BEMTIRO > 551EA PowerShell 559 7ESnapCenter Server 1% _F¥tSnapCenter 1IS Web faliR2SEIZIE
8146 (F8x%) T FFIFEE > LB XE SMCore EIEIE 8145 (F8:%) MITTHILE o

a. {EAT5! PowerShell 5% MIRIR A HISnapCenter B S B /R EIZIBHITE ©
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fugn -
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. KBS CA &5 ESnapCenterfaliR2sF] SMCore EHHIBHITE ©

> Scert

“<CA certificate thumbprint>”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fgn -

> Scert = “abcl23abcl23abcl23abcl23”
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> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
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A& TS AppPool\ SnapCenter) Z7FEGFIEER CA KRS ©
a. FifE Microsoft BEIEEER (MMC) » REIZ—T 183 > LB IREIEET -
b. FE¥IEHMIREIRE T RE T - BIEERE AT g -
c. R EEETHRET » EE TEIEIRP) BB A®BE—T T o
d. #—T EHER > RE - 251 > BEA > ReE o
e. #E#ESnapCentersgZ o
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3. #HH? CA E:E IS H#E[R » #ET5BR1E7ESnapCenter Server FFE A DWORD E$#IEHIER :

7£ Windows EfriRrEEss > IBE FHEITEIHIERRE »

HKey_Local_Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. 7 SCHANNEL sRECE £ T X EILHFAY DWORD ZHMRIEHERE ©

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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a. A T% PowerShell 15 < IFRIRB FISnapCenter B 2 2 /KB EIZIBHE o
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

fgn -

> netsh http delete sslcert ipport=0.0.0.0:8145

b. HEHTEE B RICAREE EASMCorelE 1B HITE ©

> Scert “<CA certificate thumbprint>”"

> Sguid

[guid] : :NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fgn -
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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1. BEEEr SSL &S » s31ESnapCenter(@fkes BT FFa< » BIRNEH - ERSUREEER SSL &
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost



> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. FHETHSHSHIT IS SnapCenterfERIENEREIUNIEE © > Restart-WebAppPool -Name

"SnapCenter"

3. 5 Windows 1 > FEB#HIT 5 PowerShell 52 EFE &) SMCore AR :

> Restart-Service -Name SnapManagerCoreService
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1. BE(SHEM SSL 15 > 51T SnapCenter Server E¥FrE A M SnapCenter = IT R38R < ©

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. FHETHSHSHIT IS SnapCenterfERIENEREIUNIEE © > Restart-WebAppPool -Name

"SnapCenter"

3. ¥ Windows i » FEIBHIT 75 PowerShell 655 E#EE) SMCore ARTS :

> Restart-Service -Name SnapManagerCoreService
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