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16. BRI IR EEEA LA*TEYEETH*AD FS B T A -
a. e fAiE R FEFTETUBFAR BRI o
b. 352 Web API i 243E EDIT °
C. HITERTEHRRIEE
17. F—T¥IgRA"
a. TEERRFRRIE A T HIEE P EE LDAP Bt 1EABIAEE
b. ##—TFF—%" o
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a. B M RETF N RIEEEREIE Active Directory* ©

b. 7£ LDAP Attribute #7388 #3532 User-Principal-Name > £ O*utgoing Claim Type* T8 fhisiE
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M PowerShell dp < 1 FERIETNE 4

A AER PowerSheII LRI MEMTZINEHE « Web API WG EEEMZEA o BT UB B AR IR -
MTHEZER > FER<EEENBEXE> -

1. AT <TE AD FS R HHVERTEA

New-AdfsApplicationGroup -Name $ClientRolelIdentifier
-ApplicationGroupIdentifier $ClientRolelIdentifier

"ClientRoleldentifier (S FE T NBHAERY 78
‘redirectURL R EEMIIBE M URL
2. 31 AD FS fAlfRESEARER L AL Z P IR o
Add-AdfsServerApplication -Name "$ClientRolelIdentifier - Server app"

-ApplicationGroupIdentifier $ClientRoleIdentifier -RedirectUri $redirectURL
-Identifier $identifier -GenerateClientSecret

3. #37 ADFS Web API fEBEN AL B HEFEARRIRETE o
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier S$ClientRoleIdentifier
-Name "App Web API"

-Identifier S$identifier -AccessControlPolicyName "Permit everyone"
4. RUTHmLHNEHHPEEER ID IZFRIHER » AATRETR—R -
"client id = Sidentifier"

"client secret: "$ ($SADFSApp.ClientSecret)
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5. 2% AD FS FEATER, allatclaims F openid #[E o

Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleldentifier S$identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"
c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);
"@

6. mEEIRRAIE o

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 8n% Web AP| FEFRZIEERSMER S E HBH AR ERGRAY o

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath
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A LAE R PowerShell $5< EHTFEVEN R ZIHARSRE o
RN LEEFS
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+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"
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ZEAR_—R=EMEE (£

A HYER A A

HYERPG) ZREEUVKE D ©

+ FIEETHENARM I RIBEAERN AD FS ARETARE » ARAMHEAR 60 HiE o

5 BE

EapERY FHERR

[ElFEURL NRILBEEE URL > sHEIABRRENAEZ URL °

=HEMEuE [adfs 4815{]/adfs/oauth2/#2H#E

B URL [adfs 4815f]/adfs/oauth2/token

ZFBig D A AD FS FBRi% ID

R intE R #iA AD FS F R imiga

#[E] OpenlD

SIS g e EAEZ AUTH 128832

IR £ DEREEIE) REP > ImEEEE URL AFHERE
ng@i)??ﬁﬁ ) ZFEREER JWT REFH Taudl &

&£/ PowerShell ~ SCCLI #1 REST API 7£SnapCenter Server F:%E MFA

&R LAEA PowerShell ~ SCCLI #1 REST API £SnapCenter Server FIz&E MFA o

SnapCenter MFA CLI 515 &%

7 PowerShell 1 SCCLI & > IZER) cmdlet (Open-SmConnection) IR T —{E@%&7% AccessToken) HIFER
» ERASHSTHEEFEREETEMHRSE

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

HIT LIt cmdlet 1 > BAHEERAERL —EFZUMITE P HISnapCenter cmdlet

SnapCenter MFA Rest API &&:%

7£ RESTAPI BB Eim (40 Postman Y swagger) A&\ %A Authorization=Bearer <access token> FYZKE <
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> WIEIZEEPIE R FEAE RoleName UUESnapCenter &SR IHEIFE o

MFA Rest APl T{E5&72
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i@ AD FS MFA 1721085

1.

BCE REST AP imMAMEIY AD FS lin25sREVSFEVER ©

BN R DS FE SR BB AES - IS MERTEAE AD FS SSO BE » EUFE S EER
19 AD JEBAL BRI MFA S{TEREE o 172 AD FS SSO B » EEAE LB FARTHACHNERAELE
REFI o

+ EAELBHLBEKENIES user@domain 3 domain\user ©
EBBXF AP » EALRHER o

REIEEN ©

WEABRERD  EE—(ASMERERLETSMEE EURRENEER) -
° HERE | HUESHXEICTFIRAVERREA -
° ZMERE {5 AUTH Point FEFEFRR IR 4N » AR ARBRENPEREREE
° —RIETE | MAL LRI —RIEEES -

B ERENINE o RER—EELED - HhEe3EFE -~ ID MBS o

MBI ETHERL I {ESnapCenter Rest APl R E T SRHITIRIE o

£ Rest API H » (EEZEISEDB D BEEIERIABRTE
SnapCenterf AD FS Egz5 Itb77EUHERYL ©

MRBEREMSHE > SnapCenterZ ¥ HiETRRIS I EVSFERE 1B o
SnapCenterfE FA{ERAE R BNACLBEEREETEHEEUNITAPI

AR ESFERLIN » SnapCenterf${EEI4ER » [HIREREERIERAE ©

# Rest API ~ CLI #1 GUI E{FE =k {ZHE SnapCenter MFA Ii5E

B ERETE
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1. L SnapCenter&51E 8 & 935 A SnapCenterfal k23 °
2. BRE LSRR E > LS EHRERE (MFA) :RE”
3. B2/ E (GUI/RSTAPI/CLI) LUBUESER MFABA ©

PowerShell 77
1. #1417 PowerShell 2§ CLI #5% LB GUI ~ Rest API ~ PowerShell 1 SCCLI 9§ MFA o

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

RIS BBIETE AD FS MFA TTE#} xml #EZEMIE ©
fERTSER AD FS TTERHEZRREEEMSnapCenter GUI ~ Rest API ~ PowerShell #1 SCCLI EXF MFA o
2. {8 "Get-SmMultiFactorAuthentication' #5% ©
SCCLI '|
1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true

-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadata\abc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication
REST API

1. BITULT>CE API LLERFE GUI ~ Rest API ~ PowerShell 1 SCCLI B MFA o

#[E BE

SAKEY URL /api/4.9/settings/multifactorauthentication
HTTP A& B34

FAKRIEX {“IsGwMFAEnabIed”  false

rIsRes’[Ap|MFAEnabIedJ > true
> TIsCliIMFAEnabled] : false
» TADFSConfigFilePath]
. TC:\ADFS_metadata\\abc.xml] }
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[ClfEFAS { “MFAConfiguration” : { “lsGuUIMFAEnabled” : false
» “ADFSConfigFilePath” : “C : \ADFS_metadata
\\abc.xml” > TSCConfigFilePath) : null
> TlsRestApiMFAEnabled] : true
» TNsCliIMFAEnabled] : false
> TADFSHostName] : [win-adfs-
sc49.winscedom2.com] }}

2. AT API 12 MFA ECEREEFIRE ©

#i[E] (L

sARAEY URL /api/4.9/settings/multifactorauthentication

HTTP A& ==

[ClfEFAS { “MFAConfiguration” : { “lsGUIMFAEnabled” : false

» “ADFSConfigFilePath” . “C : \ADFS_metadata
\\abc.xml” > TSCConfigFilePath) : null

> TlsRestApiMFAEnabled] : true

» TNsCliIMFAEnabled] : false

> TADFSHostName] : [win-adfs-
sc49.winscedom2.com] }}

Z#ESnapCenter{a ks

7£ Windows I 1 _%Z#£SnapCenterfalikzs

eI LA TSnapCenter Server ZEEIZTNHITIEZR L4 SnapCenter Server ©

ERTLUEIZ(ER PowerShell cmdlet 1T S EZRMRERR © ECREZEEA PowerShell 7.4.2 SiESHRES ©
(D) Fxsmiteo5IBERESnapCenter fARSS ©

FaYaZ Bl
* SnapCenter{al R8s M BRIFRITAY Windows B3 » HEESHEF AL ©
* [CFREZFE{RETEI L2 SnapCenter{al AR2FHY 1 _E R %28 MySQL EARSS ©
* {RFEZENFE Windows L2 {E8E o

BRARIA "Windows Z4Ef230 HEha0 8" o

@ R FETERE Microsoft Exchange Server ~ Active Directory Si48ig s f8E RS AV 1% 2%

#£SnapCenter Server ©
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1. RT3 B F&ESnapCenter Server £ 6] "NetAppsziEIEZE" o
2. BRTHH exe tEZEISnapCenter Server 24 o

BBRER  WRTAATERE » IRTHEREEXR » AIFRTERNERNESAR
TRAIBRESASLEERE ; B2 5 HREZFINEE -

3. & SnapCenterfAdfRBF L EFMFNFATIEABLRETEEITEN
TARGIETE MySQL RIARIHFEE KBRS © 7ESnapCenter Server Z5EHAM » G EBESL -

(:) 19 F IS " is not supported in the custom path for the repository
database. If you include " %> BIZEE5EL -

4. FH—T AR o
MREISENEAER > MGETARIESNE o CRXENHABLE » REREIZE o

@ YNRBGEEBUN ¥R > [ERRITHD RS ST - AREIBEIMIRE o SnapCenterfalAREsHE
REEHFTEMIER

B2 » MNREHITSnapCenter Server fHuhEHENEN 2 “EFSnapCenter Server B EN 1R ERiE— T BUH”
» BB EE T A G BUHIRIE

HEERGERIIEEESFERERN btemp®h BEXRF (RENER) - MREEHEWBFNIE > FEB
BIT TS U IR F TR BISnapCenter Server Z4&
:C:\installer location\installer name.exe /log"C:\"

LALHARTTE Windows 14 _FEYARITHAE

SnapCenter Server 2 NI L EEHARITE Windows F 14 _EEXA Windows HEEFN A o FLE A sEEEPEHERRAN
HETARER -
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85 ST
Web fRIAR2S © AR EEARTS
© BEARTS
* B8 HTTP IhAE
° FER XIS
© BiREIE
° HTTP $#:2
° HTTP EfE M
° FRFREANR
° WebDAV 275
* BEEREAEOER
° BiTH
° HTTP Bi&sciR
c RAIHTIA

° IP%Z&
° HABRE
o EEiPT SSL /BB T
°© AR ImREH RS
° IS AP i /&EH FERE
° |P FOABIS PR
° FERIBE
° URL %1
° Windows B&:%
* FERTERAETNAE
° NET#ERM4 4.5
° FEREXABIE

> ASP.NET Core Runtime 8.0.12 (WU KFriBE#%
& 8.0.x EHTE) TEE

° [AiRESRIHEE
° WebSocket 1%
EETA
IS EIREHI &



3 H

IS EIEMWAMTA * IS BEARTS
* WebEBET A
NET Framework 8.0.12 THAE * ASP.NET Core Runtime 8.0.12 (MUK&FrE%&E

8.0.x fEfHiET) SEER

» Windows Communication Foundation (WCF)
HTTP Et&Eh45

° TCP E{A=ZRE
° HTTP EYFEE

B NET HERKIEPHRMER » H20 S8
Internet ZEARRVEH R4 > SnapCenterFH AR LERK

"o

Windows 12 BB RS TAZIER

ECE API el

7E Linux ¥ _t%3tSnapCenterfal k25

e L 1TSnapCenter Server a2 1 THE 2K 28 SnapCenter Server ©

%G Z Al

* MNRTCHEEFERRE BHERZE SnapCenterfIIE root FEAE ZEESnapCenterfal R3S » sBIENetAppZIE4Y
IHEYYS sudoers IREEFNIEZE o [RAERZIRIR Linux A2 A58 ERIREEFTEEE o

* YN5R SUSE Linux A78A sudo Eff » 3% 5 sudo EM LU BDERER ©
* HHYSUSE Linux » :AACE FHRfBLUIR 22t SRy o

* FRPITU TR LIEE Linux WL EAREE sestatus o MR SELinux AREE AEBEVEE _ErilE_%&5R
& o FEEIT FIURIE -

° BT FER< ¢ sudo semanage port -a -t http port t -p tcp
<WEBAPP EXTERNAL PORT >

WEBAPP_EXTERNAL_PORT WITE:%{E% 8146

° YNERBANFERRLE T iR » 55%1T sudo firewall-cmd --add-port
<WEBAPP_EXTERNAL_PORT_>/th

WEBAPP_EXTERNAL_PORT Hy7B23182 8146

© RICABBERERIBERITLUT S

" sudo ausearch -c 'nginx' --raw | auditZallow -M my-nginx

MRHSIREEETM > sAEZEESnapCenter Server BEHHITZHS ©
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" ﬂﬂifp"%ﬂiﬁT_my-nginx.pp_ » AT SERBEEINEIIREE | sudo semodule -i my-
nginx.pp

° MySQL PID B2Fr{ERMIRIEE Nar/opt/mysqld  HUTU TSR EMYSQLZEERIHER o
" mkdir /var/opt/mysgld
" sudo semanage fcontext -a -t mysqgld var run t "/var/opt/mysgld(/.*)?"
* sudo restorecon -Rv /var/opt/mysgld

° MySQL Zh BERFR{ERMEIEE INSTALL DIR/
NetApp/snapcenter/SnapManagerWeb/Repository/MySQL/ e BITIA T <R E MySQL B} B #Ra91E
PR o

" mkdir -p /INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

" sudo semanage fcontext -a -t mysqgld db t
"/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL (/.*) 2"

* sudo restorecon -Rv
/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

RS ILEAETS

* ESnapCenter Server Z4£1f Linux 4 LK > Bl E %4 MySQL  RabbitMq * Errlang #5 =R © &R
FEZENEH T

* Linux 1% F%#EmSnapCenterfAl [REs A% 15 :
° =Rl A
° Windows 9M#
° Active Directory ({224 » G1EEE/RER root A FIE root FF)
o BN BB D8RR E ASnapCenter

* (% NET BTHREREAR » MR LEERIARRIT libicu BERVKFERIZR » BIEBHITU T < LE libicu © yum
install -y libicu

* MEAH_Perl_ R AiMEESnapCenter Server 2B » BEBHIT FIIHSLE_Perl_ | yum
install -y perl
1. U TAIE TE "NetAppZiEILEE"F /home BEE o
° SnapCenterfAlR2§ ZEEE M - * SnapCenter -linux-server-(el8/el9/sles15).bin*
° A$&TEZE - snapcenter_public_key.pub
° ¥IFEEEZEZE - snapcenter-linux-server-(el8/el9/sles15).bin.sig

2. BBt o Sopenssl dgst -sha256 -verify snapcenter public key.pub -signature
<path to signature file> <path to bin file>

3. HHIE root EAE L » 55HIE bin ZEEZRBEMIAY snapcenter_server_checksum_(el8/el9/sles15).txt
FIEER visudo A

4. & binZERLXDECHITER o chmod +x snapcenter-linux-server- (el8/el9/slesl5) .bin
5. HITHA—IEHR(ERZ4ESnapCenter Server ©
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NRIFERE... B

EE %2 ./snapcenter-linux-server-
(el8/el9/sleslb) .bin

AR EE AL THMEER ¢

* FARRTERN Linux EH5MERAYSnapCenterfa k23 EY
webapp SMNEREIFIR o TR {EAS 8146 ©

* #Z4ESnapCenter Server fySnapCenter Server
fERE -

* RSB RERER -



NRIFERE...
FFEFHARE

B

sudo ./snapcenter-linux-server-
(e1l8/el9/sleslb) .bin -i silent
-DWEBAPP EXTERNAL PORT=<port>
-DWEBAPP INTERNAL PORT=<port>
-DSMCORE _PORT=<port>
-DSCHEDULER PORT=<port>
-DSNAPCENTER SERVER USER=<user>
—DUSER_INSTALL_DIR=<dir>
-DINSTALL LOG NAME=<filename>

&3 : sudo ./snapcenter_linux_server.bin -i silent
-DWEBAPP_EXTERNAL_PORT=8146
-DSNAPCENTER_SERVER _USER=root
DUSER_INSTALL_DIR=/opt
-DINSTALL_LOG_NAME-=InstallerLoglog

H 55177 1E /var/opt/snapcenter/logs ©
L4 SnapCenter Server BEBIENRH .

* DWEBAPP_EXTERNAL_PORT : R 7FE
Linux E1&45MERHYSnapCenter{AliR2SHY Webapp
SMEREETEIR o TRRR{EA 8146 ©

* DWEBAPP_INTERNAL_PORT : AAR7ZEX
Linux E#AAISnapCenterfaAliR2SAY Webapp A
EREIHIR o TAR(ES 8147 ©

* DSMCORE_PORT : smcore ARFSIETE#HITHY
SMCore E#FIE o TB:R{EA 8145 ©

* DSCHEDULER_PORT : #\{T:AEEFARFSHIA
ERFFEZR o TAR(ER 8154

* DSNAPCENTER_SERVER_USER : ##%
gESnapCenter Server BYSnapCenter Server {#
FA%& o ¥ DSNAPCENTER _SERVER_USER

) FREENITEREXNERSE o

* DUSER_INSTALL_DIR : #$&&EEHHNZER
#% o ¥ DUSER_INSTALL DIR - FEzRZ#
BikE_/opt_ °

* DINSTALL_LOG_NAME : f#f7 L& HEHNBEE
1EERTE - ER—EFESH > MRIEE » AlE
Hl e EAEERMER B - MRTEEL2H
A REREES S £ > WEFEERBAE

Zer o

* DSELINUX : #N8 SELinux ikt BBy > B
BRI ASgsl” o 1 BEERIT BB Z A S D
FIREING S > BIEIEE 28I HEIEES

1o FBRIEAO°

* DUPGRADE : TE:%18% 0 c 15 LB 8 R EHE
% 0 LUIMIE R ZE B3R FH4R SnapCenterfal iR
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T—$RMHE?
* Y1R _SELinux REE_#‘BAA"E _BERiR_%A 8% > Bl nginx ARFEEIERNE) - CREZHITUTHS !
a. gifEEBEk o
b. BT TE< | journalctl -x|grep nginx ©
C. MRF5FFWebappNEREIFE (8147) B2 > BIMITTFI&H< :
* ausearch -c 'nginx' --raw | audit2allow -M my-nginx
* semodule -i my-nginx.pp

d. M setsebool -P httpd can network connect on

LZALHARITE Linux 8 ERAARIINAE
SnapCenterfAliREZLZE LU TERASE » FIGBIBFRAFEMEZE TR

* RabbitMQ
 Erlang

siffiSnapCenter
MNRIZZENetAppEmBIEFAE B2BEIRARNetAppiRE > BIfEZsE M SnapCenterLUE R
X °
. Z&ESnapCenterig » EEE &) > Bt o
7€ TRER SnapCenter) %5551 F > 52 FSnapCenterEZ4l > E2—1ELL 971 FAZEAY 20 (I -
2H3ZE https://register.netapp.com ©
BT B fMAINetAppE R
EE A E R LUETI TR ©
NetApp2%E SN HR{IEZE o
= RAR THITUEEE IERE SnapCenter* ©
EESTEIRME -
#iA 20 fiI7tSnapCenterHl{T{ERE ID o

RABEIRRL o

—_

© © N o g k~ w D

-
©

f£F RBAC %1% ASnapCenter

SnapCentersz 2 &t A BHITZEUZS] (RBAC) © SnapCenterg 2 83%518SnapCenter
RBAC A BMERS A LIEEHAIEBBRTIAL » EEIB i+ HIE4H - RBAC
ERERE I UERIERENA®E ASnapCenter ©

FRtEZ Al
* {GFESZTE Windows fRIARZSEIEEFEA Windows EFZRRENARTS (WAS) ©
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* MNREHEEAERA Internet Explorer 14218235 A SnapCenterfal iR2s » RIFEFE(R Internet Explorer FRRY{RzE
BEXEER -

* YN SnapCenter Server Z4E7E Linux 1 E > BIFEFERA AR ZEESnapCenter Server FIEREIRIEE A ©

RS L AETS

ELEEEFEF » SnapCenterfAlfRes ZEBE TR —(EEK TS EMEEE LM ZEESnapCenterfy E 489 M5
A1 DHEERS o IESh » ERELE T » REBETRBEELZERRIRHANENEERSnapCenter URL » I1RIE
RGBT RA T > AILUEREZ URL ©

MPAE Web BIEISFRIRS T S EHIE-F > AUMERIBISnapCenter B RML T RIS AT
() tisnapCenter » EB#&RESnapCentertilifz » AFBBRLE DRI RIEBAIE(E Web
BB 23R HSnapCenter ©

"RERR CHERRERE - ERCTEMAR ESKFEFERISnapCenter S o

¥85& GUI URL Z &8 SnapCenter Server FY{aiR2s_ERITERRIEZIE 8146 L2 ELR (https:/server:8146
) o UNRIZIESnapCenterZE HiRIR M T ARMEARSS IR » B ERZIKRO o

HRSRMY (HA) 208 » S BEREREE P https:/Virtual_Cluster _IP_or_FQDN:8146 7ZEXSnapCenter

o YNERTE Internet Explorer (IE) REEEZE https://Virtual_Cluster IP_or FQDN:8146 B85 %& %ISnapCenter Ul
» AL BESEIMMER LY IE i EREEEE P (I3kS; FQDN it A EE04EL: » siE L BIESESN
BEXEH LE/A IE 1E5a% - BRAEZER @ A2 "H AN EREEE S P (it o

& T fEASnapCenter GUI Z ¥ » {SBAILUER PowerShell cmdlet BIL AR AITHRE « BIPMERIEE - &
R EEFRSnapCenterf » FLE cmdlet AIFER A EE © 58 "SnapCenter#ifg Cmdlet 2E 1557 "B lER o

() WmREEF—KEASnapCenter » AU EERBIEBIPRENBEEA o

TER

1. A = mE ERVRETS SRR AT URL S SnapCenterBIE S H#Y URL ByE1SnapCenter ©
2. BAERERSE -

HEIEEUATRA... AU TRAZ—..
MEEES * NetBIOS\fERE%

* FHEELTBQUPNELR

40 > username@netapp.com

* 4915 FQDN\EBE %

FMEEES fERERME

S MREWISK T ZEAE » FARHRPEEZANLEATIERENASR -
EAR > CEARYERAENERA BRERESnapCenterfVG LA o
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3. TERETFEIAED - HREBIEHIZIFTAIEES o
PEHERET AT RE S BRI RS ¢

o

¥ & mSnapManager Suite SFEIEERIEILFAS « AFFSRASATLEGERML o

© FRRFAS » AFFIASAE #F R A R L8 SnapManager Suite 1 o

° REFFRMSnapManager Suite 1ZHERER » EAHFIEHIZSIFAmazon FSx for NetApp ONTAP ~
Cloud Volumes ONTAP » ONTAP SelectZ##BN{#FF A ©

o

% 2% | HREEHI23 LRI R
SR UEFONTAPE 95 EE T2 E REMFTBIRE o [TFEZEFAS « AFFEASAZR A EHEEEIES o
@ el 288 B F SnapCenter Standard £l 23 BV EER %4 SnapManagerSuite 1521 o

1. EFAONTAPER L 5! ANetAppiEH23 o
2. B A license show % » RBEEFHHUETERSTE RS SnapManagerSuite %1 o
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eIkt

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type Description

NF'S license NFS License

CIFS license CIFS License

iSCSI license 1SCSI License

FCP license FCP License
SnapRestore license SnapRestore License
SnapMirror license SnapMirror License
FlexClone license FlexClone License
SnapVault license SnapVault License

SnapManagerSuite license SnapManagerSuite License

Expiration

Expiration

EEEfIh » B %8 SnapManagerSuite 5FA]:% » EIEREEEEIMISnapCentersF R 1R1E o

TR 3 | MRIEHEBR R

EFONTAPE L5 EVSHEHIZIFFSRE © ML ERFAS « AFFERASAZRAL MR E B8 B 7 AeES B EHI2AYEF
FIEEFSER ©

1. {FFONTAPE L 5B AEHIZS o
2. A system show -instance % » AR EBHH LI EIEHIZZFIE
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eIkt

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. SCERRFIE o

TR 4 IRREFEHISSRISTRISRRFR

WMRIE(ERRIZFAS « ASASKAFFERE > BRI LU ENetApp 2 B UG EEHAENE 1 SnapCenteriZ H 23 AUEF A% » 2R
B BFEAONTAPHI Y EITREE o

FIsEZ Al
* REZER A MHINetAppZIRAIEE AREE ©
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MRIERBEABRNES » 2AFAZELEAERRCESHNE -
© RPEZAIEHIZIFIR o
i“%
1. Z A "NetAppZiEUhEs" o
2. BET RG> BEEFTEE o
3 (EEEERERYE > BAREETRS (WNEESE) @ WAZHESESR » RBEEGo!* -

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0OR-
» Show Me All: | Serial Numbers with Licenses ~|For Company: I:l Go'

FTEEERIZSMFT Al B B

4. X E| A s28ESnapCenter Standard I SnapManagerSuite £F R[5 ©

TR 5 1 MTEEFMEHI SRS AR

EITEHAFAS - AFFEASAZ 4 B4 SnapCenter Standard & SnapManagerSuite 121085 » {&a] LUE
FAONTAP#E < FIHE B SnapCentertZfl B3RS HE o

BAtAZ Al
* IRFEEZEFAS « AFFERASAZAR FRISEESIES o

* {FEZ S SnapCenter Standard & SnapManagerSuite 1Z# o

RS IEAETS

MRIEABEAFAS - AFFERASATZ R FAZ%ESnapCenter > fEEIILEYE Premium Bundle G LI 2ot £ 12
HBg L o

WRICBEH LS SnapCenter » EEZEHARICHIEHERRUEVS Premium Bundle IR ZEETEITAYIES]
®qEo

HER
1. EFAONTAPEs L 51 B ANetAppazfE o
2. 1% SnapManagerSuite a5 %8 !

system license add -license-code license key

e S EEERRERATA -
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3. ERE R B B % SnapManagerSuite 1571 :

license show

T 6 : MBRE AT IR

INRIEIEAE E AR EHI3HISnapCentertB 23T A] 38 > I EREMFENRTEMRAHTE (FHRIU (501 4
B) > BUFEfER MySQL a5 < FEIMIFRELAETaIEE o BIAfEASnapCenterfE A& MM EMFRE AFFAIEE ©

()  oEEEERERSnapCenter Standard EHISHIEHEFA BEEHMIASFREMR

1. #£SnapCenterf{afk2§ Lt > FAEL PowerShell 18 & L E % MySQL S o
a. 1T Open-SmConnection cmdlet 2 SnapCenterAdmin M&F £2SnapCenter{alfR23E 7 EA4R ©

b. #7T Set-SmRepositoryPassword Ez& MySQL 5§ o
B cmdlet IS8 » 55288 "SnapCenteriif Cmdlet 2Z15f" o
2. RS LR TRFE T #ITMysql -u root -pE AMySQL °
MySQL B EEA RN o MALTEELZIHFRHRHARE o
3. WEREFMFREASTAE -

use nsm;DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

BcEm A
Ao ESnapCenterfliRESUEIRS I AN

A7 H’RTE Windows 5% Linux _E#11TRISnapCenter IS R FBME (HA) » {ERJUZRE F5
E%ﬁzﬁﬁi%% o F5 fSnapCenter{al iR 23 AE Z’ﬂi‘i%ﬁﬁ"*ﬁﬂﬁ%ﬁ’]ﬂ%%ﬁﬁ“‘I’f&E’JI@J E)
ACE o HE1ESnapCenter{HH F5 B & F#i23 » BB E SnapCenterfRlAR2F A 52 €
F5 B8 14128 o

IS AT AR E 4BE% & 2 F 17 (NLB) K& E SnapCenterm r] M o IRfEZ7ESnapCenter it 2 SN FHECE NLB
MERSAM -

HRNEIRIRIR > ERIUER Amazon Web Services (AWS) 384 & & (ELB) 1 Azure B8 FH2RRRE =
AR o
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FHRF5REsr AN
BRAER F5 B & F#23:R ESnapCenterfaliRzs U BIRS AT A4 RVEREE » 520 "WAEH F5 &8 FEzs
Ao & SnapCenter{AlRZBSUBIRS T BI4E" o

f&wi7BESnapCenterf@fR2s LA EIRS BH4EMIKE (BR7T$5)K SnapCenterAdmin B) » AREFERT
5| cmdlet #TIEFNMIBR F5 2R -

* ¥ SmServerCluster
* ¥ SmServer
* fHiF&-SmServerCluster

BRESER » 552/ "SnapCenterifg Cmdlet 2E 55" o

FanE R

* ZENFCE SnapCenterABIRE A 1412 » #REESnapCenterEEIERLIEM F5 =& IP o

* YR SnapCenterfAlfR2s < BB E W EEETE » W HIZFEIRARISnapCenter@sE » B JBRARTEI B350
B¥&E ASnapCenter °

* TEHFEERE (NLB 5 F5) > MRIIEH NLB 5 F5 FH4ERD AT » R SnapCenter
FREDAEREZER > BlSnapCenter = B E S 7 T RAFAMEFARRE Z KB R - EFBRILE
2 o [CiEZERM{ESnapCenter T4 ETAESTAEMT NLB B F5 AR o

* FETEFRA T 81T MFA 3RERISnapCenterts < o kB R EFEMER F5 E B Active
Directory Bt & E258ARTS (AD FS) {@AR2IPFERk © BXF MFA & » E##4kSnapCenter Ul IZEUE4RFALE ©

s EHEERREAR > BIZHRREATRMEST S L o Bt » & F5 WEhFME R EH FHE > &
EZFHEEBIZAFERE ©
ERERaHTE (NLB) EE=sBX
TGRSR EHBRR B 1% (NLB) 2Rz&ESnapCenter= A A o {EFEZESnapCenter& i 2 SN FENECE
NLB UEBIRS A A% -
BRI AIfEA SnapCenterfl BE49E& &1 £ 7 (NLB) RUS B > 55280 "W{al{E A SnapCenterfit & NLB" o

£5F AWS Elastic Load Balancing (ELB) B E=a] B4
&EI LATE Amazon Web Services (AWS) FEZE = 0] A% SnapCenterIRiE @ FEAREARBN AT AEE (AZ)
PR E MifESnapCenterfAl iR 23 ¥ HEITREUB IR BEMIEER o WRIBEEERERIPAMLE « BER
MUK FHEMySQLERIEZ FHED °
HER
1. EAWS FECEERERESE IP - BRGE » F2R 'LEEHSERES P -
2. #Ef% Windows 1%
a. 58l IPv4 BEHERL IPV6 :
* i & | HKLM\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters
* §# : DisabledComponents

* 88 | REG_DWORD
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* {8 : 0x20
b. IR 2 IREATN BB LIEB DNS S AEE E MRITA IPv4 (il o
C. BRIERARERANERER -

d. E{FER8A Active Directory BJ:&E BRIARZI AT — B4R R BF » :ERE(RM1E Windows Server LY
EESZEMER -

e. 7EM{E Windows fRIAR2S LHTIEEHE IP o
3. #1iISnapCenter#£E o
a. Y& Powershell A 43%|SnapCenter ¢ Open-SmConnection

b. 75 o Add-SmServerCluster -ClusterName <cluster name> -ClusterIP
<cluster ip> -PrimarySCServerIP <primary ip> -Verbose -Credential
administrator
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3. FEE M 1 PEIHEE o Add-SmServerCluster -ClusterName <cluster name>
-ClusterIP <specify the load balancer front end virtual ip>
-PrimarySCServerIP <ip address> -Verbose -Credential <credentials>

4. FrILEEEN(EIARSS © Add-SmServer -ServerName <name of node2> -ServerIP <ip
address of node2> -Verbose -Credential <credentials>

S. BSSnI MM ER © Get-SmServerConfig
6. MRFEE > FERFBHITH o Set-SmRepositoryConfig -RebuildSlave -Verbose

L —

7. BEEREE S o Set-SmRepositoryConfig ActiveMaster <name of node2>
-Verbose
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>
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2. AT SRIEAESRR

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
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security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod <password\>

° <user_name> ZSTEL 5 2 RREIUMERERLTE o Ibip < AFFITEERE S HE A ER o
° <svm_name> & SVM B 78 o
° <role_name> BEESER 1 PEINAGBNRTE o
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4 MAUTHCREFHESSESERET :

security login show -vserver <svm name\> -user-or-group-name <user name\>

user name BEELEE 3 PEIMERENLE o

B AARE#ERN SVM A&

TZONTAPHAFTH SVM ERERZIIAGE » WEHITHEONTAP CLI 5% - INREK
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security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

o

() crzssERRESLSS

2. BU—EEAELRAEIERMGZERE

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

3. FRIRF PSR o

security login unlock -user <user name\> -vserver <svm name\>

BRI SVM BB SEC#EERIONTAP CLI /<
I REZ B ITAEONTAP CLI s 9 FREZ21L SVM Al RERR ©

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname

58



"event generate-autosupport-log"

security login role create -vserver SVM Name

"job history show" -access

security login role create
"job show" -access all

security login role create
"job stop" -access all

security login role create
"lun" -access all

security login role create

"lun create" -access all

security login role create

"lun delete" -access all

security login role create

all

—vVsServer

—vVServer

—-vsServer

—vsServer

—-vserver

—-vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup rename"

security login role create

—vserver

—-access all

—-vserver

—-access all

—vserver

—-access all

—vserver

"lun igroup show" -access all

security login role create

—vserver

—-access all

-role
SVM name -role
SVM Name -role
SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role
"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

security login role create
"lun modify" -access all

security login role create
"lun move-in-volume"

security login role create -vserver SVM name

"lun offline" -access all

security login role create -vserver SVM name

"lun online" -access all

—-access all

-role
-role
all
-vserver SVM_name -role
all
-vserver SVM_name -role
-vserver SVM_name -role
-role
-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name
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SVM Role Name

SVM Role Name
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SVM Role Name

SVM Role Name

-cmddirname
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security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name

"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role
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-role

SVM Role Name

SVM Role Name
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SVM Role Name
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SVM Role Name
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SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name
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SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname
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-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver
"volume offline" -access all

SVM name

security login role create -vserver
"volume online" -access all

SVM name

security login role create -vserver SVM name

"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

security login role create -vserver SVM name

"volume gtree modify" -access all

security login role create -vserver SVM name

"volume gtree show" -access all

security login role create -vserver SVM name

"volume restrict" -access all

security login role create -vserver SVM name

"volume show" -access all

security login role create -vserver SVM name

"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name
"volume snapshot rename" -access all

security login role create -vserver SVM name
"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name

"volume snapshot show-delta" -access all

security login role create -vserver SVM name

"volume unmount" -access all
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" -—-access all
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security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name
"vserver cifs share show" -access all
security login role create -vserver SVM name
"vserver cifs show" -access all

security login role create -vserver SVM name
"vserver export-policy create" -access all
security login role create -vserver SVM name
"vserver export-policy delete" -access all

-role

-role

-role

-role

-role

-role

security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all

security login role create -vserver SVM name -role

"vserver export-policy rule show" -access all

security login role create -vserver SVM name -role
"vserver export-policy show" -access all

security login role create -vserver
"vserver iscsi connection show"

security login role create -vserver

"vserver" -access readonly

security login role create -vserver
"vserver export-policy" -access all

security login role create -vserver

"vserver iscsi" -access all

security login role create -vserver
"volume clone split status" -access

security login role create -vserver
"volume managed-feature"

security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver

"nvme subsystem create" -access all

security login role create -vserver

"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver
"nvme subsystem host" -access all

security login role create -vserver

—-access all

SVM Name

—-access all

SVM_ name

SVM name

SVM name

SVM Name

all

SVM name

SVM Name

SVM_Name

SVM_Name

SVM_Name

SVM_Name

SVM_Name

-role

-role

-role

-role

-role

-role

-role

-role

-role
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-role

-role

SVM Role Name
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SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name
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"nvme subsystem controller" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem show" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

AASA r2 R4 SVM A

IRNBRITREONTAP CLI A5 S A BETEASA 12 24 AIHY SVM ERERIIA® - 1R
IRTEASA 12 Z&EHRTE SVM LUESnapCenter—itE{EF B A48 vsadmin A& » BISE
EItAE o

I THREARLET ARG > TAZABHMTFRIAER -

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() rmEzssERREELESS -

2. U —EAERAELRAGIERGZERE -

security login create -user <user name\> -vserver <svm name\> -application
http -authmethod password -role <SVM Role Name\>

3. FEFRFREHRE ©

security login unlock -user <user name\> -vserver <svm name\>

FREIL SVM B BN ECHERAYONTAP CLI 55

TREZHITHEONTAP CLI Sn22REIL SVM B BIE/RER
® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all
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security login role create

"job show" -access all

security login role create

"job stop" -access all

security login role create

"lun" -access all

security login role create

"lun create" -access all

security login role create

"lun delete" -access all

security login role create

—-vserver

—-vserver

—vserver

—-vserver

—vserver

—vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup rename"

security login role create

—vserver

—-access all

—vserver

—-access all

—vserver

—-access all

—vserver

"lun igroup show" -access all

security login role create

—vVsServer

SVM name -role
SVM Name -role
SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role
"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

security login role create
"lun modify" -access all

security login role create
"lun move-in-volume"

security login role create -vserver SVM name

"lun offline" -access all

security login role create -vserver SVM name

"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name

-vserver
all

—-vserver

—vserver

—-access all

-role
-role

all

SVM name -role

SVM name -role
SVM name -role
-role
-role
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-role
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"lun serial" -access all

security login role create -vserver SVM name
"lun show" -access all

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role
"volume clone show"

create -vserver SVM name
—access all

security login role
"volume clone split

create -vserver SVM name
start"™ -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role create -vserver SVM name
"volume create" -access all

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all
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security login role create -vserver SVM name

"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver SVM name

"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

security login role create -vserver SVM name

"volume gtree modify" -access all

security login role create -vserver
"volume gtree show" -access all

SVM name

security login role create -vserver
"volume restrict" -access all

SVM name

security login role create -vserver
"volume show" -access all

SVM name

security login role create -vserver SVM name
"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name

"volume snapshot rename" -access all

security login role create -vserver SVM name

"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name

"volume snapshot show" -access all

security login role create -vserver SVM name

"volume snapshot show-delta" -access all

security login role create -vserver SVM name

"volume unmount" -access all

security login role create -vserver SVM name

"vserver cifs share create" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

" —access all

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role
"vserver export-policy show" -access all

security login role create -vserver SVM Name -role
"vserver iscsi connection show" -access all
security login role create -vserver SVM name -role
"vserver" -access readonly

security login role create -vserver SVM name -role
"vserver export-policy" -access all

security login role create -vserver SVM name -role
"vserver iscsi" -access all

security login role create -vserver SVM Name -role
"volume clone split status" -access all

security login role create -vserver SVM name -role
"volume managed-feature" -access all

security login role create -vserver SVM Name -role
"nvme subsystem map" -access all

security login role create -vserver SVM Name -role
"nvme subsystem create" -access all

security login role create -vserver SVM Name -role
"nvme subsystem delete" -access all

security login role create -vserver SVM Name -role
"nvme subsystem modify" -access all

security login role create -vserver SVM Name -role
"nvme subsystem host" -access all

security login role create -vserver SVM Name -role
"nvme subsystem controller" -access all

security login role create -vserver SVM Name -role

"nvme subsystem show" -access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver
"nvme namespace create" -access all

security login role create -vserver
"nvme namespace delete" -access all

security login role create -vserver
"nvme namespace modify" -access all

security login role create -vserver
"nvme namespace show" -access all

security login role create -vserver
"storage-unit show" -access all

security login role create -vserver
"consistency-group" -access all

security login role create -vserver
"snapmirror protect" -access all

security login role create -vserver
"volume delete" -access all

security login create -user-or-group-name user name
—authentication-method password -role SVM Role Name

security login create -user-or-group-name user name
—authentication-method password -role SVM Role Name
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SVM Name

SVM Name

SVM_Name

SVM_Name

SVM_Name

SVM_Name

SVM Name

SVM Name
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-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-application
-vserver SVM

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

http
Name

-application

ssh

-vserver SVM Name

security login role create -vserver <cluster name\>- role <role name\>

-cmddirname <permission\>
() cEzusERREELSS -

BIU—EfERE IR A BERGZERE -

security login create -user <user name\> -vserver <cluster name\> -application
ontapi http -authmethod password -role <role name\>

FRFRA P8R -

security login unlock -user <user name\> -vserver <cluster name\>
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* security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

* security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

* security
"cluster

* security
"cluster

* security
"cluster

* security
"cluster

* security

"event generate-autosupport-log"

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver

peer show" -access all

login role create -vserver

show" -access all

login role create -vserver

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

® security login role create -vserver Cluster name
"job history show" -access all

®* security login role create -vserver
"job show" -access all

®* security login role create -vserver
"job stop" -access all
security login role create -vserver
"lun" -access all
security login role create -vserver
"lun create" -access all
security login role create -vserver
"lun delete" -access all
security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup modify"

security login role create

"lun igroup rename"

security login role create

—vsServer

—-access all

—-vsServer

—-access all

—-vserver

—-access all

—vserver

—-access all

—-vserver

"lun igroup show" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online"™ -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name

"nvme subsystem map" -access all

security login role create -vserver Cluster name

"nvme subsystem create" -access all

security login role create -vserver Cluster name

"nvme subsystem delete" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"nvme subsystem modify" -access all

security login role create -vserver
"nvme subsystem host" -access all

Cluster name

security login role create -vserver
"nvme subsystem controller"

Cluster name

—-access all

security login role create -vserver
"nvme subsystem show" -access all

Cluster name

security login role create -vserver
-—access all

Cluster name
"nvme namespace create"

security login role create -vserver Cluster name

"nvme namespace delete" -access all

security login role create -vserver Cluster name

"nvme namespace modify" -access all

security login role create -vserver Cluster name

"nvme namespace show" -access all

security login role create -vserver Cluster name

"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver
"system node show" -access all

Cluster name

security login role create -vserver
"system status show" -access all

Cluster name

security login role create -vserver
—access all

Cluster name
"version"

security login role create -vserver
"volume clone create" -access all

Cluster name

create
—-access all

security login role
"volume clone show"

-vserver Cluster name

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name

"volume clone split stop" -access all

security login role create -vserver Cluster name

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver
"volume online" -access all

Cluster name

security login role create -vserver
"volume gtree create" -access all

Cluster name

security login role create -vserver
"volume gtree delete" -access all

Cluster name

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create -vserver Cluster name

"volume gtree show" -access all

security login role create -vserver Cluster name

"volume restrict" -access all

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name
"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name
"volume snapshot rename" -access all

security login role create -vserver Cluster name
"volume snapshot restore" -access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name
"volume snapshot show" -access all

security login role create -vserver Cluster name
"volume snapshot show-delta" -access all

security login role create -vserver Cluster name

"volume unmount" -access all

security login role create -vserver Cluster name

"vserver" -access all

security login role create -vserver Cluster name

"vserver cifs create" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

login role create -vserver Cluster name

cifs delete" -access all

login role create -vserver Cluster name

cifs modify" -access all

login role create -vserver Cluster name

cifs share modify" -access all

login role create -vserver Cluster name
cifs share create" -access all
login role create -vserver Cluster name
cifs share delete" -access all
login role create -vserver Cluster name

cifs share modify" -access all

login role create

cifs share

-vserver Cluster name

show" -access all

login role
cifs show"

Create -vserver Cluster_name
—-access all

login role create -vserver Cluster name
create" -access all

login role create -vserver Cluster name
export-policy create" -access all

login role create -vserver Cluster name
export-policy delete" -access all

login role create -vserver Cluster name

export-policy rule create" -access all

login role create -vserver
export-policy rule delete"

Cluster name
-access all

login role create -vserver Cluster name

export-policy rule modify" -access all

login role create -vserver Cluster name

export-policy rule show" -access all

login role create -vserver Cluster name
export-policy show" -access all

login role create -vserver Cluster name

iscsi connection show" -access all

login role create -vserver Cluster name
modify" -access all

login role create -vserver Cluster name

show" -access all
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-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

®

CREZESERRERLLSS -

2. BU—EEAELRAEIERGZERE

security login create -user <user name\> -vserver <cluster name\> -application
http -authmethod password -role <role name\>

3. FEFRFREHRE ©

security login unlock -user <user name\> -vserver <cluster name\>
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* security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "metrocluster show" -access readonly

® security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "cluster identity modify" -access all

* security
"cluster

* security
"cluster

* security
"cluster

* security
"cluster

* security

"event generate-autosupport-log"

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver
peer show" -access all

login role create -vserver
show" -access all

login role create -vserver

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create
"job history show" -access

security login role create
"job show" -access all

security login role create
"job stop" -access all

-vserver Cluster name
all

-vserver Cluster name

-vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"lun" -access all

security login role create -vserver Cluster name

"lun create" -access all

security login role create -vserver
"lun delete"

Cluster name
—access all

security login role create -vserver Cluster name

"lun igroup add" -access all

security login role create -vserver Cluster name

"lun igroup create" -access all

security login role create -vserver Cluster name

"lun igroup delete" -access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver
"lun igroup show" -access all

Cluster name

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname

-cmddirname
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"lun serial" -access all

security login role create -vserver

Cluster name

Cluster name

—access readonly

Cluster name

—access readonly

Cluster name

—access readonly

Cluster name

"lun show" -access all

security login role create -vserver
"network interface create"

security login role create -vserver
"network interface delete"

security login role create -vserver
"network interface modify"

security login role create -vserver
"network interface show" -access readonly
security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver

"nvme subsystem create" -access all

security login role create -vserver

"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver

"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

security login role create -vserver
"nvme subsystem show" -access all

security login role create -vserver
"nvme namespace create" -access all

security login role create -vserver
"nvme namespace delete" -access all

security login role create -vserver
"nvme namespace modify" -access all

security login role create -vserver

"nvme namespace show" -—-access all

security login role create -vserver
"security login" -access readonly

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name

—-access all

security login role create -vserver Cluster name -role

"snapmirror policy add-rule" -access all

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

-cmddirname
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security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"volume clone create" -access all

security login role

"volume clone show" -access all

security login role

"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role
"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

security login role create -vserver Cluster name -role Role Name

"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create

"volume gtree show" -access all

security login role create

"volume restrict" -access all

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

-vserver Cluster name

—vVsServer Cluster_name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"volume snapshot promote”

—-access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—access all

security login role create -vserver Cluster name

"volume snapshot show-delta"

—-access all

security login role create -vserver Cluster name

"volume unmount"

—ac

cess all

security login role create -vserver

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

—-access al

login role
cifs create

login role
cifs delete

login role
cifs modify

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

login role

create" -ac

1

create -vserver
" -—-access all

create -vserver
" —access all

create -vserver
" —access all

Ccreate
modify" -access

—vVsServer

create -vserver
create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create -vserver

show"

create -vserver
—-access all

create -vserver
cess all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

login role create -vserver Cluster name

export-policy create" -access all

login role create -vserver Cluster name

export-policy delete" -access all

login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"vserver export-policy rule create" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule delete" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"storage-unit show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"consistency-group" show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror protect" show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"volume delete" show" -access all
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1. {#F8 openss| 5<% Windows /) MySQL fEARESF AR iR E SSL /BB SIBIEE o

BRI > FF2R "MySQL KRZs 5.7 : {8 openss| 237 SSL /&:5f& 8"
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2. & SSL /RFBEMNEIRIERERE] MySQL BERIFK o
FEEZHY MySQL BRI K E C: \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ °

3. BHiMySQLEBREERERE (my.ini) HEICARSE - REREAIE  BAIRALR © FAREFAGR A IRFhRE

1«( °

B HY MySQL AlfRZ3:&EMRE (my.ini) E{ERE C:\ProgramData\NetApp\SnapCenter\MySQL
Data\my.ini °
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(D G ZBTE MySQL fRIARESERERE (my.ini) BY [mysqld] 2B HI5E CA &:T - AR AR&RE
FEARESFAE B IBERIK

EZBTE MySQL fRIARESERERE (my.ini) BY [client] 2B HI5E CA &:T ~ AP IR AR/KRSEMN AP inf SR

1«( °

LUF s BERE B B FER BRI my.ini #2522/ [mysqld] SBDBY &R iR E

C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data °

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

LU EHIZETR T my.ini 122209 [client] ZBO HEFAVERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

. {=1k Internet BT AIAR2S (11S) FBYSnapCenter Server Web FEFFER ©
. EFEEN MySQL BRFS ©

E#SnapManagert&m MySQLProtocol $EHI{E o

T #6658 T SnapManagertg& 2 R EHTHY MySQLProtocol ##HY{E ©

<add key="MySQLProtocol" value="SSL" />

£/ my.ini 18228 [client] ZB9> AP1RERIER K E #TSnapManager.Web.Ul.dll.config 1828

LUTEEHZETR T my.ini 1228 [client] B0 EHAVERE o



<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

8. 7£ IS HEENSnapCenter Server Web FEFRTER o

% HA SBERBZ2H MySQL &%

!1[1%,‘S?*EEEET%SMpCenterTﬂHE%%iFl] MySQL AR 2 ERERZE > ERIUBE R AN (HA) BiELEZEE
simfE (SSL) ‘RN EIMIEE - EHJRTE MySQL EIAREEH HA Eﬁ%t‘“*ﬁ%’éﬂﬁﬁ%hm °

EETHE :
© CAEE
7EER—(B HA BBk E % CA S > T35k CA SEBHEIEIS—(E HA B2 -

* MmfE HA EiRSRYEIARAS A /&sE M AR A IBIC M
* WE HA BiRGRYE P in AH/REEZ P IR AL 8831

1. B E—1E HA E5% > 6 openssl ¥54 % Windows /) MySQL ARSI A AR E SSL /AREN iR

Sto

BHRIEE > FB2R "MySQL KRZs 5.7 : {8 openssl E37 SSL /&EMSiE"

@ R fEReS&E « BRm/&EMNERERNERRBEELRERR CARENERBEER
[ o yNRIBABTBEMRE > BIEEA OpenSSL 4RZENAIARSAVREMNSMEZS IR

REETR | TREXERAARSTEREMYATE (FQDN) (FA AR /REREA ST
2. & SSL /RFEBEMNEIRIEREEE] MySQL BER}FK o
8% MySQL B ERIE A C:\ProgramData\ NetApp\ SnapCenter\MySQL Data\Data\ °

3. BHiMySQLEAREERRERE (my.ini) EICARSE - REREAIE  BAIRALR © RSB A IRFhRE

1«( °

¥855% MySQL fEARESZERE (my.ini) BR1EA C:\ProgramData\ NetApp\ SnapCenter\MySQL Data\my.ini ©
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(D G ZBTE MySQL RIARESEREAE (my.ini) BY [mysqld] ZBHHIEE CA KR - AR A &R
FEARESFAE B IBERIK

EZBTE MySQL fRIARESERERE (my.ini) BY [client] 2B HI5E CA &:T ~ AP IR AR/KRSEMN AP inf SR

1«( °

WU EfIBE R E B EIFER ERIF C:/ProgramData/ NetApp/ SnapCenter/MySQL Data/Data 1 my.ini 122/
[mysqld] B8 RY/REF S IRIEEE ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

LUTEHIZETR T my.ini #2220 [client] ZBD HEFAIERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

HCE B HA 8% > #85 CA BB UELFAIRSEQREE « AIRSMBESR - AP IRAREZN AR IHA
MIEE - PUTLUUTHER
a. 5 —1E HA BiBs EELERY CA /RERREISE (& NLB EiB5AY MySQL Data B}k o

858 MySQL BRI ERIE A C:\ProgramData\ NetApp\ SnapCenter\MySQL Data\Data\ °

@ EARBEB IR CA RS - CEZREILMARBIZIAHES - FRIBHAHRE « MRS
*ﬁwﬁm§ﬁa ﬂﬁ f1k°

b. ¥ 5 —1E HA E124 > £/ openssl $§% 7 Windows _E# MySQL AIBRESF A R ifzRE SSL /&S
TEIEEE o

"MySQL KRS 5.7 : {8 openss| 1L SSL /&EMEHE"


https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html

FIRFIIRE S - FS RS R SRIOA AL IR EL AR AN CA BEIA AL IR(E
O 1R WRERLIREIAR - A OpenSSL MR AMSN BTSSR RN A%

B ERAMAARES FQDN E Ak /BERVE A ATE o

% SSLBBMISBIERIEHE MySQL B -
. EHMySOLEIRIRER (my.ni) FREICATES « IIRSSALE « R IHAL « MRS - AR
RAAE o

(D T JATE MySQL RIARESERERE (my.ini) Y [mysqld] EB53FRHEE CA R:E - RIARES A
BEEMARBLEZRIRE o

{EAABTE MySQL FRRESIRTERE (my.ni) 80 [olient] B39 FISTE CA 38 « FS i3 /A FIBRAI A 47
SR o

MU E5IEERE R EITER ERIF C:/ProgramData/ NetApp/ SnapCenter/MySQL Data/Data B2 my.ini &
Z/ [mysqld] S BV/REBIEIBIES ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

LUTEEHIEETR T my.ini 1228 [client] ZPHEHMBVERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"
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S. {ZIEME HA B2 ERY Internet BE&TEARES (11IS) FAYSnapCenter Server Web FEARTELL o
6. TEM1E HA Ei%h S FEREN MySQL ARFS ©
7. BEM{E HA EiZ5A9SnapManager.Web.Ul.dll.config #&Z&5 MySQLProtocol #2891 °

T EE6IFETR 7 SnapManagerfgZ R EHTHY MySQLProtocol $£HY{E ©

<add key="MySQLProtocol" value="SSL" />

8. ﬁﬁﬁu?’_ E my.ini #2228 [client] ZBD A ME HA EIE5T5E AVERIE B #SnapManager.Web.Ul.dll.config &

=Zz

7K

LUFEEFIEETR T my.ini #2228 [client] 2O EFAVERIE o

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

9. TEM1E HA Bi%5_ERY 1S FEXEISnapCenter Server Web FEFFZT ©

10. EEF—{E HA E125 EER%A -Force 18R Set-SmRepositoryConfig -RebuildSlave -Force PowerShell
cmdlet TEMIE HA Ei%5 LRI Z 2R MySQL 83 -

BIEE R AE RYF » -Force BIRt AN E R BT ©

FCEER /RN E 7 ERE

BREN S 5REEBRESnapCenterf@ kS E T EHBIZ (D KIZR L ZE > HRE
MRV o

\

B RENERENS D8R

EE7ASnapCenter Server 1 Windows 5’H¢HEEE$H%EWH§E\ REEAVESEE » BAHIIT 15 PowerShell cmdlet o ¥
7 Linux SMEEEHE > BUBEE M SSL BB E N /RERIERES -

* BERBERBRIREENS (5

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]
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* ARERENREPIRAENS (DR

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname] "

tSnapCenterfrlfiR23 (& /&5 1RREE (1L (CA) /&:E
1EFEsZ(E A Microsoft BI2F1ZE4 (MMC) #% CA /&:51¢SnapCenterfal iR 2 E H B I MIMER 14 o

%G Z Al
CEZE&ERE TEMm SSL -

1. BifE Microsoft B F#EA (MMC) » ABIR—T B > iR EERE T

2. LR SEE T REF  EEEE > REBETWE o

3. IR EIRE AT  BE TEIRA) B3 REE—T 5T o

4. 1B—F EHIER > RE - i > @A > &/E o

5. HEEER M SnapCenter Server BJiXEE CABE » ABIEE FREER > BEY LUBEIELRE -
6. EIBEERWITFIHRIE -

HRIEEEIA... HMATLUTRLE...

BE LA BED > FEHMAE > ABER—T T3

BELH S R0 B—TTF—%" -

EERRE R RE ST R RERERRE » ABEET
_5*

TERL /R B IR EE BERE > ABE—T 5T FRED -

@ SnapCenter HA 52 E#SnapCenter Plug-in for VMware vSphere Az BB /& EHIEGE o

# CA ‘RBEA Windows 1414

LS EBAELASnapCenter Server CA 55 » fEFEZEF Microsoft B2 E (MMC) #18RIREEA
ZSnapCenter Windows M 2R 1% o

TR

1. BIfE Microsoft B F#EA (MMC) > ABIH—T 1EE > i8S RERE T
2 RS EEETRE R EE  REE— T
3. HREEETRE T - BE NBIIRE ) B8 A%BKR—T M=y °
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4 f—T PEHIBR > B - A4 > A > B -
5. EREBETHICELN > AR FEEE > WA LRBEARE -
6. EREERIIT TIIRLE -

SRS BT FHRE...
RS (L BT

AR BIZLL cer BIfERAERMSnapCenter (ARSI -
G BT

AR E LR SERE > KEE—T TSR FBEA o

i CA REEEEA UNIX HlfF 4
THEZA CARFBEAZ] UNIX $EHFEH -

RARSHEAETS
* EEILEIE SPL SIRERES - URIETEEARY CA ZEHERIFI% o
* SPL EiRENZ MBI A 1R R A ZISEZAER -

1. CRILUME SPL B AEZRF1IEE SPL £IRETAR TS - EERHEN(E SPL_KEYSTORE_PASS ©
2. FHEIBERNE ¢ $ keytool -storepasswd -keystore keystore.jks
3. BEBETMAENBEENGNEBEEAHEIRERARENE | $ keytool -keypasswd -alias

"<alias name>" -keystore keystore.jks
4. H&18 SPL_KEYSTORE_PASS #1T+B[EIBYEHT “spl.properties’ X4 ©
S. [ECUEIE R ERART o

IR REE B P4 BRI R E R SPL (5128
TR ZIIRRE N P E/RERE R SPL S1EE - EAEZIILIR CA RS > ABIMEHRE CARE -
1. BfiZE 85 SPL £BEMERIK | /var/opt/snapcenter/spl/etc ©
- HEIXH keystore. jks ©

2
3. BB EPIIGAERE ¢ S keytool -list -v -keystore keystore.jks
4

- FMIEIREEE N PREIEEE | $ keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks
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5.

RRE R ERSEACE R SPL S1EEREMRBEBERT

i CA REZIRHACEE SPL (51X
THEZS CA BENSRHACES SPLEEE ©

TR

1.

9.
10.

EMEESR SPL £\EMERIK /var/opt/snapcenter/spl/etc ©

2. REIXH keystore.jks  °
3.
4

YN ZRIBEAATIEAYEE ¢ ¢ keytool -list -v -keystore keystore.jks

- B E BB AIEAY CAREE © $ keytool -importkeystore -srckeystore

<CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore keystore.jks
-deststoretype JKS

IR EHIZAY/REE © $ keytool -list -v -keystore keystore.jks
R TRESSE S EMEESRMERNT CA REHEHRENGS -
TG FICAREE TAIR A IS BB A keystore ZH8 ©

Y85 SPL £i8EZE S8 SPL_KEYSTORE_PASS HI{E “spl.properties’ X4 ©

S keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

YRCABRFRFILEER » BEIERIRHFT (V> ") > HiRFIRERAHERME | $ keytool
-changealias -alias "<OrignalAliasName>" -destalias "<NewAliasName>" -keystore
keystore.jks"

AR B SR EEBCE B4 “spl.properties X f+ o 1Ri%#HE SPL_CERTIFICATE_ALIAS EHfLL(E °
# CA BRI EL SPL SEEEREMEENRT o

FEH SnapCenter:5 £

1S FEsZLA pfx # V& SnapCenter/&:E ©

TR

1.

o o A W N

AITE Microsoft BEIEF1E& (MMC) » ABIZ—T 185 > MG/BIREEET -

E R MREERE T RETR » BERE > ARR—TWE -
EREERETRET  EE RNEREIRP) BIE > ARZ—T Ixpy -

BT ISR > /& - BRIfEAE > RIEEMNREEREEN > /&8 -
HHREERASnapCenterk ERBAVFES - ARIEE FIAER > B DRESELREE -
FEREE > SN TFEIFAE ¢
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FUILEERET...

AT RLE. ..

BE AL S® EERIRE 0 BHAR > ARE—T"T—5" -
BEH XA AMIAEAIER ; — T F—%" -
Z& ?;Eﬁtﬂ?ﬁéﬁgﬁ% HURRERS > PABIR—T TF—
7 _] o
2 P8 A9 EEELEENERLE (WAKR.pfx) - RERE
—F 'F=21 -
FeR/REE B IR R

EEHE > JABIR—T 5Tkl BIREY -
£ Windows F1:5E CA /RiE

ELCAEECSRY M
1=

R EE BB EEER (CSR) LLEAFIEAAER CSR {UBBIBRE (CA) BUSHIE
B o BRRSE— (B R HTAL o
CSR B—E{RIEX A » 1RIEAIRIEREBHERUENSE

21 CA RS o
CA’&:E RSA £ERENAZE /DA 3072 fiIjT ©
BREALR CSRIER »

=5

HSH IEECANE

me;;CSRY{I:F" ©°
WRIEHERER48E, (*.domain.company.com) ZEHIZLE (machine1.domain.company.com
() ) wcAmE  TAILBBER CARBE CSR S - 17
o

o 17
HZs 0

TE] LUEFASnapCenterSf EIRA R CA R

HNRERE ' CAREPRIEREERE (ERERE FQDN) MHERHNEHRTE - TEUSREZAR > FIUES
IR AR ARME (SAN) BIREMNRE - HitBEcA/E:
ERIPRA TR o

EA CA &

J&Rp2

(*.domain.company.com) > Z&REBEREXEZH

G ZBfERE Microsoft BIRF R (MMC) % CA /&5EEE A SnapCenter{al fR23F1 Windows
FHEAMEER ©

1. BI1E Microsoft EIE XA (MMC) » ABIR—T EE > LR EIEE T
2. [P EIRE TR E 0 BIEEE

> SRER— I o
3 MEEEERETET - R AR ) B RER—T TR o
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4. BT ERIER > /& - AWEBM > REEARREREEN > /&E -
o ARBEERN R ZEENRERREEN  AREFAEH > BEANLUBEBEARBE
6. STAEE > Y1 TFEFAT

FILRERE ... AT THERLE...

AR EEEREE > BANS > AR —TT—5"-

BAXET MIERENR ; #— T TF—2" -

2E ?EEIEH&'?@%%EEFH HUREDS - 2A%B¥E—T TF—
7 J o

TERREEARE EEWE  RE®—T T2l FGEA -

() EAEmsmEwLG GUEKZA  piks p12:"p7b) °
7.8 AN ERKEESES -

HY1S CA /Rsata4

ARSI ANEAEEN T/VENF & - e EREEF EARBREATFTH LR
By o

1. 72 GUI EHITIUTRIE
a. LBZEE-
b. 7£ TEEE ) HWFEAWF > #H—T TFHHEER RE -
C. HEFBBEMAOFELIZ—T &by -
d. IHERBA/NEMNFIT
e. MIBR+7ERI B Z FRIZER o

4N > WNSRIEAA - “a9 09 50 2d d8 2a e4 14 33 e6 f8 38 86 b0 0d 42 77 a3 2a 7b” » MHIFRZEETE » i
# . “a909502dd82ae41433e68383883” ©

2. 1t PowerShell #{TUL T2E -
a. FUTU T LY E R /BB EiR T EAiE R RO R MRS

kol

Get-Childitem -Path 7&z8:\LocalMachine\My

b. S5 o

95



£ Windows F 1R ARTEERE CA &8

RREZAER Windows ERESMIMER AR RER

E CA /l_c\

EUREEZR

7E£SnapCenterf{aR23FIFFE S EFE CA BEMVIHEMG T EHIT YD o

FRHITU T < MIFREL SMCore TREREIZIRE 8145 WIRB R

R5d

HE

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fuan

> netsh http delete sslcert ipport=0.0.0.0:8145
. BBRIT TSR ZEAREE windows FHIEMARTFEAIE

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

fgn

_<SMCore Port>

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

fEFiSnapCenterihZLFCE CA :5E

& FEsZ1E Windows F 1 _{#HSnapCenterf8iLs%

96

. TE%#E T SnapCenterfy Windows Server ERBIEL IS BIES o

- EAAEERRTR - BT BER) o

R A AR 22 AL AEF] ARk~ o

BEEBLHE SSL /KR:EHSnapCenterdid o
EEE R > REEEL » E— T e ©

ERERET > BE Thttps HEL ©

B—T4REE" o

_<SMCore Port>

L= =73<
E CA /u\EE °

SR /REE

certhash=$cert

certhash=S$cert



8. 1 SSL /BB THIBEH » FIERIFE AR SSL /&:E o
9. B—THE

SnapCenter Scheduler 4 (FEEREIZIE | 8154 > HTTPS) BB T BER/REE o ILEZIE
() 7ESnapCenter Server TPV TIE(E - ERBEWMA CATBETRE - B » MBI
IBERE(ER CAEE » 55(FSnapCenter Scheduler ABILEESEE 58 9 o

() WRTHRBERRIHBEBEN CABE » HHER CA BERTRIBEMN -
() mRERTIRCHRDES | ZHAR > 58 - K > SEENREERREN > &8

#SnapCenterEXFH CA /&:&

IR FEZERE CA /&5 ASnapCenterfal AR2SENF CA &R:5ER:E

s Z Al
* #EBI LA Set-SmCertificateSettings cmdlet EXFAEI{EA CA &% o
* & B] LUfEF Get-SmCertificateSettings cmdlet BxSnapCenterfal iR2S AV /& BT

1)
& o

S

%

AILABEBEEITT Get-Help command_name JREV{S A RARIEE cmdlet —EEEFAMI 2 #REHME - & » &
AJ 2% "SnapCenter#ig Cmdlet 215/ " °

TR

1. 7£ TRE) BEEF > EEBE IRE) > 2EHRE) > [CAKRERE °
2. R RARERE -
3. #H— TR -

e R
B EMER R EHET—EENE - #MERIERBRTSnapCenterfal ikEs N+ £ 14 2 FEIBVEIRARRS

7
et

o

* o RNRBRAEEIRGHETT A CARE
* ' & " &R CARSEEREAI
‘@ RREDEESRSE CARSE o
* @ RTEERREREN -

®

ALinux X8 ECAESE

7E Linux E%&&ESnapCenterfAlfR2318 » ZRIENGRIBERESE - IREFH CAFESE
> BI|fEZ nginx R EIMCIE  #81% Hit 28k M SnapCenterfRFS 2 5= o

mn}

RREDRBHEREE » REFHRERIEEMINTTH
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HRENGINXEEE
HER

1. M ZE /etc/nginx/conf.d © cd /etc/nginx/conf.d
2. {FH vi WEAXF4REELIFIEL snapcenter.conf ©
3. EfEREEPHEAREERS
4. 1824 _ssl_certificate_#1_ss|_certificate_key RIERISLUIEACAEE o
S. fEFFALRARASCM o
6. EFE A nginx : $nginx -s reload

FeEHEZAES

1. 8 vi BRI X F4REELSFIRY _INSTALL_DIR/ NetApp/snapcenter/SnapManagerWeb/ SnapManager ©

INSTALL_DIR BITEER{ER /opt ©

2. #z%8 AUDILOG_CERTIFICATE_PATH #1 AUDILOG_CERTIFICATE_PASSWORD MU 7BI83a CA /&
ERASFNZERE o

% HEERRIESR ok BT ©
3. {HETFIALRARASCM o

4. EFENE) snapmanagerweb RFE | $ systemctl restart snapmanagerweb

Ac&SnapCenterfRisiE =

1. A vi BRI FARERFARMUA T RER °
o INSTALL_DIR/ NetApp/snapcenter/SnapManagerWeb/ SnapManager.Web. UI.dll.config

° ZZEEHEENetApp
o ZH B iENetApp

INSTALL DIR HIFEER{ER /opt °

2. #4548 SERVICE_CERTIFICATE_PATH #1 SERVICE_CERTIFICATE_ PASSWORD $ZM D34 CA /&
ERASANZRES o

SnapCenterfRFS/RBEZIE .pfx 18T ©

3. fEFURARASH o
4. BIRRENFRB RS ©
°$ systemctl restart snapmanagerweb

°$ systemctl restart smcore
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°$ systemctl restart scheduler

£ Windows *1% 5 W RN AR SSL 1S

7 Windows T 1% F=8E €@ SSL &5

TREZECES M SSL @ LURE Windows E#%_ERISnapCenter(al Bk EEM 2 BRIEER
R
FIsEZ Al

* BEZEEELET AAR/I\RTIBRE 3072 B9 CA /&8 CSR 1% -

* CAREMES IR AARAS DR A P insdag

© BEZEE O ESTRAIEHEHEEN CARSE °

* CIEZE AR REER SSLRE °

BREER » B2 "ICECAREED o
* A BTEFR ARSI SnapCenter(m ik es EEY A LM SSL #&:H ©
AR FLE T AR AN E R SSL @MMIRIE ©

1. BEMEIRD > 5518 PowerShell 859 7ESnapCenter Server 1 F¥tSnapCenter 11S Web fAlfR2sEiE1g
8146 (TE:R) HITTFPEE » MHERYE SMCore EIEIE 8145 (FBR) #ITFHLER -

a. EA T3 PowerShell 152 MIB#IRARYSnapCenter B 2 S5 /R EIZIBHIE ©
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fign -
> netsh http delete sslcert ipport=0.0.0.0:8145

> netsh http delete sslcert ipport=0.0.0.0:8146

b. IREEE R CA BB EISnapCenter{@BR23#1 SMCore EIFBHITE o

> Scert “<CA certificate thumbprint>”"

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="Sguid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fugn -
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> Scert = “abcl23abcl23abcl23abcl23”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> $guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145

2. AEFE CAREBIHER » BB BENIT TP BIE/REHER/EEPIE SnapCenter FITESR 1S Web fAAR2S
fEAZE TS AppPool\ SnapCenter| ZRKFEUHTEEER) CA /&K:E o

a. FifE Microsoft BIZEEE (MMC) » 2ABIZ—T 1B > MML/SIRERET o
b. IE ML HMIPREIRE T RER » BIEEE » ABE—T WG -
c. REEIRETAE T  EE TEIEIRF) EE > ABE—T T o
d. #Z—T EHEIER > /BE - 250 > @A > R o
e. $E#ESnapCentersg =
f EEREFSFEREERGBE - FUBEARIR—T CARRILIEE eI > BRI ERE -
g B—TFE > EERERENBHABETHUBEEEANMELE (BREETPNRIER)
h. ¥ 1IS AppPool\ SnapCenterfBE » & 5E2I=HIHER o
3. ¥ CA E:E IS #E[E » #ET5IRIE7ESnapCenter Server FFTIE A DWORD E$#IEHIEH :

£ Windows Eii#RiEaT > BE FEREIRRE -

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. £ SCHANNEL = RECE £ TXHZILHAY DWORD ERIAMRE o

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

A ZSnapCenter Windows ffFLUETTE R SSL &S
1B FE=% (5 PowerShell 854 5% E SnapCenter Windows 11T M SSL @ o

ez Al
R CAJRSRISATA ©
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1.

3

1R
10N

fa)

EEMERD > BTE Windows 1 1% ¥ SMCore HEIZIE 8145 (FE:R) HITFIHRIE o
a. {FAT%] PowerShell 5% MIFRIRA HISnapCenter B 5 = /REEIZIBHE o

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

Bign >

> netsh http delete sslcert ipport=0.0.0.0:8145
b. i #rHE EICATREEELSMC CorelZIHBHIE o

> Scert = “<CA certificate thumbprint>”

> Sguid [guid]: :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fugn -
> Scert = “abcl23abcl23abcl23abcl23”
> S$guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"

clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

Windows *#4 FEU A M SSL &5

BRI BN SSL (5 » LUFEH PowerShell 55 < {R:& Windows F## _EAISnapCenter

AresElih (2 MRVEE @ o

a2 Al

B HITARA M SMCore LIBRVER S » ARHITMAMREEIES o

TR

1.

AER AL M SSL #&(S > 5TESnapCenterfAlikas LHIT Foan< > AN « ARSUKREEL R SSL &

SMBVEHERERRER -

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
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—-HostName localhost
> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. (FRATHELHIT IIS SnapCenterfERTIZNEEEULIEE o > Restart-WebAppPool -Name

"SnapCenter"

3. ¥ Windows it » FEIBHIT 75 PowerShell 655 E#EXE) SMCore ARTS :

> Restart-Service -Name SnapManagerCoreService

B2 HEMm SSL &S
B LUEF PowerShell $5§4% {2 F&m SSL @ ©
RARS LE1ETS

* BAHITFRIAEM SMCore RIEBM® < » ABRHITARBHIG S ©

© BICEREEE SSL BN o CA BB REAE ST WM

* BEASnapCenter Server Fig i » KN BEAAEIGH EEAER SSL ©
* AEZENLBHM F5 0

1. EE(SH%ME SSL 15 > :31ESnapCenter Server L ¥FrE A E 4 SnapCenter = 41T F3E <

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
—-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. FRA TSI LHIT IS SnapCenterfEFFZNEERIUIEE © > Restart-WebAppPool -Name

"SnapCenter"

3. HH Windows & > FiB#IT % PowerShell 554 E#EE) SMCore ARF :

> Restart-Service -Name SnapManagerCoreService

£ Linux 1% 8 E RNV SSL &5

7 Linux £ 2T m SSL 815

THEZECE S M SSL BsNLARE Linux 1% ERISnapCenterfAl ik as S 4E M4 2 MR E @
&l

FIsEZ Al
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IRFEZ B4 Linux THEEE T CA RS ©

(S EHEFE B M FISnapCenterAARES LRI SSL B3 -

N =~

10.

. 1% certificate.pem #884Z| /etc/pki/ca-trust/source/anchors/ °
- RREEFTIE R Linux FHEREEEEH o
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
°cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
R R ER T OIS EEEBE o trust list | grep "<CN of your certificate>"
E#SnapCenter nginx #&ZHH ssl_certificate 1 ssl_certificate_key M EFTERE) o
°vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
Rl#rSnapCenterfal ikRas GUI FE4E ©

B /<LEERRIE>/ NetApp /snapcenter/SnapManagerWeb B9 * SnapManager .Web.Ul.dll.config* #1
fiIf? /<ZEEERIE >/ NetApp/snapcenter/SMCore HJ SMCoreServiceHost.dll.config 1 fY F51E$#IEE AT
Eo

° <add key="SERVICE_CERTIFICATE_PATH" value="<s&2Z pfx FYRRIE>" />
° <FfiE$E="SERVICE_CERTIFICATE_PASSWORD"{E="<Z}E>"/>

- EFRRENATARTS ©

° systemctl restart smcore.service

° systemctl restart snapmanagerweb.service

- BRsR RS R B EMIIZE SnapManager Web %8 o openssl s client -connect localhost:8146

~brief

B REB RS EMINNE smcore #HZIE o openssl s client -connect localhost:8145 -brief
BIE SPL T HBEM B BAVES

. FI5IK4E SPL BMAEZE MY SPL_KEYSTORE_PASS #1Y SPL &i8ETER A ©

b. ENEBERS o keytool -storepasswd -keystore keystore.jks

]

C. EMFIAETAIRIZE B AR o keytool -keypasswd -alias "<alias name>" -keystore
keystore.jks

d. % spl.properties FHI%$E SPL_KEYSTORE_PASS E¥ERIMNZES o

e. EMRBNARTS o

. FE4&MF Linux 4 E > £ SPL RS IREPIMEIR/GEM REEE

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
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pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

I. 187 keystore.jks FRYEE © keytool -list -v -keystore <path to keystore.jks>

i. NREE > FEHHRZEMDFISL © keytool -changealias -alias "old-alias"
-destalias "new-alias" -keypass keypass -keystore </path/to/keystore>
-storepass storepas

12. {SFEETFTE keystore.jks HRHY certificate.pfx YRS EHT spl.properties HEZEFHHY
SPL_CERTIFICATE_ALIAS H{& > AR EHRE) SPL ARFS : systemctl restart spl

13. BReB/RB RS EMINNEI smcore E#E o openssl s client -connect localhost:8145 -brief

7 Linux 1% FEYF3 SSL &5

SR ARR &M SSL B1E » UUER PowerShell 85 {R:& Linux F4#% EAYSnapCenterfal iR
23 BR Y 2 IR B BE o
g7
1. AT TRELARU R EE M) SSL &3 ©
a. & ASnapCenter GUI °
b. % —TRE>"BIRE" > FAEEIZE 7ESnapCenter(@fR2s LEURE
C. H—TEM>FTHEIW » RBREEERAER SSL AR -

5 S

ulll
I=IJL‘€
au-
ko
o

d.
ﬁ%‘ﬁ%ﬁ’f? » REHE—TRURRERE
2. fitSnapCenter Server Linux F14%E{ A& SSL & ©

° Open-SmConnection

o

Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

ACE Active Directory ~ LDAP #1 LDAPS

FMAAZS1ER Active Directory 481

& fEsZm1SnapCenter Server 1t Active Directory » LB IR B Z{EAARZS1ER Active
Directory #gisiAY 1% ~ FEAEMEFH o

YA Al
LDAP #1 LDAPS 5%

* & LUERS LDAP 3 LDAPS HEFMAZEEHEE) B &40 o
s [CFEZE KRG E#FNSnapCenterfal R 2s Z RV E A58 ©
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* FERREWSnapCenterfRl AR23 ZHGEMF AT DNS T » RZIREA ©
LDAP 7%
* T2 REMIEZTE (FQDN) FEZEI LU#ESnapCenter Server T o

ISR LUER FQDN sHMAZEEN4EE - IR E £ ESnapCenterf{Al iR23 2T FQDN » B BT LA {5 B 483251
23 IP (BT TEEM - W Bt FEZ T Ut SnapCenter{al AR 23 £ ©

LDAPS 1% E
* LDAPS FRE CA RFERTES B EE A RR HIHH mINE
"#5 LDAPS R CA AP i &sa"
* IR EHIZS T LT (DCHostName) FEEZAILATESnapCenterfAl IR2S1FEN ©
RAR LEAERS
* B[ A SnapCenterfEAE /& ~ PowerShell cmdlet 8] REST AP| ZRzEf A SSERI4EL o

—_

- EERISEEERT BT TREL -
CE TRE) BEEF BT T2EREl -
- EEREREEET BT THEERE) -

A wW0DN

g Y EM— AR o
. EEEMITBEEE D » 52 LDAP 5 LDAPS ©
a. YEMEIE LDAP > 5157 LDAP SRS S4TSR EM B

)]

HEEE... EM...

4 FETEABIHA NetBIOS &8 ©

15f FQDN F5TE FQDN M3&—TF 24T o

IS 2S IP ik IR #mENSnapCenter(@iR2AEMT 4815, FQDN >

ATEE — A S EAREEHIS] IP ik o
EREZEE » #5201 GUI AFZEEEE
HIBAIIERISE 1P o

b. tNER%EE LDAPS » 3515TF A LDAPS s AS SIS ENELT
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