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SnapCenter Plug-in for IBM Db2 &2 T {E 72

NRIEEE(RE IBM Db2 BHlE > AIEZZELREFAI IBM Db2 #ISnapCentershit
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| Lag in to the SnapCenter Server using a web browser. |

-

| Idmnitify storage types supported, |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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* Sudo HR7 1.8.7 SE SR ©
* R umask % 0027 > :/FFE(R java BRI R E AR FREIEERREIRA 555 c BRIEHRIERRE G R
* 58 JEroot A E » AMEfRIErootFl B HFEAN F B FRTEEHAERY 2 F8AEE o
* #REE_/etc/ssh/sshd_config 14 > SREMEEEEH L - MACs hmac-sha2-256 ~ MACs hmac-sha2-
512 -
B EIE R EMRE sshdfRTS o

gh -

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

RN HEAETS
G &% A IE root EAEECE sudo HERUIRMHE LI T RREHIFEEIR :

» /home/LINUX_USER/.sc_netapp/snapcenter_linux_host_plugin.bin
* /custom_location/ NetApp/snapcenter/spl/Z 2 /4G {4/ EN &

* /custom_location/ NetApp/snapcenter/spl/bin/spl

1. BABLEEAR Linux BSnapCentertEEEHERY Linux 44 o
2. {#H visudo Linux ERRERXAFUTITHILE /etc/sudoers 1§ ©



Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ24:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

(D MREAE RAC R E » UWKREMAHFNGS » BEZFUATRBRNINE /etc/sudoers tEZ

. “/<crs_home>/bin/olsnodes”

f&RI LI /etc/oracle/olr.loc_#EHER4S crs_home RY{E o
LINUX_USER RfEF23IHYFE root (FFHERIRTE o
ZEI LA sc_unix_plugins_checksum.txt #£ZFES checksum_value > SZIEZRALRL :

* C:\ProgramData\ NetApp\ SnapCenter\Package Repository\sc_unix_plugins_checksum.txt ({0l
ZSnapCenter Server Z#£7£ Windows F# L) o

* /opt/ NetApp/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins_checksum.txt 18R SnapCenter
Server Z4E7E Linux £ F o
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# AIX FEHRYIE root EHAEBCE sudo H#EFR

SnapCenter 4.4 JeE =R 72 EFIE root FHE ZEEEAR AIX BYSnapCenterifift B 1 EIENHEHEER o iR ERRS
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BB
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* #4m¥E_/etc/ssh/sshd_config_ M > BREMEFFEMHEHE | MACs hmac-sha2-256 ~ MACs hmac-sha2-
512 -

FHREERENRFsshdiRTS ©
&if) :

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

RARSHEAERS
1T f&Z A IE root EFAEECE sudo HFRURMHEH LI T REHFEER :

» /home/AIX_USERI/.sc_netapp/snapcenter_aix_host_plugin.bsx
* Jcustom_location/ NetApp/snapcenter/spl/Z25E /i {4/EN &,

 /custom_location/ NetApp/snapcenter/spl/bin/spl

SEABZEFAR AIX BSnapCenterifift G189 AIX i o
2. A visudo Linux BB LU TITHIEE /etc/sudoers 182 o



Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc _netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty

@ WMRIEE RAC :RE » UWKEMASFN®GS » KEZSEUTARARRIME /etc/sudoers 182

. “I<crs_home>/bin/olsnodes”

&R AT Jetc/oracle/olr.loc_#EHEYS crs_home HI(E o
AIX_USER 2{T#IIHIE root EAERIRTE o
&R LUHE sc_unix_plugins_checksum.txt 1£ZHEYS checksum_value » SZFEZEAIM -

* C:\ProgramData\ NetApp\ SnapCenter\Package Repository\sc_unix_plugins_checksum.txt (40
FRSnapCenter Server Z&£7E Windows F# L) o

* /opt/ NetApp/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins_checksum.txt 1R SnapCenter
Server Z4ETE Linux FH#§ L o
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* PowerShell #Zi0) 7.4.2
* Java 11 Oracle Java £2 OpenJDK
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> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>
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> netsh http delete sslcert ipport=0.0.0.0:8145
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> Scert “ <certificate thumbprint> ”
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keytool -storepasswd -keystore keystore.jks
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keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks
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