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| Lag in to the SnapCenter Server using a web browser. |

v

| Identify storage types suppertad. |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

RAR TS
1T f&Z#IE root EFAEECE sudo HFRUIRMEH LI T REHTFEER :

* /home/LINUX_USER/.sc_netapp/snapcenter_linux_host_plugin.bin
* Jcustom_location/ NetApp/snapcenter/spl/Z254E i {4/EN &,

* /custom_location/ NetApp/snapcenter/spl/bin/spl
TR
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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()  fomEssmgR CABE > BRI CA BE
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iE CA ZETMBLURAGIERE
TIEZE CA BENTRHACE IR E1ERE -

1. B E B 21 EI8E /opt/ NetApp/snapcenter/scc/etc BIERIFR o
2. 3= keystore jks” °
3. P H B E P HILA RS -

keytool -list -v -keystore keystore.jks

4. I EEFABI LRI CAREE ©
keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. B BE PG HIREE o

keytool -list -v -keystore keystore.jks

®

RETREETEIAMEESRERN CA REEHENRR -
- TSI CARETAIRE IS L E Hkeystore HHS o

N

TERIGEHZEEZIE R agent.properties 1EZE & KEYSTORE_PASS fJ{& ©

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

IRCABRBRRIGEE » BRARRIHTT (o
) R AR

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. 7 agent.properties EEREHEERE ca FERIS °
IRIE$# SCC_CERTIFICATE_ALIAS EHIE(E -
8. icE CA HEESHBHLUBAGTEEREMMEIRT

iR E /KRG IS E (CRL)

RERSLEAETS
* SnapCenterffiffiEETBAALEN Bt IES CRLIESE ©
* SnapCenterffiff#y CRL #2ZrITE B %2 lopt/ NetApp/snapcenter/sccletc/crl) ©
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1. IS UIRIEHE CRL_PATH 1ECZF0E #f agent.properties 1&ZHRTER B & ©

TR UTELE B 8P E 2B CRL 1258 < HiRIEEE CRL BR:BEABY/E:R -

7 Windows 1 _FfySnapCenter MySQL 3H{4ARTEEE CA 5E

TREZEEGH S RERHESNEDRE > IcE CARSE > BIREE T HESEETEH
S1EE > AfEASnapCenterflfHARFS#F CA HER TR B EIHGHEEEURESEREN
HIUES ©

SMIMERERNALRY C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in Creator\etc HItE&ZE keystore.jks
EAEEEENEEE

EIEGEMEWENZIEURIETERN CA ZRESHRERI%

1. eI sME IR B B R P Ie RIMIMEN R IR ETER TS

E2li$is KEYSTORE_PASS HFERIME o
2. PRI ER

keytool -storepasswd -keystore £ 3$8[E jks

@ MR Windows 8 SIRTFTCEZPIR Tkeytool) % » 551 keytool Bp S AL HTEK

o
C:\Program Files\Java\<jdk_version>\bin\keytool.exe”-storepasswd -keystore keystore.jks
3. BEBETANLBRIFELHBBELERLEREHRBRIZES
keytool -keypasswd -alias TRI%TE/REEH ] -keystore keystore.jks
¥} agent.properties #EZEHFHIE 8 KEYSTORE_PASS #{THEREIAVEE o

4. (RIS RERARTS o

() EteRmnEEALRNORE BRI R R AR -

REMRBENPERELUEAGIERE
TREZACE QB TABRIR/RE P REEERIEAGEE -

1. EEZaSIMIMERSBENEBRIF C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc

2. 32 IFEFE keystore.jks” ©

3. BB EPIIERRE
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keytool -list -v -keystore keystore.jks
4. FIIBIREERPEEE ¢
keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

5. IR BE PR BE DB A S H S B REBARS o
()  fomEssmgiR CABE - AABREERRT CABE -

fcE CA ZEZMHLUBAGEE
THEZE CA BENTRHACEIIEMHE1ERE -

1. EBEFAZIMMERNSBENEZRII C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc

2. ¥ FIFEZE keystore.jks_©

3. Bl E SR EE R ATIEHYRE
keytool -list -v -keystore keystore.jks
4. FEEBTABRIABE CA T -

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype JKS

S. B HEREPIMEIIRE o
keytool -list -v -keystore keystore.jks

6. B RERTE S HMEESBENT CA RSEHENR%A -
7. BFTEHICARETLAIBZ IS E E AkeystoreZRH ©

TER IR E B ERHEE agent.properties 1£Z %% KEYSTORE_PASS HIE ©
keytool -keypasswd -alias TR TECARFEHRIZTE] -keystore keystore.jks
8. 7£_agent.properties_t2ZPECE R ECARFHIAIE ©
B35 SCC_CERTIFICATE_ALIAS EHflt(E ©
9. icE CA ZERBLIEAGEEREMRBERT

7sSnapCenterif{tECE /&2 IS E (CRL)

RARS IEAETS
* BETHERM CABRENRN CRL X > F2B "UNIAIEHSnapCenter CA /&58 PBY/ESEHIENBE X"
* SnapCenterfifHiRI{ETRFTECERI B #rF12= CRL1EE ©
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* SnapCenterSnapCenterfy CRL 1&Zf978:8 B ##2 'C:\Program Files\ NetApp \ SnapCenter \Snapcenter
Plug-in Creator\ etc\crl' ©

$HER
1. eI LURIESE CRL_PATH 182X %7 agent.properties FEZERRITEL B EE ©
2. AR B E 2@ CRL 182 -

RARIES(E CRL BRsR B AR o

iaFE A CA /&s%

CREEE% TE CA REB I ESnapCenter{@fR23FI ¥ FERVIEF FHEPEPE CA /KT o [CEZA
1RV CA JREEEREE o
FAsAZ Al
A LUERHIT_Set-SmCertificateSettings_ cmdlet ZREXFE{EF CA /&% o
* 8B MU fEF_Get-SmCertificateSettings_ BB RIGIFRI/REEAREE ©

AILUBB#IT Get-Help command_name ZREXVSARATIEL cmdlet —EEE AN S SR EERMEN - 2iE > &
tA[L22E "SnapCenter#ifg Cmdlet 2E15/" °

-
| EEBEEERT > BT (X o
2 75 TEi%) EER B—T THEIH o
3. BB NS EFEEEMR o
4 BT ESEE o
5. BB o
Selts
SR R R — B9 > HS4A0BEE R SnapCenterFARSS A 1%~ RIAVEIRIRES o
“ vt FT CATRERRUR RIS A B 4 o
* & * T CABEBRRBMI o
C @ T RREAERE CA R o
‘@ AR ISR E o
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