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| Lag in to the SnapCenter Server using a web browser. |

-

| Idmnitify storage types supported, |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256
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* /home/LINUX_USER/.sc_netapp/snapcenter_linux_host_plugin.bin
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

LINUX_USER &3 BYIE root (EARERIGTE o
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_C:\ProgramData\ NetApp\ SnapCenter\Package Repository\sc_unix_plugins_checksum.txt _ [l
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ENEREDERESSE () FRIFE () o
EHER A ERIRFER/ NS (<) FIEESE () &F
5% o BI40 > lessthan<!10 » lessthan10<!
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sudo R #EEIE o

@ EEAR Linux A& o
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1. $37 KDS 1R&88K %A gMSA RS EYFEEW—RIZS o
2. BN EEAE > 7 Windows ABFIEHIILHITIL T d< | Add-KDSRootKey -Effectivelmmediately
3. BIWFEZE gMSA -
a. I FAFBHEIRSE > &I

domainName\accountName$
.. HERYHIIEEEAE o
.. EREBIREIINERERFMEREIL gusa ©

fugn -

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1, SPN2,..>
.. ¥ ‘Get-ADServiceAccount BRRRKEEFIRFSIRE ©

4. FEERBFEE ERTE gMSA ¢
a. 7EE{FH gMSA 1RSRAYEH _EEXA Windows PowerShell B Active Directory 154

ALt > R PowerShell T T&H<

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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SnapCenter o & AT LABEIZE B TRRIE ©
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®
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Linux SMBERN) o IRARFTEREBEER > B ZEERBEATERESHE o
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ez Al
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3. REEHRMF | path to installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

o

o

-DPORT #5% SMCore HTTPS @:EZIE o

-DSERVER _IP 5% SnapCenter{@fk2s IP firiit o
-DSERVER_HTTPS_PORT #§&SnapCenterfalfikes HTTPS &E1Zi8 o
-DUSER_INSTALL_DIR 18 E%4E Linux likSnapCenterifi{F B8 B &% o
DINSTALL_LOG_NAME 157 Hst5tE 2278 o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
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-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM
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£/ Windows E1#1HHARTERE CA &R
REZIER Windows ERIMIMERARFSIRERE CA RFEURMBI B LRNNOIRE ©

7£SnapCenterfAl iR23FFFE EEPE CA REAVIEMG M L HIT IR o
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1. TAPITUA T e < MIBREL SMCore TEEERRIE 8145 MIRAREME :
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fgn -

> netsh http delete sslcert ipport=0.0.0.0:8145
. BBRIT TSR ZRARER windows FHIEMHARTFAIE

> Scert = Y <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

fugn -
> Scert = “a%909502dd82aed41433e6£83886b00d4277a32a7’b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7 Linux 14 _FAYySnapCenter PostgreSQL G ARFSRE CA &S

TREZEEAHRERERENEE > i CARE » RIRES NP EESRE A
512 > M fEASnapCenterflfFAkF5#F CA BB mAT & 2R EEEURES ER KR
FIUES ©

RIS /opt/ NetApp/snapcenter/scc/etc FITEZE Tkeystore.jksl {EAESEEMEIRE o

EIGEMEBENEZIBURIETEERN CA ZRESRERI%

1. A MR IR I E R PR RN E N B R ETRR EES o

ERHZE KEYSTORE_PASS $HEM(E o

2. EARIRET

keytool -storepasswd -keystore keystore.jks

. REREPFIAENLRRE N ANEBEE SRS IRERRRES
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keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

¥} agent.properties #EZHHIE 8 KEYSTORE_PASS #{T+EREIAIEE o

3. (EEUEIE R ERRART -

()  EemEnEENLRORTEEMRIS N EEESER -

R ERBE P ERE U EAGEE
CIEZAECE R B TMBRR/RE NP REERIEAGEE -

IR

1. EMEASIEUSIBENS RN | /opt/ NetApp/snapcenter/sccletc ©
2. ¥ FIFEZE keystore.jks” °

3. P HEZEP LR -

keytool -list -v -keystore keystore.jks
4. IR ERPRHEES
keytool -import -trustcacerts -alias myRootCA -file

/root/USERTrustRSA Root.cer -keystore keystore.jks

REMRARE BN R REE LB A S EER ERRRENARTS

() fomssmuE CARE - SAEHER CARE -

fcE CA ZEZMHLUBAGEE
TRz CA BENSRBECEINRHEEE -

1. EME G EEHFEIBE lopt/ NetApp/snapcenter/scc/etc BB o
2. 1 F1EE keystore jks” °

3. I tHE R E P ITIGAYRGE
keytool -list -v -keystore keystore.jks
4. IMEABTABAN AEH CA RE

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

o. FHEIRETHIEHEE
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keytool -list -v -keystore keystore.jks
6. BETRERT O RMEESIMEN CA REHHENRS °
7. BFIEHICARE ISR IEE T Akeystore RS o

TER IR EIBER SR agent.properties 1£Z %% KEYSTORE_PASS HIE ©

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. WRcaBEPHFARE » BEZERIITHFT (V70 o
") o ARl R B AR E RS

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. £ agent.properties 1EEPEERE ca FFEHFI% °
iRYE% SCC_CERTIFICATE ALIAS B3 IHH{E o
8. A& CA HEERBHLUBA G TERENAENRT ©

iafFECE /RS REHSE (CRL)

RAR IEAETS
* SnapCenterfifFi$ETESEC BN B # 4SS CRLIEE °
* SnapCenterffiff#y CRL #2HTEZ BE%E opt/ NetApp/snapcenter/sccletc/erl)

1. e LURIRSHE CRL_PATH 182X #NE 1 agent.properties #&ZRHITERR B &k ©

TR B8 PRE Z1E CRL 185 - iSiRIESE CRL BRsE EARESE ©

7 Windows 1 _FfYSnapCenter PostgreSQL iH{4ARTSEE CA FE

TREZERAHSREREFRENEDE > icE CARE » RIRES NP HERESRE D
f51EE > LfFEMASnapCenterififfARF5AG CA &SRB E IR EEEUMBIELERN

BIFE o

SMEENERNLFS C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in Creator\etc BItEZE keystore.jks
FAEEEENEEE

EEGMERENEIBURIEEERN CA ZEEZRHNI%

pg
1. ERIESMIE IR B MR R P IRRIMIME N R IR ETRR 25 o
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keytool -storepasswd -keystore 38 jks

@ YN Windows s SIRFnE AN Tkeytooll S7< » 35H keytool i< B A HTTEE

&o
C:\Program Files\Java\<jdk_version>\bin\keytool.exe”-storepasswd -keystore keystore.jks
3. BEWMETFIALRIFE R LHBBEERLERERRRZES
keytool -keypasswd -alias TR TE/&RFEH ) -keystore keystore.jks
$t agent.properties tEZE £ KEYSTORE_PASS #E{THHEIREH o

4. RIS RERARTS o

(D) EeesmnEEBAILR0RE AR LN EERZAAR -

R EREE P ERE U EAGEE
TR ERBLRIR GNP RIREREAGEE

1. BEZESIMIMERNSIBENEZ R C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc

2. R EItEZ keystore.jks”

3. FtHE R E P ITIGAYRGE
keytool -list -v -keystore keystore.jks

4. MERESNPEES

keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks
. REMRERNPEEZLUBA G EERERREIRT ©
() tomEssnein CABE > AR CABE -

fcE CA ZE MBI LUBAGEE
THEZ CA BENSRHAEIIGMHEERE -

1. EEZESIMIMERSBENEBRIF C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc

2. #3HEZ keystore.jks_ o
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3. FHE R EP GRS
keytool -list -v -keystore keystore.jks
4. MG REBI AR CA KRS o

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype JKS

S. FHE B E P IIEAYREE o
keytool -list -v -keystore keystore.jks

6. BB RERT U EMLESBEN CARBEHENRS -
7. B RICAREIIR R IEE F Akeystore RH ©

TERIGEH e EZ ISR agent.properties 18212748 KEYSTORE_PASS MI{& ©

keytool -keypasswd -alias TR TECAREFEIZTE] -keystore keystore.jks
8. £_agent.properties 1EZEHECE R EHCARENRI% ©

R#%8E SCC_CERTIFICATE_ALIAS BE#fIL(E -

9. IcE CA ZETRBLIBAGEERENMERT

#SnapCenterifif+Bc & /&:EHEH/FE (CRL)
REFS LEAETS
BETEHHER CA REBENRF CRL XM » 552/ "Ul{E#SnapCenter CA /&8 VR REH B E ST ©
* SnapCenterffH G ETELEC BRI B $EHIEE CRLIEE -

* SnapCenterSnapCenterfy CRL #£ZEHIFE:L B EE 2 'C:\Program Files\ NetApp \ SnapCenter \Snapcenter
Plug-in Creator\ etc\crl' ©

TR
1. W LURIESE CRL_PATH 1824183 agent.properties 1EZEHAITEER B &R ©
2. oI UFE I B8P E 2B CRL #E2

HRIES(E CRL Eard B ARYRE o

7HImfTRUA CA &sE

1 FEEZERTE CA 5&'5n’§f|]f?_ SnapCenter{aliRes 1 FERVIGEM TP ERE CA &R o [CFEZA
HRIEENR CA /REBER:S o

FIsaZ Al
* IEE]UER#IT_Set-SmCertificateSettings  cmdlet ZREXFAEI{ZA CA /&% ©
* 8B A F_Get-SmCertificateSettings_ BERIGFHI/REEHREE ©

20


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate

AILUEBEEIT Get-Help command_name 3REVF A RARIEL cmdlet —iEfEARAM S B R EIHMAEN c & » &
B L2 "SnapCenter#if% Cmdlet 2&15/" ©
1. EERIEEEED » H—T TEH o
2.7 T BEEH - BT TsEEEH -
3. BIEE AR TR o
4 B—TEZEE o
5. EERUAREERE
TR
SEE MR R R R —ERE > #HEMNEEGB RN SnapCenter@ARESFANIEMF 14 2 AVEARAKAE o
** o RIR CA RGBS RISIAAIGMS 1 o
** & * RN CAREEREMIN o
‘@B RTEERSE CARE o
‘B RTEERREGEN

() snsaselgess  IREMRERIFERNTR -
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