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eIkt

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

EEEfIh » B %8 SnapManagerSuite 5FA]:% » EIEREEEEIMISnapCentersF R 1R1E o

TR 3 | MRIERISEFR

EFONTAPE 25 EVSHEHIZIFFSR © ML ERFAS « AFFERASAZRAL EHE S B8 B 7 AeBUS B I 2RV EF
FIEERFE ©

1. EFIONTAPER 5B A FEHI2S o
2. Ei A system show -instance §5% > AR EEH H LI EIEFISSIFE o
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eIkt

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. SCERRFIE o
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ez Al
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TR
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2. BET RG> BEEFTEE o
3. [EEREIZERYY > MEEETERE (UNEENHE) @ BAERSSFES » A%BEEGol* -

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0OR-
» Show Me All: | Serial Numbers with Licenses ~|For Company: I:l Go'

RETEE B ZRAIFT PISRIREE o

4. X E| A s28ESnapCenter Standard I SnapManagerSuite £F R[5 ©

TER 5 ¢ AIBE R ERIZRAVET IR

EIT(ERFAS « AFFE{ASAZ 4 H %7 SnapCenter Standard Bf SnapManagerSuite 118 » &a] LUfE
FHONTAP#: 25 & & ¥ SnapCenteriZ I 2R AUIRHE

FRtAZ Al
* {CFEZRFAS - AFFEIASARA EM#EEEES -
* (& fEz%¥% B SnapCenter Standard E{ SnapManagerSuite ¥ o

RS LEAETS

UNRITABEAFAS « AFFE{ASARETZ AAZ % SnapCenter > EAI A4S Premium Bundle s L 2811
Hlgs L

NREIBEH LK SnapCenter > EREZHHEEHIHEARIEUS Premium Bundle sTE IR U ZELTE TR
ko

B ER
1. fEFIONTAPE <5 E ANetAppaEfE ©
2. i SnapManagerSuite F 5 &1

system license add -license-code license key

e L EEEREERERATA -
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3. ERE R B B % SnapManagerSuite 1571 :

license show

T 6 MIFRE AT E

R IEIETEE A RN EFI25ASnapCentertZ 225 Al 3% » W B EEMIFREN A EMEAEFAIE (B9 150 4
E) - BIFERER MySQL i< Fahfibral BsFal:E o B AEHASnapCenterF &N IR AFAIEE o

()  RAEEEEMERSNapCenter Standard IS EY R BEF BRI FAEM o

1. #£SnapCenter{a@fk2s Lt > FARL PowerShell 18 & L E % MySQL S o

a. 1T Open-SmConnection cmdlet 2 SnapCenterAdmin 1&E £2SnapCenter{aR23E I EA4R ©
b. #11T7 Set-SmRepositoryPassword & MySQL Z258 o

B cmdlet ISR > 352/ "SnapCenterfif2 Cmdlet 2E45/" o
2. B E SRR E LB Tmysql -u root -pE AMySQL °
MySQL R EEAZS o @A LIEER BB ERNRSE o
3. BN ERMIFRE AT IS -

use nsm;DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

FeE= A A%
F2ESnapCenterfifRE RS AT A1

A7 ZHETE Windows T Linux E#1THISnapCenter RIS AT (HA) » IER] L Z2dt

B & FH23 o F5 {£SnapCenterfAliR2ZAESM RN MHEI BN RZ M & EHERIEH)- %&@J
ALE o HETESnapCenter{HfH F5 B & F#23 & (LR E SnapCenterfrl fR23 1 5%

F5 B8 F1les o

AT LR E 4R RS B & 187 (NLB) 2R5%E SnapCenteris B A o G fEZTESnapCenterZ 2 SMFEIECE NLB
MERSTRM -

_

HNEIRIRIE » A LUEH Amazon Web Services (AWS) 5814 & &% (ELB) 1 Azure B & P2 RETES
AT o
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3. FEE M 1 PEIHEE o Add-SmServerCluster -ClusterName <cluster name>
-ClusterIP <specify the load balancer front end virtual ip>
-PrimarySCServerIP <ip address> -Verbose -Credential <credentials>

4. FrILEEEN(EIARSS © Add-SmServer -ServerName <name of node2> -ServerIP <ip
address of node2> -Verbose -Credential <credentials>

S. BSSnI MM ER © Get-SmServerConfig
6. MRFEE > FERFBHITH o Set-SmRepositoryConfig -RebuildSlave -Verbose

7. BEEREE S o Set-SmRepositoryConfig ActiveMaster <name of node2>
-Verbose

== 1§ NLB #J#43 F5 UERSI B
&R LU SnapCenter HA 52 ERCAERR B & %1 (NLB) A A F5 B & F &2 o
HER

1. {E/ F5 :2ESnapCenter(AliRZBIUBIRS AL o "THEZ" o

2. #£SnapCenterfaliRas 1% L > EX&) PowerShell ©

3. £ Open-SmConnection cmdlet EXBI & :E » AR A LIRSS o

4. fE/ Update-SmServerCluster cmdlet E#SnapCenter{alfRasLAEM F5 F#EE IP (Uil o

BILUEB#MIT_Get-Help command_name_2REVSBRABIEL cmdlet —EEERNS#RERMHNEA -
& > B[R #E "SnapCentergif2 Cmdlet 2E357" o

SnapCenter MySQL #ZEMNS B

MySQL #3542 MySQL fRIARSZHIINAE » ERRERFERE—E MySQL BErlE[RESE (£
fAfRes) EHES—E MySQL EXlEEAREE (1EfEAkeS) o SnapCenterfE7E WIERIAAE
B &7 (NLB) BYENIRS £33 MySQL ERUBIRSTAM -

SnapCenterft £ {#f7 /B L HITEINENR AR » WL EHFEZEENERR HERRBAECBHEETE o ARI1E
BEFEER RS EFRE o SnapCenterBxziR R MER » AINIEEESIEEB AR

MREBFHE MySQL &AM (HA) Ihit » Bl BEFE—(EEE, LR TR E & T %25 (NLB) o MySQL f#7FE
BIEAREN I D LZETILEE E - 15 A2 EZiESnapCenterfF » [RABIMAE—EEHELH F5 LIETHE
—{EEREL 3T MySQL #IZEMRIZA o

SnapCentertgfit Get-SmRepositoryConfig 1 Set-SmRepositoryConfig PowerShell cmdlet ZREIE MySQL &
8l o

AILUEBBHIT Get-Help command_name ZREUS AR EL cmdlet —fEE AN EBUREHMANET - (& » &
AL 22# "SnapCenter#ifg Cmdlet 2&15/" o

BAZE T BREL MySQL HA THAEAERARIPES

* MEEIRAA EARZHR NLB 1 MySQL HA ©
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* A EMSnapCenter B ZEETJHAR NLB 8Tk 2 754 » AR MySQL B 2% MySQL
HA o

MR BHREEENEFFEEENARY » MAZIEBHBIEER o
IRAILAER Set-SmRepositoryConfig cmdlet EX BN %I FEEETE o
* ERNEMPEERBET 0 ETERITAVEETIREZ LM o

MR MySQL {RIAkZzEISnapCenterfal iR 23 RARA M 3 £ MIEE > ANMERIEERITRIEREEAIAER © K
FREREE _EERE - FRARE(FEIMINEE -

ERREESTRAMNER » 52K "WA{EASnapCenterfit & NLB #1 ARR" ©

AeEENABNEFEIES] (RBAC)

At
BT EHAIEENSnapCenterBE 250 » IEAT LB BHCMNAEN BETHRR ©
EEREIVEHCHAR » 4B TSnapCenterAdminy BEBE A

1. EERISEERT > 2—T TRE) o
2. 7% TREI BEEFR BT TAR] -
3. R o

4. AIAGIEE LB o

@ %Fﬁ(%«%%ﬁ*ﬂﬁ%ﬂ%*ﬁﬂpﬁ'\ﬁ%ﬁﬁﬁLX_Fﬁ%?ﬁ CER () ~EFR () CEE (O NE
g\l °

o EEILABNPIEM SR UEHMMENYIMT » XA BNEMNESERHEIREER TS RHR
EMEHEEIR

MREFFEZABHNRERIIEGEMRENHR » RIEBUHERULER o

@ EXRILEIRE - MRERAERBUVMHNERNERAEBNEEAE » MIEEREREEK
HYGRERNEFEER o

6. £ VIR HET  BEBSHAAGNRE RE—T (28 KFEERETAE -
7. BERR o

FERZE2EAIESHIENetApp ONTAP RBAC A6

EICNRERAHITEEONTAPE » AU FERZEEAIETHIENetApp ONTAP RBAC
2Rl
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* HIEREERAR -

. gﬁ’%@ﬂ’\JSnapCenter#ﬂiﬁi%‘ ERINEERENZEETES IP RRHERERIEZEANN SVM KETE G

RARSHEAETS

ATBLEERE LLELEABNESE > S LUEANetApp ONTAPT B/ RBAC fEAEEIIE » 2T H#EM
7ENetAppttEfsaiE £k o

ZTEEEENERZTONTAPHSR o 580 > NetApp ONTAPHJ RBAC User Creator T E & B EHEREMIERH
1R » UEFMAEEEVER /IR o MRITATIGHERER » ARIILFREFZEERR » ONTAPEEFREFEY
R AEEL ZETE o

WRITFHE F AR SnapCenters{ONTAP » BFEEHT#1TNetApp ONTAPHJ RBAC User Creator T

@ BEREMICEBUNEREDRR - AR HIRREAISnapCentersl ONTAPFRIZIL I E A B HE
EEFHRERRRAIE SR ERER - EXREETZLIAR  TEEEREAK - EFEESEHE
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BRAIREONTAP RBAC A EZEE » 526 "ONTAP 9 B2 25557 RBAC EIJRIEM" ©

1. ERERGEL > MANTESLERIIMAS !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

° svm_name & SVM B8 c NRFEBZE > BIFERARETIES o
° role_name B 8AABGBIEENRTE o
° 5L EONTAPIHHE ©

() cyENSERREMLHS - #RE - 25 UERERERS ZAFIE o

[e}

EREIREENGER » F2R ARELAGENSEIERIONTAP CLI f7<
2. MAUTHSRILERERTS .
security login create -username <user name\> -application ontapi -authmethod

<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

° user_name B IEEREIERAENSTE o
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° <password> BB o MREKRIEEZRHNE > AR FIRTTEBAZE o
° svm_name & SVM 89478 ©
3. BIBMAUTHLRHABIERAERE

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod <password\>

° <user_name> ZEEL I 2 RRIUMNEAERLTE © b < AFFTERFERE U HE A GRE -
° <svm_name> & SVM F& 78 o
° <role_name> BEELE 1 FEINABIHKIE o
° <password> B o MREKRIEEZRHNE > AR IR TTEAZD o
4 WAU T CREBCHAERSSEEREL :

security login show -vserver <svm_name\> —user—-or—-group—-name <user_name\>

user_name BEEFEE 3 REIMNERAENRTE

B AAREERRN SVM A&

EONTAPHZHTHY SVM EHEZILAGE » MERITREONTAP CLI 15< - IRE
TEONTAPHIEEE SVM LUEdSnapCenter—itE i B A1EEA vsadmin A6 > BIFELLA
& o

TR
I TREARLEY ARG TAZACHMTREER -

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

o}

() cressERRESLSS

2. BU—AERELRABIERGZERE o

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

3. FRIRFFEHRE o

security login unlock -user <user name\> -vserver <svm name\>

L SVM A e D ECERIJONTAP CLI 65 <
TEFEZ I TA(EONTAP CLI e33R 21 SVM A B IERIER -

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all
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security login role create -vserver SVM Name
"event generate-autosupport-log"

security login role create -vserver SVM Name

"job history show" -access

security login role create
"job show" -access all

security login role create
"job stop" -access all

security login role create

"lun" -access all

security login role create

"lun create" -access all

security login role create
"lun delete" -access all

security login role create

all

—vserver

—-vserver

—vserver

—vserver

—vserver

—vserver

"lun igroup add" -access all

security login role create

"lun igroup create”

security login role create

"lun igroup delete”

security login role create

"lun igroup rename"

security login role create

—vserver

—-access all

—vserver

—-access all

—vVsServer

—-access all

—vVsServer

"lun igroup show" -access all

security login role create

—-vsServer

-role

—-access all

-role

SVM name -role
SVM Name -role
SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

security login role create
"lun modify" -access all

security login role create
"lun move-in-volume"

security login role create -vserver SVM name

"lun offline" -access all

security login role create -vserver SVM name

—-access all

-role
-role
all
-vserver SVM name -role
all
-vserver SVM name -role
-vserver SVM name -role
-role
-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name
"lun serial"™ -access all

security login role create -vserver SVM name
"lun show" -access all

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role
"volume clone show"

create -vserver SVM_name
-access all

security login role
"volume clone split

create -vserver SVM name
start" -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver SVM name

"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

SVM name

security login role create -vserver
"volume gtree modify" -access all

SVM name

security login role create -vserver

"volume gtree show"

SVM name
—-access all

security login role create

"volume restrict" -access all

-vserver SVM name

security login role create -vserver
"volume show" -access all

SVM_ name

security login role create -vserver SVM name
"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name

"volume snapshot rename" -access all

security login role create -vserver SVM name

"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name

"volume snapshot show" -access all

security login role create -vserver SVM name

"volume snapshot show-delta" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

—-access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name
"vserver cifs share show" -access all
security login role create -vserver SVM name
"vserver cifs show" -access all

security login role create -vserver SVM name
"vserver export-policy create" -access all
security login role create -vserver SVM name
"vserver export-policy delete" -access all

-role

-role

-role

-role

-role

-role

security login role create -vserver SVM name -role

"vserver export-policy rule create" -access all

security login role create -vserver SVM name -role

"vserver export-policy rule show" -access all

security login role create -vserver SVM name -role

"vserver export-policy show" -access all

security login role create -vserver

"vserver iscsi connection show"

security login role create -vserver

"vserver" -access readonly

security login role create -vserver
"vserver export-policy" -access all

security login role create -vserver

"vserver iscsi" -access all

security login role create -vserver
"volume clone split status" -access

security login role create -vserver
"volume managed-feature"

security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

security login role create -vserver
"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver

"nvme subsystem host" -access all

—-access all

SVM_Name

—-access all

SVM name

SVM name

SVM name

SVM Name

all

SVM name

SVM_ Name

SVM Name

SVM Name

SVM Name

SVM Name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem controller" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem show" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

AASA r2 2431 SVM A&

IRNBRITAEONTAP CLI A5 % A BETEASA 12 4R A SVM FRERII AR - IR
IR1EASA 12 248 E SVM LUEASnapCenter—iEfER B ARA8{ER vsadmin A > BIE
BtAHE o

I THEARLET ARG > UAZABHTFFRIAER -

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() crsssErREELSS -

2. BU—EEAELRAEIERGZERE

security login create -user <user name\> -vserver <svm name\> -application
http -authmethod password -role <SVM Role Name\>

3. FEBRFREHRE ©

security login unlock -user <user name\> -vserver <svm name\>

B SVM B EM D ECREEAYONTAP CLI 659
R FEEZHITA{EONTAP CLI sr < 2REZEIL SVM B EIi5 KRR ©

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
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"job history show" -access all
security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup rename"

security login role create

—-vserver

—-access all

—vserver

—-access all

—-vserver

—-access all

—vserver

"lun igroup show" -access all

SVM name

SVM Name

SVM Name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -vserver SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role
"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name

"lun mapping remove-reporting-nodes" -access
security login role create -vserver SVM name
"lun mapping show" -access all

security login role create -vserver SVM name
"lun modify" -access all

security login role create -vserver SVM name
"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline"™ -access all

security login role create -vserver SVM name
"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

-role

-role

all

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name

"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver
"volume offline" -access all

SVM name

security login role create -vserver
"volume online" -access all

SVM name

security login role create -vserver
"volume gtree create" -access all

SVM name

security login role create -vserver SVM name

"volume gtree delete" -access all

security login role create -vserver SVM name

"volume gtree modify" -access all

security login role create -vserver SVM name

"volume gtree show" -access all

security login role create -vserver SVM name

"volume restrict" -access all

security login role create -vserver SVM name

"volume show" -access all

security login role create -vserver SVM name

"volume snapshot create" -access all

security login role create -vserver SVM name

"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name
"volume snapshot rename" -access all

security login role create -vserver SVM name
"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name
"volume snapshot show-delta" -access all

security login role create -vserver SVM name

"volume unmount" -access all

security login role create -vserver SVM name

"vserver cifs share create" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

" -—access all

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role
"vserver export-policy show" -access all

security login role create -vserver SVM Name -role
"vserver iscsi connection show" -access all
security login role create -vserver SVM name -role
"vserver" -access readonly

security login role create -vserver SVM name -role
"vserver export-policy" -access all

security login role create -vserver SVM name -role
"vserver iscsi" -access all

security login role create -vserver SVM Name -role
"volume clone split status" -access all

security login role create -vserver SVM name -role
"volume managed-feature" -access all

security login role create -vserver SVM Name -role
"nvme subsystem map" -access all

security login role create -vserver SVM Name -role
"nvme subsystem create" -access all

security login role create -vserver SVM Name -role
"nvme subsystem delete" -access all

security login role create -vserver SVM Name -role
"nvme subsystem modify" -access all

security login role create -vserver SVM Name -role
"nvme subsystem host" -access all

security login role create -vserver SVM Name -role
"nvme subsystem controller" -access all

security login role create -vserver SVM Name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"nvme subsystem show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -—-access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"storage-unit show" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"consistency-group" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror protect" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume delete" -access all

* security login create -user-or-group-name user name -application http
-authentication-method password -role SVM Role Name -vserver SVM Name

®* security login create -user-or-group-name user name -application ssh
-authentication-method password -role SVM Role Name -vserver SVM Name

B AAREEIRNONTAPEEAR

TREZEL AR R/VERNONTAPEEAR » EHEMALERAONTAPEERESAR®
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() crEzsnsERREELSS -

2. BU—EEAELR A EIERGZERE

security login create -user <user name\> -vserver <cluster name\> -application
ontapi http -authmethod password -role <role name\>

3. FEFRFREHRE ©

security login unlock -user <user name\> -vserver <cluster name\>
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security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver
"cluster identity show" -access all
security login role create -vserver
"cluster modify" -access all
security login role create -vserver
"cluster peer show" -access all
security login role create -vserver
"cluster show" -access all

security login role create -vserver

"event generate-autosupport-log"

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create -vserver Cluster name

"job history show" -access all

security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create”

security login role create

"lun igroup delete”

security login role create

"lun igroup modify"

security login role create

"lun igroup rename"

security login role create

—vserver

-access all

—vVsServer

—-access all

—vVsServer

—-access all

—vsServer

—-access all

—vVServer

"lun igroup show" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online"™ -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name

"nvme subsystem map" -access all

security login role create -vserver Cluster name

"nvme subsystem create" -access all

security login role create -vserver Cluster name

"nvme subsystem delete" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role
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Role Name
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"nvme subsystem modify" -access all

security login role create -vserver
"nvme subsystem host" -access all

Cluster name

security login role create -vserver
"nvme subsystem controller"

Cluster name

—-access all

security login role create -vserver
"nvme subsystem show" -access all

Cluster name

security login role create -vserver
-—access all

Cluster name
"nvme namespace create"

security login role create -vserver Cluster name

"nvme namespace delete" -access all

security login role create -vserver Cluster name

"nvme namespace modify" -access all

security login role create -vserver Cluster name

"nvme namespace show" -access all

security login role create -vserver Cluster name

"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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"snapmirror list-
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security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver
"system node show" -access all

Cluster name

security login role create -vserver
"system status show" -access all

Cluster name

security login role create -vserver
—access all

Cluster name
"version"

security login role create -vserver
"volume clone create" -access all

Cluster name

create
—-access all

security login role
"volume clone show"

-vserver Cluster name

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name

"volume clone split stop" -access all

security login role create -vserver Cluster name

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name
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Role Name
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"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver
"volume online" -access all

Cluster name

security login role create -vserver
"volume gtree create" -access all

Cluster name

security login role create -vserver
"volume gtree delete" -access all

Cluster name

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create -vserver Cluster name

"volume gtree show" -access all

security login role create -vserver Cluster name

"volume restrict" -access all

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name
"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name
"volume snapshot rename" -access all

security login role create -vserver Cluster name
"volume snapshot restore" -access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name
"volume snapshot show" -access all

security login role create -vserver Cluster name
"volume snapshot show-delta" -access all

security login role create -vserver Cluster name

"volume unmount" -access all

security login role create -vserver Cluster name

"vserver" -access all

security login role create -vserver Cluster name

"vserver cifs create" -access all
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-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver
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"vserver
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"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

login role create -vserver Cluster name

cifs delete" -access all

login role create -vserver Cluster name

cifs modify" -access all

login role create -vserver Cluster name

cifs share modify" -access all

login role create -vserver Cluster name
cifs share create" -access all
login role create -vserver Cluster name
cifs share delete" -access all
login role create -vserver Cluster name

cifs share modify" -access all

login role create

cifs share

-vserver Cluster name

show" -access all

login role
cifs show"

Create -vserver Cluster_name
—-access all

login role create -vserver Cluster name
create" -access all

login role create -vserver Cluster name
export-policy create" -access all

login role create -vserver Cluster name
export-policy delete" -access all

login role create -vserver Cluster name

export-policy rule create" -access all

login role create -vserver
export-policy rule delete"

Cluster name
-access all

login role create -vserver Cluster name

export-policy rule modify" -access all

login role create -vserver Cluster name

export-policy rule show" -access all

login role create -vserver Cluster name
export-policy show" -access all

login role create -vserver Cluster name

iscsi connection show" -access all

login role create -vserver Cluster name
modify" -access all

login role create -vserver Cluster name

show" -access all
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-role

-role

-role

-role
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Role Name
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security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"job history show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"job show" -access all



security login role create -vserver Cluster name
"job stop" -access all

security login role create -vserver Cluster name
"lun" -access all

security login role create -vserver Cluster name
"lun create" -access all

security login role create -vserver Cluster name

"lun delete" -access all

security login role create -vserver Cluster name

"lun igroup add" -access all

security login role create -vserver Cluster name

"lun igroup create" -access all

security login role create

"lun igroup delete"

-vserver Cluster name

—-access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create

"lun igroup show" -access all

-vserver Cluster name

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name
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"lun resize" -access all

security login role create -vserver
"lun serial" -access all

security login role create -vserver

Cluster name

Cluster name

Cluster name

—access readonly

Cluster name

—access readonly

Cluster name

-access readonly

Cluster name

"lun show" -access all

security login role create -vserver
"network interface create"

security login role create -vserver
"network interface delete"

security login role create -vserver
"network interface modify"

security login role create -vserver
"network interface show" -access readonly
security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver

"nvme subsystem create" -access all

security login role create -vserver

"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver
"nvme subsystem host" -access all

security login role create -vserver
"nvme subsystem controller"™ -access

security login role create -vserver
"nvme subsystem show" -access all

security login role create -vserver
"nvme namespace create" -access all

security login role create -vserver
"nvme namespace delete" -access all

security login role create -vserver
"nvme namespace modify" -access all

security login role create -vserver

"nvme namespace show" -access all

security login role create -vserver
"security login" -access readonly

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
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-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name

—-access all
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security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name
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"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role

"volume clone show" -access all

security login role

"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

security login role create -vserver Cluster name -role Role Name

"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver
"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver
"volume gtree show" -access all

security login role create -vserver

"volume restrict" -access all

security login role create -vserver
"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
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Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role
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security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote”

—-access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver Cluster name
"volume snapshot show-delta" -access all

security login role create -vserver Cluster name

"volume unmount"

—-access all

security login role create -vserver
—access all

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

login role

cifs create"

login role

cifs delete"

login role

create -vserver
—-access all

create -vserver
—-access all

create -vserver

cifs modify" -access all

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

Ccreate
modify" -access

—-vsServer

create -vserver
create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create -vserver

show"

create -vserver
—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

login role create -vserver Cluster name

create"

—-access all

login role create -vserver Cluster name

export-policy create" -access all

login role create -vserver Cluster name
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-role

-role

-role

-role

-role

-role

-role
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"vserver export-policy delete" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule create" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule delete" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"storage-unit show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"consistency-group" show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror protect" show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"volume delete" show" -access all
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FEEZAY MySQL BRI ERE C: \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ ©
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EZBTE MySQL fRIARESERERE (my.ini) BY [client] 2B HI5E CA &:T ~ AP IR AR/KRSEMN AP inf SR

1«( °

LUF s BERE B B FER BRI my.ini #2522/ [mysqld] SBDBY &R iR E

C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data °

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

LU EHIZETR T my.ini 122209 [client] ZBO HEFAVERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {21k Internet BE&{EARES (1IS) FAYSnapCenter Server Web FEFRTER ©
5. EFEREN MySQL ARFE °
6. F#TSnapManagerfE® MySQLProtocol $EAI{E ©

T #6658 T SnapManagerfg& 2 R EFTHY MySQLProtocol #HI{E ©

<add key="MySQLProtocol" value="SSL" />

7. {8 my.ini #2289 [client] ZF 53 PIRHEAIERIEE#TSnapManager.Web.Ul.dIl.config #2%

LUTEEHZETR T my.ini 1228 [client] B0 EHAVERE o
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<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />
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*RIEER | TREZERARSTRRERNLTE (FQDN) EARRESRENERASTE o
2. #% SSL /RFEBEMEBIEZAERT MySQL BRIZE o
855 MySQL BHIHIR1E A C:\ProgramData\ NetApp\ SnapCenter\MySQL Data\Data\ ©

3. BHMySQLAEMRERER (my.in) FEICAK - FREAE  BRIKAR « FARETNGE « AR HARE

1«( °

¥855% MySQL fEARESZEFE (my.ini) BR1EA C:\ProgramData\ NetApp\ SnapCenter\MySQL Data\my.ini ©
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(D G ZBTE MySQL RIARESEREAE (my.ini) BY [mysqld] ZBHHIEE CA KR - AR A &R
FEARESFAE B IBERIK

EZBTE MySQL fRIARESERERE (my.ini) BY [client] 2B HI5E CA &:T ~ AP IR AR/KRSEMN AP inf SR
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WU EfIBE R E B EIFER ERIF C:/ProgramData/ NetApp/ SnapCenter/MySQL Data/Data 1 my.ini 122/
[mysqld] B8 RY/REF S IRIEEE ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

LUTEHIZETR T my.ini #2220 [client] ZBD HEFAIERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. HBINE (8 HA BiRS > 185 CA RSB EL FIRBAREE « ARBIARIEE - BRIHAHRENAEF KL
MIEE - PUTLUUTHER

a. 5 —1E HA BiBs EELERY CA /RERREISE (& NLB EiB5AY MySQL Data B}k o

858 MySQL BRI ERIE A C:\ProgramData\ NetApp\ SnapCenter\MySQL Data\Data\ °

@ EARBEB IR CA RS - CEZREILMARBIZIAHES - FRIBHAHRE « MRS
Kém*ﬂ%ﬁ' ﬂ\% *w’—k°

b. ¥ 5 —1E HA E124 > £/ openssl $§% 7 Windows _E# MySQL AIBRESF A R ifzRE SSL /&S
TEIEEE o

"MySQL KRS 5.7 : {8 openss| 1L SSL /&EMEHE"
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FIRFIIRE S - FS RS R SRIOA AL IR EL AR AN CA BEIA AL IR(E
O 1R WRERLIREIAR - A OpenSSL MR AMSN BTSSR RN A%

B ERAMAARES FQDN E Ak /BERVE A ATE o

i SSL/REEM ZIBEFERE] MySQL BRI -

. EHMySOLEIRIRER (my.ni) FREICATES « IIRSSALE « R IHAL « MRS - AR
RAAE o

(D T JATE MySQL RIARESERERE (my.ini) Y [mysqld] EB53FRHEE CA R:E - RIARES A
BEEMARBLEZRIRE o

{EAABTE MySQL FRRESIRTERE (my.ni) 80 [olient] B39 FISTE CA 38 « FS i3 /A FIBRAI A 47
SR o

MU E5IEERE R EITER ERIF C:/ProgramData/ NetApp/ SnapCenter/MySQL Data/Data B2 my.ini &
Z/ [mysqld] S BV/REBIEIBIES ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

LUTEEHIEETR T my.ini 1228 [client] ZPHEHMBVERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"



10.

- {ZIE{E HA §i25_ERY Internet E&TEARES (11S) FAYSnapCenter Server Web FEATELL ©
- TEM{E HA Bi%6_ESEHTERE) MySQL AR ©
. Em{E HA Ei25A9SnapManager.Web.Ul.dIl.config &Z&# MySQLProtocol $#HI{H °

T EE6IFETR 7 SnapManagerfgZ R EHTHY MySQLProtocol $£HY{E ©

<add key="MySQLProtocol" value="SSL" />

- AEREGTE my.ini FEZ8Y [client] F2HAME HA Ei2hisE IR E FHSnapManager.Web.Ul.dll.config 1&

o]
%o

LUFEEFIEETR T my.ini #2228 [client] 2O EFAVERIE o

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

7EMm1E HA Eh25_ERY 11S R EREhSnapCenter Server Web FEFTER o

EEh—(E HA Bi%5 L E#EA -Force #IAAY Set-SmRepositoryConfig -RebuildSlave -Force PowerShell
cmdlet TEMIE HA Ei%5 LRI Z 2R MySQL 83 -

BMEE SRR RYF > -Force IR AFFITERBRHTE
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