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#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256
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_AIX_USER_R&FrZiIHIIFrootE A& %S o
&A% SC_UNIT_plugins_checksum - txt #£ZEHUS checksum B _ ~ #&ZUMN :

* C : \ProgramData\NetApp\SnapCenter\Package 1z \SC_UNIX 9MEFEZX _checksum - txt (W0
SnapCenter {AlARZZ ZEE/E Windows Fi ) o

* YN SnapCenter {AIARESZEETE Linux £ E ~ BIZ /opt/NetApp/snapcenter/SnapManagerWeb/Repository
/SC_UNIT _plugin_checksum - txt_©°

() wmpRsmsRyESENNSE .

#£SnapCenter FEHE X WindowsHIZHEEIE IMIE XN EH B E 14 5E

EZ % SnapCenter BRI WindowsHWEEMRTTERZAI ~ BEZAE—EERHER
RSB E R FRIEREETEK o

=S| =555

EFERK Microsoft Windows
MBZIERAENRHE > 5528 "NetApp EEME
BRI A"

Fi E 2RI EEHARRAM SnapCenter 1GB
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MRIEERJavaA R ERFARZS ~ Bl WA ZERETE (i
iR Ivar/opt/snapcenter/spl/etc/spl.properties

#yJava_homeiEIBE % E A IE Ry JavahR A< F1 EFERY
BRAK o

MEIEARAN BN « HS0 "NetApp BB HERTA"

R 1E NetApp ZIESMIMZTURIEDRE

RN ERREERAERNITHATE{ES - SnapCenter SnapCenter{SEZ R IIFIEE
#l ~ LUETESnapCenter BERHEXWindowstER £ 4 SN EFIMIMERNBITER
REEMEENHEMZTEER o

FAtaZ Al
* Linux 3¢ AIX 1%

Az rootfE A& A A SudoERAYIFrootEFAE R E R « A RERERBENIMMENER ©

"RIEEHMOE | HACAI LR EEMMLZRIMMENZ & « BLinuxEILE8E « BEREBHEAREM
HESVMZ & ~ EEPBEMMLERIMNMEN ZATZ LT

* Windows 1%
B REWindowssB:8 ~ A REREEIMIET ©
THAURREIESH#IRRETE - BIFEREMNAREIESHER -
* NetApp ZiZRISMIFERATZT

SMMEN B ERMEERIFTENSZ AR ER - IRERTEMREFEPEANTZR/ER &7
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RERFHERSER « SiEMARA EHNER
EEEUEHITIAEEER ~ B LUEE BN &

MEIEESEENAIRFERERE o (EAES
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BasEiREY EICEEARVEREELRT o

fEFASudo# R MRICERIErootEAERILTE ~ SHEW [fE
FASudot#[R | #ZEX71R °

() EmH Linux 71 AX (2% o

5. #5—TF TRE) o
SERERES %  CUATEEE (ARG AL  HRBEEE O ERERERENE -

fEWindows Server 20165, E# iR A L5 EGMSA

Windows Server 20165 E#TARAFI:BCZ I BHEEERFIRE (GMSA) ~ UEREEE
FIFIR P IR EEEARFEIRP B EIE o

FAtAZ Al
* {RFEZEER Windows Server 201688 EHT AR Zs AU 48351524128 o
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1. BIUKDSIREHR  ZGMSAFRBIEEY) 4 B £ M —RIZRHS o

2. B EEAE  SAEWindowsBIFIZEFIZZMIT T3 < © add-KDSRootKey -Effectivelmmedia
3. BIKMREGMSA :
a. UTFHEIERAERFARS -

domainName\accountName$
. FSEREIEERRAE o
. fEREMIEI A E R BB EREILGMSA ©

Bugn

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1,SPN2,..>

#1T Get-ADServiceAccount] A< RERZIRFEIRE ©

4 7EE1% FERTFGMSA ¢

a. EIEEFEAGMSAIRE I EH# _EEYAWindows PowerShellfJActive Directoryi&i4H o

F

EHEEEM ~ BltPowerShel iIT T3 < -

[I

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EHEENE -
b. #¥PowerShellSs $IRTFITHIT FFEF< « T FZ4EGMSA . Tnstall-AdServiceAccount <GMSA
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Windows FE5%#&1€% C: \Program Files\NetApp\SnapCenter
WebApp\SnapManager.Web.UI.dll.config
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/opt/NetApp/snapcenter/SnapManagerWeb/SnapManager.Web.UI.dll.config
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@ E}g@?ﬁﬁﬁaﬁglﬂ—ﬁﬁiﬁﬁﬁi:ZF:SnapCenter EHhRZS ~ MBS e ~ 5455t ERNE

0. BRIETILELE o

LA E RYECERAE LAY /custom_location/snapcenter/ SCER ©

£/ Cmdlet 7EZEfiEin 14 FL4EBEAM Linux > Windows Z{ AIX 9 SnapCenter SMIEREH

&R LAfEA Install-SmHostPackage PowerShell Cmdlet > £ %2814 FRIFRFZL4EEAR
Linux > Windows 3§ AIX BY SnapCenter SMitEH o

FtaZ Al
MR T HNERERERS THNEEER -
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%%~ B8R . a909502dd82ae41433e6f83886b00d4277a32a7b) ©

2. #tPowerShell#\{T FFI{EZ :
a. YITTIHSL ~ FIHBELRIEE/REIEA - TIRFFELIBRFRITLZEMNESE o

Get-Childitem3&1Es25% © \LocalComputer\My
b. HEEIFEAL o
fEFAWindows T SMH 2 RS R ECARE
T REsZ fEAWindows EHSMIMETUBRFSZRERE CARSE ~ BB BRI HI/RE ©

a1t SnapCenter BEIECARRIVFIB A EH ERMITFHIDER -

1. MITTIER< ~ LUSMCoreTRRZE1Z1E8 1458 R ARVRR RS

">netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'

fan

> netsh http delete sslcert ipport=0.0.0.0:8145
. MUT RIS ~ T REN/RERN i ndows EHIMIEUIRTSELS -

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("'
> netsh http add sslcert ipport=0.0.0.
appid="$guid"

'B")
0: <SMCore Port> certhash=Scert

fgn

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"
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ERHEEZSIE keystore pass) HIfE o

2. @ P KeystoreZHE :

keytool -storepasswd -keystore keystore.jks

. BKeystore PR EIHIBENFAB BB EE AR B Keystore BRI !

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_#1EZ - EHfkeyKeystore _passHIAEEIE#T
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2. #4373 Tkeystore .jks) TEZE o
3. TEKeystore 5| HFIEAY/REE

lkeytool-list -v -keystore keystore .jks

4. FEIRE P AERRE

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks
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1. BB =65 H:TIMIMER Keystore /opp/NetApp/snapcenter/scc/Z HIE#} 58

%3 Tkeystore .jks) HEZE
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TR AT LE B 8PN E ZECRLIZS - BARREZRIEESECRUEITERSE -
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BETIMIMER EARIEZE keyKeystore o jks_ ~ fiIi?_C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in
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3. #Keystore A £ IR TH B RIPTH B B2 HEE BB 2 BlKeystore AH R FIZES
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keytool-list -v -keystore keyKeystore .jks

27
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PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {EAAdd-SmCredential Cmdleti I H50:5

I EEH{E BB WindowssRE8 1 1L B A Finance Admin B a2

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator
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b. $Z—T*EH* o
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i

PowerShell Cmdlet
1. {EF0pen-SmConnection CmdletZSnapCenter 157 FIE A& B E Bl SetsServerfE4R T ERSER o

Open-smconnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146\

MEENEERERE RTBFI ISR, ©
2. fEAAJd-SmResources CmdletHiL & & o

HEEEHIFTIEER

Add-SmResource -HostName 'scc55.sccore.test.com' -PluginCode
'DummyPlugin' -ResourceName QDBVOL1 -ResourceType Database

-StorageFootPrint (
@{"VolumeName"="gtree voll scc55 sccore test com";"QTREENAME"="gtree
Voll";"StorageSystem"="vserver scauto primary"}) -Instance QTREEl

3. fEFAdd-SmPolicy CmdletiZ 1 515 RA! o

tEsE BRI B R

Add-SMPolicy -PolicyName 'test2' -PolicyType 'Backup'
-PluginPolicyType DummyPlugin -description 'testPolicy'

4. fEAAdd-SmResourceDGroup Cmdlet#ig & R 4HSnapCenter ESeset.

ttEEfgR I AAEERIMNERIMEREFAE -

Add-SmResourceGroup -ResourceGroupName

'Verify Backup on Multiple Qtree different vserver windows'
—-Resources

@(@{"Host"="scc55.sccore.test.com";"Uid"="QTREE2"; "PluginName"=""Dumm
yPlugin"}, @{"Host"="sccb5.sccore.test.com";"Uid"="QTREE"; "PluginName
"="DummyPlugin"}) -Policies test2 -plugincode 'DummyPlugin'
-usesnapcenterwithoutfilesystemconsistency
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S. fEANew-SmBackup Cmdlet?R¥4A1EEBIHED T1E ©

New-SMBackup -DatasetName
Verify Backup on Multiple Qtree different vserver windows -Policy
test2

6. f§F Get-SmBackupReport Cmdlett&fR 15 TERIHREE o

IEsE BRI E BT ZPRA TIEN TRRERE

Get-SmBackupReport -JobId 149

BackedUpObjects : {QTREE2, QTREE}
FailedObjects : {1}

IsScheduled : False

HasMetadata : False

SmBackupId 1

SmJobId : 149

StartDateTime : 1/15/2024 1:35:17 AM
EndDateTime : 1/15/2024 1:36:19 AM
Duration : 00:01:02.4265750
CreatedDateTime : 1/15/2024 1:35:51 AM
Status : Completed

ProtectionGroupName
Verify Backup on Multiple Qtree different vserver windows

SmProtectionGroupId 1
PolicyName : test2
SmPolicyId H
BackupName

Verify Backup on Multiple Qtree different vserver windows sccb55 01-
15-2024 01.35.17.4467

VerificationStatus : NotApplicable
VerificationStatuses :

SmJobError

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses
ReportDataCreatedDateTime

PluginCode : SCC
PluginName : DummyPlugin
PluginDisplayName : DummyPlugin
JobTypeId

JobHost : sccbb.sccore.test.com
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Define a restore strategy.

v

Restore the resource,

v

Monitor the restore operation,

BT UAFEIHEIE S IR {ERPowerShell Cmdlet R THEN ~ RIREKRERIEE o 215 PowerShell Cmdlet BY
1ERAE RN » 551 A SnapCenter Cmdlet AN " (Ei{F15< 225 15R) SnapCenter” o
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10. 1BFHRE  ABI—T T o
N B—T B> TR REITFEERE o

PowerShell Cmdlet
1. {5 Open-SmConnection CmdletZSnapCenter 357 HY1# F & B & EiSetsServerfYE4R T ERKER o

PS C:\> Open-Smconnection

2. {FAGet-SmBackup#1Get-SmBackupReport CmdlethEE & B8 R —s ZEFE D ERE -

tEEB BB A A R E M BIAERE S

PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11323317
AM

IEE6HIEER20155 1 H29H £2015F 233 H P FAE !



PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. ffRestore-SmBackup Cmdletit #HERE K} o



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey 8
ObjectId : 0
PluginCode : NONE
PluginName

TR AT _Get-Helpap < name_2REVS A HAECCmdletEF 2 S8R HERARAERE - 5(E ~ SthayU2
B " (RS IEN2E15M) SnapCenter”

ESHE NetApp SZIERVIMIMEANERERIEE

f&SnapCenter AJLUEA TT1F) EEAKEIZEARNEREREERE - CoEEEMT(FEE
E ~ YEMEE MRS EERE o
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.
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NHEDER
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* TERMERFEESRREEFYMN - RBTE NetApp STRAVIMMERIRMELTHAER « A aETEEAREERR
ITEREE -

* CEEAEEIRENE SRR EFERKS (SYM) BERESRRIFED -

RIRER I

¢ ONTAP 9.12.1 K E{ERRZ ~ 1 SnapLock BRMRRFEIRIRZ LB AEAERN—ED ~ S S HEK
SnapLock BHRIEFAZIHARE o fEFEIESMETE SnapLlock ZIEAEFEBIRELA -

58


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

Ul SnapCenter
1. TEEBEERT « H—TER « ABRCBEREICEEIMIMER o
2. 7 &R BEEYP - RESRERGEWSR THUNEERNER o

BEERGEREL - THNEELE - BEFREFENMERR « UBMEEFEN—HEET -
3. ENE R EREHE -
NRTIEEEREHE « RIS RENER
IR SRR E RN E R EE °
4. 1t TEIEEDR) R - REEIRE (EHAENRE) FEERGEEICHER" -
R IERERMER « Rak—T @ .
6. 7 MiIE BESP  FITFIIPE :
ST IEARLL. .. HMATUEBNIE. ..
ClonefalfR2s RIEFERR ~ FIEARRER -

MREEIEERRNER « sFENEHHERRE
EVER « ARZEIMPET o

Clone=F 2 ERNB R EARKFAERE « SR ER

WAZMINEIMERERLENTE - REGHE
RERNERTER 2R -

fI40 « RSR1_Clone » HIRCEERE B RIAE R

HRENER « AARETFE - MEDERNE
RARIRER - TRFERERM -

IREMWEIRELUN » MELERRBHDER « IG5 H BB tHIRE - E—FEIUEZERR
UHAERE o

[ EREEER  IT TP

SR .. HITUCENE. ..
RiEh2s4ats B A M ENEN2S T8 ~ ENIQDNZEWWPN °
igroupfEEItHE EERigroupBEITRE °

() mEEEERALUNG  AEET RE 58 -

59



60

8. 7£ M5<H HEY - BARDIERREEZANZ BRITHTALEHRAPOSTERMSG < - &
AmountBr LiIER R HEEIEH -

fugn

° FREERGT | MFREERNREERE
° POST Clone@n< : g BRI EERNEN BRI E o

Linuxi%23 L BIVolumeDgtree# &i#5 < : mount<vserver_name> : %<volate_name_Clone /mnt>
0. TR EEMNETEHHEFRE THNEED « ERNEEEAE FEHEG
T AEIEE T EMNIZRENE FIAMI - MREFBHFNES

10. 1BFHRE  ABI—T T °
M. B—T B> TR REITFEERE o

PowerShell Cmdlet
1. {#FH0pen-SmConnection CmdletZSnapCenter 157 HIE A& B E Bl SetsServerf @43 T ERSER ©

Open-SmConnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146/

2. 5| 7] fEFH Get-SmBackup@ Get-SmResource Group CmdletiE &BIHE17 ©

LEEBRIRE AR AT AP EVERAE

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

IR IEE BREFEBIERAE

PS C:\> Get-SmResourceGroup

Description :
CreationTime : 10/10/2016 4:45:53 PM



ModificationTime
EnableEmail
EmailSMTPServer
EmailFrom

EmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies
HostResourceMaping

Configuration

LastBackupStatus
VerificationServer

EmailBody

EmailNotificationPreference

VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassCredential
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames
PolicyNames

Description

10/10/2016 4:45:53 PM
False

False
Backup
False
{}

{}

SMCoreContracts.SmCloneConfiguration

Completed

Never

False
False

Production
{SMSQL}

False
False
{}
NES DB
Group
2

False

SMCoreContracts.SmAuth

False
0
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62

CreationTime
ModificationTime
FEnableEmail
EmailSMTPServer
EmailFrom

FEmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies
HostResourceMaping
Configuration

LastBackupStatus
VerificationServer

EmailBody

EmailNotificationPreference

VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassRunAs
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

10/10/2016 4:51:36 PM
10/10/2016 5:27:57 PM

False

False
Backup
False
{}

{}

SMCoreContracts.SmCloneConfiguration

Failed

Never

False
False

Production
{SMSQL}

False
False
{}
Test
Group
3

False

SMCoreContracts.SmAuth

False
0



3. fEANew-SmClone Cmdlet{t 18 W& FRE 4HSIRA 10 BRBNE R EZE o
IEEEHIERFRECIRE « WIEENBHEILES ¢

New-SmClone -BackupName
Verify delete clone on gtree windows scc54 10-04-2016 19.05.48.0886

Sally DRAPER}

SmJobError

-Resources @{"Host"="scc54.sccore.test.com";"Uid"="QTREE1"} -
CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'
-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-
05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'
4. A Get-SmCloneReport Cmdletti& 1R 54 T {ERIHRAE o
LEEEFIZETRISE TIFIDAVIR LIRS -
PS C:\> Get-SmCloneReport -JobId 186
SmCloneId 1
SmJobId 186
StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status Completed
ProtectionGroupName Draper
SmProtectionGroupId 4
PolicyName OnDemand Clone
SmPolicyId 4
BackupPolicyName OnDemand Full Log
SmBackupPolicyId 1
CloneHostName SCSPR0054212005.mycompany.com
CloneHostId 4
CloneName Draper clone 08-03-2015 14.43.53
SourceResources {Don, Betty, Bobby, Sally}
ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
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