{*:&€ IBM DB2
SnapCenter software

NetApp
January 09, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/snapcenter/protect-db2/snapcenter-plug-in-
for-ibm-db2-overview.html on January 09, 2026. Always check docs.netapp.com for the latest.



Sk

=& 1BM DB2

R 1BM DB2 B SnapCenter SMIHET
AR IBM DB2 B SnapCenter M2 4R EE
&R LUER SnapCenter Plug-in for IBM DB2 ${THRLE T £
FEFARY 1IBM DB2 Ih5ERY SnapCenter SMEMZET
R IBM DB2 BJ SnapCenter IMIMER ZIBRVH1ZLERY
IBM DB2 SMHEFTEE I RIE ONTAP #[R
# |IBM DB2 ZBEZERFALEETT SnapMirror #1 SnapVault 15
IBM DB2 By#15 SRE&
IBM DB2 RYE R BR R R BE

HEHBLEBEAR 1IBM DB2 B SnapCenter SMIET
R 1BM DB2 B9 SnapCenter SMIMER 24 T 1E5712
i EHANZEE Windows » Linux B¢ AIX SMHER BN EEG
Z#ESnapCenter FAMWindowsHIHAEMEIMIER BT R
Z#ESnapCenter AR LinuxAISZIEINEEIMEE I TR
7 IBM DB2 #J SnapCenter JMH 2R R E0:E
7EWindows Server 20165 E#hRkZs 52 EGMSA
ZEEFEAR IBM DB2 B SnapCenter M2
R ECAR:E

HEEERRE
8 SnapCenter Plug-in for IBM DB2 BYZC R &4
WEERER « BiREFAEMRAIRRE IBM DB2

%17 1BM DB2 &R
%15 IBM DB2 &R
HEIRRERE
B ERFEIIEEIMIE T
% 1BM DB2 E1ifHHRA
N B RE AR 0 A
£ ASAR2 R4 LI EREHE > MR IBM DB2 BRI RERE

{EREAR IBM DB2 # PowerShell Cmdlet 23117 R EGIED S

515 DB2 &Ek}E

ENEBEIREHAE

BL4Z IBM DB2 {0 1%

BGH 1BM DB2 B

7£ TRt BmET4E1R IBM DB2 H{1FE L
2R IBM DB2

BRIERR

EEFHIENERED

BRRERBEFRRENEREED

© © 00 O O W N 22 2 A A

O O O o0 g 0o o oA DR WWWWWWWWWWDNDN =22 A
o O o0 gk WON -~ O b 2 000 OO W W WNDNO O 0 N O o O



ES1% IBM DB2 iZR{E#
#£54 1BM DB2 &iRE R
BRI ERE
#35! 1BM DB2 15
BL1Z |IBM DB2 #5581
DEIERSEA
F+4K SnapCenter &fHF#5( 53 &I IBM DB2 Bk} EHE A

61
62
62
63
70
71
72



==& IBM DB2
@R 1IBM DB2 BY SnapCenter M FET

AR 1BM DB2 #9 SnapCenter JMIE 42 EE

SnapCenter Plug-in for IBM DB2 Database & NetApp SnapCenter ExB&aY Ei#imroit

o:E{CE IBM DB2 BRI EETEAERNRINERREEIE - A IBM DB2 Bl ER

SMEMETUATEZRY SnapCenter IRIEFRHENE IBM DB2 BRIEMNED « BRREBEE o
* SnapCenter 6.0 x$& IBM DB2 10.5 B #iiRZs o

* SnapCenter 6.0.1 3% IBM DB2 9.7.x Je kR4 © LE5h » & SnapCenter 6.0.1 %4 » 2% AIX £&Y IBM
DB2 o

SnapCenter x1gBE—#1TERRF ZE#ITIERE DB2 527 © EAILATE Linux F Windows IRIZEHR{ERERL IBM
DB2 B ERIMIER o 7 Windows IBIEH « DB2 B XIEAFHEBIR

() 78 DB2 PureScale 1847 DB2 S8 (DPF) R# -

%4t IBM DB2 BEHRIEIMIZIET « S LUER SnapCenter 22 NetApp SnapMirror 247 ~ £ 53 — AR E
B BIPEMIESHED o St UERIMIIZNIBECNetApp SnapVault STHER TR THAFE S HERE SO ES ~
UFRFE1EEE -

SnapCenter Plug-in for DB2 323% ONTAP #1 Azure NetApp 1&ZEFECE LAY NFS #1 SAN o

% VMDK > VVol #1 RDM E#HHIFECE o

&R LUER SnapCenter Plug-in for IBM DB2 $1THLE T 1F

EEEREPREFAN IBM DB2 BRHERIMIZIIR « BEILUERA SnapCenter 2R
BRAES IBM DB2 BERERHEER o AT UHITIRELEFRNTIIE -

* FMEERE o

* Birfsfn e

* RBDER o

* /RED

* BEEBMEE o

© BEHD  BRREREE -

* REHD  BRREREENRS o

AR 1BM DB2 558 SnapCenter SMIETL

AJEASMAFE IR R TE R4 L BINetApp i fli B S © SnapCenter& ZEREAL IBM
DB2 BERIERIMIMED « s5fER SnapCenter BIFiZALERAENE ©



* m—EEERENE
BN E A EIMME N EIRIE 2 RIRHAZE (A —B% © SnapCenterF| BILZIENE ~ SR EBIMETER
SR—HED « BREREREE - FREPRRE - FANEERREER - REAGRERIES] (RBAC
)~ UREEEFTAESMIMEII TE - SnapCenter

* BENERRER

TR E M EE - RERAEBNDFRSE - MWRBITERIEE o SAILERESnapCenter £ AINAES &
THAER(BIZBEFEMHET « EHEEITIRIR o

* * ReRERAY NetApp [REBHEBIRLAIT *
SnapCenter f£F3 NetApp REZEAMITEECEARS I1BM DB2 B ERIIMIZTUREH R EIR o

fEFRERAR IBM DB2 RISMIEIth A THIEES :

* ZEED - BRRERTERE
* RBACKEMNZEMHHEFNABERIK

BT LRESDE B R « s2E R SnapCenter IVINAEER S FREHEAERRERBRIER -
* {£ANetApp FlexClonei: T ZEEM X ER R B IRE A ~ UHAIR K ERHEEZ B
RERIIEANREERRTEEFlexCloneiZE o

* 3Z1% ONTAP BY—EE8HE (CG) IRIRINAE ~ MEREILBHB—H7 o
FESTESEE R TR Z HEFRITSEFRD

EE—FED s BEE—IHPNERERAR—EEER « REMEES o
* EARSMRER L I IREBRITHAE ©
* TEXFSERZZ4 EMLinux LVM
AR 1BM DB2 9 SnapCenter JMIME R B H1F IR

TIEE MM ERHES (VM) AR EH#FIEE! o SnapCenter{E 4 BIcEREEER
B 18 ~ AREZ 4L IBM DB2 BY SnapCenter SMIER o

a8 (EREZ S
BRSMEARS * EHEFCAILUN

* JEIEISCSIFILUN
* NFSEAZRIHIEE



123
VMware ESXi

IBM DB2 5MiMETNFTEERVER{E ONTAP #£[R

fHFEE
* RDM LUNZEE#EFCELiSCS| ESXi T4 mHE T E £

(HBA) HYHBASCanningrlSEEEER ERREIAHE
S2R ~ AlZ&SnapCenter VMware & i@ £ #HFR
BERNEHERENE R ©

el LUARER{iL
1?_/opt/netapp/snapcenter/spl/plugins/scue/scuco
re /#84H/scu/Config_BJ* Linux Config.pm* &2
#&* scsi_hosts_optimized resc* 2B MIEEZS1 ~
B EHFHHBAREE N A7 HAIHBA

* iISCSIRIENR EIEERE R E R HMISCSI LUN
* NFS BilfFH& £BY VMDK

* B#37 VMFS 8y VMDK

* NFSHIRBEBEEEERANR

* NFS #1 SAN £ VWOL ERlERE

VVOL ErlfFi& R sEFERERI VMware
vSphere #J ONTAP T E#E1TERECE ©

FRENREREREEREECEANERMRESENSESEMAFRRE - ONTAP

SnapCenter

* All Access @< © ONTAP 9.12.1 RREHMhRAFIFHIRIE Privileges 3K

° Hf¥generate-autosup-log
° TYRES s

° TEZLE

> LUN

° LUNEIL

° LUNEZ

° LUNEEIL

° LUNTRIBR

° FrIELUN igroup

° #37LUN igroup

° LUN igroupfiB&

° LUN igroupE#ian

° LUN igroupE#ian



° LUN igroupZ&m

° LUNESFERTIG IR & B A

° EEILUNHFE

> MIBRLUNSIFE

° LUN¥FERSPRIR S ERL

° LUNHFERE

° LUNf&EX

° LUN# AVolume

° LUNBEAR

° LUNZEEAR

° LUNFHERE AR

° LUNA/NGRE

° LUNFE%

° LUNEETR

° SnapMirror[&R BIFT1E R8I
° SnapMirror/RRNEELFRA
° SnapMirror/RBIFZpRFRA
° SnapMirror/R Bl 28T

° SnapMirroriZ/R

° SnapMirrorZ&m

° SnapMirrorZ8 L 50 &%
° SnapMirrorE#f

° SnapMirror&E#f-Is-set

° SnapMirror;& EE B AYith

° 7

° $17Volume Clone

° Volume Clonef&m

° HHREER D EIREA

° Volume CloneJE){Z 1k
° Volume}&ir

° Volume$H 2R

° I VolumetE g5

° VolumetgZEshow-disk-usage

° VolumeEE4g



° Volume#g E
° Volumef&X
° Volume qtree?&ir
° Volume qtreeffili&
° Volume qtreef&%
° Volume qgtreeZ&~

° Volume[E#!

> Volume Show

° #37Volume Snapshot|Ri&

° Volume SnapshotffilB&

° Volume Snapshotf&e&

° Volume Snapshot modify-SnaplLocki® £
° \Jolume SnapshotE##s %

° Volume Snapshoti&[&

° Volume SnapshotiZ/R1g

° Volume SnapshotZm

° VolumefEN&;
o Vserver CIFS

° J1IVserver CIFSHAE
° Vserver CIFS A& flpk
° Vserver CIFS ShadowCopyEm
° Vserver CIFSHEF

° Vserver CIFSB/T

° VserverfE HRA!

° ##1irVserverfE R

° VserverEE H R BIfMIpR

° J1rVserverfEH RAFRA
° BEmVserverfEH R RIFRA
° Vserverf&H RAIFET

> Vserver iSCSI

° BB/RVserver iISCSIE4R
° Vserver@m

* EERS | ONTAP EXRAEFEREERA SEMITIE
° AR



° MR ERET

o \/server

% IBM DB2 ZHEF R LUETT SnapMirror #1 SnapVault 8%

&R LUfEA SnapCenter SZ#EONTAP SnapMirrorf i iy sz B IHEE K 7E 5 —{EVolume L3231
N ERVERSTHE A « ONTAP SnapVault i {2 32 R R T B S IR THAE SR M THERR ¥ RAERR 1
MER « UNEBREREMGIEERAAR - THITELETEZA » AR ERIFEF
AR & 2 IR ERHREERR ~ ZABVIIA1CRAE o

SnapCenter Z7E5eAX Snapshot E¥ 2% - #1¥T SnapMirror #1 SnapVault BYE#T © SnapMirrorflSnapVault
SnapMirrorE#r@SnapCenter BTIHEERZM TIEZ— ~ SA7EILERIONTAP BINRERZE ©

@ MR ZSnapCenter #ENetApp SnapManager ZmREE @M 5 ~ i B H IR E R ERHRER
FRREIHE « R UBKBZAE o

BrHREAFREREE2MERE (KFVolume) EHNERHEREIREMERE (BpUVolume) o BIEHI4A1E
BEMARF « ONTAP i 2RIFHARE 2 RIVENEIREH T B rHEIRE -

@ AR SnapMirrorfiZIREEE R (FE>*RE>* Vault *) ZEBIEBEEER% o SnapCenter
SnapVaultfGFEZFER TREE. Bk o

SR EERRAE M BISnapMirrorEi{# o SnapCenterfillZE R4S SERYSnapMirrorBf & K B 5& E VAV E AR ~
A2 "ASHE ONTAP" ©

IBM DB2 HI{& {7 SRR
E 2 IBM DB2 BE{5 SR8

TERIUBMRIIEZAERBHRE - BHNECEEHRINERNERERFIENGR L8
ARF5EARIE (SLA) ~ WEREBR (RTO) MIMERERE (RPO) -~ HZEHEMR RIS
MEBRERZE °

RINERI(E

SLATEZTRHARVARTSE MR - WARRETS RARFARAIRERE « SERFRI I REMMAEE - RTORISTERTS FEMER -
WRIBIREFIZFHIRE - RPOE R T HERMFBAIRE « BEERLARFHNRERETRIME  UEEHRE
BIIEIEE1EZE o SLA » RTOKRRPOB BN BERHRERE o

1. REMREBNHER o

2. AEBEEL VB TIE -

3. REM AIEnBER

4. REZSBEIEI Snapshot #EARAI ~ UEHERENEREN—EIRE -

S. RELEEFANetApp SnapMirrori fiTEITHE R ~ IERZEANetApp SnapVault SnapMirroriZ iTETTREAMR

[=va]
B ©

6. FEERIFHETFRAA SnapMirror B Ayt EHRERH(RGHAR o


http://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.ic-base%2Fresources%2Fhome.html
http://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.ic-base%2Fresources%2Fhome.html
http://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.ic-base%2Fresources%2Fhome.html
http://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.ic-base%2Fresources%2Fhome.html
http://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.ic-base%2Fresources%2Fhome.html
http://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.ic-base%2Fresources%2Fhome.html
http://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.ic-base%2Fresources%2Fhome.html

7. FERSEERMIEEREZASNZBRITEMG < « LIRHACEIMENENENEREREREHREHE
MAEMAEMAEHE

BENFRZELinuxEi% EHER

B SnapCenter EIEAY Linux 1% _E8Y IBM DB2 BRIEFEITERE o &4k
SnapCenter Plug-in for IBM DB2 SMiMETNE ~ R E BEIRZZ Linux £ _EFrE#IT
{EREEY IBM DB2 BERE ~ WEERE &R HEEF o

SERFEIDER

HBIPERIEE BRI MEDLER! o SnapCenter 21& IBM DB2 E#IER Snapshot 8%,
Bl {n4EE o

Snapshot{E B 17
Snapshot 8B EHDFI A NetApp IREBFAT « ZIL IBM DB2 BERHEFRTE 2 MR G AVAR MBS o
SnapCenter Plug-in for IBM DB2 ¥N{a]{&FA—2 M B4R 1R

CRILUERSMMEN B B REFHEE I — B BHERE - —EEER—(EREE » IEMS
EERE - UWETGREEEME—TE - —BtHERZEHRENRZRE - An—4E
iR & R —EBIHE o

(St ET LS ERTF 518 — Bt BRI S 05 - BT SRRRIREEIE BE » RAIAR AL

E—RRVEHEIREBIEXERR ~ BYRE{ZA Write Anywhere File Layout ( WAFL) [E% - WAFL B rIAE—
B IREBAIRUSE ©

SnapCenter A ERERHEDNEIETE
SnapCenter B EERRFEARNIEZRAKEBR -NERMEHEIE
RIBEFRERTE - TEFREFEERE LORIER IBM DB2 BifA R FEIEE &P Mlpk o

#|Ef 1IBM DB2 {7 HHZRIZ 25 1R

REFRMDHENRAREZEERNEER - KRS/ N\KHEHREEANEIR  TMEX
B —RBVERNER - HthERQFEERNESEENEZE « IRTFERWZ (SLA
)~ URERRERBE (RPO) -

wINHED AWMERD ~ WTF
* BIDIRR (MITHRDBIER)

BINRRMEAFELEIMIENNBIZER « ERAERERN—ED o flg0 « TR URBDRERERE/NE
50 - 5Bw%EA -

* BN EHE (CERBFHRRRE)



B ERE RN EREHEBMERN—ED - fI « MREHNEREHEERTE

BIUTA10 © 00T THEIDRIHER

IBM DB2 FRrEERHED TR

BHEGED « EALURE

REFMRERLEBENRREFERA/N - EHANVEIREHE « BREER « LURRE

B#ktsE (SLA) °
IBM DB2 EkIES MR B9 (A T B )

1A LAEFATERRAY Snapshot 5% 1861 ~ SERBETRRIESR ©
Snapshot & fERRFTIERFRIZIEE © B G R 8 A 2L BYBFRS) ©

Snapshot £ T8 a4 EA :

"resourceGroupname_hostname_timestamp"

e BE S e R FHOEIREHE « INTHIEHIFR -

dtsl machlx88 03-12-2015 23.17.26

FULEHF ~ FBEATRARTIERE !

* _dbs1_REREHERATE o
* _mach1x88 T FH&TE o
* 03-12-2015_23.17.26_2 B HAFNESRG LT -

R REHEE

& ~ S ATLUER * £/ Snapshot BARIBET R\ * ZRISTE Snapshot BTBMEIL « EFHFEE RNEIR

BHAH o B0 ~ customtextBH REFAE/RRI E - ATBNEIREHEE MR - IRIFTER

Snapshot &8 o

IBM DB2 RBYiE R 8138 [R 2R AR

FE# IBM DB2 BiRHVER AR RRER

WAFERRS « THEEFRKERENE « LUBIEFHITE
() eExEFmEREE-

1. SREFBNHIE IBM DB2 BEIRFIZIEAVER R
2. JEN B ENHRZRRY IBM DB2 BRI EFT R IBHIE R SRR

SIRFEFNIL IBM DB2 BIRHVER RIS EEE

BRI E I E

[REURIRIEE o

IRNBESEEE « A BEfEHSnapCenter BERRINHITBEIEZ - FEHTIL IBM DB2 &



RBVE R RS miteER o
()  mmstwEFBHEm BV DB2 EF -
s BRERNAIEHIEE - gtreeFILUN

MBERASHREN qrree ~ MIGMREE B EHRE N qree BRI BFTIAH
() wnE- MESHER - L5 « IREFEMERERIEERNREERaree | « BIZE RS
IS -

BEIFZETIA IBM DB2 HiERERRIREERY
RN B EZRFR - AREEASnapCenter BRMINHITER{EE o
SEEREREEHFRIN IBM DB2 BRI EFMZIENEREKE - E2ERERIFAEHIEE « qtree F1 LUN

BENFZ=ZTRY IBM DB2 B[R {E4EH

R 1BM DB2 B SnapCenter MIFETN 2 $E BB —HE2E SnapRestore ~ UK BENRZERY
IBM DB2 Bl EERVEAREIE IR R ERRY o

B —f&ZESnapRestore THAERIFENFSIEIE R #IT « BRN TSR ©
* YR RBEEY * SEREE R * 518
* BFTEMNEHD A B SnapMirrorg{SnapVault A ZIEMNREME « BEEN B SR EE

BE—1E&ZSnapRestore IIAERITESANIRIEF#IT ~ BRAM TIIER ©

* MRFEEE * EEER * EIE

* E1SnapMirrorzSnapVault AZIFHI B IEEE(D « WIEER [REER) EIER
3 TR N
L EFERAR IBM DB2 Y SnapCenter MR

AR 1BM DB2 #9 SnapCenter SMIMER 24 TERTE
MNRICHE(REE IBM DB2 BEiklE ~ BIfEZ L4 KRR E IBM DB2 By SnapCenter MiMETL o



| Lag in to the SnapCenter Server using a web browser. |

.

| Idunitify storage types supportad, |

v

Review installation prerequisites and
install plug-in package for Linux or Windaows.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.

G AN LA Windows » Linux 3¢ AIX SMBERE MR E R M

G E R ZAESMA R E S 2 A ~ B EFTEMFTA E K ° SnapCenter Plug-in for IBM
DB2 Xz 1& Windows > Linux #1 AIX IR1R o

s IABTEF I 24t Java 11 o
@ IBM Java 7 Windows F Linux 4 F FZH1E o

* HH Windows ~ IMIERNENL ERFFSFEMFER [ 'LocalSystem' | Windows FEHEHT - ERUEEEES
BNZEBERAR 1IBM DB2 FIIMIE X RFNTERITA ©

* FEWindowsE % ELEEIMIENEF ~ MR LTIEENREREAEN « AERFEAEBR A TEBHEFRE -
B4 ZEE R E# _EFAIUAC.SnapCenter Plug-in for Microsoft Windows FE:& & 1£ Windows 14 £ IBM DB2
SMEMET—EEERE o

* SnapCenter {TAR2IFERI/ZEY IBM DB2 TH4AIIMITER 8145 S BHETE IR o
Windows 1

* B ABARARRAREESEHRENERE « TEEHER LRARHEEARER -

* 7 Windows *1# FZ8&E AR IBM DB2 9MAEINES « & BENLEEBEAR Microsoft Windows HY
SnapCenter JMHFEL o
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* fRPAZBTE Windows 1% FZ2dE Java 11 o

"REZEAR Windows B JAVA"

Linux 0 AIX 1%

* [RwsZBEArootal IErootfF A& B R IERISSHELR ©
* {RWAZETE Linux 4 28 Java 11 o

10


http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp

"REEEAR Linux B9 JAVA"
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* HHRTE Linux T EHITHY IBM DB2 BERE « LB IBM DB2 HSMIMERER - G EEIZEEEN
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* (GRS * bash* (EASMIMET{ZEERITASR Shell ©

o~

wrEHS

+

=E7E SnapCenter Plug-in for IBM DB2 L#I{THZRH < » MU BERE B ZTE allowed_commands.config F&2&

B

* Windows 1% FHIFERIE © C:\Program NetApp SnapCenter > SnapCenter Plug-in
Creator\etc\allowed _commands.config

* Linux F## ERITESRNIE © /optloracle/scc/etc/allowed _commands.config NetApp SnapCenter

EEEIMI M R FERBhe S o ETERESRTRIE allowed _commands.config ¥62E o TEEBMITHEA SR
M MLAREBDK/NE o AENIEETERCRIE » WERSELBEITMREF » UEI5E (") FEEREEE -

Gl

fBIgn -

=)
A

. mount

o)
A

. umount

=)
A

. "C:\Program Files\NetApp\SnapCreator commands\sdcli.exe"

o)
A

: myscript.bat

R allowed_commands.config FEZATFE > S HIETHHITRGERHE » TEREREGRE > BT T
Hl)#EER -

"/mnt/mount -a] RAFFHIT o TEIMIMERN T EBIIER %s PTG S LUEITIRIE - "

MRS HIESHERLBIRTE allowed commands.config F > (S EIESHENAI T ZE M » TIERIERES
SR > MRE SRR
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#LinuxEHRYIFroot st E 52 E SudotEfR
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11


http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM

* Y05 umask & 0027 > EHERE Java BEFRIZRMERMFIAEZRZEERSE 555 BUHER - TH > SMMER L&A
FEER -

* HJE root EAE - BRRIE root (ERAEFERAEZBHENLTEIER

* #REE_/etc/ssh / sshd_config &% ~ UREMEEBIEERE | Macs HMAC - SHA2-256F1IMAC HMAC -
SHA2-512 ©
EFTAREIER ~ EEEIsSshdBRTS ©

gh

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

PRI T(F
EHEZ A IErootfEFE R ESUdotElR ~ LUEFFER TR

* /home/LinuxfEF#&/.sc_NetApp/snapcenter_linux_host_plugin.bin
* /custature_location / NetApp/snapcenter/spl/installal/plugins/uninstall

 /cust_ LOUSE/NetApp/snapcenter/spl/bin/spl

1. BALELZESnapCenter BRARMLinuxBIZIBEHFBILinuxEH o
2. {§Mvisudo Linux 2R ~ i TH1THIE E /etc/udoerstg e o
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ24:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

(D MRIEBRACRKTE ~ UREMAFTFHES ~ EREZARE T7EB L E/etc/udoersiEs
[/setc/bin/olsnodes <crs_home> |

f&a] Ui /etc/oracle/OLR.loc_#EZEX1S _crs_home_BY {& ©

_LinuxfERE_BEFREIIBIEroot(ERE LTS o

&AL SC_UNIT_plugins_checksum - txt t#£Z£EWS checksum B _ -~ HEZEUR :

* C : \ProgramData\NetApp\SnapCenter\Package #1Z/EE \SC_UNIX SMHET _checksum - txt (F0R
SnapCenter fEAlARESZ4E1E Windows EH ) o

* YN SnapCenter {AARESZLETE Linux 1% L - B2 /opt/NetApp/snapcenter/SnapManagerWeb/Repository
/SC_UNIT_plugin_checksum - txt_ °

() nwpRswsRyESENNSE .

7IErootE AERTEBAMNAIXERKAISudotElR

& IErootfEFE ZEFAMRAIXHZIBEEHN « WEAFNIMIMEXEITERE o SnapCenter SnapCenterIMMERIZF
BB MBFErootfERE B DT ° FEZ A IErootfEE LR ESudot#R « LURHH Z ARSI ZEUE -

CREMRE

* Sudo 1.8.7HRELEFRRZS ©

* YR umask Z 0027 > 5HEE Java BRPPRAEAMNFIEEZEEAS 555 BUHR o TH > SMIMER L5
FEER o



* #4m¥E_/etc/ssh / sshd_config_#2% ~ LR EMSBREBIEEEL | Macs HMAC - SHA2-256FIMAC HMAC -
SHA2-512 o

BRTAERRAER « ERRE)IsshdARTS ©
A

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

BER LT f
(% 2 JEroot BRI 8 SudoHEIR ~ W77 B FHIBE |

» /home/AIX_USER/.SC_NetApp/snapcenter_AIX_host_plugin.bsx
* /custature_location / NetApp/snapcenter/spl/installal/plugins/uninstall

* /cust_LOUSE/NetApp/snapcenter/spl/bin/spl

1. BALBEHEBPZESnapCenter BRANAIXHEEHAIAIXEH o
2. {FHvisudo Linux 2R ~ 1§ FF1THIE ZE /etc/udoerstgZ o
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Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc _netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty

@ NREARACRKTE ~ UKREMAFRIS « EIEZAF TR BHEE etc/udoerstEZE

[/setc/bin/olsnodes <crs_home> |

f&a] LU /etc/oracle/OLR loc_1&ZEEHYS _crs_home HY 1B ©
_AIX_USER_ZE&FriEIAYIEroot{FAE T8 o
&A1 SC_UNIT_plugins_checksum - txt #£22E0{8 checksum {H _ - #&ZAIF° :

* C : \ProgramData\NetApp\SnapCenter\Package f7Z/E \SC_UNIX §MiMEIL _checksum -+ txt (V1R
SnapCenter {aAlARZF ZEE/E Windows Fi% E) o

* YN8 SnapCenter {AfRESZEEE Linux T _E « BA /opt/NetApp/snapcenter/SnapManagerWeb/Repository
/SC_UNIT_plugin_checksum - txt_°

() iamRstaRy B E0nSS o

Z4tSnapCenter AR WindowsHIIHAE 4 SMIMER BG4I 14 E

£Z#SnapCenter LFHﬁAWmdowsEI’JMEﬁEJJHEZHU s (CFEZ A AR — L B AR Ay 44
R TERERFIFRIEHEEEK o

15H =5
EERR Microsoft Windows

BERZXERANRHER > 552/ "NetApp EiElE
HERKRIA"-
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F i EZENREFERRRAM SnapCenter 1GB
i it R EP$ESnapCenter 1R RIEZER 5GB

ISREABC & B SRVMARRZERA] ~ TEER
ElogsB I RAEFERE - FiERYEE
@ ﬁ%”x"Fﬁﬁ@%ﬁ%E’\]%ﬁ%ﬁ%ﬂiﬁ*ﬂﬁ
EEERSERMAFARRE - MRRBEE
§’JE’JEzzE$°‘”F'i A EHERIENITH
EZEIRIF0EE ©

NENEEEENY * ASP.NET Core Runtime 8.0.12 (UURFrE®&BE
8.0.x &#HIE) KEERAES

» PowerShell Core 7.4.2
* Java 11 Oracle Java #1 OpenJDK

WME NET $FERCEEDHRE N « B2 "miEA R Z
RABERANR B AR ARERIE R o SnapCenter"

Ze4ESnapCenter A LinuxBY 3 EINAESMIE I T ES

EZ#SnapCenter BAMRLINUXBISZIEBINSEEH Z A ~ (GEZEAE—EERANIHAR
TREFFREFTK o

HE FX
B2 « Red Hat Enterprise Linux
* SUSE Linux Enterprise Server (SLES)

BRRZERANRNER > 552/ "NetApp BiE

MHEBRTA" o
F 1 L HENREFERBIRAM SnapCenter 1GB
T 2Rt SnapCenter IR EZER 2GB

TRz E B SRR « W8
EZlogs B R fEETF (LRI & © FTRRAYAC
@ BEMERZREBRBENETLRE
ERIRRME - MNRIRA ESBIHAERE
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VENREBEY Java 11 Oracle Java #1 OpenJDK
MRIEERJavaA R ERFARZS ~ Bl WA ZERETE (i
iR Ivar/opt/snapcenter/spl/etc/spl.properties

#yJava_homeiEIBE % E A IE Ry JavahR A< F1 EFERY
BRAK o

% I1BM DB2 19 SnapCenter SMIET 32 E 5058

ERANEERE R ERABERNITHARTEIES - SnapCenter SnapCenter{QFEZEILIFIEE
Kl ~ LUETESnapCenter BEREWindowstER 248 L Z & N EMIMMERMAITER
REEFENHEMTFER o

RAEIETIE
* LinuxFEH

AR TE DS © 7 BefELinux i E 24N E -
s zRArootfEFAE A B SudoEfRIIFrootEAERENE « A IERERRENIMIMENER ©

*REBBHE AT UERBEEHMLEIMMEN 2R ~ BLinuxdBIL0E « BEREBHMEAREN
HESVMZ & ~ EEPBEMM L RIMMER Z TR ILEDE o

* Windows 314
RNBR R EWindowssRes « ARELIEIMIER ©

T AU R EESEIRRESE - ERERERNRREESHER -

MRERERNERBHERER S  BERAERELATENEEER « MIXAE VREREHENGHERIEKE
ERELNE -

1. EEAEEERP  B—TRE" -

2. 7 TRE) BEYP - #—T E0:E) -

3. #B—T Mgy -

4. 11 T30 HEP  EERTELGIHNEN

ST HITUEEN(E. ..
sora aiH BASDEERTE o
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EIEE LR SnapCenter IHEHHNALZ L « I8E
N EEE NI MRAKREIESEHERE o TFH
E5TE) BMANERERS

° netbios\fEFAE B
° #Bi5iFQDN \fFRE RS _
 AMEIES (BEAMNIIEEHE)

HRBR TEBHEN RS  sATEXEESnapCenter
IR AR LIS ENBNAIREIES o NRE
BEERPEERSER - SiEMAR LEAER
EFEUEHIINEEEEA ~ G LIEEBR A &
MEEESEHANSEREIRE - EFHEES
81 BN EBERXA © username

ENEZERERES SR () H&EI5E () o
SEOMER (<) FIEESE () BESRNG
5% o BI40 ~ lessthan<!10 » lessthan10<!

~ backtick'12 °

A B A A ERR BV o
BasE Rl EICEEAEERT o
fEFSudot& R MREEDIFrootfEAE RN ~ FHEN [E

FASudof&[R | #ZEXF1E o

()  rmEmRLnERs -

5. #5—TF TRE) o

TR REL R « EAREGRER ERAZERTFI HETIEKIEEEGERENERERE -

fEWindows Server 20165, ¥ iR A _E 82 EGMSA

Windows Server 20165 E#TARAFI:BCZ I BHEEERFIRE (GMSA) ~ UEREEE
MR PRt EEEAIRFRIRA B EIE o

a2 Al
* IRFEZIER Windows Server 20165, 5 fThk 4s RUARI1ZE 28 o

* [CFEZBER Windows Server 20163 EHThHRASHY 1% ~ s BB E
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1. BIUKDSIREHR  ZGMSAFRBIEEY) 4 B £ M —RIZRHS o

2. B EEAE  SAEWindowsBIFIZEFIZZMIT T3 < © add-KDSRootKey -Effectivelmmedia
3. BIKMREGMSA :
a. UTFHEIERAERFARS -

domainName\accountName$
. FSEREIEERRAE o
. fEREMIEI A E R BB EREILGMSA ©

Bugn

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1,SPN2,..>

#1T Get-ADServiceAccount] A< RERZIRFEIRE ©

4 7EE1% FERTFGMSA ¢

a. EIEEFEAGMSAIRE I EH# _EEYAWindows PowerShellfJActive Directoryi&i4H o

F

EHEEEM ~ BltPowerShel iIT T3 < -

[I

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EHEENE -
b. #¥PowerShellSs $IRTFITHIT FFEF< « T FZ4EGMSA . Tnstall-AdServiceAccount <GMSA
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>
C. MITTH GBS EFEHNGMSAIRE | Test-AdServiceAccount <GMSA >
5. BEEEMRIEAA T FERENGMSA ©
6. £SnapCenter X EIRTS e8P E B R ERGMSAIRE ~ LUFTIEWindows 1 o

EREIMMEXBIED « BEEEH ELRFREMNIMMER - TERIEENGMSAERIRFEE AR
B ° SnapCenter
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FEAMIT ISP ER
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° H4KZE Windows Server 2022 ( OS Build 20348.2402 ) E{EHhRZS
s RNBRIEAEFIMILZENERZEER 2 AEIERE - fli0SnapCenter TIEEIES ) AR o

* EWindows % E L RIMIMETE ~ REIEENREBARAREN « AZ2EAEBN AR IT(FRHERERE -
Al AR ER ERUAC.
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3. ZEEIMEFEI ¢ Tpath_to_installation_bin_file/snapcenter_linux_host_plugin.bin -i silent
-DPORT=port_number_for _host -dserver_ip=server_name_or ip_address
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° -Duser_install DIRZ15E L E L SnapCenter FRAMLinux# (SKED Plug-insEf) HIEEE o
° DINSTALL_LOD_NAME3SE e84 78 o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM

4. #5%8 <installation directory> /NetApp/shapcenter/SCCletc/SC_SMS_Services.properties #&22 « A% 1Y

plugin_enabled = db2:3.0 2% -
5. fEFAdd-Smhost CmdletflA B2 8L - & F#HTE SnapCenter ESetcServer ©
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X M Al Tasks) (FREI{E) > lImports (EEA) LABKENEEAKSEE o

6. STAAEE « SR ¢

LB ERES... SBHIT FIIEIE. ..

AL EEUEIE* Yes* ~ EALE TR « ABR—T*
Next* o

EBEAEREX AMYYEEIEE ; HF— T F—F* o
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W) o
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() ErEBERLmemEE GEOKDA o pks o pl2fl*op7b) o
7. ¥ TPersonall BRIKZEELERS o

HSCAREE

REEtERCE AR /RER TN EUF & - IeAEEREMERE - ]WWEEATHREEL
3 o

1. EGUI LBIT TP ER :
a. 1&m T REE o
b. £ N&:H1 HEAIRF ~ #2—T TFHAER RE5I1FEH -
C. EEEMADBE ~ 2A%BIZ—T* Thumbprint* o
d. R AP +7EMF T ©
e. BIR+7NEUBF ZHZER o

4N ~ NSR¥E4M%A - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b1  ~ AIFEBRZERE
& ¥ge . la909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. fEPowerShell#{T FHI{EE .
a. JUT TGS  JIHEREEENIEN - TIKERELERRAZENESE -

Get-ChildltemE&1&585% : \LocalComputer\My

b. 554 o
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fEEFAWindows F#5MEE U ARFE R E CAREE
G EZ(E BB Windows 1 SMIE TUARTFE R ECAREE ~ UUBKBI LEEHIB (I /REE o
#A1ESnapCenter EEFECARERFI ARG K EHITTIIDER -

1. $ITTHE S ~ LUISMCoreTEEEIFIR8 145 FRIRB ARG R4
">netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'

fgn

> netsh http delete sslcert ipport=0.0.0.0:8145
. BITTIERS ~ i LEEnREEN i ndows FHESMIMETUARTR LS ¢

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fuan

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

7f Linux 14 35 SnapCenter IBM DB2 SMIHETUARTSHY CA /&5

CEZ SRRt SIRE R E/RENZE » BiE CAEE » BRI EREIIEHEE
J& > W SnapCenter {H{EARFEAF CA HESBHAE IR EEEURF ELENH

i3 o
1RAERALE /opt/NetApp/snapcenter/scc/etc BITEZE Tkeystore.jks) EAEGSEEMEIRE ©

ERfEMTIRENERBUKREAEERRN CA EEZRHSG

1. A MR B I E R PR RN E N B R ETAR S o

ERHEESIE keystore pass) HIfE o
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keytool -storepasswd -keystore keystore.jks

. BKeystore MR EEIBIEEMWIE R GRBE T ABKeystoreiEREINERES :

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_1gZ - E#keyKeystore _passBIEREEH o

3. BETIBREMAERE ©

() iRm0 EERATE AL AR RN REEZARR -

REREFHP RSB LIRABEE
CREZAL B R B EIIR/RB R P RERERIGAGEEE ©
1. EMEESIEHSEERNERIK | lopt/NetApp/snapcenter/sccletc ©
2. #% Tkeystore .jks) HEZE o
3. 7EKeystore % HFTIEHYEEE
lkeytool-list -v -keystore keystore .jks

4. TGRSR

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

REMRBE NP REGRLIEA SEERERRIERS -

() EZsEsgRCAES | B BIIERECAES -

Ra

FCE CA ZETRBLUBAGEE
THEZ CA BENSRHAEIIGMHEEED -

TR

1. B E a2 £8E /opt/NetApp/snapcenter/sccletc BIEB KK o
2. #3| Tkeystore .jks) tEZE o

3. 1EKeystore %! FIEHYI&RES -

lkeytool-list -v -keystore keystore .jks

4. ML EANEERNAFEWICARSE ©

&
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lkeytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks|

5. 1EKeystore %!t #TIEHY/RET ©
lkeytool-list -v -keystore keystore .jks

6. BATRERSE S EMCARRHENGS « ZCAREEMEESRE
7. BCARRIFIENE R ERE BT MERS

TER IR 8BRS agent.properties 1EZEH %8 KEYSTORE_PASS #Y&

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. MRcABRPHRILRREABSERINSHTFT (1
1o~ T o~1) ~ERREESMERE

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiesiBZEHRECAKEIIRIS ©
FEIRIESCC _IDATure ALIASESEEHILE
8. icE CA HEMEMHLUBAGEEREMBR
AIRHEE/RERIHEE (CRL)

RAREIET(E
* SnapCenter {HEHIFETELEICEN BEPIES CRLIEE °
* SnapCenter #if+HY CRL 122=mTE:2 B2  opt / NetApp / snapcenter / scc/etc/crl | o

1. IS UIRIE S8 CRP_pathf82{ & E #ragent.propertiestE ZEHHITER B &R ©

TR AT L B 8P E ZECRLIZS - BARREZRIBEESECRUEITERSE -

7f Windows T 1% 5% SnapCenter IBM DB2 SMiIMETARFSHY CA /&:%

TRZEEEGSBERERENEE > K& CARES » RIRNPHERSEEIEHERE

[ > WfEF SnapCenter ARSI CA ZEZMHECE IEHEEEURBIERENH

L SEE 7%
(RSECR

SMEFRNERNLFY C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc BIt&ZE keystore.jks
EBEHEEENERE o
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BB S RENEBUKRIEEERN CA EEEZRHFS

i 334
1. AT SMIE AR MR R PR RIMIME N R IR ETRR S -

EEEifE key keystore passHI{E o
2. #EKeystoreZHE :
keytool-storepasswd -keystore keystor.jks

(D WREWindowsHSHRTRFTMEME Tkeytools B2 » Hilfkeytoolti S HRAFLRHAIE -

C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks
3. #iKeystorePFATE 1818 B HIFRA B2 Z IS E E A BiKeystore HEI R RS -

keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks

7£_agent.properties_#1&ZEhE HrkeyKeystore _passBIHBEIEHT o

4. SEZBREMABIRS o

(D) EeesmnEERAEERLERN LN EERZAER -

REMREENFEERIEAGEE
CIEZECE R B TABRIR/RE NP REERIEAGEE -

1. BEZAZIMIMERSIBEMNZRIZ C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. #3 Tkeystore jks] HEZE o
3. 1EKeystore 7! 1% AY /&S -

keytool-list -v -keystore keyKeystore .jks
4. FIBIREHPAEIRE ¢
keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

5. SRR PR BB A (S E M B3 AR o
() omssesmERCAE - AEBHERECAES -

ECE CA BHEERHLUBAGEE
THEZE CA BENSRHAE G EEES -
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1. EBEFAZIMMERSIBEMNERII C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc
2. REIHEZE keystore © jks_ °
3. 1EKeystore %! HH #riE HY/&R:E

keytool-list -v -keystore keyKeystore .jks
4. IERBLEERN AMEWICARSE °

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
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Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.
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* ¥72 ONTAP 9.12.1 %E{EARZS ~ 7 SnapLock ERHMRIGFEIRIBIEIAESIERBZRN—ID « A
SnapLock BERHMRERFEEIHARE o EFEIESETE Snaplock ZIHRR FENFIRES ©
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Application Settings Poliches

Backlps

BA Enable consistency group backup

Afford tirme to wait for Conmistency Group Snapshot aperation 1o compéete
0 Urgent
Medivm
) Retaved
[ Disable WAFL Sync

SCripts
Custom Configurations

snapshot Copy Togl

Rotfication

E.
Summary
©
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AE—F 159 * AIER « ABBWARLE ~ REBMECHELEERR BN B ES < o St A ZEE

IR R AT S o
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@ IBM DB2 Linux SMHMER R A E BT ENCE « 1BM DB2 BEREAIRLIEEIRAE
Fx{, Windows SM#ER, ©

C. ##—F * Snapshot Copy Tool* (RERERT A *) AEELUEEEIIREMWTA :

SnapCenter £ Windows SMiMER ~ WAEEILIR ZEIE* SnapCenter (LUERZRAF—HMEY) o
B2 Al BIERARER —EIREE o HHLinux
IR ~ IHEEAREAA o

SnapCenter 3R ETFEARIRER EE1E* SnapCenter T ZERAF B4 RITHAE ©

WABEEH ERITRIS S LURILIREBES o FEY - Bt~ ~ ARBAZEEH ERITRIES QUL
BRILIRER o
7. 7E TIRA BES - YT FIIDER -
a. it ThIUFEPEN—HZERA -

@ A —TF Rl Yoo

RAFIR REFHERAMNGHZ B
7 TREHE Bh BT Y S EERENRR -

c. 7E THiHEIRA_policy_name_RIHHE) H3EAHRT  REHHE « REH—T TR o
Erhpolicy_name 2 ENMIRE 2 TE o
BRENHEEFITE CERANHHZET o

B =S EHHI2ESnapCenter FXIBHNEHHHIZE R « BRTHIE o

8. £ M@l HEEMEFBEETRE TRRNEED  ERCEEEEFHIENZEM o

T BEEEFHENRRENE T « UREFBANES o BAERE > BIHRE FR
ESMTPfAARES °

0. IGREE « ABE—TF =Ry o
£ ASAR2 %4t LR EBREF4H > W ELA IBM DB2 BRI R E(RE
IR B REFAERFNIE ASAR2 R4 EMEIR o (R LUTEE L B IREHAEMT » IR

E{R:E ©

FaYaZ Bl
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s OEETANGEHERIERAEA RERE] * ENACER » TEFERRERE o

* MRCERARERE - WEREFEGERL T ENRE—RMEFERFEAMEERS - BXFENRE—H4
Bz R > BREHEMTRLMER o

* SnapCenter N3ZIRERERIIRERE o

1. EEAEEERD « B ER -~ ARNWEBEPEIREENIMER o
2. 71 TERI BEP T THNEEREE o
3. £ T BEEF ~ T FFIEE

- ERBRAPRAEREHERN RIS o

V)

() #FEHaLETEBBsETT -

o

£ MEsc) WMUPRA—NSERE - URBEHRIESEREE -
BN ~ INRIERHRFTE 2 S EEREF AR © RIHR AT LRI EHRRSCARAMBIFA A HIREHE -

o

FEEUEAZEN S 1 ~ AR B ASE AR Snapshot BB BETREE ©

fi40 ~ customtextE fRgroupR Bl 12T B Rgroup T2 TE - 1RIETERE « Snapshot ZiEGHIINE
R8T o

d. $EREMR BRI ET I BB o
() =z cEzeRERRRTRENERERBN0N  QIEHE -
4 15 TER) EET - T - THR AR E N E R -

@ SEENIRRERE - BRZ g% ARERI BERF - MREEFLME TER « BIR
E?" ENEEERFEZR BEERFGHREANAEREER -

5. 1t TRIREIRI BERFIENASAR2 BR > ABRBHBE NERNER) &R -
6. £ TEEAREARE) BEETF > ERHHER -
7. 7E TIRAL BES - YT FIIDER -

a. e TFHI B EER—R AR o
@ e R — TRl Y oo
7T TREFMEERNEE) BET - 5 HFmEER o
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C. E£Add schedules for policy policy name (iEEREI_FREIZFE_HHE) REP « REHE » ARE—
T* OK* (FERE*) o

Hrh + policy name ZEEEEVAYRR)FE o
ERENHRETIE [DRBHHR M o
=5 RIS SnapCenter TBMIEHHREEE « HRBHE o
8. IRMERNFAEMBRERS - QBT (RERE) A CEERT ISR
a. EEUESRRIE -
() FzERsEsEa-
b. 45 IEER I — B MBS o
o fft TEfMESE) M (M SVM ) THEEES  EROEERNHERERN SUM -

@ SnapCenter Az HEFEEH SVM HERZ o KEZERRAEES I ONTAP CLI ZK#IT
HEEM SVM HZERIZ o

()  WEHREHE SnapCenter 2N FHIRE - BEARRRERE [RESRENER BHP -

1. 7F TER:%) BHEL - #IT TP .
a. E—T*%ﬁ)\iﬁ%&*uiﬁ]\SnapMirrorEESnapVauIt SnapMirrorfiiE & ~ LUE7E — 434775 H1TE
Bm—T v 1 TREHHR B ARDNFTEHIZERS TEREHIE o
C. 7T T¥rt8ER:EHEpolicy name) ¥EEAIRA « YT THIBHE :

MRIHEE. .. HUTULBHE. .

B BRRITRE BB RITRE -

P8RS A STHRERE AR T HIS B B s A
TRABE o

d ERREREME URBRERE AR LHREE o
e #H—T MR o

ERENEEIZES)E EEREHZ BF -
2. 71 @A) BEEMBFBHESERE THNEEP  EREEEXEFEHENEM -
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@ BN BEFEHER ~ EL4EFEAGUIEPowerShellds % Set-SmtpServer RIS E SMTP{AEIAR 2S5
HHERL o

3. WRBIHEER « AARIE—T Tsem o

{EREA IBM DB2 HJ PowerShell Cmdlet #1724 E 405

7E{EF PowerShell Cmdlet 17 ~ ZEIRAES IBM DB2 Bl EZ A ~ BRI FEE
ﬁi%%ﬁ (SVM ) E#‘s?*l]wun” °

FEYaZ Bl
o IRFEZ B EFIFPowerShellIB 1B 2K #11TPowerShell Cmdlet ©

G TERREEES) AChHEALENER - ARERIMEER -
© CREHRIMIMEN R ERETH -

B RREGER - THIMMEANRERNTET - BRAEHIRIEISER G E# » MESnapCenter Hil
EIRRERISE SRR TEIARBMD ) 3 TRENetAppl#EFERELl o

* RERRRBEZER—R -

A EEAEEE LEABRLBNZEFFERS - SnapCenterZ{ESnapCenter ST IENHEFERAIER
ME—EY 2 FBFNME—BYERILIF P ©

HER
1. #—T * SnapCenterPS* LUEkEh PowerShell Core ©

2. {#FAdd-SmStorageConnection Cmdlet?E 17 FHIH#TF R LELR o

PS C:\> Add-SmStorageConnection -StorageType DataOntap -Type DataOntap
-OntapStorage ‘scsnfssvm’ -Protocol Https -Timeout 60

3. {#FAdd-SmCredential Cmdleti2 7 HTE245 o

R EAEN{AE B WindowssRs8 1 1L %4 A FinanceAdmin Y FT 0%

PS C:\> Add-SmCredential -Name 'FinanceAdmin' -Type Linux
-AuthenticationType PasswordBased -Credential db2hostuser
-EnableSudoPrevileges: Strue

4. & 1BM DB2 @l £ 14 #r1 = SnapCenter {AlfRES ©

¥ Linux :
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PS C:\> Add-SmHost -HostType Linux —-HostName '10.232.204.61"
-CredentialName 'defaultcreds'

Windows

PS C:\> Add-SmHost -HostType Windows -HostName '10.232.204.61"
-CredentialName 'defaultcreds'
5. 1% %4t EHF SnapCenter Plug-in for IBM DB2 °
HHLinux :

PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DB2

Windows

PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DB2, SCW
6. 327 SQLLIB HIEEIE o

5% Windows ~ DB2 SMIHMENEER SQLLIB BERIZRAITERERE . T C:\Program Files\IBM\SQLLIB\bin
il

MRECEBRTARKE « FEA TGS °

PS C:\> Set-SmConfigSettings —-Plugin —-HostName '10.232.204.61"
-PluginCode DB2 -configSettings
@{"DB2_SQLLIB CMD"="<custom path>\IBM\SQLLIB\BIN"}

TR AT _Get-Helpdp < name_2REVS AJfEECCmdletE 2 28R HIREFRIAERIE « 5(EF ~ St U2 H
" (RfFE<ENBE5m) SnapCenter” ©

15 DB2 BElE

BN B ERFEZIISnapCenter A2 AR AVELR « IEER « FERR « B BHER
BHAE ~ LURIELD ©

ez Al
* MR FHRRR
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* MREBEH N E R HEFREBA SnapMirrorBHARVE R « ONTAP {5kiGRHEFRBERENEEA BRZX

Ba I2EPREHRT ) R o 78 « MREFEA Tvsadming A~ AIRAEE T2EREBIRG) #R o

* ¥1? Snapshot ®ARFNEE « SAERFIAEPRENESRAMEERT -
* HEARMELE « Snapshot MIBUHEILEENAIENBER < « CREZR T REEEIMMEXN TR LA
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Ul SnapCenter
1. TARISEERFR EWNER* « ARWNWFEPENEZENIMIER -
2. 7 &R BEEYP - RESRERGEWSR THUNEERNER o

EE g 0 ABENTELBNE RN MUEELR o BT LR iy URIBAEREEE o

3. EREEHMNEIR

4. 11 MEJR) HETP BB * f£F Snapshot HAKIBTRTER * « AREAKLERR Snapshot &i#
BT AR o

%0 ~ customtext_policy hostname_EX_resource_hostname ° 1R¥ETE:% « Snapshot &8 & Mt NAFR
Bisc °

° 7 TEARNRE) BEEYF » fTTF7IEHE !
° EEE D ATEMREHMBRNER !

REZRA—EEERH ~ LTI

ST IEARLL. .. HATUEENE. ..
Ff5 THEBHERR) (FRE TR BE B~ R B GR  LUBRERIRIER

FTERNEERME - T2 =568 Ty =7
s TEERR) = 20%D o

{ZFWAFL Sync FEZ I BETA R R HIWAFL SRR AR —2E -

° JEEY * 155 * ATEEMBITEL  IRIBNBUHE L FERRENRESR < -
A S REC R ZAI N Tpresin < © 15 BMIE LI EESnapCenter SXIRARF 23 L#

7o
° RN [ BETAERE ) ATER - ARBWACAIERIFAE TEFR BB -

° 3%&}Z * Snapshot Copy Tool* (IREBEHITH *) ATEELUEIEEEI Snapshot T A :

MREEE... R
SnapCenter I f#7FE MR IRIR #E* SnapCenter N EERRF—RIEBITh
FE °

SnapCenter {8 Windows SMIMEAFIERZR  BIE* SnapCenter (LUERRF—E*) o
MBER—AVIREE ~ ZABEIL Snapshot
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Mame Resources Applcation Settings Poliches Motfication Summary

Backips =

BA Enable consistency group backup

Afford tirme 1o wait for Consstency Group Snapshol aperation 1o compéete
= Urgent
L Meditim

) Retaxed

[ Disable WAFL Sync

Seripts

e

Custom Configurations

snapshot Copy Tool

&

6. 7= TRA BEEYP -~ TS8R

10.

a. e ThIVFEPEN—HZERE -

@ EHEE— TR RA Y *o

£ MREFFERNEIZ) BT ~ SHIHFERR

CEE Y ECEAEREHHSNRAIN TREHEZ) ko
C. 7£ [ ¥R policy_name HYHFZ | HEES IR > REHHE > ABREN OK o

_policy_name_ZSEEENHRAI%TE o

EREMHEEIE EEANIHE AT -
£ NEx) EERBFIGEERE THIUEER « ENEEEXBFIHAIESG -

SN BIEESHENBRENEFBAMIU - UREFEHEHNEES - R BERE>2IHRE P
ERTESMTP o

WREAHEE ~ ARIEEEN * SThL * ©
IERE#ER TERAE @ -

- R - T RME ¢ o
£ TR BEEFR - YT TIIITER .
a. MREERZERMNEREER « /MR Policy* FHIEURER « EIEEZAREHIERE] o
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=HED o
b. BEFF*EHD* o
M. B—T B> TR REE N FEERE o
° EAREERZAREFMetroCluster ~ SnapCenter TEREEFLE 2 & - RIpEE A EAIZRERI%

WEABREAE ~ 5280 ¢ "EX{E8ISnapVault EISnapMirrorgi fEMetroCluster 1T RNER BB
B2 B R AR

PowerShell Cmdlet
1. {E0pen-SmConnection CmdletZSnapCenter 157 FIE A& B EN £l SetsServerfE4R T ERSER o

PS C:\> Open-SmConnection

PERNEERERE B BIMEEIRT o
2. {# Add-SmResources Cmdlet #TiLFEHE R o

AEFERBAUNAIFTE IBM DB2 H1T1ERS !

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Instance -ResourceName db2instl -StorageFootPrint
(@Q{"VolumeName"="windb201 datal0l";"LUNName"="windb201l datall";"Stora
geSystem"="scsnfssvm"}) -MountPoints "D:\"

¥4 DB2 BHRIE -

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Database -ResourceName SALESDB -StorageFootPrint
(@{"VolumeName"="windb201 datalOl";"LUNName"="windb201l datall";"Stora
geSystem"="scsnfssvm"}) -MountPoints "D:\" -Instance DB2

3. fEFAdd-SmPolicy CmdletiZ I #15 RE| o
4. {FSnapCenter Add-SmResourceDGroup Cmdlet{R £ & R a#i% & A 4H = Siches °
5. fEFANew-SmBackup Cmdlet?R¥TAICERBIER T1E o

A HIREAN A EH R EIREFA -

C:\PS> New-SMBackup -ResourceGroupName
'ResourceGroup with Db2 Resources' -Policy db2 policyl
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LEEEA &R DB2 FITERS

C:\PS> New-SMBackup -Resources
@{"Host"="10.32.212.13";"Uid"="DB2INST1"; "PluginName"="DB2"} -Policy
db2 policy

LEEEAIED DB2 Bl !

C:\PS> New-SMBackup —-Resources
@{"Host"="10.32.212.13";"Uid"="DB2INSTI\WINARCDB"; "PluginName"="DB2"
} -Policy db2 policy

6. {EFGet-smJobSummary Report CmdletB = T EARRE (B1TH ~ SeARERER) o

PS C:\> Get-SmJobSummaryReport -JobId 467

SmJobId : 467

JobCreatedDateTime

JobStartDateTime : 27-Jun-24 01:40:09
JobEndDateTime : 27-Jun-24 01:41:15
JobDuration : 00:01:06.7013330

JobName : Backup of Resource Group

"SCDB201WIN RAVIR1 OPENLAB NETAPP LOCAL DB2 DB2 WINCIR' with policy
'snapshot-based-db2'

JobDescription

Status : Completed
IsScheduled : False
JobError

JobType : Backup
PolicyName : db2 policy
JobResultData

7. {#FGet-SmBackup Report CmdletBsiZ 0 TIEsFAAE R ~ FIUNEHRID ~ B8 ~ LHITERIE
BUEZ o



PS C:\> Get-SmBackupReport

BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2024 01.40.09.7397
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime
PluginCode
PluginName
PluginDisplayName
JobTypeld

JobHost

-JobId 467

{WINCIR}

{}

False

False

84

467

27-Jun-24 01:40:09
27-Jun-24 01:41:15
00:01:06.7013330
27-Jun-24 18:39:45
Completed
HOSTFQDN DB2 DB2 WINCIR
23

db2 policy

13

HOSTFODN DB2 DB2 WINCIR HOST 06-27-

NotApplicable

SCC_BACKUP
NotApplicable

SCC
DB2
IBM DB2

HOSTFQDN

IR AT _Get-Helpsi < name_2REVF AIHEECCmdletfE B 2 2R HRBARABRI BN - 2E ~ EhAU2
B " (e 12N2E45m) SnapCenter”

BN EIREHE
HEREEREIH LNERES - EREE LNFENFESHE RBEETERNFIEERN
17
FIsEZ Al
* BUAERUMINRRIREREFAE -

* INREREH R B R HEFREB B SnapMirrorBHARVE R « ONTAP 15 RHEFRBERENEES BRZ
BE T2IREREST) #IR o 78 ~ MRE[FEA Tvsadming B~ BIFREE T2IPIRIBERGR) R o
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3. REFFAERHER N EREHEFAE SR P EINER
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4. FEFERER EERECGATERE LIRNENRESYERE
M HER* ] BEERETR Snapshot BANEUEH TR ARIAEE o
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SnaplLock FIHAES o SEHFET G EMEIER ONTAP #EEXRIEEFRE SnaplLock FIHARSR] o

EEARIE RN SEMEER « BN Snaplock ZIHARFRGHE 2R E 2 Snapshot :REN S
f& SnapLock ZEJHARFE o 4 ONTAP #EXERKHY SnapLock & HARFR] o

TEREEHRNZE BT * ENEE * R EMBIEAEMEERFESE -

5 El MEIREA) BRP - B—TETEHREFERBIHERD " Clone * ~ IR EEFHH HERNFASR

B REAFEEN ZFURBIEER °
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Define a restore strategy.

v

Restore the manually added resource.

.

Monitor the restore operation.

AT U F B 1EIE S R FEBPowerShell Cmdlet? R #ITHED ~ BRRERIEE o IHH5STENRBERCmdlet2
ZE B EPowerShell Cmdletfyz¥4HE N - SnapCenter

" (RfFIE<EN2E5m) SnapCenter” ©

ERFEMIENERER
el LAfEFSnapCenter MR B IEIHE ~ W—HZEFED PEERNLIMEEK o
FsaZ i

s BB E RN EIREFE o

s A ERUHBRIEEETHRNENERR 2 ERNE R ABNEDIEE o

* HWNTELER « POSTER « HIEKEHEHDS « LEZX TYREREIMNMER T LTRSS BERR
BEEELESGS .

° Windows E1% FAYTEERIUE : C:\Program NetApp SnapCenter > SnapCenter Plug-in
Creator\etc\allowed _commands.config

° Linux % ERITERRUE © /opt/oracle/scc/etc/allowed _commands.config NetApp SnapCenter
() mzessERTrmELss  AFEEERK -

RIER I

* ¥ ONTAP 9.12.1 %RE{ERRZS ~ # SnapLock ERHMRIGFEIRIRIEIAESIERBZRN—D « A
SnapLock BERHMRERFEEIHARFE o EFEIESETE Snaplock ZIHRER FENFIEEA ©
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BEERGERER T  MEEREFENRA  DURRRE—ERET o
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Primary Backupi(s)

i W +w ®
Rackup Marme IF Enel Duste
TR ST EES00T B0 201 7-01 35060483 IAR017 13537 AM B

6. £ NEREE EEP ~ B TEBER* o
a. YNERITIEEEY * 52 ER * ~ B IBM DB2 BEXRENFIEEREERHMEEHZER o
MEERESHIEED qtree ~ AIEMFREEEEESHMIEED qtree L3RR Snapshot Z &P
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M. $F—TFEE > TR REE I EHERE o

SThkf&

R E7E RollForward #kEe% T DB B A AREERF « A SEETTIRIR o ILARREE AR ERUAERIESC &Y DB2
PowerShell Cmdlet

1. £ Open-SmConnection CmdletZSnapCenter 15 B & B B ELSetsServerf AR T {EBSER o

PS C:\> Open-SmConnection

2. {FAGet-SmBackupF1Get-SmBackup Cmdlet?R:# 7 R EIB RAHED ©

ttEEfERAEmERN A HIER

PS C:\> Get-SmBackup -AppObjectId
cn24.sccore.test.com\DB2\db2instl\Library

BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17

AM

IEE6HIEER 201551 H29H E£2015F 233 B EPAFAE !
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupld
PolicyName
SmPolicyId
BackupName
VerificationStatus

"2/3/2015"

SmBackupId : 113
SmJobId 2032
StartDateTime 2/2/2015 6:57:03 AM
EndDateTime 2/2/2015 6:57:11 AM
Duration 00:00:07.3060000
CreatedDateTime 2/2/2015 6:57:23 AM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupId 34
PolicyName Vault
SmPolicyId 18
BackupName Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified

3. ffRestore-SmBackup Cmdletit #HERE K} o

AppObjectld 2 T Host\Plugin\UID | ~ EHA UID = <instance_name> AR FEIFEN

@ DB2 $1T{EREE R ~ M UID = <instance_name> = <databse_name> Ai? IBM DB2 &
KIEEIR o ] U Get-smResources CmdletEREEJEID °

Get-smResources -HostName cn24.sccore.test.com -PluginCode DB2

AEBHIERPBMA R E R REREERENE -

Restore-SmBackup -PluginCode DB2 -AppObjectId
cn24.sccore.test.com\DB2\db2inst1\DB01 -BackupId 3
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AEHFRPBMARRBRFFREERELE

Restore-SmBackup -PluginCode 'DB2' -AppObjectId
cn24.sccore.test.com\DB2\db2instl1\DB01l -BackupId 399 -Confirm:$false
-Archive @( @{"Primary"="<Primary

Vserver>:<PrimaryVolume>"; "Secondary"="<Secondary

Vserver>:<SecondaryVolume>"})

WA LLNTT_Get-Helpin ¥ name_ZREVFAIEEZCmdletfE 2 28K HREARIAERAE T - & - Ethe]
M2 " (BHE<EX2E158) SnapCenter" ©

ZRKERBSRRNERERD
eI LAfEASnapCenter Mm EIRINAE ~ W—HZEBH PERKRIMEEHK -

FRtaZ Al
* B BERNERNEREFAE -
* S ERUHE BRIEEETHNEAZER 2 BRI E REANFENIESE

* HINRSUIER - POSTER » MEREESS « SRR FHBCREMNIER TN LA ANH S HETR
TOEES |

° Windows 1% FHIFERIE © C:\Program NetApp SnapCenter > SnapCenter Plug-in
Creator\etc\allowed _commands.config

° Linux 1% FRITERRUE © _/opt/oracle/scc/etc/allowed _commands.config NetApp SnapCenter
() mEesEERTEEELEss  EEEERR -

BAFSIEIIE
* BN BERERNER - SFSR ZBER o
* AREBEIRIE o
* B ONTAP 9.12.1 KEIRARZ  # SnapLock BRMRIRFRBRIIMIBARIEAERN—ID - K
Snaplock BEEHRIGFEZIHARER o (417 = IR S METE Snaplock FIHAE FENBIREA o
TR
1. ZESEEEY - Z—TER  ARMBEPEIEERIMIMER o
2. 77 TER BEEP - REERBLEHESR THUEERNER

B RGBT « T4« AARERRARIRA  DURRAE—EET -
() BAGHTESHEDRE  EBEN « CUBERSERENENER -
MBERATRE - (HBRE) WO KBRS  BUARTERASINRE - ARERS A
BRBEH? -
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Define a clone strategy. ﬂj

Clone the backup.

|

Monitor the clone operation.

:

If required, split the clone.
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* 1 precloneZ{POST clonedn < ~ EEZIE TFREEEIMMERN T LATANG S REPESHFERS :

> Windows E1% FAYTEERUE : C:\Program NetApp SnapCenter > SnapCenter Plug-in
Creator\etc\allowed_commands.config

° Linux % FRTERRNIE - /opt/oracle/scc/etc/allowed _commands.config NetApp SnapCenter
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* ¥02E FlexClone Volume 3 E{EXAIERIE T » 552 Bhttps://docs.netapp.com/us-en/ontap/volumes/split-
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PowerShell Cmdlet
TR
1. f£A Open-SmConnection CmdletZSnapCenter 357 HY{sE F & BREN £ SetsServerfVEAR T ERSER ©

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

2. {FFAGet-SmBackupE{Get-SmResource Group Cmdletd!| eI 4 BLAIHE (D ©

LEEBBIRERFRA AT AP EIERAE

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015

11:23:17 AM

bR E BiREFE - HERRAARRAAIEREN

PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description :
CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM



EnableEmail : False

Email SMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False
Policies : {FinancePolicy}
HostResourceMaping : {}
Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus
VerificationServer

EmailBody
EmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat
SearchResources : False
ByPassCredential : False
IsCustomSnapshot
MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

CloneLevel : O
ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0
RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath
PreScriptArguments
PostScriptPath



PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

Clonelevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined

IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SglDbFileGroups : {}
SgqlDbLogFiles : {}
AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGrouplIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. {EANew-SmClone CmdletitIR A HPEBIE R -
LEEEBIERFR A et ~ IEEMBMEILES :
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PS C:\> New-SmClone

-BackupName payroll dataset vise-£f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneTolInstance vise-f3\sglexpress —-AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

ISR B E E B EFEE IMicrosoft SQL Server#l{TERS :

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sqgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneToInstance "ny-vm-sc-sqgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

4. {FFGet-SmCloneReport Cmdleti#R#E 34 T {EAIARAE o

IEsE B BERIERE TIFIDBVER RS -



PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

BRI IT_Get-Helpii @ name 2REN{SF AJHBECCmdlet 2 28 L HRARMERAEN « & ~ U2
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<add key="CloneSplitStatusCheckPollTime" value="300000" />
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