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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
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LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_LinuxfFRE_RBEFIEIIIErootFRERLTE °

&A% SC_UNIT_plugins_checksum - txt #2ZEHUSE checksum B _ ~ #&Z :

* _C : \ProgramData\NetApp\SnapCenter\Package f#7F/& \sc_unix_plugins_checksum.txt (Y1
SnapCenter fAARESZ24E7E Windows A& E) o

* 11 SnapCenter AR ZEETE Linux F#EE ~ AIA
_lopt/NetApp/snapcenter/SnapManagerWeb/Repository / sc_unix_plugins_checksum.txt _ ©

() wpRsmsRyESENNSE .

gtSnapCenter EARWindowsH NS IMNMENEHRI 14 E

EZ8ESnapCenter AR Windows B EMRF R Z A ~ BEZEAT —EEARN T
RATEMTERFRIEAREREK o

AE BR
=50 Microsoft Windows
BERASZERIREANRMER » 52/ "NetApp BiElE
HEERXRI A" -
F i 2N REFERRRAM SnapCenter 1GB
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{ERRRILACER

* ASP.NET Core Runtime 8.0.12 (UURFIE%E
8.0.x B RER) KEERES

* PowerShell Core 7.4.2
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EFEUEHIINEEEEA ~ G LIEEBR A &
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BasE Rl EICEEAEERT o
fEFSudot& R MREEDIFrootfEAE RN ~ FHEN [E

FASudof&[R | #ZEXF1E o

()  rmEmRLnERs -

5. #5—TF TRE) o

TR REL R « EAREGRER ERAZERTFI HETIEKIEEEGERENERERE -

fEWindows Server 20165, ¥ iR A _E 82 EGMSA

Windows Server 20165 E#TARAFI:BCZ I BHEEERFIRE (GMSA) ~ UEREEE
MR PRt EEEAIRFRIRA B EIE o

a2 Al
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1. BIUKDSIREHR  ZGMSAFRBIEEY) 4 B £ M —RIZRHS o

2. B EEAE  SAEWindowsBIFIZEFIZZMIT T3 < © add-KDSRootKey -Effectivelmmedia
3. BIKMREGMSA :
a. UTFHEIERAERFARS -

domainName\accountName$
. FSEREIEERRAE o
. fEREMIEI A E R BB EREILGMSA ©

Bugn

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1,SPN2,..>

#1T Get-ADServiceAccount] A< RERZIRFEIRE ©

4 7EE1% FERTFGMSA ¢

a. EIEEFEAGMSAIRE I EH# _EEYAWindows PowerShellfJActive Directoryi&i4H o

F

EHEEEM ~ BltPowerShel iIT T3 < -

[I

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EHEENE -
b. #¥PowerShellSs $IRTFITHIT FFEF< « T FZ4EGMSA . Tnstall-AdServiceAccount <GMSA
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(CLI) ~EFEZEEEAFTEMEEL TLEE PostgreSQL EMIMIMET ©

FtAZ Al
* {CFEZTE PostgreSQL B R IRFR7EAYEE Linux 1 EZ%E PostgreSQL #EMIIMIFER o
* &4t SnapCenter Plug-in for PostgreSQL F=5£HY Linux EHABRTSHERIAVEEE « BEMEERAENRK
EEEMEETE (IMT) " 838 ENRTER o
* AR PostgreSQL =5%H SnapCenter SMMETNEE AR Linux B9 SnapCenter IMMERXEHBI—Z7 ©
EZ % SnapCenter A LinuxMIZIETIREE M 2 A ~ [BFEZ B 4E7ESnapCenter Windows T 1% FZ24#£ 7%
1BINGE ©

1. #& SnapCenter Plug-ins Package for Linux Z4£1&22 ( snapcenter_linux_host_plugin.bin) ¢ C :
\ProgramData\NetApp\SnapCenter\Package f#7ZEEHEIGE L4 PostgreSQL MIMEXHI T ©

EAI A SnapCenter 8 7 % AIARZF Y E I FEULLBEAK ©

2. oL nF P  ABELENZEERNB
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3. Z#EHMIMETL ¢ Tpath_to_installation_bin_file/snapcenter_linux_host_plugin.bin -i silent
-DPORT=port_number_for_host -dserver_ip=server_name_or ip_address
-dserver_https_port=port_number_for_server'

° -DPORT5ESMCore HTTPSiB:EEIE o

° -dserver_IP&35ESnapCenter TfAIRBSIP{iIlt; o

° -dserver_https_port}i& ESnapCenter 7 fARESHTTPSEIZIE] o

° -Duser_install DIRZI5E L E L SnapCenter EAMLinuxf (SKED Plug-insEf4) BB o
° DINSTALL_LOD_ NAME}SECERIERI TS o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. 45%8 <installation directory> /NetApp/shapcenter/SCCletc/SC_SMS_Services.properties #8228 « A% 1Y
plugin_enabled = PostgreSQL : 3.0 2% o

S. fEAAdd-Smhost CmdletflH B2 ~ #& EiFiESnapCenter ZSetcServer ©

#1T_Get-Helpan <2 i8_AIES AR A < HBEERAZ SERHERANEN - ;& « MHAIUSHE " (K
H5<1E\2%E$5m) SnapCenter” °

ERIE L4 PostgreSQL SMIMETRIARAR

fiSnapCenter AILUER [T{f) EERELZIBRE - CEIEEEREREERE « ML
IR S R A R -

RIRERIE
T{F) BEELEHIRTIEMR « WIEHEEARRE ¢

TR
. B IN5ERK
© ox K

BEEMERES - RENESMEERE
* 9 BTl
1. EEEEERP  B—T BT -
2. 7f TEE¥E) BEP EF—T TR -
3. 7£ Jobs EE™ « HEMHBFELUETHIMMERNZEA(EE BT ISP ¢
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ECAII_;\ n
EHECATECSRIEZE

TAINEE NVREREZBEK] (CSR) ~ AREBAAMUERAEENCSRIE NVEEREE
iy (CA) HYFE’JZNEE‘ BEREREHEEMNAE R

CSRERBXFEIR « R4 R UEIS S EMCARES ©
@ CA JBiE RSA 258 EENER /DA 3072 {5t o
MNEELECSRIE  sA2[ "INAIEA CA/REECSRIEZE" ©

WMRIEHERLEE (*.domain.company.com) %4t (machine1.domain.company.com) HICA/R
() & mELEBEE CABECSRIERNSHE - EalLIfEMSnapCenter Mt ERRARUERAE
E,JCA'E':IE °

HCEREER - #5218 (EREEFQDN) MEBENEHBRBRECARE TR » MR UERUS/EREZAIE

% [Subject Alternative Name (SAN) (FEREER%TE (SAN) ) 1 B~ UFEHESE - EABRRTTESE
(*.domain.company.com) ~ RFERFEERCIAHTE EIERLTE o

FEACAR:E

& ZBSnapCenter {#HAMicrosoft BEIEF R (MMC) ~ #ECARBEAZISEHRE BEXXEN

{ARRZ2FIWindows 18 MEFE R, ©

1. #ZEMicrosoft EIBEHEE (MMC) ~ RBR— T EE*>*HL/FRSnapin * o

2. 77 ISR RIANSIEE ) HEP - ElR UK ~ REE—T g o
3. £ NEsE MANEEETREF « EW 'BHIRA ) BEIE « A%Z—T T=R -
4. B— TN EEERER>RE-FEE > S ENRREREB > RE" o
5

. 7£ Trusted Root Certification Authorities] (R{E{ER/REIRIEEN) BRRK ER—TBEARE - RBIE

B M All Tasksy (FREI{E) > lmports (EEA) LUBAENEATRE o
6. SERTBRE « AN TFFR -
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FUILEERET... AT TIENE...

EBEATLE IR BEHUEIE" Yes* ~ EAME £ « ABE—T
Next* o

FEAMEZRET RYEAEE ; HF—TTF—F* o

Z24 IS EEL/RBFAEREREE « AR —T ['F—
F* oo

SeRl NREBEABE) BEEE « ABIE—T (52 BHMREA

() BEABSEEATLREE (EOBRS o pis o pl2Al* o p7b) o
7. ¥ TPersonal) BFIZREEDES o

ESCAREEIEAL

/BRETEAUE ARHB/RE TN ENF & - B ERIECER X  WERERBPEL
% o
S5

1. EGUILHIT TSP ER :
a. W &R o
b. £ UR:E1 HEAWF ~ B—T HHEER) R5IEH -
C. HEMRMDBE « A% —T* Thumbprint* ©
d. /RS EPN+7SERMF T ©
e. IR +NEUMF Z TR o

BN ~ ANR4E4rA - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b) ~ BIFEPEZEHR
% BE2 . Ta909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #PowerShell#{T TF{EZ :
a. PUT TS ~ FHELEREIVIEA - WK FRERTEHMARAZERNREE °

Get-Childltem#&1Es2:% © \LocalComputer\My
b. HEEIFEAYL o
fEFAWindows E i MIME X ARTE R E CAYRE
1S REZERAWindows E 1 IMIMETUIRFS R ECAREE ~ UURRENLENHLER:E o
#H1ESnapCenter EZPECARENIFI B IRt T EHITTIISER o
HER
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1. BT TS L ~ LLISMCoreTE:%E1ZIE8 14518 R IR B R/RERAE ©

'>netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'

fugn

> netsh http delete sslcert ipport=0.0.0.0:8145
. BITTAERS ~ AT EERYREE Bwindows EREIMBTETUARTS &L ¢

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fgn

> Scert Na909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7£ Linux 1 5% E SnapCenter PostgreSQL YMIETARTSHY CA &iE

TrEZEIRaUSBEREEENENE > icE CARE » BB FEEERES |Hﬁ1¢1.:.EE
& » Mi{F A SnapCenter i ARTEE CA BB g H AL E DR ESEEURE EZENE

fii7B38 o
HREERNLT /opt/NetApp/snapcenter/scc/etc BITEZE Tkeystore.jks) EAEHEEEMNEIRE o

B EIRENEBUKREEERRN CA BEEZRHGS

1. R USMIE AR B MR R PR RIMIME N R IR E TR 5 o

ERHEESIE keystore pass) HIfE o

2. g EKeystoreZRH :

keytool -storepasswd -keystore keystore.jks

. BKeystore MR EEIBIEEHMNAAIERBERBE T ABKeystorelEREIERES :
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keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_1gZ - EHkeyKeystore _passBIIEREIFEH o

3. LEMIEREMMERE o
AR EN RIS A ERITAR B R AV RIS EZAERE

RERREXNPERELIEAGEE
BB R BRI A (ST o

J/CARZ

FEZECERBTABHIR

1R
ANy

1. EMEASIEHSIRENERIK | Jopt/NetApp/snapcenter/scc/etc ©

2. $%) Tkeystore .jks1 KEZ2
3. fEKeystore %I H LMY REY :

Rog .
lkeytool-list -v -keystore keystore .jks
4. IMBARSPAEIRGE ¢
keytool -import -trustcacerts -alias myRootCA -file

/root/USERTrustRSA Root.cer -keystore keystore.jks

s E AR & RE B P /&SR LU A S EEREREREARTS -

B o
ag

« SRBEHEhECATR

Ve

()  mssmmRcAE

fCE CA ZESRBLUGAEEE
fEZ1E CA RENTIBHE TR SIERES

1R
00

TR

1. B E B SiEM S8R lopt/NetApp/snapcenter/scc/etc FIERIZK o
2.
3.

3 Tkeystore .jks) HEZE o
7EKeystore 5 H #TiE A /REE -

lkeytool-list -v -keystore keystore .jks |

MERANEE RN AFTIBAICAERE °

4.
lkeytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12

-destkeystore keyKeystore .jks -deststoretype.jks|

-
BB o

7EKeystoreH%! K FTIEEY R
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lkeytool-list -v -keystore keystore .jks |
6. BETREESE S EMCAREHENGL « ZCAREFCIIEERRE -
7. RCARERNIEIN B RBBELE R IRERN

ARG R IBERIEE agent.properties 182 KEYSTORE_PASS BY{E ©

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. MRcABRPHRILRRAGSERINHFT (1
1o~ T ~1) ~ERBREESBERTE !

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. Tfagent.propertiestEFEPRECAKREHIFIA °
FHIRIESCC _IDATure ALIASESEEHTILE o
8. icE CA ZEMNTWHLUBA B EEREMRENIRTS
RIEH I E/REREEEE (CRL)

RAREIET(E
* SnapCenter {HEHFIGETELECEN BEEPIESE CRLIEE -
* SnapCenter {48 CRL 18289782 B &%  opt/ NetApp / snapcenter / scc/etc/crl 1 °

1. IS UIRIE S8 CRP_pathfE{ % E #ragent.propertiestE ZEHHITER B EE o

WAL B PN E ZECRLIZE - BAREEERIZSECRLUETEE °

7£ Windows Fi% 257 SnapCenter PostgreSQL M2 TUARFSHY CA &%

TEZERAH S RERERFENEDE > i0E CARE » RIRSPHEESRE DB EE

[& » Wi{F A SnapCenter i ARTSE CA B E I H AL E DR SEEUREI S ZERNE

(&S o

/CARSZ

SMEIENERNLIY C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc BItEZE keystore.jks
FAEEEENESEE

BN S RENEBUKREEERRN CA EEZRHS

1. A RS MR R I E R PR RN E N R R ETRREES o
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i key keystore passHIfE o
2. @ EKeystoreZZH :
keytool-storepasswd -keystore keystor.jks
() mREWindowsmSRRFTMANE Nkeytoo @< « Hikeylooltsh < E AT -

C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_12Z - EfkeyKeystore _passHIAEEIE#T

4. B@ETIER BRI

() @EHemENEBARTEENLRRSNEBEZIER -

RENRRENFEERUIEAGEE
TEZACE R B TABRR/RE NP REEERIEAGEE -

1. EEFAZIMMERNSIBENERII C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. #3| Tkeystore .jks) tEZE o
3. TEKeystore %! HFTIERY/&RET !

keytool-list -v -keystore keyKeystore .jks
4. FBARS AR
keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks
. REMRERNPEEZLUBA G EERERREIRT ©
() EsssERCAES - AR EHIERECAES -

FCE CA ZETRHLUBAGEE
THEZ CA BENSRHAEEIIGHEEED -

TR
1. BEZAZIMIMERSIBENZRIZ C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. #FHEZ keystore © jks_ ©

3. #EKeystore %I HFILHYREE !
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keytool-list -v -keystore keyKeystore .jks

4. ML EANEERNAFEHWACARSE ©

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

3. 1EKeystore %! #TiEHY/&RES ©
keytool-list -v -keystore keyKeystore .jks
6. BERRERS O BMCAREHENGI®R - ZRCARECINEESIRE -
7. BCARBRIIEIAE SRENEERZIRER -
TERIGEH e EZEE R agent.properties 182 %78 KEYSTORE_PASS fI{& ©

keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks
8. 7£_agent.properties_#&Z R ECARERIAI% ©
FEIRIESCC_IDATure_ALIASESREHILE ©
9. BLE CA REMNEHRBLUEA S EEREMEIRTS

# SnapCenter MIMEN R E /KB HEHSE (CRL)

RAERT(E
% TEHABRCARENRMCRLIZE ~ 552 "WEIE#SnapCenter  EEE8CARE ) FHV/EERIHEERE
Zz

=

* SnapCenter i RETRCECER B EHEE CRLIZS

* SnapCenter YMH2T0HY CRL #EZEMTER B %2 'C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\crl'_°

SR
1. ER] URIREIRCRP_pathfECUs B #_agent.properties_FEZE P RYTERL B &% o
2. A U TE I B P E ZECRLIEE ©

BEARNREERIESECRLEITERE o

EXFRSMIMZTURICATRSE

O EZ R ECAREE ~ Wi TE SnapCenter AR 2SFOE FERVIMIME T T 1 EZFECAREE © IGFE
ZA N E BRI CARER BEE ©

Rt Z Al
* {&AILAERrun Set-SmCertificateSettings CmdletZR B FH sk {Z FHCARE
* #EB]LAfE_Get-SmCertificateSettings_ ZREETRIMHTZ R HY/REFARAE o

TR AHIT_Get-Helpap < name_2REVS A fAECCmdletE i 2 28R HEREARAERIE « 5(E - Gt IU2H
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Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.
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Archion_log_recsure_SEZ2#% (BIF) B EEFEHERAERERER o
WNEREFETHRNMN FEET - 8
FEMFERRILL 28 -

@ PostgreSQL Linux SMIMEX R ZIRBETERERE - BAZEBEEHRAEFI{ Windows
SMEMETNRY PostgreSQL #EE ©

C. ##—F * Snapshot Copy Tool* (IRER#ESTA *) FFEELUEEEIIRENTA :

MRICHRE... A&

SnapCenter £/ Windows SMIMET ~ TFEREIIR EiE* SnapCenter (UIBRRA—H4E) o
RBZA ~ BIEZARENR—BENREE o HhHLinux
B - WEBRER -

SnapCenter 3RIE 1] fETZE 4R IRER EEE* SnapCenter A ZHERRK—EIEBITHEE ©

WAZE T ERITRIS L LURILIRIGIES o Y Bt~ ARWAZREEH ERTHSSU
BEILIRAR o
7. 7E TIRA)) BED -~ T TIIPER -
a. e ThIVEEPEN—HZERE -

@ A —T * * I EA Y oo
JRAFIR MREFPMERRAIMEIEZ) & o
T TREHR) BT T LS ERTENRA o
c. 7 THTE/RA_policy _name BYHHZ) HEEHIRT - REHHR « ABIE—T HEE o
Hrhpolicy name@ G EEENRIRAIZTE o
ERENFIEETE EERHHERET
B=FHHEHHFZESnapCenter A IENEMNHIREER - RAZXIE -

8. 7 &%) BEEM'BEFBHSHRE THNEEY - ENEREXEFHMHNEM -
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A BISE THENBRENEFBHMUL - UREFBHNEES o BB RE>BIHNRE PR
ESMTP{aIARES °

0. WRFIRE « ABIE—T Ty °

£ ASAR2 %4 LT EIREFH > LR PostgreSQL BRI RE(RE
TIEZBIULEIRBH ARG ASA R2 R4 LRVEIR o S e IR BEIREHAR > IRIER

E{R:E ©

FaYa > Bl
* IRFEAIETE R 1E ONTAP 9.x EiEH] ASAR2 BiEHiY EE—EEREHE o
s (REEZFETE R AR RS ONTAP 9.x BIEH ASAR2 BIEMNERIE o

RANEETIE
* AEEEANERERIERAMA TREFE] *ENAGR > FREERARERE -

* MRECRARERE > B RBFEASERTTENRE N RHEREAMEER - BEUTENRE—H4
Bz % EREHENTRIEERL o

* SnapCenter A ZIREMERIIRE(RE ©
55
1 EARISEERE R ER  AREEREE R .
2. f THOR) HES - B—T HEEHREE o
3. 75 T488) BE - HUTTABE
a. FERABIMI R A DREHERLTE o
() @REemTEBBsETS -
b. 75 s MPEA—SUSEIRE  LUBBN RIS BYIREE -
BIN ~ SR IHEHRAHE B S [ REARAYIEE ARSI AT B SHRBSAERIMA HOFT A ERBEAR o
o. BRI - ABMALERR Snapshot LTEAIE TR -

Fi%0 ~ customtextE JRgroupR Bl 12 FBEL B Rgroup T2 TE - 1RIETESL « Snapshot ZiE G NN
&GS ©

d. $E RGBSR R -
() u=mE crEzEcRERRATRENEARE NN - QFEHE -
4 45 TER) EES @ T THXEERRE BT -

@ [EENNRRERE - R4 E5)7E THRERI BRF - MRERITE TER AR
BAEMBEERFEZR - BEERASHREIRAERFES -
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S. fit THIREIRI BERFIENASAR2 BR > ABRBHBE NERNER) &K -
6. £ TEEARNRE) BET / EIHFHHER -
7. 7E TIRA) BES - T TIIPER -

a. e ThIVFEPEN—ZERE -

@ EhEg— TR Y oo

£ TREMBEREHE) BRD « @5 HAERE] -

B—T ¥ ACEAHRTHRENERZ REHH2) #d o

C. E£Add schedules for policy policy name (HriEEREI_REIZTE_AIHHE) RED « REHE » ARG —
T* OK* (FERE*) o

EHr + policy name 2 EEEVAIRR)TE o
BRENHHESE TEEREHE) B o
B=HEDHEEESnapCenter AZIRFEBINDHIEEER - BARZIE ©
8. MNRMCENNRAERBXRERE » WEEER RERE BE > BEERTTIDER
a. EEE R RAIRVEEE o
() FzERsERRA-
b. {5 EFHN—IEEHERES o
c. i TEeyMESE) 1 TEHYH SVM 1 THIUBED » ERGEFERANHEEEM SVM o

@ SnapCenter RZIEEEH SVM HERZ o (CEZERRAEIES I ONTAP CLI ZK#1T
HEM SVM H%R1% o

()  MEHRESHE SnapCenter 2N FHIRE - BEARRRERE (RESRENTR BEP -

1.7 TEgsE) HE L ~ MATTAIDER
a. #—TEHAENZF* LLEA SnapMirrorgZSnapVault SnapMirrorfiiFRE ~ LUETE 417 B L3175

2%

ag °

B—T v 1 TRTEHE2) M BRAINFIEHHSEE R T R HE o
c. 7 TimtEEgsEHFEpolicy_name) HEEAIES ~ UT TIIENE !

NRITAEE... HATUEENE. ..
B RNITERR EEROBRIITRE
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MREEE... HITUEBNE. ..

HHEER: BECRITHREE" « ABR THREUES PR
FECLIE

d. EEERSERBUE UREREFFRARLIOER
e #—T THERE) -

ERENEEEEYE TEERHHZ RF -
2. 77 @A) EEMBFBHESFRE THUNEEP  ERECEGEXEFEHENEM -

T BEEESFEMBRRERNE T « UREFHHNES - MREEMINEEREHE LRITZF
FHRS - HER MRS

@ BN EFEEEA « A BFERGUIEPowerShellés < Set-SmtpServerKiEE SMTP{AIIRSS ¥
HHEREL o

3. WRFIEE « ABIE—T Ty o

fERER PostgreSQL A PowerShell Cmdlet #1717 R4 E 4R 05

7EEF PowerShell Cmdlet 17 - ERAES PostgreSQL F=EZ Al ~ B IEIH#F
EEES (SVM ) EARFNED:E o

FaYa > Al
s IREEZ B EFETFPowerShelIRIE 2K H11TPowerShell Cmdlet ©

© G2 TERREEES) AhEALENER - FERIMEER -
* CIRERIMIMEN R ETH -

HIRHERRERE - THIMMEXNRERTET - BATHREAIERNTERN  MEEREAEEE

* RERRREEZER—R -

AZBREFERE LEAERRENZEREFERA ° SnapCenterE{ESnapCenter RN EFRAEER
ME—BY R EAIME—RYERILIF IPi3E o

HER
1. f£/ Open-SmConnection Cmdlet Ex&f) PowerShell Core 4R T {ERSER ©

PS C:\> Open-SmConnection

2. {#FAdd-SmStorageConnection Cmdlet?E 17 FifIH#1F R FELR ©

43



PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {FAAdd-SmCredential Cmdleti2 I FE0:5 o

A& 5)ERBAMN{AIfEE FA WindowssRe8 B 11 % & FinanceAdminBYET 055 -

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator

4. 1 PostgreSQL BN EHFILZE SnapCenter fElARES ©

PS C:> Add-SmHost -HostName 10.232.204.61 -0OSType Windows -RunAsName
FinanceAdmin -PluginCode PostgreSQL
5. fEE% - ZutBEAM PostgreSQL FIEHF] SnapCenter SMIHFET ©
HHLinux :

PS C:> Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
PostgreSQL

Windows :

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
PostgreSQL -FilesystemCode scw —-RunAsName FinanceAdmin
6. R SQLLIB HIBKIE o

¥ Windows - PostgreSQL #MHMENE A SQLLIB BRIRMTEREKIE : [ C:\Program
Files\IBM\SQLLIB\bin J

MREEBRTARKE  FEA TSRS °

PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61 -PluginCode
PostgreSQL -configSettings @{“PostgreSQL SQLLIB CMD” =
“<custom path>\IBM\SQLLIB\BIN”}

BRI ATT_Get-Helpdp @ name_ZREVFAIHEECCmdletE 2 28U HEREANMERME N - HE ~ G AU
" (BRHFIELIENSE15ME) SnapCenter”
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519 PostgreSQL
MEEEERERMAATREREFAE » G U TER EEEDZER o

ez Al
* BUABEIBHRRA o

* INREREH R B R HEFREB A SnapMirrorBHARVE R « ONTAP 15GRHFRBERENEES BR~Z
B TREPREHRS #R - 76 - WREEA Tvsadming A&~ BIARE T2EPREHEKR) #ER -

* ¥1% Snapshot AR FHNEE « AEFRFAIBEP £EAAEKEERT -

* WAMELE © Snapshot MIBUHELEMEEMAEMNBRER S  CREZRTIIREEEIMIMEXEH LA
N L BERERFEELEHRT !

° Windows 1% FHIFERMIE © C:\Program NetApp SnapCenter > SnapCenter Plug-in
Creator\etc\allowed_commands.config

° Linux 1% FRUTERRMUE © _/opt/oracle/scc/etc/allowed _commands.config NetApp SnapCenter

() mEesEERTEEELEsS  AEEEERR -
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Ul SnapCenter
1. TARISEERFR EWNER* « ARWNWFEPENEZENIMIER -
2. 7 &R BEEYP - RESRERGEWSR THUNEERNER o

EEY ¢ 1~ ABERT L BNERELEESR o HETATLUEN Iy URBIEEEg o

3. EREEHMNEIR

4. 11 MEJR) HETP BB * f£F Snapshot HAKIBTRTER * « AREAKLERR Snapshot &i#
BT AR o

%0 ~ customtext_policy hostname_EX_resource_hostname ° 1R¥ETE:% « Snapshot &8 & Mt NAFR
Bisc °

° 7 TEARNRE) BEEYF » fTTF7IEHE !
° EEE D ATEMREHMBRNER !

REZRA—EEERH ~ LTI

ST IEARLL. .. HATUEENE. ..
Ff5 THEBHERR) (FRE TR BE B~ R B GR  LUBRERIRIER

FTERNEERME - T2 =568 Ty =7
s TEERR) = 20%D o

{ZFWAFL Sync FEZ I BETA R R HIWAFL SRR AR —2E -

° JEEY * 155 * ATEEMBITEL  IRIBNBUHE L FERRENRESR < -
A S REC R ZAI N Tpresin < © 15 BMIE LI EESnapCenter SXIRARF 23 L#

7o
° RN [ BETAERE ) ATER - ARBWACAIERIFAE TEFR BB -

° 3%&}Z * Snapshot Copy Tool* (IREBEHITH *) ATEELUEIEEEI Snapshot T A :

MREEE... R
SnapCenter I f#7FE MR IRIR #E* SnapCenter N EERRF—RIEBITh
FE °

SnapCenter {8 Windows SMIMEAFIERZR  BIE* SnapCenter (LUERRF—E*) o
MBER—AVIREE ~ ZABEIL Snapshot

A # A fn < LABIEE Snapshot BEEY * Hith * ~ 2ABE A S8 < LA IL Snapshot



—© @ : : s

Mame Resources Applcation Settings Poliches Motfication Summary

Backips =

BA Enable consistency group backup

Afford tirme 1o wait for Consstency Group Snapshol aperation 1o compéete
= Urgent
L Meditim

) Retaxed

[ Disable WAFL Sync

Seripts

e

Custom Configurations

snapshot Copy Tool

&

6. 7 TRAL BES -~ JITTIPER
a. [ THVBERER—HZER]

@ A —T * * I EA Y oo
£ TREFERANE BT - @5 HPRERA
> HECERTHRENER £ TREHRR) Mg Y o
C. 7 [ #E[RA policy name BYHERE | HEESIRA » BREHHE » SARIEELOK o
_policy_name_REEEENHIRAIEHE o
ERENHEESE EERNEHRR Mt -
7.7 @) EEMEFB4ESERE THNEEY - ERNECEREXEFEBEMNEM -

BB ETHENBRENEFBHMIE - UREFBHNES o N BERE>*2IHRE P
RESMTP o

8. WRBIfEE « PAMRIEEEN * STAk ¢ o
IR E#ER TERAE @ e
9. Z=E - UAME, ¢ o
10. 7£ THfn) BEF ~ BUT TP :
a. MREERZERIMNEREER « /7K Policy* THIZURER « EIEEZARBHIERE] o

MR H A FEF D PAEIRRAE GG PHEAARE: « A EREBESIREERIEENRERERFRERE



=HED o
b. BEFF*EHD* o
M. B—T B> TR REE N FEERE o
° EAREERZAREFMetroCluster ~ SnapCenter TEREEFLE 2 & - RIpEE A EAIZRERI%

WEABREAE ~ 5280 ¢ "EX{E8ISnapVault EISnapMirrorgi fEMetroCluster 1T RNER BB
B BN HERER"

° NRITIEVMDK EEHFERTERER! « SnapCenter Mt #tVMware vSpherefJVMware vSphere
HJavaiE @ KNAEAK ~ BIFEHEIREE KRR

EEEINJavalE k) ~ B HIESHEIEZE /opt/netapp/init_scripts/scvservice © TE:%IES 5

f1 ~ do_start method_#5 % & EXEI SnapCenter VMwaretffhIRFS © 1&:2i S B4 ¢ _java -jar
-Xmx8192M -Xms4096M

PowerShell Cmdlet
TR
1. {E0pen-SmConnection CmdletZSnapCenter 157 HIE A& B E £ SetsServerfEAR T ERSER o

PS C:\> Open-SmConnection

MEENEENEARELBIZIEIET
2. {#F Add-SmResources Cmdlet 1L FENE IR o

It & FIERPAAN{AI#RE PostgreSQL #1T1EIRE :

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode PostgreSQL
-ResourceType Instance -ResourceName postgresglinstl
-StorageFootPrint

(@Q{"VolumeName"="winpostgresql0l data0l";"LUNName"="winpostgresqlOl
data0l";"StorageSystem"="scsnfssvm"}) -MountPoints "D:\"

3. f£FAdd-SmPolicy CmdletiZ I #{5 RE] o
4. {FFSnapCenter Add-SmResourceDGroup Cmdlet{RE &R il &FEE 4H E Siches °
5. fEANew-SmBackup Cmdlet?R¥IEA1CETBIHED T1E o

A BRI EL EIREFE -

C:\PS> New-SMBackup -ResourceGroupName 'ResourceGroup wback-up-
clusters-using-powershell-cmdlets-postgresgl.adocith Resources'
-Policy postgresqgl policyl
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LEsE B IR RIFENEIR

C:\PS> New-SMBackup —-Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID"; "PluginName"="postgresqgl"}
-Policy postgresgl policy2

6. A Get-smJobSummary Report CmdletB =T EARRE (FITH ~ SERERER) o

PS C:\> Get-smJobSummaryReport -JobID 123

7. {#F3Get-SmBackup Report CmdletBs =0 TIEsFAE R ~ FIUNEHID ~ B8 « LHITERTE
BUEE o

PS C:\> Get-SmBackupReport —-JobId 351

Output:

BackedUpObjects {DB1}

FailedObjects {}

IsScheduled False

HasMetadata False

SmBackupId 269

SmJobId 2361

StartDateTime 10/4/2016 11:20:45 PM
EndDateTime 10/4/2016 11:21:32 PM
Duration 00:00:46.2536470
CreatedDateTime 10/4/2016 11:21:09 PM
Status Completed
ProtectionGroupName Verify ASUP Message windows
SmProtectionGroupId 211

PolicyName test2

SmPolicyId 20

BackupName Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758

VerificationStatus NotVerified
VerificationStatuses

SmJobError

BackupType SCC_BACKUP
CatalogingStatus NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

RBI AT _Get-Helpdn ¥ name_REVS EIHEECCmdletfE A Z 28R HIREAAERIE R - & ~ a2
B " (RHF1E<LIEN2E+5RE) SnapCenter”
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Define a restore strategy.

l l

Restore and recover the auto discovered
Restore the manually added resource.

database.
v v

Monitor the restore operation,

B AU FEIHEIE T IEPERAPowerShell CmdletZlRHITHER ~ BRKRERIEE o ILIESTERRAKRCmdet2
ZE 8 EPowerShell Cmdletfyz¥4HE N - SnapCenter

" (RfFIE<EN2E5m) SnapCenter” ©

B IRRERFEFENERED

el LAfEAASnapCenter M B IEIHE ~ W—HZEFED PERRNLIMEEK
FsaZ Al

s BB E RN EIREFE o

s SABRUHBERNEEETHNENERR 2 ERNE REABNEDIEE o

* HRTASER « POSTIER ~ HHEREIHG < « MEZN TIREEEIMNIMEX M LA BNGSEERE
BHEEELESS !

> Windows 1% _FHIFERIE © C:\Program NetApp SnapCenter > SnapCenter Plug-in
Creator\etc\allowed commands.config

° Linux % ERYTERRUE © /opt/oracle/scc/etc/allowed _commands.config NetApp SnapCenter

() mzessERfrmELss  AFEEERHK -

RIER I

* ¥ ONTAP 9.12.1 %RE{ERRZS ~ # SnapLock ERHMRIGFEIRIRIEIAESIERBZRN—D « MK
SnaplLock BERMriEFEE|HARRE o EFEIEEFETE Snaplock ZIHRERFHHBIREL o
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SMAEIRE FHENIRRENE FBA4MIL - UREFBHNEES o BtHHBE RE>*2IEHRE
] BELRE TSMTP] o

10. {RBAHEE « RBIE—T M5l ©
N J—T B> TR REEIEFRERE o

¢

PowerShell Cmdlet
1. f£A Open-SmConnection CmdletZSnapCenter 357 Y1 F & BREN £ SetsServerfIE4R TERSER ©

PS C:\> Open-Smconnection

2. f£AGet-SmBackupFlGet-SmBackupReport CmdletBEEVE EE R —R ZEHDIERIE -

ItEsE BB E R A H (D BIEREE

PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

L& FIRETR2015F 18290 E2015F 28 3R HHBIFAAE -
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. ffRestore-SmBackup Cmdletit #HERE K} o



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey 8
ObjectId : 0
PluginCode : NONE
PluginName

TR AT _Get-Helpap < name_2REVS A HAECCmdletEF 2 S8R HERARAERE - 5(E ~ SthayU2
B " (RS IEN2E15M) SnapCenter”

BRIE BFFRRIINEEERED
A LAfEFSnapCenter M @m S IRINAE ~ W— X ZEFEDPERKLIMEEK o
BHERZ Al

s BB B IR B RER

c M EECH BRI EEETHNENEER BRSNS REHENEDIEE -

* HRTESER © POSTIER  Bi#RE# A<  [CREZM TR EHRESMMEXN T FT ARG SFERRE
SEEEEDS !

° Windows 1% FAYTEER{IUE - C:\Program NetApp SnapCenter > SnapCenter Plug-in
Creator\etc\allowed _commands.config
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PS C:\> Open-Smconnection

2. {#FGet-SmBackup#1Get-SmBackupReport CmdletfEN S BB R —H Z AP IERIEZ o

IEsE B 2R E A R H (T BIERE S

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

L& FIRETR2015F1 8290 E2015F2 B3R EHDRIFAAE -
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SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0O019366001 02-02-2015 13.02.45

NotVerified

3. ffRestore-SmBackup Cmdletit #1HERE K o
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Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey

ObjectId : 0
PluginCode : NONE
PluginName
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) SRR
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Define a clone strategy. ﬂj

Clone the backup.

|

Monitor the clone operation.

:

If required, split the clone.
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° Windows 1% FHIFERIE © C:\Program NetApp SnapCenter > SnapCenter Plug-in
Creator\etc\allowed _commands.config
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PowerShell Cmdlet
1. f£AOpen-SmConnection CmdletZSnapCenter 57 I & ExEh i SetsServerfIE4R TEREER ©

PS C:\> Open-SmConnection

2. {FAGet-SmBackup CmdletREEVED B TSI o
It EEHIRE A AN R HEER

C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08...
8/4/2015 11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08...

8/4/2015 11:23:17 AM
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PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId 186

StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status : Completed
ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName OnDemand Clone

SmPolicyId : 4

BackupPolicyName OnDemand Full Log

SmBackupPolicyId 1

CloneHostName SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError
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