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1. # * certificate .pem* #5Z! /etc/pi/cA-trust ~ source/crons/_ ©
2. 7% Linux EHHEEFEFIMGERE o
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
°cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
3. B EEEEEHIEES{EEEE o trust list | grep "<CN of your certificate>"
4. 7£ SnapCenter * NginX* #2221 883 SSL_certificate * 1 *SSL_certificate _key - ABEHELE) o
° vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
5. EFEIE SnapCenter {AIARSE GUI &4 o

6. 7E{ii? _ /NetApp/snapcenter/SnapManagerWeb_ B9 SnapManager + Web.ui.dll.config <installation
path> FI1If? _/NETAPP /snapcenter/SMCore <installation path> #J SMCoreServiceHost.dll.config 158
TR HRERERY(E ©

o <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />
o <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>

7. EHREN TFIBRTS ©
° systemctl restart smcore.service

° systemctl restart snapmanagerweb.service

8. /KRB EMINNZE SnapManager #8BEHFR o openssl s client -connect localhost:8146
-brief

9. HRR/REBEMINNZE smcore IR © openssl s client -connect localhost:8145 -brief
10. &IE SPL Keystore 17 &HIZRHE o
a. HEEN SPL IBHEZRPIEIR4S *SPL_Keystore ZH5HY SPL &8 ETER NS ©
b. #48 Keystore ZH§ o keytool -storepasswd -keystore keystore.jks

c. BENFEIBIBEMMARBIIZERES © keytool -keypasswd -alias "<alias name>"
-keystore keystore.jks



d. 7£ spl.properties FEFTELHE *SPL_Keystore ZHEIBEIFIZRES o
e. EMRAEIARTS o
1. 1E9MEEE Linux 8 E ~ RRREBF P REFILE SPL SMIFETNRY Keystore AR ©

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

i. 187 keystore - jks FIMYIEE ° keytool -list -v -keystore <path to keystore.jks>

i NERFEEAERE)% © keytool -changealias -alias "old-alias" -destalias
"new-alias" -keypass keypass -keystore </path/to/keystore> -storepass
storepas

12. {EFRFETEIE keystore - jks FRY * certificate - pff* Bl% ~ BB #T spl.properties #£ZEHRY * SPL_certificate -
alias* {8 ~ REEHENE) SPL fRFS | systemctl restart spl

13. FERREEMINIE smcore EIZIE © openssl s client -connect localhost:8145 -brief
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1. BT AL ERARR A EE M SSL 4@t o
a. & A SnapCenter GUI
b. #2—T * :RE * > * RIPRHRT * ~ ABEE * 7£ SnapCenter A2 * LR &REERE
C. #—TF * i > TEEH ~ « NBIERCERAER SSL AYSMiE# o

d.
?ﬁ‘—jzlilﬁﬁﬁ*?Kﬁé%&—-T:*Eyﬁighﬁ%ﬁjn*c
2. it SnapCenter fEIARSS Linux THsERFILEMH SSL & o
° Open-SmConnection

° Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
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