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+ FAEEN BRI RTYE AD FS ERRSBZMRIZEMAZNEITRE - FERNA RS 60 DiE o

e K BfE

2 E1sERY RIS

[E]#% URL MREZBEE URL ~ FRAFBRAENAIER URL

B8535 URL [ADFS- #8134 7% J/ADFS/OAuth2/Authorize

FENHERL URL [ADFS- 481548 J/ADFS/OAuth2/token

FF %D #A AD FS AR ID

FA Pt #A AD FS AR int4

#i[E] OpenlD

FA P imseE B A ERRIZTREX

BR £ Advance Options 12 - #1E L Callback URL
ﬁzﬁﬂﬂ {Eg%iﬁiﬁﬁm « IIE{ETE JWT Token REEETRA T
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&£/ PowerShell + sccli #1 REST API 7£ SnapCenter {AlR23H%E MFA

1&A] LUERS PowerShell ~ sccli #1 REST API 7£ SnapCenter faliRESHRE MFA ©

SnapCenter MFA CLI E&:%

7£ PowerShell # sccli § ~ IRAHJ Cmdlet ( Open-SmConnection ) BUE—{EFEA I AccessToken 1 BIHH
{IZRFE(R ~ LAfEFE AR & EM SREREEEFRE

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

1T L4 Cmdlet 218 , G2 TIERSER |, :BERIFEREE— P 81T SnapCenter Cmdlet ©

SnapCenter MFA REST API &&:5

7£ RESTAPI BRis (U0 Postman Y swagger ) H{#H _Authorization=B7& &} <access token> & T\EIAR S,
RERL ~ MAEIBEEPIR R FEAE RoleName ~ LUEYIE SnapCenter BIFLIHIEIFE o

MFA REST API T{ERTE

& MFASREA AD FS B ~ IREZFEBEE (RE) RERUETTERE - LUEFEEE[ REST API 77EX SnapCenter
FERRE -

R TE

* RO LUERMEM REST BFiH - BI40 Postman ~ Swagger Ul 3 Fireplane ©
ESFEVER ~ MERTREEEREER ( SnapCenter REST APl ) LABATEMRIIEE ©

TR

* &1 AD FS MFA * B&:8%
1. 2R%E REST AFIHMEI AD FS InBh ESZEUER o
B T ES FE AR FEERE - AR ERETERERE AD FS SSO HE ~ S /BEIEHAF
12ff AD SRBMEREE MFA o 1. £ AD FS SSO Bl MEAELE XFHIRHP HATHERES
BN BT EBHF o
EAREZBNBERIES user@domain 3§ domain\user °

2. EEBEXF IR ~ WALHIES o

3. H—TF"BA
4 fE BARIE BET EIGHBREIETRE (RONEETD -
CHE R EE R o
* QR B © (EFEEETIMRIBH QR I8 « AEBARARERTETNRERE

* —RMEE  EA Token FI—RMEZEDS o
o. ERsERiThE « R —EIREERE - AP ESFEUE « ID MIE/EE Token ©
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BREEERL M 1E SnapCenter REST AP R{ER TR TIEE ©

6. £ RESTAPI # ~ BEZEIZHEE RN EREFEIENRFA G LTE -
7. SnapCenter B¢ AD FS Ex:5 ILZEVRERL ©

MREZBENIER ~ SnapCenter G EARNE « WEVSFERAE R
8. SnapCenter BfEFAEAELBNABRBREBZERERNITAPI o

UNEREREERLIN ~ SnapCenter BEEI4ER « BRIGREERIERAL ©

EXFETi{ZF REST API + CLI #1 GUI B SnapCenter MFA IhAE
* B ERE TE ¢
7

1. L SnapCenter EI28 &% A SnapCenter Server ©
2. B—TF*RE*>* 2ERE > LEERRSE (MFA) RE*
3. FEEW/TE ( GUI/RSTAPI/CLI ) WUERFEEREA MFAE A ©

° PowerShell 77 *
HER
1. #1147 PowerShell 2 CLI 5% ~ LUBYFB MFA for GUI ~ RESTAPI * PowerShell # sccli ©

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

path 282157 AD FS MFA F#E K XML tERMIE

BB MFA LUERTEER AD FS RAEERIMEZRIRIEIRERTE SnapCenter GUI ~ REST API ~ PowerShell #1
sccli ©

om

2. (FRREE MFA 4BREARREFIERE Get-SmMultiFactorAuthentication Cmdlet o
*sccli 77 *

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatalabc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication
o REST API*
3. #1175 POST API LUERA MFA for GUI ~ RESTAPI * PowerShell # sccli ©

W

4 BE
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E5RHY URL

HTTPA &

R ES

194

4. EATY) API 12 MFA 4BREARREFRE ©

4
E5KHY URL

W

HTTPA %

i34

Z4ESnapCenter LRSS

7£ Windows I 1% %% SnapCenter {AliR23
B LLEIITSnapCenter ((EIARZSZEZNHITIE K% & SnapCenter ({EARESAR] ©

1R
0N

/AP1/4.9/settings/multitactorauthentication

£173°4

{ "IsGuiIMFAEnabled" : $&:%
"IsRestApiMFAEnabled" : ¥f
"IsClicMFAEnabled" : #& + "ADFSConfigFilePath"
. "C:\ADFS_H#& &} \\abc.xml " }

{ "MFAConfiguration" : {"IsGuiMFAEnabled" :
§£22 « "ADFSConfigFilePath" : "C:\ADFS_H4#
&l \abc.xml - "SCConfigFilePath" : null ~
"IsRestApiMFAENnabled" : ¥ -
"IsClicMFAEnabled" : #& + "ADFSHostName" :
"win-adfs-sc49.winscedom2.com } }

BE

/AP1/4.9/settings/multitactorauthentication

i

{ "MFAConfiguration" : {"IsGuiMFAEnabled" :
832 « "ADFSConfigFilePath" : "C:\ADFS_H##
¥l \abc.xml + "SCConfigFilePath" : null
"IsRestApiMFAEnabled" : ¥ -
"IsClicMFAEnabled" : #& + "ADFSHostName" :
"win-adfs-sc49.winscedom2.com } }

] UEEZE A PowerShell CmdletTRITZ B LI FAHRETR T o RFEZ(FER PowerShell 7.4.2 S{EHARZS ©

@ AEZIBEWESnapCenter i FEELIELIE o

ez Al

* ZEWindows BB B R RHARAIFEARESSnapCenter T4 - MEREHHBE P ARKENEE o
* [RAEZEHEMYSQL Serverk ZE1E 5T E L SnapCenter ItERIARSFAI T L o

* e ERAAWindows ZEE 2 B SETNAE ©
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WNERNERIEREE ~ s 2 BMicrosoftd8ih "Windows Z2EFZ 008" o

@ &R FETESnapCenter #A Microsoft Exchange Server ~ Active Directory 3 4813 #& 1 AR 25 A9
Fi¥ FLat b ARRSS o

TER
1. 55SnapCenter it T & (FIEEH) LEEM "NetApp SZHEAFIL" o
2. FEM T T EAY.exefEZ ~ BIRIEi@ SnapCenter ZE£2T ©

ECEZEZE - FRITAERERRT « IRREFIREBEER « A ZEREENERIESHE °
SR RBREESNE N ETE « BIERETLUEL -
3. 1%BESnapCenter ZEEIEINAEFFRATALIEAE « MRTFTEEITIEIK o

TABEISEMYSQL Serverf#FEERIERZE - TREBEF - FEBELZE ° SnapCenter

@ gﬁﬁﬁ?ﬁﬂﬁ?ﬁ@ﬁ%}%@*i%ﬁﬁiﬁ Fovy o YIREEREFMA %) ~ ZEREX

4 p— TR o
MREBISEEMERNE « BRBETEENERNE - CRZERHAE - AEMERE o

@ MREZ—T TBUHI %R~ BETREERITHS R - REFBREREE - BT
2% EARES ° SnapCenter

B ~ MR SnapCenter fEIEH1T [Z1E{AISnapCenter FRESIL A EFENEN) X THFAIRIBIEFN, (FERF
¥ TEUHI ~ REFERIEELET MAZBUBEE -

SEE— R GV EEEERAEN StempLl BRI KR (REMEL)  MREBEIERECERIL
&  SnapCenter :5H1T : 'C : \installer_location\installer_name.exe /log"C : \"" « e SIR TR F IR B2t

LA HARITE Windows 14 _F B BITHAE
ZEEATEP ~ THEWindows E 1 _ERIWindowsIHEEFI A o SnapCenteriE e Al SE TR BRI E TR R A B
=5

o
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85 IhiE
Webf{afR2% © AEPRAERE B TARTS

© RIRAEEARTS

* —ARHTTPINAE
° FARR X
° BERRIE
° HTTP#E:2
°c HTTPEHER
° FFREANE
° WebDAWeb. 21

* R EER
° BiTscir
° HTTP:C#%
° iR TR
° JBHE

* MEEHE
°© FFRENDBRAE

* L2
° IPEEM
o HABRE
o EERHSSLRE IR
° AR imREH e

MISF A im/RE i REsReS |

° IPFI4E PR HI
° EKEHEE
° URLISHE
° WindowsE&:%

* FERTETBAETNAE
° NET#E7E 4.5
° FERERXAIBIE

> ASP.NET Core Runtime 8.0.12 (L{KFrE#%E
& 8.0.x 1EHIE) KEERES

> {RIRR 23 impE AT
° WebSocket{#&i1#E
BETAH
ISEEEES



=)l INRE
MNISEIRIESHEET R * ISEIRARTE
* EREIETA
.NET Framework 8.0.12 Features * ASP.NET Core Runtime 8.0.12 (UURFrIEEE
8.0.x B EEN) KEERES

* Windows Communication Foundation (WCF
) HTTP Activation45

° TCPE(®)
° HTTPEEN

WMNE NET HFEREHHREN « B2 "Hi 2B R
HERRELRHIEERR AR AR - SnapCenter FHAREE L85 BL

"o

Windows Bz X242 7 EREN AR TS REFEI

4HREAPI g

7£ Linux £ %4 SnapCenter {G1AR2S

e 1TSnapCenter ({AlfRZs ZEEIZNATITIEY KZEESnapCenter (falfRzshRL ©

FIsEZ Al

* MNREREEFERIE root FEEZEE SnapCenter EAR2S ~ B FERERE BHIBIREIRKRZEE SnapCenter
A1 NetApp ZIRABILENS sudoers checksum 1828 o EEZIRIR Linux RRAEFEEH) Checksum FE2E o

* 1N Sudo EMFFTE SUSE Linux EEER - 55%58E Sudo EFF LU GRERETRM ©
* ¥5? SUSE Linux - 338 TH4Af8 LU G RIE R o

* EiTen 7*2“2%‘#%5’] Linux ARBE sestatus ° YR SELinux kB %A TEEYAL ~ B _current-mode & T
gEll ~ BRIT ISR

° HITERT ¢ sudo semanage port -a -t http port t -p tcp <WEBAPP EXTERNAL PORT >
webapp_extal_port BITBER{EZ 8146

o WNRFHNAEETEHEIRIR ~ 5BHIT sudo firewall-cmd --add-port
<WEBAPP_EXTERNAL_PORT_>/th

webapp_extal_port BITE:R1E 7 8146

© RKAFERERNBEENIT TGS

" sudo ausearch -c 'nginx' --raw | audit2allow -M my-nginx

MRe<EE MEFFMEIE] ~ 55EZXE SnapCenter Server ZBE/MANITHS ©
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* MRELSEEIL my-Nginx.pp ~ BHITHSUBBRIEH | sudo semodule -i my-
nginx.pp

° A MySQL PID B#RIKRERE /var/opt/mysqld_ © $1T R3S UERTE MySQL LZEERERR o
* mkdir /var/opt/mysgld
" sudo semanage fcontext -a -t mysqgld var run t "/var/opt/mysgld(/.*)?"
* sudo restorecon -Rv /var/opt/mysgld

° B3 MySQL Data B##HYE&{E% © //INSTALL_DIR/NetApp/snapcenter/SnapManagerWeb/Repository /
MySQL/_ ° #1T 5L UERE MySQL B} B AR o

" mkdir -p /INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

" sudo semanage fcontext -a -t mysqgld db t
"/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL (/.*) 2"

* sudo restorecon -Rv
/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

RIRERI(E

* & SnapCenter ARSI ZETE Linux 4 LB « LR E=HRF - FI% MySQL ~ RabbitMQ * Errlang
o A FER HLARPRZEE o

* LHELE Linux 1% _EH SnapCenter fafREEAIE ¢
=R RE
° Windows§M#FE=
° Active Directory ((EXZIEARERE - BFEEHA creds BY root F1IE root (FHHE)
> & A SnapCenter &g R ER:5
© REEHARY o NET BUTRSERES ~ MR LEEEEMIR libicu F2VEAIMEMKIYE  FBHIT 58 < 2R LEE libicu -

yum install -y libicu
* MNRAH Perl Au] HME L SnapCenter {ARZIZLEEL ~ FBHIT I LSKELEE Perl © yum install
-y perl
1. ETETHIEE "NetApp ZIEMELE" 2/ EEER _ o
° SnapCenter fAfRZZ ZEEEM - * snapcenter-linux-server- ( el8/el9/sles15) .bin*
° NBIEIBIEZE - *snapcenter_public_key.pub
° B BEMELIE - * snapcenter-linux-server- ( el8/el9/sles15) .bin.SIG*

2. EREHEAMEE o Sopenssl dgst -sha256 -verify snapcenter public key.pub -signature
<path to signature file> <path to bin file>

3. BAJE root EAE R « 55318 1E snapcenter_server_checksum _  ( el8/el9/sles15) Fi5EM
visudo AR o txt £ bin LEFER—FERM -

4. 157K .bin ZEELAIMITHEIR © chmod +x snapcenter-linux-server-(el8/el9/slesl5) .bin

S. HUTHFP—EBNEAR L% SnapCenter Server ©
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MRIEBERIT ...
BEFHRE

HITUEEN(E. ..

./snapcenter-linux-server-—
(el8/el9/sleslb) .bin

A FRTEEATIEFMEER
* FARTEEY Linux E15MB SnapCenter fAIARZ3HY

Web FEFRIRZIMIDIERRIR - FARRIERS 8146

* #&%4E SnapCenter fAIAR23HY SnapCenter faIAR
BERE o

* EREHHNZEBL -



MREEERT

FFEFHARE

HITUEEN(E. ..

sudo ./snapcenter-linux-server-
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Cloud Volumes ONTAP ~ ONTAP Select iR EH#FES F o

TER 2 | HRIREEERS AR

AT LAEFAONTAP s < SRR MRIEH 25 L L RHIFRAIRIE o [GIEZE FAS ~ AFF S{ ASA AT LRSS
8 o
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wHEEA)

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx

Owner: clusterl

Package Type Description Expiration
Base site Cluster Base License =

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =

CIFS license CIFS License =

iSCSI license 1SCSI License =

FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =
SnapManagerSuite license SnapManagerSuite License -

TEUEEEHIH ~ SnapManagerSuitetZ2HEE %4 ~ [FIlERSnapCenter FEE2HITHMMBITHAES:

TR 3 RREUERISSFoR

=%
FL5A

;Mo

EFONTAPE L5 EVSEHIZIFFSRE © ML ERFAS « AFFERASAZRAL EHZR £ B8 B 7 AeES B I I 2 AT

FIEEFSR ©

1. {EFEONTAP flexflinefi £ 5112 A 12458 o

2. #i Asystem show -instance@p< ~ ZAE IR RIENH A3 HIEHI SR 5%
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wHEEA)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.
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FItaZ Al
* B ER B MHINetApp R EILE AR E#
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Choose a method by which to search
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use nsm;DELETE FROM nsm License WHERE nsm License Serial Number='510000050";
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2. REEHMIZE > FFEA VM Set FRVSEERKES » AREMIEERLPZEE SnapCenter Server °

3. 1EFi% 1 PEITEE o Add-SmServerCluster -ClusterName <cluster name>
-ClusterIP <specify the load balancer front end virtual ip>
-PrimarySCServerIP <ip address> -Verbose -Credential <credentials>

4. BN E(EARES © Add-SmServer -ServerName <name of node2> -ServerIP <ip
address of node2> -Verbose -Credential <credentials>

S. NISE T HEMER Get-SmServerConfig
6. MNBEEE  FEMREEXEFH - Set-SmRepositoryConfig -RebuildSlave -Verbose

7. RIgBEEFE (EFH o Set-SmRepositoryConfig ActiveMaster <name of node2>
-Verbose

= it NLB I E F5 LUESSRIRE

AT L& SnapCenter R TEEHA ) 4BASH TERREHTH (NLB) EEAFR SEHTE23 -
FER
1. {#ESnapCenter F5:% € = Al AERIINAE o "R ABEAE" o

2. ERIEIRFEIRNIZIE L ~ BiEIPowerShell © SnapCenter
3. f0pen-SmConnection CmdletEy B TEFLES « SABEASTIRER] o
4. fEASnapCenter update-SmServerCluster CmdletE ST 1EARFSSS  FEISAFSEEIPAL o

ISR LA#IT_Get-Helpii € name ZREVSAIHEECCmdletfE 2 28 K HiRPARIERAE T - & - EHA
U8R " (B415<EX2E158) SnapCenter” o

= r/FE © SnapCenter A MySQLAIINAE

MySQLER ZMySQL Serverf—IAINEE « AR TR ERE—EMySQLEMNERRE (£
E) RRESF—EMySQLEMERRES (1EE) - XEMySQLER - ReerEmiERR A4
BB TE (BRANLB) RVENRS LIRS RIAE - SnapCenter

EFEMFESERER 2R ETEMFEELIITENSEAEE « IREEGEEERBHE
[& o SnapCenteri{ B EFZEMENN AT EMHERE - TIEREES « EEARBEIARMENE o SnapCenter

HEZEAMYSQLEIRE (HA) IhEE « B AES—(EHRH EREEREHTER (NLB) - MySQLEEES
LERTEILER L ~ AR REN—ERSD © ESnapCenter 5 _{EENF L LEE « M BMNA S —EERAYFS « WiE
B AR _ BRI MySQLIHETZENEZS o

121t Get-SmrepositoryConfig_#1_Set-SmrepositoryConfig_ PowerShell Cmdlet?k EIEMySQL#E
% o SnapCenter

IREI AT _Get-Helpan @ name_REVS EJHEECCmdletfE 2 2R HRANABRIE N - ;& ~ S U2
" (BHIESEN B EIEE) SnapCenter” o

R JEBRAEMySQL HAZHAERIAERARR S
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* IEIABLERE
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RAEIETLIE
ATHLRERAKLEEACHNASE » [SRILIEA NetApp ONTAP B RBAC FREEVHRITE » 2T EBMTE
NetApp t1BfimiE L o

Lt TE & BEONTAP [EMEEIERTE IAENIEFERITHSE o FI40 > NetApp ONTAP BY RBAC EAEREIITAEIL
IEFEIER: B BhER1Y Privileges ° %EAII Access Privileges 5 tHIR o YN REITHTILMEBEREIR « JARINE 2 EEE
FR » ONTAP A2 FEERRIZRAEE - T FLUREE

WMREFHEFA 4R SnapCenter I ONTAP > BIFEEFT#1T RBAC User Creator for NetApp ONTAP

@ TR > UBEHESRIRIINEREAR o ZSnapCenter BERRIIARAHEREABEIEZONTAP £
gﬁ&HﬁZ!KEFIE.% EE - BELEMWNTILT AR - EEEFREAREE - CARFEEENEILA

NEREONTAP RBACH ERIFHMAE « 52F " (AdministratorfisE EIRBACEJRIER)  (35XX) ONTAP"°

1. EHEERRL - BATISSLIZINAR -

rZ2% Afhcreate <rolefa8>>-cmd B #£%#8"command"-access all-vserver <Svm_name\>'|

° SVM_name@SVMI&TE o R ILREAIREZERA « RIfaAEEETIES o
° roleLBELEAABIEENRTE o
° Command ONTAP R2INEEAR—HITHEE o

() CuEstHSERRERLSS o HRE - Al Acessh S UBERERS AT o
M RIRBEBABRTEN - HSH IR A SIS REIRAICLIHSONTAP! -

2. AT S REIUEAE RS !

FZ 245 AR -f# A& $8>-applicationontapi -authmethod <password\>-role <name_of_rouse_in_step
_1\>—vserver <Svm_name\>-comment "user_description" |

° user_nameeBERIINFERERE
o BIRHIZHE o MRIEKISTETE - RA TR TTEA B o
° SVM_nameZSVMI &S o
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3 WMATIEGS  RAGKEKGERE !

22 MEABRERERME) : -vserver <Svm_name\>-role <rose_name\>-application-ontapifE T2 £
% &-authmethod <password\>"

c BEESR2PEINERELTE o b SR EMMENFERE « FHEAGRIIR o
° SVM_name>ESVMI&TE o
° <role B> IEELS 1 PRINAERTE o
° BIEMZENE - MREKRIEETH - AR FIRTTEAZS
4. MATHGS ~ AERECEREL :

% 2% Ashow—vserver <Svm_name\>-user-or group name <user_name\> |

user_nameeREL IR EIIRFERERTE

R EH#EREIISVMAE

EEEEEFRAMBSVMEREZIABE « M BHITHRONTAP {ESfCLISR L ONTAP
o YNRITESVMLEONTAP Ai2EZSnapCenter (£ « (BERAEEAvsadminA & « BIIEE
ttae -

1. EHERRL  BUAGTRAIA#RIEMEZAR -

r%Z 2% AfAfcreate—vserver <Svm_name\>- role <Svm_rouse_Name\>-cmd B #£%& f&<permission\>'
() eEzsssERRERLSS -

2. BUERETRAGIERKGRERE o

rZ2ME ARI-FRE<user_name>>-vserver <Svm_name\>-fER 2 ontapi -auth/57% Zh5-role
<Svm_rouse_Name\>'

3. FRIFHEERE ©

rZ22& AfRREE-F A& <user_name\>-vserver <Svm_name\>'

FEREIISVMA BFIEKEERCLIZ < ONTAP

IEFEZ I TAONTAP EISVMER < R IZIISVMA B 157K IERR ©

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

« I'%2% A fAtacreate -vserver Sym_Name -role Svm_rous_Name -cmdB$##%&#8 ljobhistory show.
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-access alll

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"job show" -access all

r22% Affcreate -vserver Sym_Name -role Sym_rous_Name -cmdE #£4%#8 ljobstop -access allJ
rZ2% Affacreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##£#8"LUN"-access all"
rZ2% AfAfcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##4F&"LUN cree"-access all"
rZ 2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£&#8"lunfliif&"-access all"

r% 2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B ##&#&"LUN igroup add"-access
all"

r% 2% Affacreate -vserver Sym_name -role Svm_rou_name -cmd B $%&#8"LUN igroup cree"-access
all"

ol

rZ2% Aftcreate -vserver Sym_name -role Svm_rou_name -cmd B £ #8"LUN igroup delete"-access
all"

r& 2% Aftcreate -vserver Svm_name -role Svm_rou_name -cmd B ##&#&"LUN igroup rame"-access
all"

r%2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B ##&#&"LUN igroup show"-access
all"

rZ2% A tcreate -vserver Sym_name -role Svm_rouse_Name -cmd B %% LUN mapping add-
report-nodes | -access allJ

r% 2% AfAfcreate -vserver Sym_Name -role Sym_rous_Name -cmd B %48 TLUN mapping create |
-access alll

re 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##&% TLUN mapping delete |
-access allJ

2% A thcreate -vserver Svym_name -role Svm_rous_Name -cmdB##%#8 TLUN mapping remove-
reporting&izh| -access allJ

r% 2% AfAfacreate -vserver Sym_name -role Svm_rouse_Name -cmdB##%& %8 LUN mapping show
-access allJ

rZ 24 % A Afcreate -vserver Sym_name -role Svm_rouse_Name -cmd B %8 TLUN modify.
-access alll

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmd B %% TLUN move-in Volume,
-access allJ

rZ 2% AfAfhcreate -vserver Sym_name -role Svm_rous_Name -cmd B #%%&#8 Tlun offline) -access
alll

2% A ffacreate -vserver Svym_name -role Svm_rous_Name -cmdB %8 TLUN onlinel -access
alll

rZ2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmdE$#:&#& TLUN resizel -access
alll

r% 2% Aftcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##&#&"LUN serial) -access all"
rZ%2% A ffacreate -vserver Svym_name -role Svm_rous_Name -cmdB £ #&"LUN show"-access all"

r22% AfAfacreate -vserver Sym_Name -role Svm_road_Name -cmd B #£:%&#E network interface]
-access readonly |
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r22% Affcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##54%8 'SnapMirror/& BlKHNFR
A1 -access all}

rZ2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&%& SnapMirror/&
Hmodify-rRule] -access all]

r22% Afafacreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&#& SnapMirror/R BT8R
1) -access all]

rZ2% Aftcreate -vserver Sym_name -role Svm_rous_Name -cmd B #t%#8 SnapMirror/RE!show
-access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmd B $£&#& SnapMirrori&& |
-access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%#8"SnapMirror show"-
access all"

r22% Afafacreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##%%8 'SnapMirror show-
history] -access allJ

r%22% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%% 'SnapMirror update ]
-access allJ

r22% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B##%#% SnapMirror update-Is-
set] -access allJ

rZ2 4% A fAcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##%4%8 lversion) -access
alll

re 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& lvolume clone create]
-access allJ

r% 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& Tvolume clone show
-access all]

rZ2% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B ##%%& Tvolume clone s#ff
‘start] -access all]

r22 4% AfAfcreate -vserver Svym_name -role Svm_rouse_Name -cmd B#%%4#8 'Volume clone split
stop] -access allJ

r% 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%%& Tvolume create
-access allJ

r 4% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$#8 lvolume destrole
-access all]

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#& Tvolume file clone
create] -access allJ

r22% AfAfacreate -vserver Sym_name -role Svm_rouse_Name -cmdEH#:&%& lvolume file show-disk-
usagel -access allJ

lZ2% AfBthcreate -vserver Sym_name -role Svm_rouse_Name -cmd B i%%# volume modify
-access allJ

rZ2% Affhcreate -vserver Sym_name -role Svm_rous_Name -cmdB##%%8 Tvolume offline) -access
alll

rZ%2% A ffacreate -vserver Svm_name -role Svm_rous_Name -cmdB %% volume online]
-access alll



r2 2% Affcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$%8 lvolume qgtree create]
-access alll

r22 4% A fAtcreate -vserver Sym_name -role Svm_rouse_Name -cmd B $##£#&"volume qtree delete"-
access all"

r% 2% Affcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##%%& volume gtree modify |
-access allJ

2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##4#&"volume qtree show"-
access all"

r%2%2% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B##%#% Tvolume restrict]
-access allJ

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& volume show, -access
alll

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& Tvolume snapshot
create] -access alll

re22% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& Tvolume snapshot
delete] -access all}

r22% Affcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##%%% Tvolume snapshot
modify| -access allJ

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #%&#& volume snapshot
rame] -access allJ

r% 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##&#& Volume snapshoti&
J&1 -access allJ

r%Z2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%%% Volume snapshoti&[R
FEZE] -access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#& Tvolume snapshot
show] -access allJ

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume snapshot show-delta" -access all

r22% AfAfacreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:%&#& volume unmount]
-access allJ

rZ2% Affhcreate -vserver Sym_name -role Svm_rous_Name -cmd B #%%#8 lvserver CIFSt
Hcreate] -access allJ

rZ2% Afafcreate -vserver Sym_name -role Svm_rous_Name -cmd B##%#% Tvserver CIFSELFAMI
F&1 -access all]

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£% 58 Tvserver CIFSH
show] -access allJ

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£% & Tvserver CIFS show]
-access allJ

r24% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%%#8 vserver EXECTON-
policy create] -access alll
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r%22% AfAfcreate -vserver Svym_name -role Svm_rouse_Name -cmd B #%54%8 lvserver EXECT-
Fpolicy DELETE] -access alll

r224% A fAtcreate -vserver Svm_name -role Svm_rouse_Name -cmd B $##&%8 vserverBEHRAIFE
Hcreate] -access allJ

r224% A fAtcreate -vserver Sym_name -role Svm_rouse Name -cmd B #5478 vserverfEHRAIFE
AlJshow, -access all]

rZ2% AfAfcreate -vserver Svm_name -role Svm_rouse_Name -cmd B %5478 lvserver EXECT-
Fpolicy show] -access allJ

rZ 2% Affacreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##4#8 vserver iSCSI
connection show| -access alll

rZ2% Affacreate -vserver Sym_name -role Svm_road_Name -cmd B ##£#8"vserver'-access
readonly

r22 4% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B##44%8 vserver EXECT-
policy| -access all]

rZ2% Affhcreate -vserver Sym_name -role Svm_rous_Name -cmd B #%%#8 Tvserver iSCSI] -access
alll

rZ 242 A fAtcreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##%#% Volume Clone D EIk
&) -access allJ

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem map" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem create" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem delete" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem modify" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem host" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem controller" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem show" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all



7 ASA R2 A4 SVM A&

IRNBEHITZEONTAP CLI 859 A BETEASA r2 R AR SVM EREEIA® - INE
IRTEASA r2 ZEEHRTE SVM LUESnapCenter—itE{EF B A48 vsadmin A& » BISE
EtAeE o

1. ERERFL  BUAGURA#RIEREZAR

rZ 2% AfAfcreate-vserver <Svm_name\>- role <Svm_rouse_Name\>-cmd B #£%& & <permission\>'
() crEzstysERREELHS -

2. BUERETRAGIERKGRERE

security login create -user <user name\> -vserver <svm name\> -application
http -authmethod password -role <SVM Role Name\>

3. MRIRSHEERE o

rZ22& AfRREE-FH&E <user_name\>-vserver <Svm_name\>'

RREILSVMA &S KERIICLIGTONTAP
CREZHITHONTAP {ESVMan 2 BRI SVMA B 5 RIERR o
° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

« L2 % A fMfcreate -vserver Svym_Name -role Sym_rous_Name -cmd B #£%#8 ljobhistory show,
-access all]

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"job show" -access all

« L2ZE AfAtcreate -vserver Sym_Name -role Sym_rous_Name -cmd B #£4#8 ljobstop -access allJ
« IL2Z AMAfcreate -vserver Sym_Name -role Sym_rous_Name -cmd B #£&#8"LUN"-access all"

« TZ2& AAfcreate -vserver Sym_name -role Svm_rouse_Name -cd B #£&#8"LUN cree"-access all"
« L2Z A fAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B & #&"lunfilf&"-access all"

+ L2 Z AfMfcreate -vserver Sym_name -role Svm_rou_name -cmd B #2& #&"LUN igroup add"-access
all"

2% Afthcreate -vserver Sym_name -role Svm_rou_name -cmd B &% %8 "LUN igroup cree"-access
all"

r% 2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B ##&#&"LUN igroup delete"-access
all"
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r%2% AfAfacreate -vserver Sym_name -role Svm_rou_name -cmd B $&#8"LUN igroup rame"-access
all"

r% 2% A ffacreate -vserver Sym_name -role Svm_rou_name -cmd B ##%&#8"LUN igroup show"-access
all"

re %% AfAfcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##%%8 LUN mapping add-
report-nodes] -access allJ

rZ2% AfAtcreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##%%8 LUN mapping create]
-access allJ

r% 2% A fAfacreate -vserver Sym_name -role Svm_rous_Name -cmd B$%%#8 LUN mapping delete
-access allJ

rZ 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##&% TLUN mapping remove-
reporting&fi#h] -access allJ

r& 2% AfAfcreate -vserver Svm_name -role Svm_rouse_Name -cmd B##&% TLUN mapping show ]
-access allJ

rZ2 4% A Afcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##%%8 TLUN modify.
-access allJ

r%Z%2% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B ##%% TLUN move-in Volume
-access alll

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B#£%& 8 Tlun offline) -access
alll

r& 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%%& TLUN onlineJ -access
alll

r2 2% Affcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##%%% TLUN resize] -access
alll

rZ2% A ffacreate -vserver Svym_name -role Svm_rous_Name -cmdB % #8"LUN seriall -access all"
r& 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##&#&"LUN show"-access all"

rZ 2% Affacreate -vserver Sym_Name -role Svm_road_Name -cmd B $#£%&#& network interface]
-access readonly/

rZ2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmd B #:&#& SnapMirror/&R Bl HIHNiR
A1) -access all}

r22% AfAfacreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&#& SnapMirror/&
Almodify-rRulel -access all]

r22% Affcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##5%8 'SnapMirror/&RBIFSERHR
Bl)1 -access all}

rZ2% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B##%#% SnapMirror/REllshow ]
-access alll

r22% Afafacreate -vserver Sym_name -role Svm_rouse_Name -cmdB$£&#& SnapMirrori&/&
-access all]

r% 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B £ %&"SnapMirror show"-
access all"

r22% Afafcreate -vserver Sym_Name -role Sym_rous_Name -cmd B #£%#8 'SnapMirror show-
history] -access all]



%22 % AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B ##%% 'SnapMirror update ]
-access alll

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B#£%&#8 SnapMirror update-Is-
set] -access all]

r22 4% A fAfcreate -vserver Sym_name -role Svm_rouse Name -cmd B ##%4%8 lversion) -access
allJ

2% A thcreate -vserver Sym_name -role Svm_rous_Name -cmdB##%#8 Tvolume clone create]
-access allJ

rZ2% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B ##%%% Tvolume clone show
-access allJ

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& Tvolume clone siff
start] -access all]

r22 4% A fAfcreate -vserver Svym_name -role Svm_rouse Name -cmd B#%$4#8 'Volume clone split
stopl -access allJ

r%Z2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%%& lvolume create
-access all]

r 242 A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£$4#8 lvolume destrole
-access alll

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& Tvolume file clone
create] -access all]

r% 2% Affcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##5%8 lvolume file show-disk-
usage] -access all]

l%2 2% Aftcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##%%& volume modify
-access all]

rZ2% A ffacreate -vserver Sym_name -role Svm_rous_Name -cmdB##4#8 Tvolume offline) -access
alll

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#& Tvolume online
-access all]

r% 2% Affcreate -vserver Svm_name -role Svm_rouse_Name -cmd B #%$%8 lvolume qgtree create]
-access allJ

r&2 4% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##4 #8"volume qtree delete"-
access all"

rZ22% AfAtcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #:%## volume qgtree modify
-access allJ

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%#8"volume gtree show"-
access all"

lZ2% A thcreate -vserver Sym_name -role Svm_rous_Name -cmd B #:%#8 [volume restrict]
-access allJ

rZ2% A fhcreate -vserver Svym_name -role Svm_rous_Name -cmdB##%#8 volume show, -access
alll

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#& Tvolume snapshot
create] -access all]

65



66

r%22% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B##%#% Tvolume snapshot
delete] -access all}]

r22% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%&#& volume snapshot
modify| -access allJ

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all

r22% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmdB#%#& volume snapshot
rame] -access all]

r%22% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%%& Volume snapshoti&
[&] -access allJ

r%2% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmd B$#:%&#8 Molume snapshoti&/R
FEZE) -access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& volume snapshot
show] -access allJ

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume snapshot show-delta" -access all

lZ2% A tcreate -vserver Sym_name -role Svm_rouse_Name -cmd B %% %8 volume unmount
-access allJ

r%22% Afafacreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%% Tvserver CIFS$t
Fcreate -access all}J

rZ2% Affcreate -vserver Sym_name -role Svm_rous_Name -cmd B #£% 58 Tvserver CIFS A
B&1 -access allJ

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£% 58 Tvserver CIFSFH
show] -access allJ

lZ2% A thcreate -vserver Sym_name -role Svm_rous_Name -cmd B ##5 %% [vserver CIFS show]
-access allJ

r 242 A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%#8 vserver EXECTON-
policy create] -access all}]

r22% Afafacreate -vserver Sym_name -role Svm_rouse_Name -cmd B &% vserver EXECT-
Fpolicy DELETE] -access allJ

r224% A fAtcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #5478 vserverBEHRAIFE
Hljcreate) -access allJ

rZ24% A Afcreate -vserver Svm_name -role Svm_rouse_Name -cmd B $#%%8 vserverBEHRAIRE
Hilshow] -access all]

rZ2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmd B &% vserver EXECT-
Fpolicy show] -access all]

r22% Affacreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##44%8 lvserver iSCSI
connection show] -access alll

r% 2% Affcreate -vserver Svm_name -role Svm_road_Name -cmd B #£4#8"vserver"-access
readonly |

rZ2 4% A Afhcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##44%8 lvserver EXECT-
policy] -access all]



r%2 2% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B##%%% Tvserver iSCSI] -access

alll

r 242 A fAfhcreate -vserver Sym_Name -role Svm_rous_Name -cmd B$%2%#% Volume Clone D EIk

A& -access allJ

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem map" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem create" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem delete" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem modify" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem host" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem controller" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem show" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"storage-unit show" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"consistency-group" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror protect" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume delete" -access all

security login create -user-or-group-name user name -application http
—authentication-method password -role SVM Role Name -vserver SVM Name

security login create -user-or-group-name user name
—authentication-method password -role SVM Role Name

-application ssh
-vserver SVM Name
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LIONTAP R{E#EREIIZEAE

TREZEIIONTAP AAREHERAIZIETIAE « LUER KL EFONTAP EETHAE
#&SnapCenter HIITENE o EAILIHITEIONTAP ECLIS S HRIEIIONTAP —EARSI5< &
MWEEAE « WIERREER °

1. ERERFL  BUAGURIA#RIEREZAR

rZ 2% AfAfhcreate—vserver <cluster£#&\>- role <role#&\>-cmd B & <permission\>'
() crEzstysERREELHS -

2. BUERETRAGIERKGRERE

security login create -user <user name\> -vserver <cluster name\> -application
ontapi http -authmethod password -role <role name\>

3. FRFRHEERE o
M2 2B AEIRHE-ERE<ERERTE>-vserver <R ERME>

AR IUREABMERERNCLIEN S ONTAP

1EREZHITHONTAP {EICLIS & FRERILH A SIS RAER -
* security login role create -vserver Cluster name or cluster name -role

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

« 2% Aftcreate -vserver Cluster_name -role rose_Name -cmd B ##%#8 ljobhistory show, -access
alll

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"job show" -access all

% 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "jobstop] -access allJ
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r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"LUN"-access all"
r22 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8"LUN cree"-access all"

r 2 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B £ #8"lunfiif&"-access all"

% 2% Afthcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup add"-access all"
%23 A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup cree"-access all"

lZ2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup delete"-access
all"

lZ 2% A8 thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup modify"-access
all"

rZ2% Aftcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup rame"-access all"
lZ2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup show"-access all"

225 Aftcreate -vserver Cluster_name -role rose_Name -cmd dirname TLUN mapping add-report-
nodes] -access allJ

r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmdE %% #8 TLUN mapping create |
-access all]

rZ 24 % A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #%$%#8 LUN mapping delete
-access allJ

lZ 2% A tacreate -vserver Cluster_name -role rose_Name -cmd dirname LUN mapping remove-
report-nodes] -access all]

& 2% A thcreate -vserver Cluster_name -role rose_Name -cmd B #:%#8 TLUN mapping show]
-access allJ

rZ24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£&#&"lun modify"-access all"

r22 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN move-in-volume
-access allJ

r24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"lun offline"-access all"

rZ24% A fAtcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 LUN onlineJ -access
alll

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUNKXA £ 1R B & Clear"-
access all"

lZ2% AfBthcreate -vserver Cluster_name -role rose_Name -cmdB#%% %8 TLUN resize] -access allJ
rZ2M4E AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN serial] -access allJ
r% 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B #£%%&"LUN show"-access all"

rZ2M4E A A tcreate -vserver Cluster_name -role rose_Name -cmd dirname [network interface
create] -access readonly ]

rZ2M45 AAEcreate -vserver Cluster_name -role rose_Name -cmd dirname [network interface
delete] -access readonly ]

rZ24%5 AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname network interface
modify] -access readonly]

r% 2% Affcreate -vserver Cluster_name -role road_Name -cmd dirname network interface show]
-access readonly ]
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security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem map" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem host" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem controller" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname

"nvme namespace show" -access all

rZ24% A fA&create -vserver Cluster_name
readonly |

-role rose_Name -cmd dirname Z24%& A -access

& 2% A thcreate -role rose_Name -cmd B &% #8"SnapMirror cree"-vserver Cluster_name -access all"

rZ2% Aftcreate -role rose_Name -cmd B %54 F8"SnapMirror list-destinations"-vserver Cluster_name
-access all"

r 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname 'SnapMirror[RBIHINE

Bl -access allJ

r& 24 & AAfcreate -vserver Cluster_name -role rose_Name -cmd B #2478
-access all]

F'SnapMirror/& Blicreate |

r224% AfAtcreate -vserver Cluster_name -role rose_Name -cmdB$#2&%& SnapMirror/& Bl fIFR

-access allJ

r22 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #5478
-access allJ

r24% A ffacreate -vserver Cluster_name -role rose_Name -cmd B #%54 78
rRule] -access allJ

FSnapMirror RBIEEA

F'SnapMirror/& BlJmodify-

r& 24 & A Afcreate -vserver Cluster_name -role rose_Name -cmd B #2478
A1 -access all]

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B#£%& %8 SnapMirror/R8lshow
-access alll

FSnapMirror R B BRR



r 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"SnapMirrori&R"-access
all"

r22% Affacreate -vserver Cluster_name -role rose_Name -cmd B #£%&#&"SnapMirror show"-access
all"

r% 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B #%$%8 SnapMirror show-history |
-access allJ

rZ2 45 AfAfcreate -vserver Cluster_name -role rose_Name -cmdB %8 'SnapMirror update
-access allJ

% 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname SnapMirror update-Is-set
-access allJ

rZ 2% AfAfcreate -vserver Cluster_name -role rose_Name -cmd B ##%%% lsystem license add]
-access allJ

& 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname ['system license clear-up]
-access allJ

rZ 2% Affhcreate -vserver Cluster_name -role rose_Name -cmd B #%%#8 lsystem license delete]
-access allJ

225 Afthcreate -vserver Cluster_name -role rose_Name -cmd B #£$%#8 system license show
-access allJ

rZ 24 % A fAfacreate -vserver Cluster_name -role rose_Name -cmdE #4478 [system license Status
show] -access allJ

r24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$%8 Isystem nodemodify |
-access allJ

r 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B %48 'system Node show
-access allJ

%24 % A A facreate -vserver Cluster_name -role rose_Name -cmd B #4478 Isystem Status show]
-access allJ

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmdBE#2&%& lversion) -access allJ

rZ2M4E A A Bcreate -vserver Cluster_name -role rose_Name -cmd dirname ['volume clone create
-access all]

rZ2M4E A Afcreate -vserver Cluster_name -role rose_Name -cmd B %% volume clone show]
-access allJ

224 & AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume clone stff 93
start] -access alll

rZ2 4= AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname volume clone split
stopl -access allJ

rZ2 M5 AA®create -vserver Cluster_name -role rose_Name -cmd dirname "volume cree"-access all"

rZ2 4% A Acreate -vserver Cluster_name -role rose_Name -cmd dirname "volume destrode"-access
all"

rZ24% AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume file clone
create] -access alll

rZ24% A Afhcreate -vserver Cluster_name -role rose_Name -cmd dirname Tvolume file show-disk-
usage] -access all]
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rZ2M4E AfAtBcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume modify"-access
all"

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all

rZ2M45E AAEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume offline"-access
all"

rZ2 4% A Atcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume online - access
all"

rZ2M4E A A tBcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree cree"-
access all"

rZ2M4E AfAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree delete"-
access all"

rZ22 4% A Acreate -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree modify"-
access all"

rZ24 %5 AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree show"-
access all"

2245 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume restrent"-access
all"

rZ2M4E AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume show"-access all"

rZ2ME AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
create] -access allJ

rZ2M4E A A tBcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume snapshot delete"-
access all"

224 & AfAtcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
modify| -access allJ

rZ24% AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
Promote] -access all]

rZ2ME AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
rame] -access all]

r& 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$#8 'Volume snapshotiE/& |
-access all]

rZ2M4E AAtBcreate -vserver Cluster_name -role rose_Name -cmd dirname 'volume snapshotiZ[R1g
#£ ) -access all}

lZZ2 45 AfBBcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
show] -access allJ

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume snapshot show-delta" -access all

% 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume unmount] -access
alll

rZ2% AfBfhcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver"-access all"

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmdE#:&%& lvserver CIFS create]
-access allJ



r%2%2% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #5478
-access all]

+ TZ2&F AMAfacreate -vserver Cluster_name -role rose_Name -cmd B $:&18
-access allJ

+ IZ22& Affacreate -vserver Cluster_name -role rose_Name -cmd B #2718
-access allJ

o IZ2ZE AAtcreate -vserver Cluster_name -role rose_Name -cmd B #4718
-access allJ

« I'%2% A fAtcreate -vserver Cluster_name -role rose_Name -cmd B $2& 18
-access allJ

+ TZ2& AfAfcreate -vserver Cluster_name -role rose_Name -cmd B #2718
-access alll

+ IZ22& Affcreate -vserver Cluster_name -role rose_Name -cmd B #2718
-access allJ

« I'22% Afthcreate -vserver Cluster_name -role rose_Name -cmd B $2& 18
-access allJ

lvserver CIFSTHBR]
lvserver CIFS modify |
lvserver CIFSH A&
l'vserver CIFSHHcreate
lvserver CIFSEtFafIER]
lvserver CIFSH &
l'vserver CIFSHHshow

l'vserver CIFS show

o L2 M4E AfMAcreate -vserver Cluster_name -role rose_Name -cmd B #%$4%8 lvserver create] -access

alll

« 2245 AfBcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy

cree"-access all]

« L2245 A M tcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy

DELETE] -access all]

« &2 M4E A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname lvserver EXECLON-

policy rule create] -access alll

© L34 E A fAfacreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy

rule DELETE] -access all]

© L2245 A M tcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy

rule modify"-access alll

« L2245 A M tcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy

rule show"-access all]

« L2 M4E A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$#8 vserver EXECTON-

policy show] -access alll

« TZ2%&E AMAtcreate -vserver Cluster_name -role rose_Name -cmd B #E%%8 lvserver iSCSI

connection show] -access all]

© #2485 AfABcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver modify"-access

all"

7 ASA R2 A4 1L ONTAP £ AR/

lZ 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver show"-access all"
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security login create -user <user name\> -vserver <cluster name\> -application
http -authmethod password -role <role name\>
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security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

rZ%2% A ffhcreate -vserver Cluster_name -role rose_Name -cmd B #%%%8 ljobhistory show] -access
allJ

security login role create -vserver Cluster name -role Role Name -cmddirname
"job show" -access all

rZ2% A fhcreate -vserver Cluster_name -role rose_Name -cmd dirname "jobstop] -access allJ
re 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"LUN"-access all"
rZ2M4& A Afcreate -vserver Cluster_name -role rose_Name -cmd B #£&#&"LUN cree"-access all"
re 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B £ #8"lunflilf&"-access all"

% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup add"-access all"



% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup cree"-access all"

lZ 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup delete"-access
all"

%23 A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup modify"-access
all"

rZ2% Aftcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup rame"-access all"
lZ 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup show"-access all"

rZ2% A tcreate -vserver Cluster_name -role rose_Name -cmd dirname TLUN mapping add-report-
nodes] -access allJ

r24& A fAfhcreate -vserver Cluster_name -role rose_Name -cmd B #£%%% TLUN mapping create
-access all}J

r 245 A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£$%#8 LUN mapping delete
-access allJ

lZ2% A tcreate -vserver Cluster_name -role rose_Name -cmd dirname TLUN mapping remove-
report-nodes] -access all]

r% 2% A ffacreate -vserver Cluster_name -role rose_Name -cmd B %% TLUN mapping show
-access alll

rZ24% A A&create -vserver Cluster_name -role rose_Name -cmd B #%#&"lun modify"-access all"

rZ24%5 AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN move-in-volume
-access allJ

r& 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"lun offline"-access all"

r22 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 LUN online) -access
alll

re 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUNKA 4R B & Clear"-
access all"

rZ 2% Affhcreate -vserver Cluster_name -role rose_Name -cmd B #%%#8 TLUN resize] -access all]
rZ2M4& AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN serial] -access allJ
rZ 2% Affhcreate -vserver Cluster_name -role rose_Name -cmd B #£%&#8"LUN show"-access all"

rZ2M4E AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname [network interface
create] -access readonly ]

rZ2M4E AfBBcreate -vserver Cluster_name -role rose_Name -cmd dirname [network interface
delete] -access readonly ]

rZ2M45 AA®Ecreate -vserver Cluster_name -role rose_Name -cmd dirname network interface
modify| -access readonly]

lZ2% Affhcreate -vserver Cluster_name -role road_Name -cmd dirname [network interface show
-access readonly ]

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem map" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem create" -access all
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security login role create -vserver
"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver
"nvme subsystem host" -access all

security login role create -vserver
"nvme subsystem controller" -access

security login role create -vserver
"nvme subsystem show" -access all

security login role create -vserver
"nvme namespace create" -access all

security login role create -vserver
"nvme namespace delete" -access all

security login role create -vserver
"nvme namespace modify" -access all

security login role create -vserver
"nvme namespace show" -access all

rZ24%5 AfAfcreate -vserver Cluster_name
readonly |

Cluster name -role Role Name -cmddirname
Cluster name -role Role Name -cmddirname
Cluster name -role Role Name -cmddirname
Cluster name -role Role Name -cmddirname
all

Cluster name -role Role Name -cmddirname
Cluster name -role Role Name -cmddirname
Cluster name -role Role Name -cmddirname
Cluster name -role Role Name -cmddirname

Cluster name -role Role Name -cmddirname

-role rose_Name -cmd dirname 'ZZ2M4E A1 -access

2% A thcreate -role rose_Name -cmd B &% #8"SnapMirror cree"-vserver Cluster_name -access all"

rZ2% AfAtcreate -role rose_Name -cmd B &% #8"SnapMirror list-destinations"-vserver Cluster_name

-access all"

rZ24%5 AfAfcreate -vserver Cluster_name
A1 -access all]

r&24& AAfcreate -vserver Cluster_name
-access allJ

r% 24 & A Afcreate -vserver Cluster_name
-access allJ

re 24 % A fAfcreate -vserver Cluster_name
-access all]

rZ24%5 AfAfcreate -vserver Cluster_name
rRule] -access allJ

r&24& A Afcreate -vserver Cluster_name
A1) -access all}

-role rose_Name -cmd dirname T'SnapMirror/REIHINR

-role rose_Name -cmd B &% SnapMirror/& Bl create |

-role rose_Name -cmd B £:%&%8 SnapMirror/5 BIHIER

-role rose_Name -cmd B £:%& %8 SnapMirror[RAIMEZU

-role rose_Name -cmdB %8 SnapMirror&Blmodify-

-role rose_Name -cmd B #:% %8 SnapMirror[RAIFZFRR

r22% Affacreate -vserver Cluster_name -role rose_Name -cmd B #£%& 8 SnapMirror/R8lshow

-access allJ

rZ24% A Atcreate -vserver Cluster_name
all"

-role rose_Name -cmd B &% 8" SnapMirrori& R "-access

r% 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B #££4#8"SnapMirror show"-access

all"



r%2 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B #%$4%8 SnapMirror show-history |
-access alll

rZ 24 % A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£$#8 SnapMirror update]
-access allJ

2% Affacreate -vserver Cluster_name -role rose_Name -cmd dirname SnapMirror update-Is-set]
-access allJ

r%2 2% AfAfacreate -vserver Cluster_name -role rose_Name -cmd B %% lsystem license add]
-access allJ

% 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname ['system license clear-up]
-access allJ

r% 2% AfAfhcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 Isystem license delete
-access allJ

r% 2% A ffcreate -vserver Cluster_name -role rose_Name -cmd B ##%%& lsystem license show]
-access allJ

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmdBE &% lsystem license Status
show] -access allJ

r& 2% A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£%%% 'system nodemodify |
-access allJ

rZ24% A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£$%#8 'system Node show ]
-access allJ

r 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£%#8 Isystem Status show ]
-access allJ

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmdBE#&#& lversion) -access allJ

rZ2M4& AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume clone create]
-access allJ

r 245 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£$#8 volume clone show.
-access allJ

rZ2 M5 A AfEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume clone s#ff 9
start] -access allJ

rZ2M4& AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname ['volume clone split
stop] -access allJ

rZ2 4% A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume cree"-access all"

rZ2M4E A B Bcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume destrode"-access
all"

rZ2M4& AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume file clone
create] -access all]

rZ2 4% A Atcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume file show-disk-
usage] -access allJ

2245 AfABcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume modify"-access
all"

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all
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rZ2M4E AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume offline"-access
all"

224 & AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume online - access
all"

lZ2M4E A B tcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree cree"-
access all"

rZ2 4% A fA&create -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree delete"-
access all"

rZ2M4E AfAtGcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qgtree modify"-
access all"

rZ2M4E AABcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree show"-
access all"

lZ2M4E ABtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume restrent"-access
all"

rZ2M4E AAEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume show"-access all"

rZ2 45 AAEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
create] -access all]

lZ2M4E AfBtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume snapshot delete"-
access all"

rZ2M45 AAEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
modify] -access all]

rZ2M4E A A tcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
Promote] -access all]

rZ 245 AfA&create -vserver Cluster_name -role rose_Name -cmd dirname lvolume snapshot
rame] -access all]

rZ2M& AAfcreate -vserver Cluster_name -role rose_Name -cmdE %% Volume snapshotiE R |
-access allJ

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname Tvolume snapshotiZ/R1&
22 -access all]

rZ2M4E A A tBcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
show] -access allJ

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume snapshot show-delta" -access all

lZ2% Affacreate -vserver Cluster_name -role rose_Name -cmd dirname "volume unmount] -access
alll

%23 A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver"-access all"

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmdE#:&%& lvserver CIFS create]
-access allJ

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B#%%#8 Tvserver CIFSHIFR
-access alll

r 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B ##%%& lvserver CIFS modify.
-access allJ



rZ 2% Affhcreate -vserver Cluster_name -role rose_Name -cmd B #%%& 8 Tvserver CIFSHEBEIER
-access all]

r22% Affacreate -vserver Cluster_name -role rose_Name -cmd B #£%& 8 Tvserver CIFStHcreate]
-access allJ

r22% Afgfacreate -vserver Cluster_name -role rose_Name -cmdB#£%& 58 Tvserver CIFSE: IR
-access allJ

r% 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B #%$%8 lvserver CIFSH A&
-access allJ

rZ%2% A ffacreate -vserver Cluster_name -role rose_Name -cmd B #4478 vserver CIFSE:Hshow
-access allJ

rZ2% Affacreate -vserver Cluster_name -role rose_Name -cmd B #£%& %% Tvserver CIFS show
-access alll

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 lvserver create) -access
alll

rZ24% A A &create -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
cree"-access allJ

rZ245 AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
DELETE. -access allJ

rZ2M45 AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname lvserver EXECLON-
policy rule createl -access alll

rZ2MME AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule DELETE] -access allJ

r& 24 & AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule modify"-access all|

r 2% A fAfacreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
rule show"-access all]

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmdB#2&%& vserver EXECTON-
policy show] -access all]

re 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£4%#8 vserver iSCSI
connection show] -access all]

rZ2 M5 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver modify"-access
all"

lZ2% Affhcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver show"-access all"

security login role create -vserver Cluster name -role Role Name -cmddirname
"storage-unit show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"consistency-group" show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror protect" show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume delete" show" -access all
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REZZHIMYSQLESR ~ LUFEILSnapCenter T AV EIAR2SAHRE

INRIEABE(RFESnapCenter ZEEARZFEMYSQLERRS Z MEVENZE ~ AINELERZ2EMNIRE (SSL) &sE
MEIR/IE o LR AEMYySQLAAREEFSnapCenter 2R FAREE PR E /BRFEM ZIRIESE o

ARG ELE Y& -

- CABE
(AR AREE AR S R
- ARRAREENAR SRS

TR
1. fBopenssl@ % EWindows_E 5% EMySQLEARESHI B A iRAISSL/RE M £ I8 o

WMEMEBAE « 2R "MySQLARZ5.7 : £ HopenslEIISSL/EEMEiE"

@ R fEReS&E « AP m/&EMZIREN—IRGBESRASERNARCAREN—AR®E
1B ~ MNRBEARMEEER - BIEAOpenSSLARZMN ARSI /RSN SRIER TR

*RIEFBHME | EEZERAARSETEENATE (FQDN) MAARSS/REN—RRTE o
2. FSSL/RBEMEIREEREEIMySQL Data B I ZE o
FEEMIMySQLE R ERIEA C : \ProgramData\NetApp\SnapCenter\MySQL Data\Data\] ©

3. THMySQLIEIRRSSERERE (my.ini) FFEICAESE « AIRSSARIES « AEBABES  ARSLESHRE
PSS o

TERHIMYySQLIEIARER4EAERE (my.ini) B&1E% TC : \ProgramData\NetApp\SnapCenter\MySQL
Data\my.ini*] °

() CLBEMYSUERESMERE (myin) MimysqdBAPRECAEIE | FIREANEEM
(FRRISFATE SIRRRIT o

T ZATEMYSQLEIARESAEARERE (my.ini) BY[client| @ FRHISECAREE « AR IRARRSEN AP R E SR

&o
LUT & AR E R R my.inifd 2RI [mysqld] & E% ~ TBERERIZE TC
: IProgramData/NetApp/SnapCenter/MySQL Data/Datal HFE/REFEIEE

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

THIEEFEETmy.inifEZERY[client] & B P EFAIERIE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {Z1ESnapCenter Internet Information Server (11S) HHYIHAE o
5. EFEREIMYSQLARTS ©
6. E3 SnapManager - Web.ui.dll - config #&ZE®8J MySQLProtocol £i&(& °

T5)&5I88R7E SnapManager - Web.ui.dll - config #&ZEHE#A MySQLProtocol &5&{E °

<add key="MySQLProtocol" value="SSL" />

7. {8 my.ini #82 [ PG | BERPIRHEAIERT « 3 SnapManager °© Web.UL.dIl.config #£28 ©

TEEEHEETmYy.initE 28 [client] & R EHBYER K ©

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

8. 7£SnapCenter IISHEE) MEMRES] WebfERTER ©
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1. WNE—(EAHAEZE « 55 A opensslés$ ~ fEWindows_E & EMySQLEIARSSHN A A iAISSLIREF S IR1E o

UNEFERAE N ~ A2 "MySQLRRZS5.7 © {EHopensIiE I SSLEEF 28"

@ A ERER /& « AR IR&ENZRIEN —REBELBESHRRARCAREN—RRTE
18 - iNRBARMEEMERE - BIEAOpenSSLARZN ARV /REMEBIZRF G R o

*RIEBHEMOE | TREZERAIRSBEEN T (FQDN) HAERSIEEN—ARETE
2. SSLREMERIEEATIMySQL Data&#I 5K o
FERHIMYSQLERIFERIEAC ¢ \ProgramData\NetApp\SnapCenter\MySQL Data\ °

3. EHMySQLIERRESAAERE (my.ini) TEICAEE - FIRSARES « AAIBARES « ARSAZSHRA
FinAE R IREELE o

FERAIMYSQL{AIRRESAAAERE (my.ini) E&R1EAC : \ProgramData\NetApp\SnapCenter\MySQL Data\my.in

@ T ATEMYSQLAARERAERERE (my.ini) AY[mysqld]&BHPIEECARGE ~ RS ARREMN
ERSBILEZRIRE o

T ATEMYSQLEIARZZAERERE (my.ini) BY[client| & ERHPI5E CAREE « A P in ARI/REE K A P IRt £ iR

"o
T & FEETE R E my.inifE R [mysqld]&EL ~ TEERR BRI C © /ProgramData/NetApp/SnapCenter/MySQL
Data/DatadrBY/&EFE181E ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

T & B8R my.initE 2R [client] & ER HEEFTAYER TR o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. HINBE _EHARRS « SARUNCARE L ELEFAIRS ORGSR « ARSLEZHE « BRRAREERAR IR

FABEIEIE o BHIT TS
a. ¥IEE—EAHASREE AL CAREERIE)SE —(ANLBEIESHIMYSQL Datai gkl 3k o

FEEZBIMYSQLE B R EAC ¢ \ProgramData\NetApp\SnapCenter\MySQL Datal\ ©

@ TASBREILCARE - CRZRABIARBARESE « BRIHARESR « AIRSAE
EIREN AR IRTAZ SIS o

b. 1%;Jﬁ’:‘%'—ﬂﬁlHAﬁ'ﬁ%&i « sAfEFopenssl& < ~ EWindows_E & EMySQLAIARZSFI A iREISSLRE M &8

"MySQLHRZS5.7 : {FHopensli I SSLEE M & iE"

@ RN ERSERSE « AR IR&ENSRIEN —RGBELAEZSHE N ARCAREN—%
e - MRBEARWEER - BIEAOpenSSLARZN ARSIV /RN S WIER G R

B & A RAkEsF QDN A EARES /&R — AR 18

C. SSLEEMEIBERNEIMYSQL DataB kK o

d. THMySQLIEIRSAERR (myin) HHCARE - ARSAMES « AEBATES  ARSLESH
RFIE AR R RS o

()  ELFEWSOUABEEEE (myin) MimysqdBRPIEECAEIE  AREANES
A PRASFAEE T IBERIE o

ENBTEMSQLIEIRRISABAERE (my.ni) B[clenBERRISECAMEE « AR HABBEAAS BLES
SRR o

T & HIEETRE R my.inifE A [mysqld| & E% - FaRBRIZC
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. /ProgramData/NetApp/SnapCenter/MySQL Data/Data/RFY/&:EM &84 o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

5 EHEETmy.initE R [client] @ R P B FTHIERK o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

7E£SnapCenter M{EHAEIZE_EMInternet Information Server (11S) H{ZE LA IBIHAEIWebERTER o
EMEHAETE,_EEHREIMYSQLARTS ©
EHMm{E HA #2589 SnapManager - Web.ui.dll - config #£Z2A#H MySQLProtocol &5&E °

T3 €65IZERTE SnapManager - Web.ui.dll - config #&ZEHEHHI MySQLProtocol &i&{E ©

<add key="MySQLProtocol" value="SSL" />

EARETE my.ini 220 [ BRI | BERPHEMIE HA BiREFIISERIERIE « 3 SnapManager °©
Web.Ul.dll.config &2 o

TEEHEETmy.initE R [client] & R P EFTHIERK o



<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

9. f£SnapCenter MEHARIZERVIISHHENE) TZ1B(FARES] WebfEATRER °

10. {#FASet-SmRegitoryConfig -RebuildSlave -Force PowerShell Cmdleti&EtE H—{EHABNEE_EAY-ForceiE
B~ EMEHAER ERIIZ2HMySQLIEE ©

BMEERARREIER - -ForcelZE IR FIRICERRBHGFE ©

/REE R ER Y AT BREE SnapCenter {@iRzs MM EHBI B D5 R » EREZ 2 BINERNE
EMEHZ2M °

HE#4 SnapCenter Server #1 Windows SMIMER RN A/EFEILEEEE ~ 55H1T 1% PowerShell Cmdlet o ¥7%
Linux M ~ ECEUEE0 SSL I ~ B R /RERLESE o

EERARPIR/&EEES

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} —-HostName[hostname]

* FEFARP &R ¢

Set-SmConfigSettings —-Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname]

€ SnapCenter {Elfk23EL/RHIZEENM (CA) BE
G FEZ(EF Microsoft BI2FHEES (MMC) - #& CA &8 SnapCenter (AR FEH FE M 14 o

FEYaZ Bl
CREZ O R EE ™ SSL ©
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1. #ZEMicrosoft EIBE R (MMC) ~ RBR— T EZ>*FHIL/FERSnapin * o

2. 71 TIMERBIRRAREIRE ) RMEP - B DRE) ~ ABE—T g, o

3. & NREMARNEIEE ) RNEP > BE * EIEIRS ~ BI5 > ABR—T * %l * °

4 #HB—TF* EEERBER > RiE - AEBR > BA > RE* o

S. LUBE AR — T B SnapCenter (@RI BT CA /&S ~ ABIEE *FRETLE > * [BWH * LIEAEEL

B -

6. FEREPHITFHIENE

ST IERETE ... ERITTHIEE. .

TSR B2 A FEEHAESE ABE—T T8

FEHREZART BSEE ¢ R—tb * o

CEZ B—T B * MIEE TR AEREE « ABIE—
T*F—%* o

SERERELEE REIEE « ABE—T T BREDL -

@ SnapCenter HA 488EF0 SnapCenter Plug-in for VMware vSphere 3218 /&5 R ER:S ©

# CA ‘RBEA Windows SMih 4%

EEEREHR SnapCenter fRIiR2S CA /&:E ~ [CFEZEMA Microsoft BI2E#EA (MMC) -~ #1ERERV/EEE
A SnapCenter Windows 9M#hE1 o

1. BEMicrosoft HIZFIZE (MMC) -~ ABIR— T HEZ*>*F1E/#FRSnapin * °

2. 17 ISR RIANSIEE ) HEP  EIR UK ~ REE—T TG, o

3. 1f NESHHRANEIEE ) REF > E * BEREIRS * BIE > A%BIE— T T *

4 17— * FEAREE > RE - FEE > BA > RE* o

5. EENK MEAA) LiR—TBEGHE - ABRERFEILE > EBA * UKEEARE -
6. EEERNITFFIENE ©

ST IEEEIE ... HEITTIIENE...
TEEMUE BSEE * T—3F * o
EEAER EEEVA .cer BIIERAERER SnapCenter {EAR23/&K:E ©
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FTETIEIRTE ... AT TIEE...

REFRE BEgF—5F* .
SERREE LR WREIEE « AR T5Thlls FIBEA o

% CA RsZEA UNIX M4
WREZG CA RFEEA UNIX SMhEH o
RERSLE T E
* A LIEIE SPL Keystore MRS ~ LUIRERATH CA ZEESBAHRIEZ o
* SPL ZimEMAARAIFRA RANGR) REZHEFEAER) o
1. fEA] AR SPLA B HERRENSPL KeystoreTRER S ° ER ¥R £IRAYE SPL_KEYSTORE_PASS ©

2. B FKeystoreZBhE | $ keytool -storepasswd -keystore keystore.jks

3. #Keystore M FA% & i81E B HIFRE B & B E E A ElKeystore HEIFIEHS © $ keytool -keypasswd

-alias "<alias name>" -keystore keystore.jks

4. ;F#HE SPL_Keystore ZHE#EITHERBVEHT spl.properties” 1EE :

. HERIBEMRBENRTS o
RSP REREASPLEEERE
RREZISIR I P ARG E S SPL EEFHE © EREZITIMEIRCARSE « ABBEIEPECARE -
SER

1. BIEEZ 8 S SPL Keystore FIERIZE : /var/opt/snapcenter/spl/etc ©

2. $REHEZ keystore.jks ©

3. EKeystore 7| HFIEAY/REE ¢ $ keytool -list -v -keystore keystore.jks

4

. FTIBAR S AR ARIREE ¢ S keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks

o IR PEBEREASPLEEFRE 2R « SEEMBAENARTS ©
RCAREEZRICHREASPLEEEKRE
TR CA BEZIRACHRE S SPL EEFHE °

1. BIBEEZ 8 E SPL Keystore FIERIZ /var/opt/snapcenter/spl/etc ©
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2. }EIFEZE keystore.jks  ©
3. EKeystore T HFIEAYREE ¢ $ keytool -list -v -keystore keystore.jks

4. L EENEEIEINARESIBAICAREE © $ keytool -importkeystore -srckeystore
<CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore keystore.jks
-deststoretype JKS

3. TEKeystore %! HFTIEAY/RES © S keytool -list -v -keystore keystore.jks
6. BERREETEINMCAREHENR® « ZCARBEHMLEESIBE °
7. FCARERIMEAESBTIRE T ATIRERN °

FEEZHY SPL #igEZRIEE £ SPL_Keystore ZHERI{E spl.properties HEE :

$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

8. NRCABFHNABRREBSERIFIHRFT (M1 ~ 11 ~1) ~FARINLEEAHERRE S
keytool -changealias -alias "<OrignalAliasName>" -destalias "<NewAliasName>"
-keystore keystore.jks’

9. #rhEY Keystore BFERI% spl.properties HE2E | HEIRIESPL_PRO £ THILME o
10. BCAZERBACHREASPLIEEENRER « AEHEEARTS °

PE H'SnapCenter TH5E:EE
CFEZEY pfp # LAY SnapCenter &:% ©

1. #ZEMicrosoft EIEEIER (MMC) ~ REBR—TER>"IMG/MBIRRANEEETT

2. 71 TIEESRAIRANEEE ) REF BN URE) - A%E—T g -

3. 7 B MANEEBETREF « BN ENEREIRA) BH - A®BE—T =iy -

4. - EEaRBH>RE-BAERE > EERREREREE A >RE

o LUBEA#IZ—T2%HBSnapCenter [RE AR /AR « ARIEN TFALE > TEH) UEBELS

'E:'Eo

6. STRUIEE ~ Y1 TP/ -

EEBRET. . BT THIBE...

EHAAE S EIEIEE  EHAESE  ABR—TT—%

R FYERRE ; B— T F—5" o

23 IS BB AR FRORTEIE « BT [F—
H) o
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EUHRBERES... BT RYIEE. ..
EEHMESE AEHIREIEEERSATE (CNEFHpx) ~ A
BIE—T* TNext* (F—%*) 1 ©

SRR E LR WREEE « AR T5Thl) FIREY -

%€ Windows F 1489 CA /&35
EECASIECSRIEZE

TAIUEE NVREREZEENR]) (CSR) ~ AREAUEAEENCSRIE NVEEREE
il (CA) BUSRVESE - ‘BiERSAHEHMBMNILE S o

CSRERBXFEIR « R4S RS UES S EMCARES ©
@ CA /BB RSA S EENET A 3072 (5T ¢
WEELECSRIE ~ :52[ "N ESECA/REECSRIZEZE" o

MREHEBHE, (*.domain.company.com) K #&#E (machine1.domain.company.com) HICA’R
() & CoLBBEECABBCSRIERNSH - (RIEASnapCenter M BIBER RN BIRA
BICARES o

HNEEARE - BERTE (BHREEFQDN) BN EHAIBRECARETIRRK  EAIMUERS/REZAIE
¥ [Subject Alternative Name (SAN) (EREEMLTE (SAN) ) 1 B~ UEESE - EABERFTRE
(*.domain.company.com) ~ /REHEEZTEIARFAE EERTE

FEACAE:E

& 28SnapCenter fEFMicrosoft BIZF R (MMC) -~ #BCARREARISHEE &EXXHEMN
fRIARB3FIWindows EHESMEE o

TR

1. #ZEMicrosoft EIEEHER (MMC) ~ RBE— T ER*>*H1L/#RSnapin * o

2. fF TIFHBBRBAREEET) HES RN DEE)  ABE—T ) o

3. 7 NRsE) RARNTIEETRET « A [BHMRS ) =18 ~ A%BZ—T ST o

4. BT TR AREN > B AW B> SR BB > -
5

. 7£ Trusted Root Certification Authorities] (Z{EERR/EEIRIEEN) BRR ER—TEEAHE - RBE
EX M Al Tasks) (FREI{E) > MImports (EEA) LARRENEEAKSEE o

6. STRAEE « W TFFAm ¢
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EBEATLE IR BEHUEIE" Yes* ~ EAME £ « ABE—T
Next* o

FEAMEZRET RYEAEE ; HF—TTF—F* o

Z24 IS EEL/RBFAEREREE « AR —T ['F—
F* oo

SeRl NREBEABE) BEEE « ABIE—T (52 BHMREA

() BEABSEEATLREE (EOBRS o pis o pl2Al* o p7b) o
7. ¥ TPersonal) BFIZREEDES o
E{SCAREETE4
%ﬁg%ﬁ?ﬁ%ﬁ%ﬁﬁﬂi%ﬁ%ﬂ'ﬁé‘%éﬁﬂ’ﬂﬂ-ﬁ%&fﬁ?$ o IR ERIEACEE A ~ IREREFFEL
5 o

1. EGUIERIT TP ER
a. W &R o
b. £ UR:E1 HEAWF - B—T HEER) R5IFH -
C. HEMR(DEBE « A% —T* Thumbprint* o
d. /RS REPN+7ELF T ©
e. MR +NEUMTF 2 EER o

BN ~ ANER4E4rA - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b) ~ BIFEPEZE4R
B~ BE2 . l3909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #PowerShell#\{T TF{EZ :
a. PUT TS ~ FHELIERBIVIEA - UK FREREMARAZERNREE ©

Get-ChildItemE&{&s2358 © \LocalComputer\My

b. R o

fEFAWindows = IMIMETUIRFS R ECAREE
TEEZAERWindows EHIMIMETURRFS KR ECARSE ~ IRBI R KRIEI/&RE ©

sa1ESnapCenter EEIZECARBIFAB A M ERIT I ER -
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1. BT TGS ~ IUSMCoreTHREIFIES 1455 FRIRA A RE LA ©

'>netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'

fgn

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT ~ TR EERYREE Bwi ndows ERIMBIETUARTS EAE

> Scert = “ <certificate thumbprint> ”
> Sguid [guid] : :NewGuid () .ToString ('
> netsh http add sslcert ipport=0.0.0.
appid="$guid"

'B")
0: <SMCore Port> certhash=Scert

fgn

> Scert = “a%909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fEFASnapCenter IL &R ECAEE
& FE=Z1ESnapCenter Windows F 1% AL & KRG ECAKREE ©
TR

—_

. TESnapCenter Z£ 7 Windows*BIWindows Server LRl MNISEES] o
EEEBEREREP « H—TER o

RREARZSA 18 & T o

#ZEESnapCenter BEXHAPLEESSLUERERNILS ©

BB ZE* Actions > Edit Site> ~ ¥—T* Bindings * °

£ T84 BEA - #|E B4Ehttps *1 o

B—TF 4@ -

feSSL/&sE THTUBEF « BRI E ARISSLIE ©

B—T THEE) ©

© © N © @ > w0 DN

SnapCenter HHIZHSSEE (MSIBHE © 8154 » HTTPS ) RUEHEBNEMETHE
(D IESIER SnapCenter MRS EAES - EILF—EEA CA BBETRE - 18
MNRERIRIBEEREEER CA /&5 - s51ER SnapCenter HEZ2HULEETER S5 F 9 o
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(D)  WRTHRMAERRRIIHEBIHBCAES « SRECARER TR S AR o
() smreRTIRCHYES  TEARESEE-SUEM-EENDEERRE>EE -

EXFHCA:Z:5SnapCenter LU {EF
1T FEZER ECAREE ~ W EIASnapCenter AN % {AARESAICAREERE o

FRtAZ Al
* {&B] LA Set-SmCertificateSettings Cmdlet?REX S {EFHCAR:E ©

* &AL SnapCenter £/ Get-SmCertificateSettings CmdletZREERERERIARESHY/RETHARE

2
et

o

TR AT _Get-Helpsi < name_2REVF AIHEECCmdletfE B 2 2 #UR HERBARAERI B  5(E ~ AT U2
" (RFEENS2E5m) SnapCenter” ©

1.7 TeRE) BEY ~ AEERE>2ERE> CARERTE
2. AV RIRREERE o
3. ?ﬁ——F [* E}Eﬁ * ] ©

o

e R

ﬁ SEENEH RRIWETETHE - HENEFAIEI5HSnapCenter  T3ZIRARTES ) BIMI T 2 FRVE
Hkﬁl: o

* L RINVARBIAEIETR CA JRERAR M K o
* ** g TR CA BB ERINGRE o

© ** B R CARRELRES -

© | RTEREARIBGESRE ©

() aREsRaRess  EEREEEERINE -

E Linux 1Y CA &58

7E Linux EZ&&ESnapCenterfAliR2318 » ZEIENE R EEHREE - MREFH CAES
» BIJFESRTE nginx REILIE - FEtx H 58k M SnapCenter BIEEE ©

Nglnx /u\Dﬁ

1. BIEZE /etc/Nginc/conf.d_ : cd /etc/nginx/conf.d

2. {8 vi RERIXF4REE2IFEN snapcenter.conf ©
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3. BBEFHEERPIFERSSEE
4. 1824 ssl_certificate Bz _ssl_certificate key FIERRTE ~ IAFE[E CA /&:E o

S. fEFIRARANEEE o
6. EHEA Nginx © Snginx -s reload

hi P s bl

1. 8/ vi SRR FAREERSRIRL
install_DIR/NetApp/snapcenter/SnapManagerWeb/SnapManager.Web.ui.dll.config °

install_DIR FYTERR{EZ © _/opt ©

2. 4558 AUDILOG_CTIFOY_path #1 AUDILOG_CINATE_PASSI £ « 9 BINA CA /REBIRISHIZHE o

FEIZCE R (R _ pfx. 1R o

3. fEFIRARAIEEE o
4. EFENE) snapmanagerweb RTE © $ systemctl restart snapmanagerweb

Ac&SnapCenter:EE

1. 58 vi EAIX FAREER BRI T 5AARESE
o _INSTALL_DIR/NetApp/snapcenter/SnapManagerWeb/SnapManager
o INSTALL_DIR/NetApp/snapcenter/SMCore/SMCoreServiceHost.dll.config

o INSTALL DIR/NetApp/snapcenter/Scheduler/Scheduler.API.dll.config

install_DIR BYTEEZ{EA . _/opt °

2. #RE8 *service_certificate B81E * 1 *service_certificate 25 * &8 ~ DA E S CA BRHFRSHZE o
SnapCenter/RzE1EZ 1% .pfx 183 ©

3. PRI -
4. BHEBFERE -

°$ systemctl restart snapmanagerweb
°$ systemctl restart smcore

°$ systemctl restart scheduler

£ Windows Fi% 52 E RN M SSL @51
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7£ Windows F1% & &M SSL @

1CREZR E M SSL @ « IUFE(R Windows 44 FAY SnapCenter {AlARESEAIMIIE R 2
BRHAEEAZEEE o

ez Al
* WREZEES CA RS CSR X « EXEEWRE TR 3072 ©
* CA RSB S IR FIARAZERET A P inkRsg
* CREZEAENSHE S RBNISAEHRERI CARSE -
* CREXERUAER SSL #HRE o

UNEEEEAE R A2 "SRIE CAREE "
* ICBETEFRA M A SnapCenter fAARES EEXF%E M SSL i@
AL HLE T e FARZI AN E R SSL @MMIRIE ©

1. BERLLEIEIR « 357 SnapCenter {AIARES T 14 _t $1¥ ‘SnapCenter IIS HEFEIIRIIEIZIE 8146 (FE:R) #\
ITTYIZER ~ MEA PowerShell 5B X% SMCore EZIE 8145 (FEER) BT FIUPE o

a. EA T3 PowerShell a5 2 #RIZAM SnapCenter B ZEE/RFHEIZFBEL o
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fugn ~
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. #E#rENSHY CA /R:8EL SnapCenter {AlAR23FN SMCore EiFIRER4L o

> Scert = “<CA certificate thumbprint>”"

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fBugn
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid () .ToString ("B")
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> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145
2. BEFE CARBIVIER « FFHIT NP ER ~ TE/RFBHERBEHTIY SnapCenter BIFEE 1S Web fAIARER(E
FB%& "lIS AppPool * SnapCenter "  LU/FEUFRENSHY CA & o
a. BE Microsoft BEIEFZR (MMC) ~ REIZ—T * 183 * > * #i¥ / #P% Snapin * o
b. £ M BIFIRANEIERET) REP EWN UREL ~ ABER—T g -
c. £ VR HRANBIEETHAE P « BEH MERIRS ) BIE ~ A%BR—T T5m
d #Z—TEEERB IR >V RE-FW B> EA > RE o
e. #EHY SnapCenter /&:5 ©

f EEREIMLERE \ IRIBE « 557 CARE LR—TBEAR « ARER - FRELE > * E1EE

g #%—T *#ig * -~ 7£ [ Select Users and Groups | (GEEVFEHEMNEHR) BEL - BUBEEFTLKILE
%t (EEZREPRLEE) -

h. #71% 1IS AppPool \ SnapCenter {EAE « BT HIRER o
3. ¥ *CABE IS #R * » :FELUTIRIETE SnapCenter ARFS 23RN FEI T MRIE ¢

£ Windows iR+ ~ B M7 !

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. 1£ SChannel S8} 4ARSHIAA TEIZHE DWORD S H:EIFIEE o

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

#7E SnapCenter Windows sMiMZTUETTE# M SSL &:H
1R FEzZfE A PowerShell 55 % 5% E SnapCenter Windows SMIFER, « LUETTE M SSL &8s ©

FRtaZ Al
HE(R CAREERAAIA o

1. BEELEERIE ~ 557 SMCore 1R 8145 B Windows SMitEH EHITTHIENE (FERR) ©
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a. fEA T3 PowerShell i5 2 2IR AR SnapCenter B EE /RFHIZFIBRLE -

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

fugn

> netsh http delete sslcert ipport=0.0.0.0:8145

b. FFTEIFH CA /RGEL SMCore HIHRRAL o

> Scert “<CA certificate thumbprint>”"

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fan ~
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

7£ Windows F1% FEYFA% M SSL @

SR AR A& M SSL @3 ~ LAfEA PowerShell i85 % 1Rz Windows 1% _E#Y SnapCenter
AR EAIMEME R 2 FEIRVAB EL485ET o

R Z Al

FHITFIR SMEZTNA] SMCore RIZEHRIA S « ARBIITAMBHG S ©

1.
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EERREr SSL @5 ~ :57E SnapCenter fAlfR2s L EHHIMIMET  FRIRESUNRFEELE M SSL BAEE
RIEBERXHIT TGS °

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost



> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. FHETHESHIT IS SnapCenter FEAREXNEEERLEIWIEE o > Restart-WebAppPool -Name

"SnapCenter"

3. 1t Windows SMIE « s5H11T 5! PowerShell €55 « E¥E &) SMCore ARF :

> Restart-Service -Name SnapManagerCoreService

{'_‘Fﬁﬁﬁr__] SSL Dﬂ
& LUEFS PowerShell < {2 &M SSL 5@:H ©
RERSLE T 1E

* TITFRASMIEILH SMCore RIBIEXISH < ~ ABBRITARBHIGHS o
* =A% SSL BN - CARIEREHABELRSHbE o
EEFIEMIEE SnapCenter fAARES ~ KN BERFAEIM EHAER SSL o
* NLB #1 F5 "2 5%#& o

1. BEEHEM SSL i8N - 557 SnapCenter {AIAR23 L #HHPRE IMEEHF SnapCenter EHBITFIIGH S ©

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. ERATHE<LHIT IIS SnapCenter FERRERNEEEREIULIEZE o > Restart-WebAppPool -Name

"SnapCenter"

3. ¥ Windows SMIER « 55T 75! PowerShell 88% ~ E3#EiEh SMCore ARFS :

> Restart-Service -Name SnapManagerCoreService

7 Linux £ F5E 0B &M SSL i@

7 Linux F# 2T M SSL 185

CREZR E M SSL BT ~ LAfREE Linux 1% _ERY SnapCenter {E]ikzs B 5MIMETN 2 fEIRY
*Efi uﬂ °

FaYa > Bl
s IRFEZE R TE Linux 1A CA /RE
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* IRABETEFRAIME EHAD SnapCenter EARES EEYFAEEM SSL & ©

1.
2.

10.

1.
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% * certificate .pem* #2854 %| /etc/pi/cA-trust - source/crons/_ ©
7E Linux EHEEEEEPIMERE o
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
R RE R EMEESEBE o trust list | grep "<CN of your certificate>"
7E SnapCenter * NginX* t#£ZE &% SSL_certificate * A1 *SSL_certificate _key - ABEHEE o
° vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
B2 SnapCenter fAIARES GUI 4% o

TEIFY _ /NetApp/snapcenter/SnapManagerWeb_ B9 SnapManager  Web.ui.dll.config <installation
path> F1ii _/NETAPP /snapcenter/SMCore <installation path> Y SMCoreServiceHost.dll.config &
I EERY(E o

o <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />

o <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>
EHEEN THIRRTS o

° systemctl restart smcore.service

° systemctl restart snapmanagerweb.service

F/REEMINIZE SnapManager #JFRIEFZIR © openssl s client -connect localhost:8146
-brief

/REBEMINIZE smcore IR o openssl s _client -connect localhost:8145 -brief
E1E SPL Keystore #B5HIZHS o
a. #EY SPL ABHER PSR4 *SPL_Keystore ZHEHY SPL &R ETERZHE o
b. #&E Keystore B o keytool -storepasswd -keystore keystore.jks

C. BEMEEIBIERFIARIGME © keytool -keypasswd -alias "<alias name>"
~keystore keystore.jks
d. 7£ spl.properties FEFTELHE *SPL_Keystore ZHEIBEIFIZREE o
e. ERMRRENRRTS o
TESMESE Linux ER L ~ RSB P EREHIEE SPL SMEERA Keystore A o

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS



i. 1% keystore -+ jks FMYIEE ° keytool -list -v -keystore <path to keystore.jks>

i NERFEEAERE)% © keytool -changealias -alias "old-alias" -destalias
"new-alias" -keypass keypass -keystore </path/to/keystore> -storepass
storepas

12. {EFRFETETE keystore - jks FRRY * certificate - pff* Bl% ~ BB #T spl.properties #£ZEHRY * SPL_certificate -
alias* {8 ~ RB EHENE) SPL fRFS | systemctl restart spl

13. FEsR/REEMINNE smcore EHFIR © openssl s client -connect localhost:8145 -brief

7 Linux 1% FEYFA SSL &3

1EA] A ER A& M SSL @350 ~ W& PowerShell 855 1% Linux 1% _FAY SnapCenter {d
AikZ3 B SMIE N 2 EIRVAH B B ©
1. BT TFIPERLUBIAER SSL & ©
a. & A SnapCenter GUI
b. #—T * &E * > * 2IHRE * ~ FABEEE * 7F SnapCenter fAIARES * ERAFAEEERE ©
C.H—T*EH > "EEEH * - ABENCERAEM SSL ASMIEH -

d.
B—T E Bl ~ A8 —T * BAA/ReEERE * o
2. 1% SnapCenter fAIAR2S Linux FH4ER A& SSL i@ ©
° Open-SmConnection

° Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

& EActive Directory - LDAPFILDAPS

B AZ(EErYActive Directory48i

G FEMSnapCenter ZIRILTHSERV(EIAR 28 5 EkActive Directory ~ UBIEREZERZ(E
{EActive Directory48iZ Ry E 1  ERIEMEFAH o

FaYaZ Bl
* LDAPELLDAPS{EEE*

* IEAILAEFLDAPTLDAPSH#I 17 E SR B iR Z{51EMYACtive Directory 4833, o
* [CREZBERAIMIER T B SnapCenter 1B ARFEE: 2 IRV @@ o

* DNSZIfTFENE SnapCenter 1B IBHIAIARZR R EAIMI TR ~ RZIRR ©

* LDAP{EEIHE"
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© EEEIN T8 (FQDN) FERI{ESnapCenter esxserverfi#if o

&R fEFAFQDNE A ZSER4EL o IR E L SnapCenter E £ The FingserverfZiFQDN - f&E] 1YL
MIASIESIZ3 PSR ~ SREZ I SnapCenter s EIARZZFRMT ©

* LDAPSEEIHE*
* LDAPSEZECARE « 7 8E7EActive Directoryi@ s HARI R (I 2L HT B EEANER ©

"5 ELDAPSHICAR F i /&aE"
* MBI EI2S T2 F8 (DCHostName ~ DCHostName) FEE]{tSnapCenter EIARESTFEY ©
RARSLET(E
* f&a] LUfE SnapCenter RetestffA&E /T ~ PowerShell CmdletstREST APIZRE #: A ZE1ERIARI o

—_

- EEAIEEERFR  R—TRE"
CE TRE) BEF BT T2ERES °
1E TRERE] BEF - B NEERE

A WDN

BT Y LUEREE o
. 7€ TRegister New Domain) (GGEf#i48E) BEHE - #E M LDAP*) 5 M LDAPS*] °
a. YNRIEE LDAP* ~ sFIEE S RLDAPA RS EANIFARIE ¢

)]

S IR .. HMITUEENME. ..

bR FEE 491 HINetBios & 15 ©

#B1FQDN FEEFQDNE 3% — T f#AT* ©

I 25 IPIit R 4B FQDNE A SnapCenter FSE WL AR
IJ)IE’\J@HE%% s SR1EE —E S ZE AT HI2ZIP{iL

BRI « B " CURTIE RS (S (EE,
BRSSP o

b. YNRITIEE LDAPS* ~ A5 E B #RLDAPSA A FAFRAVE ¢

SHE LRI . MITUEBNE. ..
B TE FEE AT HINetBios &5 o
4BIFQDN FSEFQDN °
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ZEHY Tdentity] ~ ZA%¥R—T I...0 LU4REESnapCenter ZERIERNEE T DA

. 75 TEETIRP. AP ~ #IAREActive Directory:BEEVERIVANIS B AL EIEEIRF T8 o
#B—T THEE)

o o A w N

BiIRF @B SnapCenter AR EEREAENEENAEApplicationPoolldentitytR 5 ©

ELDAPSHICAR B if/&:5

EWindows Active Directory LDAPSEZ TE 2 {EFICAZREET » XfEs%27ESnapCenter 7|21
fR2s 5% ELDAPSHICAR P in/&:E o

TR

1. BEMicrosoft BIEF S (MMC) ~ REBIE— T8> 1L/ FRSnapin * °
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3. & R RAXNBEETRE R « BIN BIEIRE) B8 A%ER—T TR °

4. B—TEEERBE IR >YRE- A ER > EENIRRE R E A >VRE" o

5. 7£ [Trusted Root Certification Authorities) (Z{SENIRREBIREEN) BRIk L—TBEGHE « ABE

EX ™Al Tasks) (FREI{E) > lNmporty (EBEA) LUBKBIEEARBE o
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