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c. mify MEITEHGRA ]

HB—T IR o
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1. GEATHIAEATE AD FS I FERTE TR -

New-AdfsApplicationGroup -Name $ClientRolelIdentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleldentifier FEFRTENEF4AAVLTE

redirectURL REREFEHEMBIE URL

2. 317 AD FS [AiR23FEAREN M AL AP IR o

Add-AdfsServerApplication -Name "S$ClientRolelIdentifier - Server app"
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. #% Web API FEARTETN ~ M fEEFRIMERH

-ApplicationGroupIdentifier $ClientRolelIdentifier -RedirectUri S$redirectURL
-Identifier $identifier -GenerateClientSecret

. ¥81Z ADFS Web AP| FEFRTER « MR EEHFEFERAMNREATE o

Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier $ClientRoleIdentifier
-Name "App Web API"

-Identifier $identifier -AccessControlPolicyName "Permit everyone"
RTHSLHNBEEPEGHARIR ID MARHEEE - ARG8T —R e

"client id = Sidentifier"

"client secret: "$ ($ADFSApp.ClientSecret)

1% allats##Bh #1 OpenlID #[E#2F AD FS FEARRRT o

Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleIldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"
c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"e
RHEFRRAIESR -

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath

Get-Item .\issueancetransformrules.tmp

HiE

HEHH BTHEIIRAL -

Set-AdfsWebApilApplication -Name "$ClientRoleldentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile



SrelativePath

ST EERL ZUHRR
fEe] AEF PowerShell 85 % EHTFEVEN FIHARFRA] o

RARLE T 1

* FHENRSERRERE - BRRMERINSEARS - FIENEZR - BEBImANR

* IRFER ~ FEUERBVEIHAREZS 60 D8 o SREENEIIFHEEHESHE - My BRI ESAERE -
LB R R TR RR T (E -

HEEMREAEINEHE WebApi VZEUEN ZIEARFR - 5572 AD FS RSB HPFERA TGRS o
+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

¢ AD FS BUSHREER

CHERZTE A REST ARE (140 Postman ) HIEA T2 ~ MIRTTIRREREE © b  MEZEA
B_R=EE (CHEARRAMGHRA) REUSEEEN

+ FAEEN BRI RTYE AD FS ERRSBZMRIZEMAZNEITRE - FERNA RS 60 DiE o

e K BfE

2 E1sERY RIS

[E]#% URL MREZBEE URL ~ FRAFBRAENAIER URL

B8535 URL [ADFS- #8134 7% J/ADFS/OAuth2/Authorize

FENHERL URL [ADFS- 481548 J/ADFS/OAuth2/token

FF %D #A AD FS AR ID

FA Pt #A AD FS AR int4

#i[E] OpenlD

FA P imseE B A ERRIZTREX

BR £ Advance Options 12 - #1E L Callback URL
ﬁzﬁﬂﬂ {Eg%iﬁiﬁﬁm « IIE{ETE JWT Token REEETRA T
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&£/ PowerShell + sccli #1 REST API 7£ SnapCenter {AlR23H%E MFA

1&A] LUERS PowerShell ~ sccli #1 REST API 7£ SnapCenter faliRESHRE MFA ©

SnapCenter MFA CLI E&:%

7£ PowerShell # sccli § ~ IRAHJ Cmdlet ( Open-SmConnection ) BUE—{EFEA I AccessToken 1 BIHH
{IZRFE(R ~ LAfEFE AR & EM SREREEEFRE

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

1T L4 Cmdlet 218 , G2 TIERSER |, :BERIFEREE— P 81T SnapCenter Cmdlet ©

SnapCenter MFA REST API &&:5

7£ RESTAPI BRis (U0 Postman Y swagger ) H{#H _Authorization=B7& &} <access token> & T\EIAR S,
RERL ~ MAEIBEEPIR R FEAE RoleName ~ LUEYIE SnapCenter BIFLIHIEIFE o

MFA REST API T{ERTE

& MFASREA AD FS B ~ IREZFEBEE (RE) RERUETTERE - LUEFEEE[ REST API 77EX SnapCenter
FERRE -

R TE

* RO LUERMEM REST BFiH - BI40 Postman ~ Swagger Ul 3 Fireplane ©
ESFEVER ~ MERTREEEREER ( SnapCenter REST APl ) LABATEMRIIEE ©

TR

* &1 AD FS MFA * B&:8%
1. 2R%E REST AFIHMEI AD FS InBh ESZEUER o
B T ES FE AR FEERE - AR ERETERERE AD FS SSO HE ~ S /BEIEHAF
12ff AD SRBMEREE MFA o 1. £ AD FS SSO Bl MEAELE XFHIRHP HATHERES
BN BT EBHF o
EAREZBNBERIES user@domain 3§ domain\user °

2. EEBEXF IR ~ WALHIES o

3. H—TF"BA
4 fE BARIE BET EIGHBREIETRE (RONEETD -
CHE R EE R o
* QR B © (EFEEETIMRIBH QR I8 « AEBARARERTETNRERE

* —RMEE  EA Token FI—RMEZEDS o
o. ERsERiThE « R —EIREERE - AP ESFEUE « ID MIE/EE Token ©

14



BREEERL M 1E SnapCenter REST AP R{ER TR TIEE ©

6. £ RESTAPI # ~ BEZEIZHEE RN EREFEIENRFA G LTE -
7. SnapCenter B¢ AD FS Ex:5 ILZEVRERL ©

MREZBENIER ~ SnapCenter G EARNE « WEVSFERAE R
8. SnapCenter BfEFAEAELBNABRBREBZERERNITAPI o

UNEREREERLIN ~ SnapCenter BEEI4ER « BRIGREERIERAL ©

EXFETi{ZF REST API + CLI #1 GUI B SnapCenter MFA IhAE
* B ERE TE ¢
7

1. L SnapCenter EI28 &% A SnapCenter Server ©
2. B—TF*RE*>* 2ERE > LEERRSE (MFA) RE*
3. FEEW/TE ( GUI/RSTAPI/CLI ) WUERFEEREA MFAE A ©

° PowerShell 77 *
HER
1. #1147 PowerShell 2 CLI 5% ~ LUBYFB MFA for GUI ~ RESTAPI * PowerShell # sccli ©

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

path 282157 AD FS MFA F#E K XML tERMIE

BB MFA LUERTEER AD FS RAEERIMEZRIRIEIRERTE SnapCenter GUI ~ REST API ~ PowerShell #1
sccli ©

om

2. (FRREE MFA 4BREARREFIERE Get-SmMultiFactorAuthentication Cmdlet o
*sccli 77 *

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatalabc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication
o REST API*
3. #1175 POST API LUERA MFA for GUI ~ RESTAPI * PowerShell # sccli ©

W

4 BE

15



ERM URL [API/4.9/settings/multitactorauthentication

HTTPAE AbxC

EXRERE { "IsGuiIMFAEnabled" : $&:%
"IsRestApiMFAEnabled" : ¥f
"IsClicMFAEnabled" : #& + "ADFSConfigFilePath"
. "C:\ADFS_H#& &} \\abc.xml " }

[BIFEARX { "MFAConfiguration" : {"IsGuiMFAEnabled" :
§£22 « "ADFSConfigFilePath" : "C:\ADFS_H4#
&l \abc.xml - "SCConfigFilePath" : null ~
"IsRestApiMFAENnabled" : ¥ -
"IsClicMFAEnabled" : #& + "ADFSHostName" :
"win-adfs-sc49.winscedom2.com } }

4. EATY) API 12 MFA 4BREARREFRE ©

28 BE

ERAY URL /AP1/4.9/settings/multitactorauthentication
HTTPA % S

[EIfEZA { "MFAConfiguration" : { "IsGuiMFAEnabled" :

832 « "ADFSConfigFilePath" : "C:\ADFS_H##
¥l \abc.xml + "SCConfigFilePath" : null
"IsRestApiMFAEnabled" : ¥ -
"IsClicMFAEnabled" : #& + "ADFSHostName" :
"win-adfs-sc49.winscedom2.com } }

Z4tSnapCenter {AiRES

7£ Windows F 1% %% SnapCenter {5ikzs

eI A EIITSnapCenter ((EIARESZEEZNHITIE) K% & SnapCenter ({EARESAR) ©

A LUESEEEFPowerShell CmdletZ RITZE R EMAAERRF o SR FER PowerShell 7.4.2 SUEHTARZ ©
()  FiEfsnapCenter o FIMBELEIE o

ez Al
* XHEWindows BB M AR RNARAIEAREESnapCenter 4% « MERGHMEFNRREIRS)

* [RAEZEHEMYSQL Serverk ZE1E 5T E L SnapCenter ItERIARSFAI T L o
* RFEZ O BB Windows ZIEF2 T EFETNAE ©
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WNERNERIEREE ~ s 2 BMicrosoftd8ih "Windows Z2EFZ 008" o

@ &R FETESnapCenter #A Microsoft Exchange Server ~ Active Directory 3 4813 #& 1 AR 25 A9
Fi¥ FLat b ARRSS o

TER
1. 55SnapCenter it T & (FIEEH) LEEM "NetApp SZHEAFIL" o
2. FEM T T EAY.exefEZ ~ BIRIEi@ SnapCenter ZE£2T ©

ECEZEZE - FRITAERERRT « IRREFIREBEER « A ZEREENERIESHE °
SR RBREESNE N ETE « BIERETLUEL -
3. 1%BESnapCenter ZEEIEINAEFFRATALIEAE « MRTFTEEITIEIK o

TABEISEMYSQL Serverf#FEERIERZE - TREBEF - FEBELZE ° SnapCenter

@ gﬁﬁﬁ?ﬁﬂﬁ?ﬁ@ﬁ%}%@*i%ﬁ?ﬂi?ﬁ Fovy o YIREEREFMA %) ~ ZEREX

4 p— TR o
MREBISEEMERNE « BRBETEENERNE - CRZERHAE - AEMERE o

@ MREZ—T TBUHI %R~ BETREERITHS R - REFBREREE - BT
2% EARES ° SnapCenter

B ~ MR SnapCenter fEIEH1T [Z1E{AISnapCenter FRESIL A EFENEN) X THFAIRIBIEFN, (FERF
¥ TEUHI ~ REFERIEELET MAZBUBEE -

SEE— R GV EEEERAEN StempLl BRI KR (REMEL)  MREBEIERECERIL
&  SnapCenter :5H1T : 'C : \installer_location\installer_name.exe /log"C : \"" « e SIR TR F IR B2t

7 Linux 1% %3t SnapCenter {afkzs
eI #TTSnapCenter  (fAARES ZERZNHITIE] KEEKSnapCenter (fEAREFIR1 ©

FIsEZ Al

* MNRIEBEEFIE root FHZE L SnapCenter EAR2S  EZFEAERE BRI ZEE SnapCenter
A1 NetApp ZIRABILENS sudoers checksum 1822 © EFEZIRIER Linux hRAEFREEH Checksum FE2E o

* 1N Sudo EMHFTE SUSE Linux FREEER ~ 5% 58E Sudo EFF LU R ERTRM ©
* ¥52 SUSE Linux - 358 € T8 LU ZIE LR o

* ETEPMEREM Linux RS sestatus o MR SELinux ikR& _ %% TERIAL ~ B _current-mode % T
SaHl ~ FERIT TR

° ${TAM< . sudo semanage port -a -t http port t -p tcp <WEBAPP EXTERNAL PORT >
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webapp_extal_port BIFER{E# 8146

° YNRBHNAEEITHIEBERFIE ~ 5581T sudo firewall-cmd —-—-add-port
<WEBAPP EXTERNAL PORT >/tcp

webapp_extal_port FITBR{EZ 8146

* KA AERERIVBE RTINS S !
" sudo ausearch -c 'nginx' --raw | audit2allow -M my-nginx
MRS EE MEFNEIE] - BAERE SnapCenter Server ZBEFHITHS ©
* MMRBLEEIL my-Nginx.pp ~ BT LTUMBRAEH © sudo semodule -i my-
nginx.pp
> AR MySQL PID BEEHIERIEE /var/opt/mysqld_ o BIIT FFIESLIERTE MySQL ZEEAIHERR o
* mkdir /var/opt/mysqgld
* sudo semanage fcontext -a -t mysgld var run t "/var/opt/mysgld(/.*)?"
" sudo restorecon -Rv /var/opt/mysgld

° At MySQL Data B##RIERTEA © //INSTALL_DIR/NetApp/snapcenter/SnapManagerWeb/Repository /
MySQL/_ ° BIT 5L URE MySQL Bl B AR o

* mkdir -p /INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

" sudo semanage fcontext -a -t mysqgld db t
"/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL(/.*)?2"

" sudo restorecon -Rv
/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

BAREETLE

* & SnapCenter EARAFZEETE Linux 1% EFF ~ L8 E=HRF ~ U MySQL ~ RabbitMQ ~ Errlang
o AR FER ELARPRZEE o

* ZHE7E Linux £ _EAY SnapCenter fRIIREE A %1E -
- B AE
° Windows¥MHF2=
° Active Directory ((ZZ1EAMERE « ©35858 creds B root FIIE root ERAE)
> A SnapCenter H& g8 535
© LEEHARY o NET BITREEREF « MR LEEFARIR libicu TRTUERIMBMRKIE « FBRIT AL RZE libicu

yum install -y libicu

* WNREBE Perl RAIAMEEY SnapCenter RIAREBIZLEEKRM ~ FBHIT FISRLIRZEE Perl © yum install
-y perl

1. WTFETFIIEEB "NetApp ZHEHLEE/EBE_ °
° SnapCenter fAlfRZF ZEEEH - * snapcenter-linux-server- ( el8/el9/sles15) .bin*
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° AB&BIEZE - *snapcenter_public_key.pub
° RBEME%HE - * snapcenter-linux-server- ( el8/el9/sles15) .bin.SIG*

2. R ANER o Sopenssl dgst -sha256 -verify snapcenter public key.pub -signature

<path to signature file> <path to bin file>

3. B4AJE root EAE L « F5HIETE snapcenter_server_checksum _ ( el8/el9/sles15) HiEER
visudo N o txt & bin LERREH—tEIRMH o

4. 35K .bin ZERRRAIHITER o chmod +x snapcenter-linux-server- (el8/el9/sleslb) .bin
S. HUTHFP—ESNEAR L4 SnapCenter Server ©

NRICREERIT .. HITUEENE. ..
BEHAL

./snapcenter-linux-server-
(el8/el9/sleslb) .bin

pis

?&fﬁﬁ@?ﬁﬁ'\:u%ﬂ)\?ylj D¥£Eﬁ*‘|’

FR7FEY Linux #4928 SnapCenter {aAR2SHY
Web FERTENIMNEREIZIR o TEER(EA 8146 o

* #& %8 SnapCenter fAAR23HY SnapCenter falAR
BERE o

* REEHNZEBE -
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MREEERT

FFEFHARE

HITUEEN(E. ..

sudo ./snapcenter-linux-server-
(e1l8/el9/sleslb) .bin -i silent
-DWEBAPP EXTERNAL PORT=<port>
-DWEBAPP INTERNAL PORT=<port>
-DSMCORE _PORT=<port>
-DSCHEDULER PORT=<port>
-DSNAPCENTER SERVER USER=<user>
—DUSER_INSTALL_DIR=<dir>
-DINSTALL LOG NAME=<filename>

&35l : Sudo ./snapcenter_linux_server.bin - silent
-DWEBAPP_external_port=8146
-DSNAPCENTER_SERVER _USER=root
DUSER_INSTALL_DIR=/opt
-DINSTALL_LOT_NAME-=InstallerLog.log

SCERAS H7Z1E /var/opt/snapcenter/logs_ ©
L4 SnapCenter fAIARZZFIRFIRINSDEL :

* DWEBAPP_extal_port : Webapp 9MBiEEE
12 ~ ARTEEN Linux EH5MEBRY SnapCenter {a]
AR2s o TEER{E#A 8146 ©

- DWEBAPP_INTERNal_port : Webapp REBE
IR ~ FRCTFEN Linux EHABY SnapCenter 1
AR23 o TAER{E# 8147 o

* DSMCORE ARF5HAITFRTERY SMCore #EIZIR o
TEeR{E7 8145 ©

* DSCHEDULER port : B2 28 ARFSHITFRTERY
BHZ23EIRIE o TAR(EA 8154 ©

* DSNAPCENTER_SERVER_USER : %4
SnapCenter {afR2sHY SnapCenter faliRzs &
% o #§* DSNAPCENTER_SERVER_USER -
FEREARITZERENFERSE o

* duser_install_ DIR : ZEEHNZEBE - B
Duser _install_DIR ~ TEz& % Bi%% /opt ©

* DINSTAL_log_name : ﬁ%ﬁtc“*‘ﬂiﬁ*ﬁ’].:ﬂi?ﬁ
218 - ERERZY - RIETE ~ AR gEEE
a8 LRI AsEER o WMRIEKRISEURH ~ 508k
;‘Era BREFES L~ W EHFETERCERIE

* DSELINUX : #N% SELinux $k&E i'_-. regk
B1 ~8_BrERX _% s - BEE#R
17 TRtz AT —BAFRFRRAYER < E'JE% E I
BYUBEEKS 1 o FEREAO ©

* DUPGRADE : FE:R{E#A 0 ° fIL28RHEELS
E A 0 LUIMYERIZESL ~ LIFH4R SnapCenter {a]
AR2S °



B TRIE ?

* MR SELinux ARBE _ 72 TEEUMB.L -~ B _current-mode 7 T3&%11 ~ Bl NginX ARFSEEEE) o CEZHIT
THER<

a. BEXBERo

b. #7176 | journalctl -x|grep nginx ©

C. MNRARIEF Webapp RIERERHE (8147 ) 258 ~ SFHIT FAIGR< ¢
" ausearch -c 'nginx' --raw | auditZallow -M my-nginx
" semodule -i my-nginx.pp

d. 11T setsebool -P httpd can network connect on

s} SnapCenter

YRIEZE NetApp EmBVHTF » MBAREIREMN NetApp RS » BIIFESEM SnapCenter 1
RYFASZIE o
HER
1. &4 SnapCenter Z1& ~ s52I1% * 3REA > R * ©
7 _ BEK SnapCenter _ #5E/A1RA ~ 52 FLL 971 BHEERY 20 112X SnapCenter H{T{ERE o
BEE o https://register.netapp.com
H—T > BHAZEMEY NetApp BFR * 1 o
RIEE SR BRI BT ©
i NetApp 2% SN BNREEH o
RERAR THITUEEBEHERL * SnapCenter * ©
EIEIRE MR o
B 20 iEH SnapCenter #fTERE ID ©
B—THER" °

© ®©® N o g k~ w0 D

-
©

fEFARBACIZH#£%E A SnapCenter ZIILHAE

THEAGIEEIZEH] (RBAC) SnapCenter o FHBLHEERMRBAC « A RMERIEIR
BT EEHBESER P BENEEE « HISRAE(ERP B iR+ EIE#4H - SnapCenter
SnapCenterRBAC{EEZIRTE R U SnapCenter EATERMNABEAEINEER o

FAsAZ Al
* {EFEEZIEWindows Server Manager®d BB WindowsBEIBF2 FEXENARTS (WOS) o

* MR E[ER Internet Explorer{E%4 2 E23% A SnapCenter ZIz%{AARSS - EEZFEE Internet Explorer
B MReERE BEE -

* YN SnapCenter {AIARESZEETE Linux 1% L - [SEZE B AR ZE SnapCenter AIARZFHIFEHBIREE
Ao

R LE T 1
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https://register.netapp.com

ZEEHAfISnapCenter ~ T'VMware ServerZ8&i5%E | §EILER « Wi HBREEEMSnapCenter &k
TVMwareBI R TBISA1 THAERT o kI ~ TERELEREF - ZERBEZIRIESnapCenter EIE REEHARIIR M
B AR TRZURL » MMRIEBERHAATA ~ ATUERZURL ©

1R B B3 PRI S %3 4B « RERISnapCenter DHIEESS) H3IBE - AW
()  fEtisnapCenter %48 o HEMRSnapCenter BSendoriIE4R « 1 ASnapCenter #—
B - SRR BB Sing ©

*REBHME CEREREE « BERECAEZER(HFESnapCenter [RRIZES ©

FEZHIGUI URLEZ 2 E AR E SnapCenter B4 7 2 AlAR2SAVTARERIE8146 (https:/server:8146) o YR
f£SnapCenter ZE&BIZPIRER RN FREHERZR « AIGIRAZEZIE ©

LEDESTHRE (HA) -~ f&wiZBSnapCenter ERERZEEEIP _\ hitps:/Virtual_Cluster_IP_or_ FQDN:8146_
RIFEVINAEE o GNR T T Internet Explorer (IE) H2IEEZE https:/Virtual_Cluster IP_or FQDN:8146 BRREE
ZlSnapCenter ItEIHAE ~ BIMZBETESEIMIEHAIED « BERZEIPIEHFQDNIIL A S TN « HEE

SEIMNER EERIEERZ2INEE - MBFAEN © F2HE AL ERFEESEIPAIL"

& T fEASnapCenter IBRGUI « E R fEEFAPowerShell CmdletZZ 75 S HERMNITAREE « BN RERIEE o
\’%SnapCenter ERR AN ZERR A AT SEERA —.CmdIet@E o " (BF15<S12L2E158) SnapCenter' BsFHE

w o
(D) mESnapCenter HRE—RBATULHARL - BINESALBRFRZHODHEA -

TR

1. {¢SnapCenter At F i SE_ERIFER « TEAREIRMAIURL * 5 SnapCenter N EIE S IRHAIURLER
ik ©

2. WABEREDBER ©

HERETYER... fEA THIHFA—EREK...
e =g =] * NetBios \fEF&E &TE

* FRERBQ@ UPNERS
fI%0 : username@netapp.com

* #9IIFQDN \fERE LB
SRS EIES EREAE
3. MREIER—EULNBE ~ B TAR) HIRPENCERRIEEATIERENAE o
BA%E -~ BERERENERABERERESNapCenter EMA LA ©

C KR

BERNEERRRIREH ©
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o. BETIBBRENRIBRS o
R B /&R 5 E A SPLIE EFINE
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o0

g
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A 0N

10.

30

TREZIRE PR R E S SPL EEFHE  EREZITHEIRCARSE « AR BIMMEPECARSE

BIEBEHEE SPL Keystore FNEIK | /var/opt/snapcenter/spl/etc ©
- HREIFEZE keystore.jks ©

TEKeystore % HFTIEAYREE ¢ S keytool -list -v -keystore keystore.jks
- FMERE R 4EREE ¢ $ keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks

RBP4 /RE R EASPLIEEFHREZE « SAEMRRENARTS ©
CAZEZRACHREASPLEEFHE

TR CA RERRICHRES SPL EEFHE -

. BIBEEEE SPL Keystore BB /var/opt/snapcenter/spl/etc®

. FKEHEZE keystore.jks" ©
. TEKeystore 5 HFTIZHY/&REE © $ keytool -list -v -keystore keystore.jks
- IR SR EWI A AREWAICAREE © $ keytool -importkeystore -srckeystore
<CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore keystore.jks
-deststoretype JKS
. TEKeystore B HFTIZHY/REE © $ keytool -list -v -keystore keystore.jks

B TRERESE S ECAREHENGS « ZCARECIMEERRE
RCARERIMENZEREREELATRER

FERHY SPL &ig8EZIEEEi8 SPL_Keystore ZHEHI{E spl.properties HEE :

$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

MRCATRFEPHNBERREGSERTITHFT (1 ~ T ~1) ~FARREEREERE
keytool -changealias -alias "<OrignalAliasName>" —destallas "<NewAliasName>"
-keystore keystore.jks’

RHBY Keystore 2REH4% spl.properties 182 | BIRIESPL_PRO:E EHAEHULE o
HCAREZIRICHREASPLEEFRER « AEMMBIARS
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1. ZEGUIERIT TP ER
a. W &R o
b. 7 UR:E1 HFEAWF ~ B—T HHEER) R5IFH -
C. HEMR(DBE « A8 —T* Thumbprint* o
d. BRAE RPN +7SEMLF T ©
e. MR +NEUMF 2 EER o

B3N ~ anR¥542 - TA9 09 50 2D D8 2a E4 14 33 E6 F8 3886 b0 d 42 77 A3 2a 7by ~ BIFEFRZEAR

&~ ¥ge . la909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. ftPowerShell# 1T FFI{EZE -
a. FITTY S « 7 HELERBEIEA « TIREELIBHRIELENESE o

Get-Childitemi&{Es3:% © \LocalComputer\My

b. 5L o

{EFAWindows T IMIFE T ARFS R ECAREE
ez ERWindows EHIMIMETUIRFE KRR TE CAREE ~ UURNEN ZEERIEII /KRS ©
$51ESnapCenter B ECAIRIBMIFIG BT FHIT TS o

1. BT TGS ~ IUSMCoreTHREIFES 1455 FRIRA A RE LA :
'>netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'

fugn

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT TAERS ~ AT A AYREE Wi ndows EREIMBTETUARTSELS ¢

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=§Scert

fugn
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> Scert "a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fEFSnapCenter 1§88 ECAR:E
R &z T SnapCenter Windows 1 RIS &R ECAREE ©

—_

. 7ESnapCenter Z# 7 Windows*f#9Windows Server EBIEY TIISBEE] o
TEEEBEEEP ~ B—THER -

[ERAERRZRFI Ih & * B9 FE o

#ZEESnapCenter EEEH AP LZEESSLUERENILE ©

B|EEZF* Actions > Edit Site> » #%—T* Bindings * °

£ T84 BEmEr ~ EE HB4https *1 o

B—T*4RE" -

fESSL&E MHITURER « BEENRITE ARISSLEE ©

B—T THEE)

5090.\‘.@.0":';.00!\’

SnapCenter HEf2230La (FE:REIZIE © 8154 «~ HTTPS ) RUBHEERERFETRE °
(D @RS SnapCenter MRS EMPEN « EILF—EBERB CA BRIETRRE il
NREHIRIBEEREFER CA /KR ~ 551EF SnapCenter HEfZ23WILEE TR S5 E 9 ©

()  WRTHRhERRRIIHBENBNCARS « FHECABBRSRILEL BN -
() e TSRS | THA1RE S B S E-S N RERS (> /88

EXFACAzRz5SnapCenter LU {H{EF
IR FEZER ECAREE ~ B ASnapCenter AN % {AMRISACAREERE o

s Z Al
* {8 B] WU Set-SmCertificateSettings Cmdlet?REX S {EFACAR:E ©
* &8 U SnapCenter {#AGet-SmCertificateSettings Cmdlet3REE 5% 5 R IR 2s HU/REEAAAE ©

1R AT _Get-Helpas < name_2REUF AIHEECCmdletfiE A 2 28U ERBANAERIE  2(E ~ AT U2
" (R ENS2E15m) SnapCenter” ©
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1.7 TRE) BEEP » BERE>RIHRE> CARERTE" °
2. R BB o
SRER—TFTT*ERA*] °
e &

REEMNEIH RRIHERETEE  HENEFAIEEHSnapCenter TS IRARTSER 1 BN FRVE

© o RMAKREIATIETR CA REERIME R o
© ** g TR CARBEMRINERE o

* B R CAREEEIARE o

* B R/RTNEERBGEARE o

() smesmeR@ess  ERREEEERIR -

Y

%7 Linux 1489 CA /&:5

7E Linux %% SnapCenter k232 & - ZEIENTEIBHEZENESE - MREHEE
fEFE CA 7&:% ~ I8 FEzZA Nginx Al Proxy ~ ¥&1#%sc#%# SnapCenter BRFS R E /&S ©

€ Nginx &8

TR
1. BB = /etc/Nginc/conf.d_ : cd /etc/nginx/conf.d

2. {8 vi RERIXF4REE2IFEEL snapcenter.conf ©

3. BIBEAIEREFNERBER -

4. {814 ssl_certificate ’z _ssl_certificate key BIERTE ~ LUIEMA CA &:H o
S. fEFIRARAIEES o

6. EFEA Nginx : $nginx -s reload

R EEILEC R

1. 8 vi EAIX FHREE23 AR
install_DIR/NetApp/snapcenter/SnapManagerWeb/SnapManager.Web.ui.dll.config °

install_DIR HNFEX{E#A . _/opt °

2. #z&8 AUDILOG_CTIFOY_path #1 AUDILOG_CINATE_PASSI £5%& « 2 BIINA CA BEREHZHE o
eI REERE _ pfx. BB o

3. [RFIALRARAIEEE o
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4. EFENE) snapmanagerweb RFE © $ systemctl restart snapmanagerweb

7E SnapCenter [RF%/&:5

1. 58 vi EAIX FARERFRL T AARRESE
o _INSTALL_DIR/NetApp/snapcenter/SnapManagerWeb/SnapManager
o INSTALL DIR/NetApp/snapcenter/SMCore/SMCoreServiceHost.dll.config
o INSTALL DIR/NetApp/snapcenter/Scheduler/Scheduler.API.dll.config

install_DIR HNTEER{EA . _/opt °
2. #5%8 *service_certificate B81E * 1 *service_certificate ZZh% * £1& + DRIE S CA BEREIEE o
SnapCenter IRF5/ReEEZ1E _ .pfy_format ©

3. (HFIALRARATESE o
4. EMEEFTART o

°$ systemctl restart snapmanagerweb
°$ systemctl restart smcore

°$ systemctl restart scheduler

£ Windows Fi% 52 E RN M SSL &5
7 Windows F 1% 2 [m SSL #@:

e E LR SSL Luﬂ LUFE{R Windows 1% FRY SnapCenter aRESEIMIMER 2
BEE @A EZEEEE

YAz Al
* MEZEES CARE CSRIEE - HXESWBRETIRA 3072 o
* CA BB EZ IR (FAR2SBasE A A P ihBass o
© CREZERE NS B S RNIEAGHEERIN CA RS -
* CREZ T RRF B SSL 4ARE o

MEFHAER ~ H2H "RE CARFEER "
* IRAETEFRA M AT SnapCenter EIARES LR A& SSL 4@: ©
FARFEF AR REUA 2R SSL BABVIRIE o

1. BEEREEIZE A E SnapCenter {AIAR2S 1% L 514 ‘SnapCenter IIS HEFIRESEIEIE 8146 (FE:R) B
TTHPER ~ ﬂﬁﬁﬁﬁ PowerShell s 2B X% SMCore E#ZIE 8145 (F8:R) BIT AP o
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a. {EA %! PowerShell e85 < #ixIR AR SnapCenter B E B /RFERZIBEL o
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fgn
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. HEEREVISHY CA &5 EL SnapCenter AIAR23F SMCore FEZIBERAL o
> Scert = “<CA certificate thumbprint>”
> Sguid = [guid]::NewGuid() .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fBugn
> Scert = “abcl23abcl23abcl23abcl23”
> $guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145

HETFI CABEVER ~ s5HUT FIIDER ~ TEREREIRSBERIE SnapCenter AYTAR 1S Web fRIAR2&(E

Fﬁ%"lls AppPool * SnapCenter " ~ U7ZEUHTENISHY CA /&:E ©

a. #ZE Microsoft BIZFEE (MMC) ~ REE—T * 1R * > * #1E / bk Snapin *
b. £ THMGNBIRRANEIEE ) MEP ~ EI VRE) ~ ABE—T g o

£ URFE) MANBIRETRES « B NERERA ) 218 ~ A% —T Emy o
B— T EESRE > RE-A B> EA > RE ©

e. #%HY SnapCenter /&%

e o

f EEREIMSERE \ HIRBE « 5572 CARELR—TREAR  ARE - FIELE > * BE1ELE

TR o
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g #%—T *#E * « 7 [ Select Users and Groups | (CEEFHEEMEHE) BEL - BUBEFAKRKE
fisatE (PEEZREPRLERE) o

h. #f1% IS AppPool \ SnapCenter fEfE « B F T2 IEHIHER o
3. B1A “CA B IS IR * » I FESSHE SnapCenter FRESESSHTRIIATAY S T RMAE -

£ Windows EigiREEasT - W FFIBIE -

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. 7 SChannel EEAAEHIAA TEILHH) DWORD B HHEIFIER o

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

#7E SnapCenter Windows M2 T8 M SSL &:H
& FE=Z(E R PowerShell i3 %% E SnapCenter Windows M2 « WAHEITE M SSL B o

ez Al
HEfR CAJRSRISWATA ©

1. BEEAEERFIR « 351T SMCore EHE 8145 B Windows Mt EH FRITTIIENE (FRER) -

a. {FAT%] PowerShell i8¢ FRIRAM SnapCenter B EE/RFEFIBRE -
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
fugn
> netsh http delete sslcert ipport=0.0.0.0:8145

b. HETEVISHY CA /&85 SMCore EHHEEAE o

> Scert “<CA certificate thumbprint>”"

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fFgn ~
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")
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> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

7E£ Windows F1% RN m SSL #&:

Ea] LU B B & m SSL 3@:H  LAfER PowerShell d5 % fR:& Windows E1% ERY SnapCenter
FEIARZZEAIMIZE T 2 FEIRVAB EL4EET o

FIsEZ Al
FHAITARASMEZIIHN SMCore RIZIZTNME 2 ~ ZARBHITEAMRSENGH 2 o

1. EERUAEm SSL @M - 557E SnapCenter fAlAR2: L HESMIMER ~ ARBUKREEL R SSL BANEE
RERAMIT TGS o

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. (FRATHE<LHIT IIS SnapCenter FEFRERNEEREREIULIEE o > Restart-WebAppPool -Name

"SnapCenter"

3. #HH Windows JMiMER « 558117 7% PowerShell 85% ~ E#EXEh SMCore ARF :

> Restart-Service -Name SnapManagerCoreService

{Z %M SSL @3
& LUERS PowerShell s 5 S &M SSL 5@:H ©
REFAULE T 1E

* TBMITARASMIEINH SMCore RIBREXMIGH < ~ ABBHITRARBINGHS o

* (ZFHE[M SSL @ - CARSERHEABIERbR
* EERIEMINEE SnapCenter fRIAR2S (KA BEEBIE M A% SSL
* NLB #1 F5 A& %1% o

EEERHE M SSL @5 ~ :57F SnapCenter fAlfRes L& ¥ FRAE M FEHFN SnapCenter FHEHIT RIS ©
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2

3

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

- A TYELEIT IS SnapCenter EARXEBREFERIWIEE o > Restart-WebAppPool -Name

"SnapCenter"

- H1 Windows SMiMET ~ 558117 F51 PowerShell 3% ~ E#RXE) SMCore ARF :

> Restart-Service -Name SnapManagerCoreService

1% Linux £ FREWEALER SSL &
7E Linux 44 38 SSL &

CREEXE E & M SSL 3@ ~ LAfREE Linux 1% _ERY SnapCenter {ElAR23ELIMIMER 2 FEIRY
MEEH o
FHsEZ A

s IRFEZEERE Linux 1Ay CA &R o

* IWBETEFRAIME A SnapCenter EARES EEYFAEEM SSL @ ©

1

N
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. 1% * certificate .pem* #854Z| /etc/pi/cA-trust ~ source/crons/_ ©
- 7E Linux EHREIEFEPIERE °
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
RSB OHIEESEBE o trust list | grep "<CN of your certificate>"
£ SnapCenter * NginX* #£ZE 8% SSL_certificate * A1 *SSL_certificate _key  ABEHEEF) o
°vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
EHFEIE SnapCenter fAIRES GUI &4 o

7E{UF® _ /NetApp/snapcenter/SnapManagerWeb_ #J SnapManager * Web.ui.dll.config <installation
path> F1{iIfX _/NETAPP /snapcenter/SMCore <installation path> FYJ SMCoreServiceHost.dll.config 15
T TFHLEESRY(E o

> <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />
> <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>

EREEN THIRRTS -



° systemctl restart smcore.service
° systemctl restart snapmanagerweb.service

8. /KRB EMINNZE SnapManager #BB%EIFE o openssl s client -connect localhost:8146
-brief

9. FERR/EEEMINNZE smcore EiFIB o openssl s client -connect localhost:8145 -brief
10. &1 SPL Keystore 17! &MIZHE o

a. #EEY SPL RATEZEFIEIK4S *SPL_Keystore ZHERY SPL &8 ETER R o

b. 48 Keystore ZHE o keytool -storepasswd -keystore keystore.jks

c. BFEMEEIREBFAAERKIER o keytool -keypasswd -alias "<alias name>"
-keystore keystore.jks

d. £ spl.properties FEFTEAHE *SPL_Keystore ZHEERIHIZAHE ©
e. EHRENARTS ©
1. 725M8 Linux 4 E ~ BIR/REMPEREINISE SPL SMIEILHY Keystore H o

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
—-deststoretype JKS

i. 157 keystore - jks FIFYIEE ° keytool -list -v -keystore <path to keystore.jks>

il NERFEAERRI% © keytool -changealias -alias "old-alias" -destalias
"new-alias" -keypass keypass -keystore </path/to/keystore> -storepass
storepas

12. fEFRETETE keystore - jks FRY * certificate - pff* Bl% ~ BHT spl.properties t£ZEHHY * SPL_certificate -
alias* (B ~ A EMEE) SPL fRF | systemctl restart spl

13. HESR/REBEMINNZE smcore HIFIE © openssl s client -connect localhost:8145 -brief

7 Linux 1% FEXFA SSL &3

e L B A m SSL i@ ~ LAEER PowerShell 852 1R:E Linux 1% _EAY SnapCenter {3
A3 ELSMIME N 2 EIFVAE B 485 ©

1. T TFL BRLAR R EE W SSL & ©
a. & A SnapCenter GUI °
b. #—TF * 8R7E * > * B2IHRE * ~ RBEE * 7 SnapCenter fAAR2S * LR /REEE
CH—T "I > eI H * « ABRENCERAEM SSL AIMIEH -

?Z‘z‘ T E Blw ~ A% —T * BUR/&SE:E ~
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Open-SmConnection

Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
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ERAFSRES A AE

TERERARETIHFERSnapCenter F5& & T #28E i= P EMTHAED B o W sFAEET » 58 "WIfalfE
FiSnapCenter F5& & #2852 7 /= 7J FA EERYINRE" 2/ ©

Identify two existing SnapCenter Servers,
or install SnapCenter Server (SC1) on
host1 and SnapCenter Server (SC2) on
host2.

v

Export SnapCenter certificates for 5C1
and S5C2,

v

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

v

Import SnapCenter certificates into F5
Load Balancer,

v

Configure an F5 cluster in SnapCenter
between 5C1 and SC2Z,

.

Enable 5C2 node member.

& JBESnapCenter st SIS | BH4ERE (BR7T 8R4 SnapCenterAdminB& 29N ~ ABEFEARAT

FCmdletFFIEFFEPRFSZ=LE ¢

* add-SmServerCluster

e add-SmServer

* #B8SmServerCluster

MFEFHMER ~ 55 " (RHELIE2IN2E15R) SnapCenter" 263 o

Hh&EH
s ZENIRTFE SnapCenter ¥ A FHERINAER  sAdREESnapCenter T ARRIEN FE@EIER ~ LISMF5%
£EIP o

* tNERSnapCenter TEEARES 2 FEERERE « MBEFIRASnapCenter BIERPEIRIE TIERSER - K4
JBRARZIEE 23 SnapCenter EFE A ©

* TEHTESERE (NLBEF5) F o REHIERN AT H NLB 8¢ F5 T14#ET > A
SnapCenter L ERE LT > Bl SnapCenter T EE SR BT EREHAMNITHIRAE Z FEY]
o BEMAILRIE - CREZEEM S SnapCenter EHEERAEARR NLB 5% F5 MR EHERTRE o
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r 242 A -f# AHE % #8>-applicationontapi -authmethod <password\>-role <name_of_rouse_in_step
_1\>-vserver <Svm_name\>-comment "user_description" ]

° user_nameBERIINFERERE
° BIEMER o MIRIEKIEET - ARSI TTHAZ o
° SVM_name@SVMBY £ o

3. MATIGS - ABIEREERE :

Z22MEABRERERME] | -vserver <Svm_name\>-role <rose_name\>-application-ontapifEFHIE £
7 &-authmethod <password\>"

° BREELSR2PEIMNERERLTE o IS REERERE  FHAMAGEIR
° SVM_name>ESVMII&TE o

° <roleBiB>BIEEFRIPREINABLTE o

° BIEMZEE c MREKRIEEEH - ARG RETEAZS o

4. WATY S « HeMERAECEREIL !
% 2% Ashow—vserver <Svm_name\>-user-or group name <user_name\> |

user_nameEEL IR IIERELTE o

UREERZIISVMAR

TSR BT HSVMEEFIE T A GRS « M BHITHONTAP HSICLISS ONTAP
> MRIEHSVMEREONTAP R F&ECSnapCenter £ ~ BREREAvsadminA e « AIFE
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1. EREFERHAL - BUBBUFMMAERIEGZAE -
r% 2% Affcreate-vserver <Svm_name\>- role <Svm_rouse_Name\>-cmd B #£%& f&<permission\>'
() rmEzstssERREELSS -

2. BUERAETRHACKRIKMGZERE

rg M2 ABII-FAFZ<user_name>>-vserver <Svm_name\>-FEFTEH ontapi -auth773% ZZ&-role
<Svm_rouse_Name\>'

3. FREFRIHEERE o

r2 2% ARRHE-FEAE <user_name\>-vserver <Svm_name\>'
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security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

2% AfAfcreate -vserver Sym_Name -role Sym_rous_Name -cmdE #£$%#8 ljobhistory show
-access allJ

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"job show" -access all

r22% AfAfcreate -vserver Sym_Name -role Svm_rous_Name -cmdE $£4%#8 ljobstop -access all}
r22% AfAfacreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##44#8"LUN"-access all"
2% A ffhcreate -vserver Svym_name -role Svm_rouse_Name -cmd B#%%&#&"LUN cree"-access all"
r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£& 18" lunfiif&"-access all"

r22% Afafcreate -vserver Svym_name -role Svm_rou_name -cmd B #2&#&"LUN igroup add"-access
all"

rZ2% A tcreate -vserver Sym_name -role Svm_rou_name -cmd B #54#8"LUN igroup cree"-access
all"

r% 2% AfAfcreate -vserver Svm_name -role Svm_rou_name -cmd B ##&#&"LUN igroup delete"-access
all"

re 2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B #2&#&"LUN igroup rame"-access
all"

r%2% Affacreate -vserver Sym_name -role Svm_rou_name -cmd B ##%&#8"LUN igroup show"-access
all"

rZ22% Afthcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%#8 LUN mapping add-
report-nodes| -access allJ

r% 2% Aftcreate -vserver Svm_Name -role Sym_rous_Name -cmd B #£4%#8 TLUN mapping create |
-access allJ

lZ2% A tcreate -vserver Sym_name -role Svm_rous_Name -cmd B &% TLUN mapping delete]
-access allJ

225 A tcreate -vserver Sym_name -role Svm_rous_Name -cmd B %58 TLUN mapping remove-
reporting&i®t | -access allJ

r% 2% AfAfcreate -vserver Svm_name -role Svm_rouse_Name -cmd B##&% TLUN mapping show ]
-access allJ

r 242 A fAfacreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%#8 TLUN modify.
-access allJ

r%2 2% Affcreate -vserver Svym_name -role Svm_rous_Name -cmd B ##%% TLUN move-in Volume
-access allJ

rZ2% A facreate -vserver Sym_name -role Svm_rous_Name -cmdB##%#8 [lun offline) -access
alll



l%Z 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%% TLUN onlineJ -access
alll

r22% Affcreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&#& TLUN resize] -access
alll

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#8"LUN serial] -access all"
r%22% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%#&"LUN show"-access all"

r22% Afgfacreate -vserver Sym_Name -role Svm_road_Name -cmd B #%&#& network interface]
-access readonly

r 2% Affcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##5%8 'SnapMirrorEBlKINE
AlJ; -access allJ

r% 2% Affcreate -vserver Svym_name -role Svm_rouse_Name -cmd B #%$%8 SnapMirror&
Hmodify-rRule] -access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmdB$#:&#& SnapMirror/R B8R
A1) -access all]

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B#£% %8 SnapMirror/R8lshow,
-access allJ

rZ2% Affhcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%#& SnapMirroriE R |
-access allJ

r%Z2% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B #££4%8"SnapMirror show"-
access all"

r22% Affacreate -vserver Sym_Name -role Svm_rous_Name -cmd B $##%8 SnapMirror show-
history] -access all]

r% 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%% 'SnapMirror update ]
-access allJ

lZ2% A tcreate -vserver Sym_name -role Svm_rous_Name -cmd B ##% %% SnapMirror update-Is-
set] -access allJ

r 242 A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$#8 lversion) -access
alll

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B#%%& 8 Tvolume clone create
-access allJ

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B#£% %8 Tvolume clone show]
-access allJ

r22% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& Tvolume clone s#ff
Istart] -access all]

rZ2M4E A Afcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##4%8 Volume clone split
stop] -access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£% %8 Tvolume create
-access allJ

r24% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$%8 lvolume destrole]
-access allJ

l% 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%&%& Tvolume file clone
create| -access all]
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%22 % Affcreate -vserver Svym_name -role Svm_rouse_Name -cmd B #%£4%8 lvolume file show-disk-
usage] -access allJ

rZ2% A thcreate -vserver Sym_name -role Svm_rouse_Name -cmdB#:%% volume modify
-access alll

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmdB#:%&#& Tvolume offline) -access
allJ

2% A thcreate -vserver Svm_name -role Svm_rous_Name -cmdB #%$%#8 lvolume online
-access allJ

r%2 2% Affcreate -vserver Svym_name -role Svm_rouse_Name -cmd B #%£%8 lvolume qgtree create]
-access allJ

r22 4% A fAtcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##£#8"volume qtree delete"-
access all"

r% 2% AfAfcreate -vserver Svm_name -role Svm_rouse_Name -cmd B##%%& volume gtree modify |
-access allJ

r2% Affcreate -vserver Svym_name -role Svm_rous_Name -cmd B & #&"volume qtree show"-
access all"

rZ%2% A ffacreate -vserver Sym_name -role Sym_rous_Name -cmd B ##%%8 Tvolume restrict]
-access allJ

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& volume show -access
alll

r 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%&%& Tvolume snapshot
create] -access alll

re22% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& Tvolume snapshot
delete] -access all}

rZ2% A ffacreate -vserver Svym_name -role Svm_rouse_Name -cmdB#£%#& volume snapshot
modify| -access allJ

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmdB#%&#& volume snapshot
rame] -access all]

re 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##&#& Volume snapshoti&
1 -access alll

r%Z2% Affcreate -vserver Svym_name -role Svm_rous_Name -cmd B ##%%8 Volume snapshoti&[R
T&Z] -access all}

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#& Tvolume snapshot
show] -access allJ

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume snapshot show-delta" -access all

r& 2% Affcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##%%& volume unmount)
-access allJ

r%22% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##&#% Tvserver CIFStt
Fcreate -access all}J



r22% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B##& %% Tvserver CIFSELFMI
F&1 -access allJ

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£% 58 Tvserver CIFSHF
show] -access allJ

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£% 58 Tvserver CIFS show]
-access allJ

r24% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$%#8 vserver EXECTON-
policy create] -access alll

rZ 2% Affhcreate -vserver Sym_name -role Svm_rouse_Name -cmd B &% vserver EXECT-
Fpolicy DELETE] -access allJ

r224% A fAtcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##%8 vserverBEHRAIFE
Hicreate] -access allJ

r224% A fAtcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #5478 vserverBEHRAIFE
AlJshow, -access all]

rZ 2% AfAfhcreate -vserver Sym_name -role Svm_rouse_Name -cmdE##&%& vserver EXECT-
Fpolicy show -access allJ

rZ2% Affacreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##44#8 lvserver iSCSI
connection show] -access all]

rZ2% Affacreate -vserver Sym_name -role Svm_road_Name -cmd B ##£#8"vserver'-access
readonly |

r 4% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%#8 lvserver EXECT-
policy| -access all]

r%2 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%% lvserver iSCSI] -access
alll

r 242 A fAfcreate -vserver Sym_Name -role Svm_rous_Name -cmd B $2%#% Volume Clone D EIk
&) -access allJ

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem map" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem create" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem delete" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem modify" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem host" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem controller" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem show" -access all
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° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

7 ASA R2 %31 SVM B

EAEITEE ONTAP CLI 5% » 7 BETE ASA R2 RAARAM SVM EHEEN AR o
WMERITIE ASAR2 R4EH1E SVM 2R EAEL SnapCenter 12ECER » BARE(FEH vsadmin
At FEELAE -

1. EHERRL  BUAGTRAIA#BRIEMEZASR -

r22% Afafacreate—vserver <Svm_name\>- role <Svm_rouse Name\>-cmd B #£%& #&<permission\>'
() cEsstssERRESLSS -

2. BUERAETRFAGKRIKMGZERE

security login create -user <user name\> -vserver <svm name\> -application
http -authmethod password -role <SVM Role Name\>

3. MRIRSHEERE o

rZ 2% AfRIRHE-FAZE <user_name\>-vserver <Svm_name\>'

R ZIISVMA BMIERERAICLIE < ONTAP
IRREZNITEEONTAP {EISVMan L 2RZEILSVMA B H5RIERR o
° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

o L2% Affcreate -vserver Sym_Name -role Sym_rous_Name -cmd B %% %8 ljobhistory show,
-access allJ

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"job show" -access all

« IZ2ZE AfAtcreate -vserver Svym_Name -role Sym_rous_Name -cmdE #£4%#8 ljobstop -access allJ

« L2Z AfMfcreate -vserver Sym_Name -role Sym_rous_Name -cmd B #£#8"LUN"-access all"
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r%2 2% AfAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##%#&"LUN cree"-access all"
r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£& 18" lunfiif&"-access all"

r2 2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B #2&#&"LUN igroup add"-access
all"

r% 2% A fAfacreate -vserver Sym_name -role Svm_rou_name -cmd B $2&#8"LUN igroup cree"-access
all"

r& 2% AfAfcreate -vserver Svm_name -role Svm_rou_name -cmd B ##&#8"LUN igroup delete"-access
all"

re 2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B #2&#&"LUN igroup rame"-access
all"

r% 2% Affacreate -vserver Sym_name -role Svm_rou_name -cmd B ##%&#8"LUN igroup show"-access
all"

rZ2% A tcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%#8 LUN mapping add-
report-nodes| -access allJ

r% 2% Aftcreate -vserver Svm_Name -role Sym_rous_Name -cmd B %8 TLUN mapping create
-access allJ

2% A thcreate -vserver Svym_name -role Svm_rous_Name -cmdB %% TLUN mapping delete |
-access allJ

r% 2% A fAfacreate -vserver Sym_name -role Svm_rous_Name -cmdB##%&#8 LUN mapping remove-
reporting&fifh1 -access allJ

r% 2% AfAfhcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##&%8 TLUN mapping show ]
-access allJ

r 2 4% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B %8 TLUN modify.
-access allJ

rZ2% A tcreate -vserver Sym_name -role Svm_rous_Name -cmd B &% TLUN move-in Volume]
-access allJ

rZ2% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmd B #%%&#8 Tlun offline) -access
alll

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #%%#8 TLUN online) -access
alll

r22% AfAfacreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&#& TLUN resizel -access
alll

r%2% Aftcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##&#&"LUN serial) -access all"
r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£&#8"LUN show"-access all"

r22% Affcreate -vserver Sym_Name -role Svm_road_Name -cmd B##%% network interface
-access readonly/]

rZ 2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmd B $£&#& 'SnapMirror/&RBIHIANiR
A1 -access all}

rZ2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmdBE#:&%& SnapMirror/&
Hmodify-rRule] -access all]

r22% Afafacreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&#& SnapMirror/R BT8R
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Bl -access allJ

rZ 2% Affhcreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%#8 SnapMirror/RElshow
-access allJ

r22% AfAfcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##%%% 'SnapMirrori&/& |
-access all}J

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%#8"SnapMirror show"-
access all"

re 2% Affcreate -vserver Sym_Name -role Sym_rous_Name -cmdB %8 'SnapMirror show-
history| -access all]

r%22% Affcreate -vserver Svym_name -role Svm_rous_Name -cmd B ##%% 'SnapMirror update ]
-access allJ

r%Z2% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B##% %% SnapMirror update-Is-
set] -access allJ

r22 4% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##%%8 lversion) -access
alll

r% 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%% lvolume clone create]
-access allJ

r% 2% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B ##%%& Tvolume clone show
-access allJ

rZ2% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B ##%%% Tvolume clone s#ff
start] -access all]

r22 4% A fAtcreate -vserver Svym_name -role Svm_rouse_Name -cmd B#%$4%8 'Volume clone split
stop] -access allJ

re2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& lvolume create
-access allJ

r 242 A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$#8 lvolume destrole
-access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& Tvolume file clone
create] -access allJ

r22% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmdBE#:&%& volume file show-disk-
usagel] -access all]

lZ2% AfBthcreate -vserver Sym_name -role Svm_rouse_Name -cmd B %% %8 volume modify
-access allJ

rZ2% A ffhcreate -vserver Svym_name -role Svm_rous_Name -cmdB##4#8 Tvolume offline -access
alll

rZ2% A ffacreate -vserver Svm_name -role Svm_rous_Name -cmdB %% volume online]
-access alll

r22% Afafacreate -vserver Sym_name -role Svm_rouse_Name -cmdB#£%&#& volume gtree create
-access allJ

rZ2 45 A B Bcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #2454 8"volume qtree delete"-
access all"

rZ2% A tcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #:%## volume qgtree modify



-access alll

rZ 2% Affhcreate -vserver Sym_name -role Svm_rous_Name -cmd B #££#8"volume gtree show"-
access all"

rZ2% Affacreate -vserver Svym_name -role Svm_rous_Name -cmdB ##4%8 Tvolume restrict]
-access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%& %8 volume show, -access
alll

re 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%&%& Tvolume snapshot
create] -access alll

r22% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& Tvolume snapshot
delete] -access all]

rZ2% AfAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##%4%% Tvolume snapshot
modify| -access all]

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& volume snapshot
rame] -access allJ

re 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%&#% Volume snapshoti&
J&1 -access all]

2% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B##%%8 Volume snapshoti&[R
FEZE] -access all]

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& volume snapshot
show] -access allJ

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume snapshot show-delta" -access all

r22% AfAfacreate -vserver Sym_name -role Svm_rouse_Name -cmdB#:%&#& volume unmount
-access allJ

r%2 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##&#& Tvserver CIFS$t
Fcreate -access all}J

rZ 2% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B##%#% Tvserver CIFSELFMI
F&1 -access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£% 58 Tvserver CIFSHFH
show] -access allJ

r 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& lvserver CIFS show.
-access allJ

r24% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$#8 vserver EXECTON-
policy create] -access alll

rZ2% Afafcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##54%8 lvserver EXECT-
Fpolicy DELETE] -access allJ

r224% A fAtcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #5478 vserverBEHRAIFE
Bllcreate -access allJ

r24% A fAfacreate -vserver Sym_name -role Svm_rouse_Name -cmd B %58 MvserverfE HRAIFR
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Hshow] -access allJ

2% AfAfcreate -vserver Svm_name -role Svm_rouse_Name -cmd B %5478 lvserver EXECT-

Fpolicy show -access allJ

rZ 2% Affacreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##4#8 lvserver iSCSI

connection show] -access all]

rZ2% Affacreate -vserver Sym_name -role Svm_road_Name -cmd B ##£#8"vserver'-access

readonly |

r 2 4% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%#8 lvserver EXECT-

policy| -access all]

r%22% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& Tvserver iSCSI] -access

all]

r 242 A fAfcreate -vserver Sym_Name -role Svm_rous_Name -cmd B #2%#% Volume Clone D EI1k

RE| -access allJ

security login role create -vserver SVM name -role

"volume managed-feature" -access all

security login role create -vserver
"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

security login role create -vserver
"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver
"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

security login role create -vserver
"nvme subsystem show" -access all

security login role create -vserver

"nvme namespace create" -access all

security login role create -vserver

"nvme namespace delete" -access all

security login role create -vserver
"nvme namespace modify" -access all

security login role create -vserver

"nvme namespace show" -access all

security login role create -vserver

"storage-unit show" -access all

security login role create -vserver

"consistency-group" -access all

SVM Name

SVM Name

SVM Name

SVM_ Name

SVM Name

SVM Name

all

SVM Name

SVM Name

SVM Name

SVM Name

SVM_Name

SVM_Name

SVM_Name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



° security login role create -vserver SVM Name -role SVM Role Name -cmddirname

"snapmirror protect" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname

"volume delete" -access all

®* security login create -user-or-group-name user name -application

-authentication-method password -role SVM Role Name

®* security login create -user-or-group-name user_name
-authentication-method password -role SVM Role Name

LIONTAP REH#REIZ=EAE

ICFEEZRILONTAP B R{EERIIZIRINGE « WERAKFEHONTAP EEThAE
FSnapCenter FTENE R LIFNITEONTAP ECLISE S KREILONTAP —ERSI5SE
NEEAR « TiERR(XHER o

1. THERARL  BUAGTRAIA#BIEMEZAR -

http

-vserver SVM Name

-application ssh
-vserver SVM Name

rZ22% Afthcreate—vserver <clusterfa#\>- role <rolef#8\>-cmd B #% #8<permission\>'

®

TEZH N EEREEILRS -

2. BUERAETRFAGKRIKMGZERE

rZ2ME ARI-FRAE<user_name\>-vserver <cluster&#E\>-FEF 2 ontapi -auth/57% Z5-role <role

%8>

3. MRIFHEERE o

225 AMIRHE-ERAE <ERERME>-vserver <R EHTE>]

RREI=EABNIEKERNCLIGN < ONTAP
TREZHITHONTAP EICLIEN <L BT HE A BIIETRIER o

* security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

* security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

* security
"cluster

* security
"cluster

* security
"cluster

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver
peer show" -access all

Cluster name -role Role Name

Cluster name -role Role Name

Cluster name -role Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

rZ2% A tcreate -vserver Cluster_name -role rose_Name -cmd B #%$ %8 [jobhistory show. -access
alll

security login role create -vserver Cluster name -role Role Name -cmddirname
"job show" -access all

2% A fhcreate -vserver Cluster_name -role rose_Name -cmd dirname "jobstop] -access allJ
r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"LUN"-access all"
r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmd B $##&%8"LUN cree"-access all"
re2 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£&#8"lunflilf&"-access all"

% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup add"-access all"

%23 A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup cree"-access all"

% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup delete"-access
all"

lZ 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup modify"-access
all"

%23 A hcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup rame"-access all"
% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup show"-access all"

2% Aftcreate -vserver Cluster_name -role rose_Name -cmd dirname LUN mapping add-report-
nodes] -access allJ

r 242 A ffcreate -vserver Cluster_name -role rose_Name -cmdE#£%#8 TLUN mapping create |
-access allJ

r 24 & A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£$% TLUN mapping delete
-access allJ

lZ 2% A tacreate -vserver Cluster_name -role rose_Name -cmd dirname LUN mapping remove-
report-nodes| -access allJ

r% 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B #£%%8 TLUN mapping show
-access allJ

rZ24% A Atcreate -vserver Cluster_name -role rose_Name -cmd B #£&#&"lun modify"-access all"

224 & AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN move-in-volume]
-access allJ

re 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"lun offline"-access all"

rZ2M4E A Afcreate -vserver Cluster_name -role rose_Name -cmd B #%%#& LUN onlineJ -access
alll

r224% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUNXA £ 1R B & Clear"-
access all"

r% 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B ##%%& TLUN resizel -access allJ



rZ2M4E AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN seriall -access allJ
r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #£%&#8"LUN show"-access all"

r 24 % A ffcreate -vserver Cluster_name -role rose_Name -cmd dirname Inetwork interface
create] -access readonly |

rZ2M4E A A tBcreate -vserver Cluster_name -role rose_Name -cmd dirname [network interface
delete] -access readonly]

lZ2M4E ABBcreate -vserver Cluster_name -role rose_Name -cmd dirname [network interface
modify] -access readonly]

2% A thcreate -vserver Cluster_name -role road_Name -cmd dirname lnetwork interface show
-access readonly |

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem map" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem host" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem controller" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace show" -access all

re24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname MZ&M%% A -access
readonly |

2% A thcreate -role rose_Name -cmd B &% 8"SnapMirror cree"-vserver Cluster_name -access all"

rZ2% Aftcreate -role rose_Name -cmd B %54 F8"SnapMirror list-destinations"-vserver Cluster_name
-access all"

re 2 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname SnapMirror[RBIHINE
AlJ1 -access allJ

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmdB &% SnapMirror/&Blcreate]
-access all]
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rZ24% A Atcreate -vserver Cluster_name -role rose_Name -cmdBE &% SnapMirror/E Bl fIFz
-access alll

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmd B &% SnapMirrorRENER
-access alll

r 4% A fAfacreate -vserver Cluster_name -role rose_Name -cmd B %8 SnapMirror R Blmodify-
rRule] -access allJ

rZ24% A fAfcreate -vserver Cluster_name -role rose_Name -cmdE #5478 SnapMirror[REIFEERIR
AlJ; -access allJ

r%2%2% AfAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$4#8 'SnapMirror/&ElJshow.
-access allJ

r2214% A fAtcreate -vserver Cluster_name -role rose_Name -cmd B #£&#&"SnapMirrori&[R"-access
all"

r22% Afgfacreate -vserver Cluster_name -role rose_Name -cmd B #£%&#&"SnapMirror show"-access
all"

r% 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B #%%%8 SnapMirror show-history |
-access allJ

r 24 & A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£$% SnapMirror update
-access allJ

lZ2% Affacreate -vserver Cluster_name -role rose_Name -cmd dirname 'SnapMirror update-Is-set]
-access allJ

r% 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B##%%& lsystem license add]
-access allJ

2% A ffhcreate -vserver Cluster_name -role rose_Name -cmd dirname ['system license clear-up.
-access allJ

rZ2% A tcreate -vserver Cluster_name -role rose_Name -cmd B %5 %& [system license delete
-access allJ

r% %% Affcreate -vserver Cluster_name -role rose_Name -cmd B ##%%% lsystem license show]
-access alll

r24% A fAfcreate -vserver Cluster_name -role rose_Name -cmdE #£%#8 system license Status
show] -access all]

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmd B $#&%8 system nodemodify |
-access allJ

rZ2M&E AfAfcreate -vserver Cluster_name -role rose_Name -cmdE #:%%% system Node show |
-access allJ

r& 245 A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£4%#8 Isystem Status show ]
-access allJ

lZ2M4 3 AfABcreate -vserver Cluster_name -role rose_Name -cmd H#%%4#8 [version] -access allJ

rZ2M4E AfAtcreate -vserver Cluster_name -role rose_Name -cmd dirname ['volume clone create]
-access allJ

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmdBE#:&%& volume clone show,
-access allJ

r24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume clone s#f 9



start] -access allJ

rZ2M45 A AEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume clone split
stopl -access allJ

rZ2M4E A A tBcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume cree"-access all"

lZ2M4E AfBBcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume destrode"-access
all"

rZ2 4% A A &create -vserver Cluster_name -role rose_Name -cmd dirname [volume file clone
create] -access alll

rZ2M4E AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume file show-disk-
usage] -access allJ

2245 Affcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume modify"-access
all"

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all

lZ2 45 ABtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume offline"-access
all"

2245 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume online - access
all"

rZ2M4E AfAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree cree"-
access all"

lZ2M4E ABBcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree delete"-
access all"

rZ2ME AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree modify"-
access all"

rZ2 M5 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree show"-
access all"

rZ2M4E A A tBcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume restrent"-access
all"

lZ2M4E ABtBcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume show"-access all"

2245 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
create] -access alll

rZ2M4E AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume snapshot delete"-
access all"

lZZ2 45 AfBBcreate -vserver Cluster_name -role rose_Name -cmd dirname ['volume snapshot
modify] -access all]

2245 AfABcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume snapshot
Promote] -access alll

rZ2M4E A A Bcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
rame] -access all]

rZ24% A fAtcreate -vserver Cluster_name -role rose_Name -cmdB &% Volume snapshotiZ/& |
-access allJ
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rZ2M4E AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshoti£[R1&
Z£| -access allJ

224 & AfAtcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
show] -access allJ

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume snapshot show-delta" -access all

2% Affhcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume unmount] -access
alll

lZ2% A tcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver"-access all"

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmdBE#:&%& lvserver CIFS create]
-access allJ

r22% Afafacreate -vserver Cluster_name -role rose_ Name -cmd B#%%#8 Tvserver CIFSHIFR
-access allJ

rZ 2% Affhcreate -vserver Cluster_name -role rose_Name -cmd B #%%#8 Tvserver CIFS modify
-access allJ

r%2 2% AfAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$4#8 lvserver CIFSH A&
-access allJ

r22% Affacreate -vserver Cluster_name -role rose_Name -cmd B #£%& 8 Tvserver CIFStFHcreate]
-access all]

r% 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B #%$%8 lvserver CIFST MR,
-access allJ

r% 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B #%$#8 lvserver CIFSH A&
-access all]

rZ2% A ffacreate -vserver Cluster_name -role rose_Name -cmd B #4478 vserver CIFSE:Hshow
-access allJ

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #£%& & Tvserver CIFS show]
-access alll

r24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£4%#8 vserver create) -access
alll

rZ24% A fA&create -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
cree"-access allJ

rZ2 4% A A&create -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
DELETE. -access allJ

rZ2M4E AfBtcreate -vserver Cluster_name -role rose_Name -cmd dirname ['vserver EXECLON-
policy rule create] -access alll

rZ2 45 AfABcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule DELETE. -access allJ

rZ24% A A &create -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule modify"-access all|

2245 A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
rule show"-access all]

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmdB#2:&%8 vserver EXECTON-



policy show] -access all]

o TZ2MME AAfcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 lvserver iSCSI
connection show| -access all]

o IZ2M4E A B Ecreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver modify"-access
all"

* IZ2F A Ecreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver show"-access all"
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r 2% A ffcreate—vserver <cluster&#8\>- role <role#8\>-cmd B ##& & <permission\>'
() crsstssERREELSS -

2. BUERETRAGIEIRGHERE o

security login create -user <user name\> -vserver <cluster name\> -application
http -authmethod password -role <role name\>

3. RPRIEEFEAZE o
22T ARIREE-FRE<ERERE>-vserver <& EHTE>
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security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

69



70

security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

r% 2% A ffacreate -vserver Cluster_name -role rose_Name -cmd B #%%%& Tjobhistory show) -access
allJ

security login role create -vserver Cluster name -role Role Name -cmddirname
"job show" -access all

lZ2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "jobstop] -access allJ
r 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£&#8"LUN"-access all"
r22 4% AfAfcreate -vserver Cluster_name -role rose_Name -cmd B ##&%8"LUN cree"-access all"
re24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£&#8"lunflilf&"-access all"

% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup add"-access all"

%24 A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup cree"-access all"

% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup delete"-access
all"

2% Affhcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup modify"-access
all"

%24 A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup rame"-access all"
% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup show"-access all"

2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname LUN mapping add-report-
nodes] -access all]

rZ24% AfAfcreate -vserver Cluster_name -role rose_Name -cmdE #£$%#8 TLUN mapping create |
-access allJ

r& 24 & A Afhcreate -vserver Cluster_name -role rose_Name -cmd B #£%% TLUN mapping delete
-access allJ

rZ2% Afthcreate -vserver Cluster_name -role rose_Name -cmd dirname TLUN mapping remove-
report-nodes| -access allJ

r%2% Affacreate -vserver Cluster_name -role rose_Name -cmd B #£%%8 TLUN mapping show
-access allJ

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmd B #£&#&"lun modify"-access all"

22 M4& AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN move-in-volume]
-access allJ

re 24 % A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£#8"lun offline"-access all"

r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmdE #£%#8 LUN online) -access
alll

rZ2 45 A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUNK A 4 1R E & Clear"-
access all"

r22% Afgfacreate -vserver Cluster_name -role rose_ Name -cmd B #%% %8 TLUN resize) -access all}
rZ2M4& AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN seriall -access allJ

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #£%&#8"LUN show"-access all"



r 24 % A ffcreate -vserver Cluster_name -role rose_Name -cmd dirname network interface
create] -access readonly |

rZ2M4E AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname [network interface
delete] -access readonly]

lZ24E A B Bcreate -vserver Cluster_name -role rose_Name -cmd dirname [network interface
modify] -access readonly]

lZ2% AfBthcreate -vserver Cluster_name -role road_Name -cmd dirname [network interface show
-access readonly ]

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem map" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem host" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem controller" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme subsystem show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"nvme namespace show" -access all

rZ24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname 224 & A -access
readonly |

l%2% A Bcreate -role rose_Name -cmd B &4 #8"SnapMirror cree"-vserver Cluster_name -access all"

rZ2% A tcreate -role rose_Name -cmd B 54 F8"SnapMirror list-destinations"-vserver Cluster_name
-access all"

rZ2 4% AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname SnapMirror[RBIHIINAR
AlJJ -access allJ

r 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$#8 SnapMirror[R8lcreate |
-access allJ

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmdB#:&%& SnapMirror/& Bl fiIFR
-access alll
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r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8 SnapMirrorRENEE
-access alll

rZ 242 A fhcreate -vserver Cluster_name -role rose_Name -cmdE %78 'SnapMirror[REmodify-
rRule] -access allJ

r22 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B ##54%8 SnapMirrorREIFEFRIR
1] -access all}

rZ2% A tcreate -vserver Cluster_name -role rose_Name -cmd B &% 58 SnapMirror/RElshow ]
-access allJ

rZ2M4E A Afcreate -vserver Cluster_name -role rose_Name -cmd B #:&#&"SnapMirrorig [R"-access
all"

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #£%&#&"SnapMirror show"-access
all"

r% %% Affcreate -vserver Cluster_name -role rose_Name -cmd B #%$%8 'SnapMirror show-history |
-access allJ

r 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£4%#8 'SnapMirror update]
-access allJ

% 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname 'SnapMirror update-Is-set
-access allJ

r% 2% AfAfcreate -vserver Cluster_name -role rose_Name -cmd B ##%%& lsystem license add]
-access allJ

lZ 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname ['system license clear-up]
-access allJ

rZ 2% A fAfhcreate -vserver Cluster_name -role rose_Name -cmd B#%%#8 system license delete]
-access allJ

rZ2% A tcreate -vserver Cluster_name -role rose_Name -cmd B ##%%% lsystem license show]
-access allJ

r 24 % A fAfacreate -vserver Cluster_name -role rose_Name -cmdE #£4%#8 [system license Status
show] -access allJ

r24% A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #%$%& Isystem nodemodify |
-access allJ

r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£%#8 I'system Node show
-access allJ

rZ2M&E AfAfcreate -vserver Cluster_name -role rose_Name -cmd B ##% %8 [system Status show |
-access allJ

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmdBE#2&%& lversion) -access allJ

rZ2M4E AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume clone create]
-access allJ

rZ2M4E A Afcreate -vserver Cluster_name -role rose_Name -cmd B %% volume clone show]
-access allJ

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume clone s#ff 9
start] -access alll

2245 AfABcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume clone split



stop] -access allJ
rZ2M45 AA®create -vserver Cluster_name -role rose_Name -cmd dirname "volume cree"-access all"

224 & AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume destrode"-access
all"

lZ24E A B tcreate -vserver Cluster_name -role rose_Name -cmd dirname ['volume file clone
create] -access alll

rZ24% A fA&create -vserver Cluster_name -role rose_Name -cmd dirname lvolume file show-disk-
usage] -access all]

rZ2M4E A A tcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume modify"-access
all"

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all

rZ2 4% A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume offline"-access
all"

lZ2 45 A A Bcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume online - access
all"

2245 AA®create -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree cree"-
access all"

rZ2M4E AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree delete"-
access all"

lZ2M4E AfBtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree modify"-
access all"

rZ24% AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree show"-
access all"

rZ2 M5 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume restrent"-access
all"

rZ2M4E AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume show"-access all"

rZ2ME AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
create] -access allJ

2245 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume snapshot delete"-
access all"

rZ2M4E A A tcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
modify| -access allJ

lZZ2 45 A B Bcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
Promote] -access allJ

2245 AfAfBcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume snapshot
rame] -access allJ

r& 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$#8 Volume snapshoti& /& |
-access alll

rZ2M4E AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname ['volume snapshotiZ[R1g
#£ ] -access all]
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rZ2M4E A A tBcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
show] -access allJ

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume snapshot show-delta" -access all

lZ2% Affhcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume unmount] -access
alll

2% Affhcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver"-access all"

r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmdE #£4%#8 vserver CIFS create]
-access all}J

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B#%%#8 Tvserver CIFSHIFR
-access alll

r%2% Affcreate -vserver Cluster_name -role rose_Name -cmd B #%%7%& vserver CIFS modify
-access allJ

r% 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B #%$#8 lvserver CIFSH A&
-access allJ

r%2 2% AfAfcreate -vserver Cluster_name -role rose_Name -cmd B ##54%% lvserver CIFS$Hcreate
-access allJ

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #%%& 58 Tvserver CIFSEL MR
-access alll

r% 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B #%$%& lvserver CIFSTHAIEEU
-access allJ

2% A ffacreate -vserver Cluster_name -role rose_Name -cmd B #4478 vserver CIFS$:Hshow
-access all]

rZ2% A facreate -vserver Cluster_name -role rose_Name -cmd B ##4%8 lvserver CIFS show]
-access allJ

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 lvserver create) -access
alll

rZ2 & AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
cree"-access allJ

2245 A A &Ecreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
DELETE] -access alll

rZ2M4E AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname lvserver EXECLON-
policy rule create] -access alll

lZ 245 AffBcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule DELETE] -access alll

rZ2 45 AfABcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule modify"-access allJ

rZ24% A fA&create -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
rule show"-access all]

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmdB$#2&%& vserver EXECTON-
policy show] -access alll

r22 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 lvserver iSCSI



connection show] -access all]

o TZ24E AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver modify"-access
all"

« IZ2%F AABcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver show"-access all"

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"storage-unit show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"consistency-group" show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror protect" show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume delete" show" -access all

BE TISFEARERNEE] LUENFEActive Directory:EEVHE R

RE L EWindows{AlfR2S k58 % Internet Information Services (1IS) ~ MEEEEEX
FiActive DirectoryfySnapCenter sBEUERAEERFFEI B INEREXEEIRS ©

—_

. ESnapCenter &£ 7 Windows*#IWindows Server EFAEL MISEES) o

- EEEBEEP - R—TERARAEE" -

f£SnapCenter MERENEE FEFIER 1581 ~ ABIR—T l#fE) B8P NERREL °
Y Mdentity) ~ #A%¥%—T .1 M#REESnapCenter ZERRENEENF DA

£ TEETRA . LI ~ B A BB Active DirectorysBEVERIVAIFRE AR EESIRF 4B
¥B—T THeEl -

IS B N

B:TiR B ZEVSnapCenter AN B(EEAEXEEAEApplicationPoolldentitytR & o

REEIZBFRTE
EizHsEE tt¥SnapCenter SIE/EENESL - RIETER Bt E X RITER LR
& _C:\Program Files\NetApp\SnapCenter webapp\AuditFJ{R:E o

EZEL RN R 2 HG EHHSERZSFEERISRZNREE « U IERERERENR - FREENREGREE
ERBYFEZChecksum i ~ M EETEHTEMRE  UERABHTEN. -

1TFEZLL TSnapCenterAdminy B&EA
RAFMILE T

* ETREE MIERAFEE
° FEIECE TR IR E HHZESyslogRAke: ERUAEZA

75



° IR MEE « fEi%s0 iR SyslogfRAR23soER R A
° HEREZTEREAR R
* DEEREMRERME - A GEXEFIMH o
* (R RHE R FE %0 8% B A1 F8 % ChecksumsC it B SR 1K o (X BN HEF—1E o
* (BERFE %0 R B $RANFE 1% ChecksumsT &% B #2 B 1SHF A B AR B IS IXC I NI TR B ERE o
* feixsc iR B #RfNFEZChecksumiat &% B #RER S FE(L i SnapCenter Sz IR ARFE 23 AV A FARRAS | o
R 1B+ F s AE B B Y BERRAAS ©
* MNRTESyslogfFAIARES R E R ER T udpBEtnE « RN RS A A F R PGB 5 ER 1S A REEY
#SnapCenter fEiR B EFBRFBFHER o
* {&A] LU Set-SmAuditSettingsF1Get-SmAuditSettings 57 % 2ReR EFE1LECEE ©

AT AT T Get-Helpan < % 8 3RENIS FIHEACCmdlet A 2 28U HERFANERI S - 5iE > [SHRIIU2E
" (RHELEN2E158) SnapCenter” °

TR

1.1 TRE) BEYF -~ JEE RE> IR E > TE% iR E” o
2. 17 TiEfZeciR) BERAP ~ MAGEMER o
3. B A EI%AC IR B # F*F8 1% Checksumat it B 3
a. AR LR
b. BIARAEREH
C. MABERE RN TEEREE DL
4. (M) BUAE*s2#RUTCHEIR o
5. (ER) B RBIZCHRTENRTHRE AR T REBTEMRE LETHEEREMERE -

IS AT LT Start-SmAuditintegrityCheck* &35 ~ BIARE BB MRE o
6. CGER) RAEXEZCEEERsyslogiRES « AR ASyslogfAARESFAAER] -
IR FE % REE 1 Syslog@AREZEATLS 1.2F@MIBEN SERL o

a. % A SyslogfalAR2s =1
b. #j A SyslogfAliRaSEIZIE
C. #ASyslogfAliRE:EEHE
d. EARFCIER
1. 3—T T*f#F*) o
8. A LIR—T TEEIE>T 1" - EERKTEMIREMEREREE -

76


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

W (HTF RAT

ICREL R EfHETZ R4 > 58 SnapCenter SE$772EX ONTAP {#775%1% > ASA R2 R4REX
Amazon FSX for NetApp ONTAP > LIITERHMREMEIRECE F2E ©

SR LGS /I SVMBH ZESVMAE RN Y& MR IEfEAAmazon FSx for NetApp ONTAP z1&NetApp ~ HI)
A LU Afsxadminik 5 % B ZESVMAE R BIFSXEEELIF ~ B{7ESfssx SnapCenter FEHIEFSVM o

A Z Al
G TERREEES) AhEALENER - AERIMEFER -
* ICIEHERIMIMEN R ETH -

TSR RRERE « TRIMMENLRAFET - AR ERIRIFISEREER - MESnapCenter Ei}
EIRERISEERRRE TEARMD) 3 TRENetAppl#EFRE Ll o

* RERRRBEZER—R -

FEEEARREE LFERERBBNZEFFRA o SnapCenterZ{ESnapCenter BN EAFERFHES
ME—BY R FEAIME—RYERILIF IP{i3E o

R TE

* BEERERGEAME - W URAEHEERA (EMS) FMAutoSupport IHAE © LEIIRERINE R AR E AT
FUMBREE KL I BB B RMEXMENetAppic TS 1R ERFT ~ SRMNFISES0ERREFEARISBYRAR o AutoSupport

YNRBUAIELETIAE ~ SnapCenter EAutoSupport HIRZ EIR:# « BRNAERIEERINTTREERR AT
RERFZEENEXEFHTFRAR  LREMSHSEXERHGFRBIRRER

* MNREFTEHRE Snapshot #£% = SnapMirror B BI#IEY SnapVault BRI ~ BIAZEA BRI SVM SEEE ~ U
FHRIR SVM SRR EHTF R ELR ©

@ MRCEEFERAEN - SIELE - BREEHNEREETIEGERN - EERERABHEZ
%~ CEIL%E—T TStorage (fE7FRM) 1 R3IREHEY* Modify* (1E2R*) REFREE

1. EEEEHRP - B— T HERH -
2. 7 TStorage Systems (fF&R#A) | HEP ~ #E—T ™ New* (5
3. £ TAdd Storage System (¥EGREEFERHA) 1 BE - RMETIENR -

77



4.

78

STEIERNL...

ERE NS

EHEERLA (EMS) ElAutoSupport Esoritys&7E

MRBEMIETATE - BHIHE -
a AT

MRSVMZ B D REAFRFHNRERFFRA
AR BT TIRERE -

AR ITIE SnapCenter FFTIE T SVM ~ BERESE

BIZIBTARF A TARR(E
] THITVBR B ENE P —EEE -

A ToRE) IZEUTHE o UNSRIEE T

ERTHSERFHENTE

HITUEEN(E. ..
BAfEEFRARMEEIPAL o

REAALE (FEEETLE) ©
BB 15 ExELWFIT « MELTE
WAER] AR o BEEIILTBBIE15E
FRNREEFERAELR TR LUE
AAdd-
SmStorageConnectionPowerShell
Cmdlet °

®

¥ MetroCluster ?mﬁﬁé’lfﬁ& M44ERE
(MCC) B#EERL ﬂlﬁ”ﬁ“‘

\ngf%%%ﬁ]%#% LX%EﬁT FREr=E
L o

®

A EEFFARE LEAERLEBHZESYM
° SnapCentersz #ZIE{EISVM SnapCenter &@4 78
BE—RIAHE o

®

T H T B4R B SnapCenter ZESfing
Z1& ~ [CRFEFEFONTAP SVMEL#
EEM

MRSVMEA RS FZ A TE I F QDN
1~ BIAZERERFESnapCenter SZ1E2
ANSMEE T R fRAR ©

®

WMABA TN REFRGFRERIOEEFEREE -

MR BB FEEMSH S BIRFEFRANRMCE
22 AutoSupport ZHE R B EEEIHTF AU
ETERRE - TRERFENKRMIFE « FHFENE
ERIZEUS R

EITER MiEAutoSupport Sk BEX M E RIXT

HERA ZESHREF - thSnapCenter 23%EEY [
Bitlso#%EISysLog* ] #ZEVAGIR ~ AN BEFEREMS
E A BERR A AutoSupport BEINAEEAN o

BT TEZIEIA] * o

43*3%18 - SnapCenter

$ER



a 75 MUEHE) & ERESVMAEERTIRRENWRIBE « BEEHTTPS o
b. HAREAIESIERE o

TARIEIHIR443BEEREF
C. MATEEMERAFILZAIEEIBRIRRE (AR EL) -
TR {EA60%) o

d. MNBSVMASEEIENE « B NEMIP ZEUTHE « ABBASVMEGHIIEMIPHE o
e B—TF [*fiE~, o

5. fE— TR o
CgER

£ MEERA BEEN NER) ThUSEDR ~ UTFIIEHP—IESHE !
* MNSRONTAP EEZRFAAEFIERISVM « FHEEE (SVMS*) o
YNRITEFILFSX SVM ~ LEEEEFHFSX SVM o
* YNERONTAP E21AFRAMIBRIERE « FEA (&) -
MRIEEERfsxadminFTEFSXE & ~ BILLEE I HFSxERE ©
BB —TRELEE - BRNERE—MIMNPIESVMETERERE [EFERKSE BRP -

UNERONTAP EEFHONTAP RefesGUIHFHTBISVMITIE ERefes® & ~ sAIZ— N EHFIFZR LUSRFTIZHY
SVM o

FERTE

%%%EEM\'ET" AutoSupport SEf#fF RATEIRL XA XIEINEEL ~ SnapCenter 7 SEIEPRA PIFERRIfEE
AMEXBFIMEN « HERRRBERRDTTHIT IS S !

autosupport trigger modify -node nodename -autosupport-message client.app.info
-to enable -noteto enable

()  teemsms (SVM) EBESEEFEAUOSUppOrt VMware ©

13%?§£i__néﬁz~\ﬁl %ﬁ%

FEPITERMREEEZA « BEZITHRE FEIFER « LFTIESnapCenter THAE ~ MAHfE
FA ° SnapCenter

1$?¥L2?Tu%€8napCenter Sfor Sfor ServerflSnapCenter SforfiEEZEXONTAP IhEE= BRITNAE o SREBLE
EAREF ~ WEEREAutoSupport THEEMRITHEEMMEBEHEIERAE (EMS) o



03
|

=l
[
anlk-
ko

© M EESNAMNEESENERNNRE

EISE LK SnapCenter ILIEFHIRA L  IEEEHNEEENEARAEERESEIHENE - EAERM]
WOANAEBEAS

* netbios\fEFE & TE

* 49I5iFQDN \FRE %S
= username@UPN

o AMEIES (BEAMNIIEEHA)
HRBRIEEHEN RS « sA1EZEESnapCenter ILHFHFHN R T LISERNEN SIS EIES - MRFEABIR
BEHARSHER - T #AK EWEREEFEIEHIIREEEA « SaLUEEBR AR A EIEE R4
S EREIRD o

[MEAERTE WOUMNBMERS  username

° BRI EIREHERFIEE R

MRERERERBHERENE « BERELHLATBNEEER M AE DREREHENGDE
FRIEIRAGTEARE RS o

FriZSnapCenter LUZEH |23 AEREHIINEE

?q%@ﬁ% HIZ FAS - AFF 3 ASA f#771ZH25 « BIFEE SnapCenter 1221 H| 23 E4%
E o

ERSRERERR I

* BEMIFAEE B Premium3iFlashE RS IRERE (RESEMEM) SnapCenter
© EIRERHERE
* AJ35E%8 ONTAP RAAEIEE T ONTAP CLI FHEIZHIEE FAS » AFF o ASA f@#7FEEHI28 ©

@ B AREETESnapCenter 7148GUI) & ASnapCenter {EAIBHEE N « LIEFLUERIES A
BRI

© BTSN
SRR > 260 TR SnapCenter” o

FEE 1 | ERET B L SnapManager E4- 151

&R LUER SnapCenter GUI ZR184R SnapManager EMFR#ERLIETE FAS ~ AFF 3 ASA X #FRA L ~ It
PP EIF R AT AEEEE SnapManager EF#8# o SnapManager EF R IEEEAN T EH#ERA LM FAS
* AFF #1 ASA SVM Zi# £ -

80


https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html
https://docs.netapp.com/zh-tw/snapcenter/get-started/concept_snapcenter_licenses.html

R SnapManager fEEIEEHI23 EBERE —EBEZIERIRRE ~ SnapCenter A& BENRMHIUTIE
@ ZHI2S AR R TIBIRTS © SnapManagerSuitetZ#1SnapCenter LUZ 25 2 B FEAISESS-1%1#
LB ERER « BEMIER 2 ERAVRRE

1. EEEEERD  ER - #ERR -

2. 7 MEEARS BEEM HRE) THNEEY - ERNESEMGREMENSVMEEE !
° AEMAFABAFIEBISVM ~ 55EEEY ONTAP (SVMS*) o
© ARIRRFAEMIENESE « 55EE ONTAP (F&) *-

BIENEELREE - BREE—S20FE SVM MG I#EERIESERT -
3. 7E£Storage Connections (f#7Z&E4R) BEH ~ #FController License (¥EHI23EHE) 1 o

[Controller License]  (3ZH25151E) W RETR FIHRAS ¢

IR SnapManager EffREBE ZEE7E FAS + AFF 50 ASA TREFRML o

© T SnapManager EfFIRIERTLIEIE FAS -« AFF I ASA EHERFL ©

° FEART SnapManager EFIRIERER ~ EIAFIZESISRUI Amazon FSX for NetApp ONTAP
Cloud Volumes ONTAP ~ ONTAP Select iR EH#FES F o

S 2 1 WAREAEIERISS RS

AT LAEFAONTAP s < SRR IEH 25 L L EHIFRAIRIE o [GIEZRE FAS ~ AFF 5L ASA Rt LRSS
= R

() suzsimmmmm WUEREHISARE) BREETASnapManagerSuitetSH « SnapCenter

SER
1. EFHONTAP flexflinedn 2 %!1& ANetAppiZHl2s o
2. #iAlicense showsn%  ZA%B G RE B LU K 2 S B &4t SnapManagerSuiteiZ## o

81



wHEEA)

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

TEUEEEHIH ~ SnapManagerSuiteiZ#EE &4t ~ EIlt R SnapCenter EEHITHMBITHAEREFEBNE ©

TER 3 | RREUERIER AR

CEEEIERIZSFE « 7 BEHEEUEHISS BRI FSE o EaILIEFAONTAP 5 < FIREEIEFI2S 758 | IEFEZ
2 FAS - AFF 5 ASA &4 F EEEIES -

1. {EFONTAP flexflinedd < 518 A 1224128 o
2. & Asystem show -instance®s % ~ SRR IGREIE H LAH B 15 88 %55k ©
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wHEEA)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.
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T EHIFETE R EImy.inifEZR A [mysqld| &% ~ TERERIZKC © /ProgramData/NetApp/SnapCenter/MySQL
Data/DataFHY/EEFEIBIE ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

T & FIEETRmy.initE Z M [client] & EE H B AYERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. HINE _(EHARRRS « AR RNCAREL ELEFIRSBARESE « ARBLEEHE « BRRAREERAR IR
ThEEIRIE o AT "Fﬁ']*/ﬁ“ :

a. RESE—EHARR L EERCARREREE —ENLBEIFERIMYSQL DataBE#}3K o

FEEZAIMYSQLE R R EAC ¢ \ProgramData\NetApp\SnapCenter\MySQL Datal\ ©

@ TASBREIUCARE - CIERZRABIUARSBARES « BRIHAFESE « AIRSLE
TIREN AR IRTAR SR o

b. HNE—EHAEE, « :5FHopensslifi% » TEWindows L2 EMySQLEIARESF A R iBRISSLEEN£i8

y =i

“MYSQLH&ZIK57 . 1§Fﬁopenﬂ@ﬁSSLﬁﬁDﬁ*D%ﬁ%u

@ RN ERES&E « AP R&ENZREN —ARGBECRASE N ARCAREN—%
TBE - REARTBEMER « BJEAOpenSSLARZRRIARZSAVREBE N SRR E KK -

&L FAEARESF QDN A ARES /&R — AR TE o
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C. SSLAFEMEMBEENEIMYSQL DataB k3K o

d. EHMySQLIFRRSSMARERE (my.ini) SHEICATESS « FIRSSARIES « MAKARES  ARSLESE
R R SIS T o

()  EUFEMYSQARESERIE (nyin) NimysaldERTEECAE - FRSANER
AR AT S BRIE o

S BIEMYSQUERRESABAEHE (my.ni) B[clientEBFIERECAEE « AR BARERNARBLES
SR o

T EEHEEEREImy.inifEZA [mysqld] & E& ~ TBERERIZC
. /ProgramData/NetApp/SnapCenter/MySQL Data/Data/ /&5 S84 o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

5 EEHEETmy.initE 8 [client] & R P B FTHIERK o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

5. f£SnapCenter M{EAHAEE: FHInternet Information Server (I1S) H{F L {ERAZIEINAEMIWebFERTER ©
6. TEMEHARR: EEHEEIMySQLART o
7. EHMIE HA E125H9 SnapManager - Web.ui.dll - config #£ZEFAJ MySQLProtocol &5&{H ©

T3 E55IZERTE SnapManager - Web.ui.dll - config #&ZHEHHI MySQLProtocol &ig&{E ©
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<add key="MySQLProtocol" value="SSL" />
8. FERMTE my.ini RN [ BRI | BEEPHEMIE HA EiB5ERIEERIERE « B# SnapManager °©
Web.Ul.dIl.config 1£%E °

T & HIEETRmy.initE ZE M [client] & EX R EEFTAYERIE ©

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

9. 7£SnapCenter MEHAEIEEAVISHENS) TZ1ERIARES) WebfERTER o

10. {3 Set-SmRegitoryConfig -RebuildSlave -Force PowerShell Cmdleti&EZE A —{EHAETZE EHI-Forceis
IH ~ EMEHAERRE R L2 HIMySQLER ©

BMEEEMREIER ~ -Force BRI AR E R BRHEFE
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