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New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier S$ClientRolelIdentifier
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redirectURL EIEREMEMAIB URL
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Add-AdfsServerApplication -Name "S$ClientRoleldentifier - Server app"
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-Name "App Web API"
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Issuer ==

"AD AUTHORITY"]
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("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);
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Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

- 85% Web API FEFREZT ~ W EMIMNGRERERHE METHIRRL -

Set-AdfsWebApiApplication -Name "S$ClientRoleldentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier S$identifier, $SredirectURL -IssuanceTransformRulesFile

SrelativePath

AT B 2 HARST RS

1R

ANy

12

BILAfEFS PowerShell 85 ST 77 AL B HARR ) o



R LE T 1

* FHRENRSERRERE - BRRMNERNSEARS - FIENEERE - BEBImAN -

* kAR ~ FEUERAVEIHARREZS 60 18 - BREENIIHEE RS EERE - My ARRHEESNEE
LB R R TR RS RIR T(E -

EEEEAEINEAE WebApi 77BN B AR ~ 557E AD FS fafRBPER TGRS ©
+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"
& AD FS BUS A EHERL

CHERATEEA REST AR (140 Postman ) HEA T2 MR TIRREREE © Iboh - MEZEA
B_R=EE (CHEARRAMGHRA) REUSEEEN

+ FAEEN B RIERTYE AD FS fERRSBZMRIZEMZNEITRE « FERNA RS 60 DiE o

e ki BfE

2 E1sERY RIERES

[E]# URL MREZBEE URL ~ FRAFRRAENAIER URL

&% URL [ADFS- #8131 4478 J/ADFS/OAuth2/Authorize

FENHERL URL [ADFS- #8134 %8 ]/ADFS/OAuth2/token

FF %D #A AD FS AR ID

FA P it 2 #iA AD FS Rt

] OpenlD

A R iEG 5 B A ERRIZTREX

BiR 7£ Advance Options Z#H ~ #ZEL Callback URL
ﬁzﬁﬂﬂ{g%ﬁﬁm « II{ETE JWT Token REEETRA T

&5/ PowerShell  sccli 71 REST API 7 SnapCenter (@2 H:%FE MFA
1R B WA PowerShell ~ sccli #1 REST API 7 SnapCenter {ARESFEE MFA o
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SnapCenter MFA CLI 5355

7 PowerShell #1 sccli & « IRAH Cmdlet ( Open-SmConnection ) BUS—{EF#E%A T AccessToken | HIHH
{IARIESR ~ LAfsE PR B RERL 2R BRRB(E R

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

1T LM Cmdlet 218 , SEIL TEMSER , SBEREREE TP #IT SnapCenter Cmdlet ©

SnapCenter MFA REST API 5&:5

£ RESTAPI ABFi% (40 Postman 3% swagger ) Hf§f _Authorization=B7 &}, <access token> &Y E
RS ~ WTEAREEPIE K F & RoleName ~ LAEY{E SnapCenter BYRLINEIFE ©

MFA REST API T{ER1Z

& MFASREZ AD FS B ~ IEZEBEE (RE) RERUETTERE - LUEFEEER REST API 77EX SnapCenter
FERTEL o

BRI TE

* oI AR REST iR ~ 40 Postman ~ Swagger Ul & Fireplane °©
* BUSFEVERL ~ M EATEREEEBEER (SnapCenter RESTAPI ) AT RIVEZE ©

* $5i1B AD FS MFA * Bg:8
1. 3RE REST AAIHIEI AD FS IHEBELUESZEVER
B MBS FE RIE N ZEVENRBS - RS EEIERE AD FS SSO HE ~ S /AEES
12 AD SR8 EREE MFA o 1. 7£ AD FS SSO HEH MERESL XFAHRT - BALHNERES
B EF MY o
EAELBNERTIIES user@domain B domain\user °

2. EBBEXF IR ~ BALBIERS o

3. T A"
4.7 BABE BES  BRBRERLETRE (RUNESTE o

"R L OB EERETFRAEREER o
* QR H5  FAEREMHTEEARERFMN QR K15 - AREARAREXNPERHNERERNS
* —RMYEEES - A Token BI—RIMEERES o

S. BRRERNINE « ERR—ERERE « HRES7FEME « ID MEFEIE Token o

EBFEVERL ~ W7 SnapCenter REST AP FR{EFR ERFITIEE o

6. £ RESTAPI # ~ BEZEIZHEER P EREEFEIERIIAEBLTE o
7. SnapCenter B¢ AD FS Ex:5 IL7ZEVRERYL ©
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MRBREBERHIEN - SnapCenter B EAREE « WEVSERE RS o
8. SnapCenter EfFRFAELBNAGLIBREEFERERNITAPI ©

UNSREREEALIN ~ SnapCenter BFEI4ER « [AIGRERIERAS ©

E{F{=F REST APl ~ CLI #1 GUI Y SnapCenter MFA Ii5E
* BfeEREN T
TR

1. L SnapCenter EI28 &% A SnapCenter Server ©
2. B—T*RE*>*2EHRE *>*LEENERE (MFA) RE*
3. EEAE (GUI/RSTAPI/CLI) MUENHEBERE MFA EA ©
° PowerShell 77H *
1. #1177 PowerShell ¢ CLI &5% ~ LLEXA MFA for GUI ~ REST API ~ PowerShell #1 sccli ©

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

path 28215 AD FS MFA F#£E K XML tERMMIE

B MFA LUERTEER AD FS RAEERMEZRIRIEIRERTE SnapCenter GUI ~ REST API ~ PowerShell #1
sccli °

2. (FRREE MFA 4BREARREFIERE Get-SmMultiFactorAuthentication Cmdlet ©
*sccli 77m@ *

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatalabc.xml"

2. # sccli Get-SmMultiFactorAuthentication
o REST API*
3. #4775 POST API LLEXFE MFA for GUI ~ REST API ~ PowerShell #1 sccli ©

28 BfE
ERM URL [API/4 .9/settings/multitactorauthentication
HTTPZ % £
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I 94

4. {ERATH API #Z MFA 4BEEAREEFNRE ©
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=
ERAY URL

V3

HTTPA &

[EIfE 23

{ "IsGuiMFAEnabled" : 852
"IsRestApiMFAEnabled" : ¥f ~
"IsClicMFAEnabled" : & - "ADFSConfigFilePath"
. "C:\\ADFS_rh## &} \abc.xml " }

{ "MFAConfiguration" : {"IsGuiMFAEnabled" :
$8:% - "ADFSConfigFilePath" : "C:\ADFS_H#
&E#l \abc.xml - "SCConfigFilePath" : null ~
"IsRestApiMFAEnabled" : ¥ -
"IsClicMFAEnabled" : #& + "ADFSHostName" :
"win-adfs-sc49.winscedom2.com } }

BE

/AP1/4.9/settings/multitactorauthentication
g

{ "MFAConfiguration" : {"IsGuiMFAEnabled" :
#&52 « "ADFSConfigFilePath" : "C:\ADFS_H#&
&#l \abc.xml + "SCConfigFilePath" : null
"IsRestApiMFAEnabled" : ¥f
"IsClicMFAEnabled" : #& + "ADFSHostName" :
"win-adfs-sc49.winscedom2.com } }
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