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custom_plugin_checksum _list 1"‘"

o B Linux 1 « SHAS1258% K _/var/opt/snapcenter/scc/cust_plugin_checksum list. txt

o HHWindowsE 1% « SHA512%4%/iI?_C:\Program Files\NetApp\SnapCenter Plug-in
Creator\etc\custom_plugin_checksum list.txt

BN BTLERE « SHAS128EI <CUSTOMERE>\NetApp\SnapCenter\Snapcenter Plug-In
Creator\etc\custom_plugin_checksum list.txt_
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03721f567aled4alcb5569066b9%9a58af619%9eel2b1£8713108f81b69%6cfbdb81c25232fa63
dee6777a2b2alec068bb0a93a5%9a8ade71587182f8bccbe8lf7e0bat
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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SnapCenter {AlAR2§ZEE7E Windows i E) o

° Y1 SnapCenter EARESZEETE Linux F4#EE ~ AIA
/opt/NetApp/snapcenter/SnapManagerWeb/Repository /SC_UNIT_plugin_checksum - txt_°
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(*.domain.company.com) ~ /REREEICIARIFTE EIERLTE o

FE A CAR:E

& wiZASnapCenter fEAMicrosoft EI2F S (MMC) ~ B#CAREEAZISEHR BEZIRH
AIBRESFIWindows EH&IMIER ©

R

1. B ZEMicrosoft EIBEHEE (MMC) - RBER— T EZ>*HHIL/FRSnapin * o

2. 1 TEmSBRImARNEIES ) RET B UReE) ~ ABIE—T Mgy -

3. £ NRsE) RARNBIEETRE T « A [BHEIRS ) =18 ~ A%BIZ—T Tl

4. B—TEEARB IR >VRE- AR ER S SRR REIREBE >R ©
5

. 7£ TTrusted Root Certification Authorities] (R{EEMREEIREE[) BERXK LI—TREAHE - ABE
EX ™Al Tasks) (FREI{E) > lNmporty (BEA) UUBKEHEARE o

6. STAEE « YR ¢

LT ... ERT T LE...

EATLE S BEUHIE" Yes' « BATAESH « AE—T
Next* °

EINFESIE FIEMEE ; —FF—5

CE30 SR B BB R RORT S « A — T (F—
Fry e

SRl DEBEARE BRINE « AEH—T TR BGEA -

() EABBERATSGEE HENKERB < pixs o p12fl* e p7b)

7. ¥ TPersonal) BFIZREBEIES o

REETEAUE AR /RERY T/ NEN T & - IENUEERIEAUEEE  IUREREHREEL
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1.

2.

FEGUILHMIT AL ER

a. 1m NE&E o

b. £ UR:E1 HFEAWF ~ B—T HHEER) R5IFH -
C. HEMR(DBE « A8 —T* Thumbprint* o

d. BRAE RPN +7SEMLF T ©

e. MR +NEUMF 2 EER o

3N ~ anR¥54A - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b]
% 1E2 . a909502dd82ae41433e6f83886b00d4277a32a7bl ©

{tPowerShell#1T FFI1EZ :
a. PUT TS ~ FHELIEREBIIEA - WK EREREMARAZENREE °

Get-Childitemi& {5355 © \LocalComputer\My

b. 5L o

fEFAWindows TS MIME N IRTE R ECAREE

1R
anY

e E A Windows EHEIMIMETURRFI R ECARSE » LURBI R KRIEI/&S

sa1tSnapCenter EEfECARRIFIB A M ERITTFHIDER -

1.

16

AT TAIE < ~ LUSMCoreTaREHIES 1457 [RIRAB YRR R !
'>netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'
fign :

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT TAERS ~ AT A AYREE Wi ndows EREIMBTETUARTSELS ¢

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

fugn

» RURSBRZERE

_<SMCore Port> certhash=§Scert



> Scert "a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7 Linux 1 _ERY NetApp SZIEIMIMETUARTFE SR E CA /&8

T BEIEEFTIMNIMER N Keystore B IE R H/GEE ~ sRECAREE « RERH P REES
STIMERNEEENE « UK ECAZER B HELTIMIMEXEEEHE  MfE
FiSnapCenter MMXFEETIMIMETN) IRFBEIINELLEIIB(I/REE o

BeTIMIMER S ERMII /opt /NetApp/snapcenter/scccletc_BY Tkeystore .jks1 HEEMAESEEREN IR
EH& -

BIEHFTIMIMER Keystore BV « URERFHICAREZRECEH %

TR
1. eI BTN AR A B E A B 5 TIMI2 X Keystore TRER ZEHS ©

EEHEERIE Tkeystore pass) BIE o
2. #EKeystoreZHE :

keytool -storepasswd -keystore keystore.jks

. BKeystorePFIAEEIBIEENANREBEE A B KeystoreBRIINEES !

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

f£_agent.properties_1&Z EifikeyKeystore _passHIABRIEHT o

3. BEEE BB -
() esTsMERKeystore B « WAL B& BRI A BRIR 2 BRE I AEHEIR) -

iR B PHE /&RE S E A BT IMIMETVE I E
TREZRERNPEES - MNERLEER - UETIMEEAEEERE -

1. BB E 83 E:TIMIERKeystoreFIE 3K © Jopp/NetApp/snapcenter/scc/Z
2. #3 Tkeystore jks) HEZE o
3. #EKeystore % HHTHEHYIEREE
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lkeytool-list -v -keystore keystore .jks |

4. FSIRE P AERRE

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA_Root.cer -keystore keystore.jks

. RIREFAERERES B IIMIMENEEFREZ R « SAEMEREIART

()  GmEsseimgiRcABE AR EIERECAES o

RHCAE B IRECHRE B IIMMENEEFHRE
TEZBCAREBEZRICHREABFIIMMENEEFHRE -

1. BEBE B3 B:TIMIMERKeystore /opp/NetApp/snapcenter/scc/Z HIE 1l 3
2. #3 Tkeystore jks) HEZE o
3. 7EKeystore % HFTHEHYIEEE

lkeytool-list -v -keystore keystore .jks |
4. R ABNEESRMNARSBNCARE o

lkeytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks|

S. EKeystoreH %!t #TIEHY/RES ©
lkeytool-list -v -keystore keystore .jks
6. BT BEES B EMCAREHEMNE « ZCARRECHIEEEBE o
7. BCARENINEAESIRBITE T A TIMERN
TER A BETIMIER Keystore B HE Ragent.propertiestEZ HKeyKeyKeystore _passfy{E o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. HD%CA?&%%%EPE’JE'J%?EEE@A?E%:E##?%*T_B (r
1o~ Tr~1) ~ARRIREESMERME

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiestiEBFEPRECARENRIS ©

18



EIRIRSCC_IDATure_ALIASEIBERILIE o

8. BCAEEZEEZMACHRERBIIMIENEEFTREZR AR -

#t¥fSnapCenter TR—IRRIBETIMIMER) RERERIHEE (CRL)

RIRERI(E
FEETIMIMETN) SETRARERBEFPEZCRLIESE © SnapCenter

* AR TSetcCustom Plug-in] BICRLIEZTER Bi*SnapCenter % lopt /NetApp/snapcenter/scc /
etc/crly °

1. A UIRIES 8 CRP_pathfEi % E #ragent.propertiestE ZEHHITER B EE o

TR B S PN E ZECRLIZE © FAREEERIZSECRLUETEE °

7 Windows T 1% FHY NetApp XiRIMIIZTUARTERE CA /K&

T EE BRI IMIMEIKeystore (IR R H/&:E ~ SRECAKE » RERKFHEEFER

sIIMMEVEREENE - UNKRECAZZEZRACH EBTIMMENEREENRE ~ L E
FASnapCenter T&KIBEZIIMIMEIN) IRFRABIERENHNIESE o

BiTIMIMER EFAIEZE keyKeystore © jks_ ~ fiIi?_C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in

Creator\etc_ ~ MBI EHEEERENSEBEFNRE o

BIEBEFTIMIME Keystore BV « URERFHICAREZRECH A%

1. eI BTN AR A B E A B 5 TIMIM2H Keystore TRER ZEHS ©

2 HE key keystore passHIfE o
2. BtEKeystoreZHE :
keytool-storepasswd -keystore keystor.jks
@ WMERWindowsEi LI FETTE LW Tkeytool] Mm% - FBi%keytooltTn B A TR RIS o
C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. #KeystoreFATE & 1818 B HIFRA 52 B E T A BiKeystore fHEIFIZRHS

keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_#1&ZE-E HkeyKeystore _passBIHBEIEHT o

4. S@ETIER BB

(D asshsmstKeystore B « LURAAE R IBIFTAARIR S BRSORAAR -
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R E P /&RE SR E A B I IMIMETVE I E

/|\
10N

xR ERBHPARE « MAEANERR « UBTIMMEREEFERE -

1. BIEE 65 BH:T9MIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_

BRI
¥ E| Tkeystore .jksl t&EZ
7EKeystore 5! HHILRY /KT -

keytool-list -v -keystore keyKeystore .jks

- HTIBIRE A RE ¢

keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

i RE P /&RE SR E A BT IMIMEVEEFEREZ 8  SREMREIRT -

() EsssgRCAES - B BIIERECAES -

RHCAEEZRICHRE B IIMMENEEFHRE
TREZRCAEBEZRICHRERABFIIMIENEEEKE -

1. BIEE 65 BH:T9MIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_

20

SRS
HEHEZE keystore o jks_ ©
7EKeystoreHh%! tH #rig i /RS

keytool-list -v -keystore keyKeystore .jks
WL AR SR ARZIRAICARE

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

- {EKeystore 5! HHTIEHY/REE o

keytool-list -v -keystore keyKeystore .jks

RERBEESEIEMCAREHENGR - ACABRREMEESRE
RCABRENIMEN B SR BB E ELTIRERS o

BRI B TIMIE N Keystore B HE Ragent.propertiesiE ZEHKeyKeyKeystore _passfi{E o

keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks

7£_agent.properties_#gZEH 5 E CAREERVAI% ©



FAMRIESCC_IDATure_ALIASEIREHULE ©
0. BCAREZESRAHRERHBTIMIENEEEFREZE « FEWNRBRT -

#t¥fSnapCenter TR—IRRIBETIMIMER) RERERIHEE (CRL)

RAMNEETLIE
%ET%*HEQCAE THYRFTCRLIESRE * 552 "W E#SnapCenter Es8CARE ) HFHVREREHEEE

"o

TEsTIMEET) SETFRSRENBEFEZCRLIESE © SnapCenter

FRAK TRERBTIMIMERN] BICRLIEZTER B#kSnapCenter & © C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-In Creator\ etc\crl_ °

$ EX
EAIUIRIESIECRP_pathfEi % B #f_agent.properties t&ZAAIFER B o
2. AL B # PR E ZECRLIEE °

BANEEGRIESECRLETTRE -

EXASMIMETIRICARSS

IREZRECARE ~ 7T SnapCenter AR ES T FERYIMIME T T 1% _EEFECAREE o [Tk
Z AN E B CARERBREE

FsAZ Al
* #&B] LAfEArun Set-SmCertificateSettings Cmdlet?REY S {ZFACAR:E ©
* & BI LA F_Get-SmCertificateSettings_ IREERIMHFTZ LAY /REEARAE o

TR AT _Get-Helpdp < name_2REVS AJEECCmdletE Fl 2 28R HEREFRIAERIE « 5(F ~ St U2 H
" (RfFIE<ENBE5m) SnapCenter” ©

- EEAISEERT - BT

2 1F M HES BT EEEH o
3. ERE—RBEIMMRR T o

4 H— T ERBIE o

5. JREV BURERERE o

o

STl
MREENEH SREMETETEE  HEBERIEIEEHSnapCenter [IRRTS 31 BIME T2 FRVE

s % O FRTRCARRELRRU « RIS RSN o
-+ B RTRCABBE RIS o
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