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Reviaw installation prerequisites and install plug-in
package for Linux or Windows
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| Set up credentials. |
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,

/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh
Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==

/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config

_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor
Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor
LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"
Defaults: LINUX USER env_keep += "JAVA HOME"
Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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NE R B =4 Java 11 IBM Java
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It /var/opt/snapcenter/spl/etc/spl.properties

HJava_homeiEIE 2% E 7 [EfERYJavahk 245 F0 IEFERY
%1«( °

#IErootF FHE R E BN AIXEHAISudotERR

& IErootEFE ZEFRAMRAIXHZIEEHN - WEAFHNIMIMEEIFERE © SnapCenter SnapCenterIMMERIZF
BAB M HIIErootEAE B DT o EHEZ A IErootEFE R TESUdoiEfR « LURHE ZEREAITZENE o

TEENZME

* Sudo 1.8.7HRELEFrRRZS ©

* #4m¥E_/etc/ssh / sshd_config_#g% ~ UREM SIS EREL | Macs HMAC - SHA2-256F1IMAC HMAC -
SHA2-512 ©

EHZAREIER - EFEHIsshdBRTE o
#if) -

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256
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* /home/AIX_USERI/.SC_NetApp/snapcenter_AIX_host_plugin.bsx
* /custature_location / NetApp/snapcenter/spl/installal/plugins/uninstall

» /cust_ LOUSE/NetApp/snapcenter/spl/bin/spl

1. BALBEEAPLESnapCenter BRAMAIXHEBEHRIAIXEH o
2. {§Mvisudo Linux 2R ~ 1§ TF1THIE E /etc/udoerstg e o

Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty
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PS C:\> Get-WindowsFeature AD-Domain-Services
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1. BT A< « LUSMCoreTARIEIHES 145 [RIRAR/RE R °

">netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'
fign :

> netsh http delete sslcert ipport=0.0.0.0:8145
. BITTIERS ~ i LEEnRE RN i ndows FHEIMIMETUARTSELS ¢

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fugn

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"
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i3 -
1R ERULS /opt/NetApp/snapcenter/scc/etc BIFEZ Tkeystore.jksl fEAEEEEMNEIEE o

EEAMHERENZEUKRETERN CA REZREAIFHA

1. A MR IR B I E R PR RN E N B R E TRR EES o

ERHEELIE keystore pass) HIfE o

2. B EKeystoreZHE :
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keytool -storepasswd -keystore keystore.jks

. BKeystore MR EEIBIEEMWIE R GRBE T ABKeystoreiEREINERES :

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_1gZ - E#keyKeystore _passBIEREEH o
3. BERIGBREMENR o

() iRm0 EERATE AL AR RN REEZARR -

RERRF P REREUIBEAGEE

TRz B R A TARIR/RE P RRERIBAGEE

1. BEfMEASIEHSIRENERIK | Jopt/NetApp/snapcenter/scc/etc ©
2. #3| Tkeystore .jks) tEZE o

3. TEKeystore 5 HFIEHVREE !

lkeytool-list -v -keystore keystore .jks

4. FMGIRE PR

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks
. REMRRE NP ERE LIRS EEEREMEART o

() msssigRCAES - B BRIERECAES -

oA

fcE CA ZEZRHLUBAGERE
CfEZF CA ZENTRHACE G EEER -

1. BREE SIS BE /opt/NetApp/snapcenter/sccletc BIE I o
2. #3| Tkeystore jks) HEZE o
3. EKeystore %! FILHY&EE -

lkeytool-list -v -keystore keystore .jks |

4. FMEAAMEESRNAREBWICARSE -



lkeytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks|

S. fEKeystore %I HFTIEAY/REE o

lkeytool-list -v -keystore keystore .jks
6. RETRBEES O3 EMCAREHENE « ZCARBCMIEERRE o
7. BCARERIIEIAESIRENEERSIRERN -

TERIGEH RIBERIEE agent.properties 182 & KEYSTORE_PASS FY{& ©

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. MRcABEFTNRILREAEESERIERFT (1
o~ T ~1) AR REEAMERTE

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiestiEBFHRECARERIS ©

F5IRIESCC_IDATure ALIASE $& B ILIE ©
8. BLE CA HENEBHLUGAGEER EHMENRT

AiEMECE /BRI B E (CRL)

RAREIE T
* SnapCenter G ETESCECER B PSS CRLIEE
* SnapCenter 1Hf$H9 CRL 1£ZITEER B &2 [ opt / NetApp / snapcenter / scc/etc/crl | ©

1. A UIRIES$8CRP_pathfE{ % E #ragent.propertiestE ZEHHITER HEE o

TR B SR ME ZECRLIER - FAREEERIZSECRLUETEE °

7 Windows T 1% FHY NetApp XiRIMIZTARTEZE CA /K&

RrEZEIRaMSEERERENZE > BB CARE ) BIRPRFZEBEIIGHEE
[&& > Wi{F A SnapCenter fifFARTEE CA B E I H AL E DR SEEURE S ZERNE

(&S o

/CARSZ

SMEENERNLR C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc BItEZE keystore.jks
FAEEEENESEE
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BRAMERENZEUKRETERN CA REZRERIFHA

pg
1. eI UM R N RIE B MR R PR RIMIME N B IRETER TS

e EifE key keystore passHI{E o
2. #EKeystoreZHE :
keytool-storepasswd -keystore keystor.jks

@ MERWindowsEp S IR T FTTE LIS Tkeytool) #%  FHiEkeytooltsn S B2 TR IRAE o

C : \Program Files\Java\<JDK_VERY=>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. EKeystore A 2§58 18 B BIFR A B2 B HE 8 8 4 BlKeystore AHE I RS -

keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_1&ZE I E#rkeyKeystore _passBIHEREIEH o

4. SEZHREMABIRT o

() EeemmnEERATE RN AR RN REEZARR -

REMRBE N PRERELUEAGIERE
TREZACE QB TABRR/RE NP REEERIEAGEE -

1. EEFAZIMMERSIBEMNERII C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. #3| Tkeystore .jks) tEZE o
3. 7EKeystore %! K Frig Ay /&R

keytool-list -v -keystore keyKeystore .jks
4. FMGAR P AEIREE ¢
keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

5. REIEE AR BB A SR G B AR -
()  mEssimgiRcAE AR BHERECAES o
B CA EELRHLUBAESE

THEZ CA BENSRHAEIIGMHEEED -
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1. EBEFAZIMMERSIBEMNERII C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc
2. EHEZFE keystore © jks_ °

3. TEKeystore %! HFTIEAY/&RET !
keytool-list -v -keystore keyKeystore .jks
4. LB A RSB ARSIRAICAREE °

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

5. TEKeystore %! HFTIERY/&RES ©
keytool-list -v -keystore keyKeystore .jks

6. EETRERS E 2 BMCAREHENRI®R - ZRCARECINEESIRE -
7. BCARENIEL R BRI E BATRMER

TG R IRETISE agent.properties 85 KEYSTORE_PASS HI{H ©

keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks
8. f£_agent.properties_1EZ R ECAREHIFI S ©

FEIRIESCC_IDATure_ALIASESREHILE ©

9. icE CA ZEMNESRYBLUGAGEERENRMBIRT

7 SnapCenter SMIMET\R E/BE BEH B E (CRL)

PSR TIF
© BE THMAMCAKRRIIRMCRLUESR « 5208 "IN EHSnapCenter  MERFECAZERE ) FREV/EEHIEAEE
ZZ" o

A<

* SnapCenter A ETESLEEN B #PIESE CRLIER °

* SnapCenter 9MIMEILAY CRL #£ZMFER B EE R 'C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\crl'_°

TR
1. B RIE £ $BCRP_pathfEEUR BE#T_agent.properties_1&ZRHPHFER B o
2. EEIELE B PR E ZECRLIEE ©

FARYEE RIS ECRUETHRE

o}

EXFSMIMETRICAERS

TREZRECAKRE « WfESnapCenter fAARZSFE ERISMIZN M EEBECAREE © ITFE
ZAIMIETUR A CAZRSE bR o
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* {&E] LUERrun Set-SmCertificateSettings CmdletZREXFIS{EFICAR:E ©

* &B]LAfE_Get-SmCertificateSettings_ IREERIMHFIZ LAY /REEARAE o
BRI LIEIT_Get-Helpgi S name REVGAIHEECCmdletfE 2 2R HIRBARAERAE N - E - SHAI U
" (1< 22 E$5M) SnapCenter” ©
1. EEREEERP -« Z— T o
2.1 T BEP 72— T THREEH
3. ERE—HZEIMMERX T o
4 B—T"ELEIE -
S. RV ERA/EFERE" o
FER &
ZEENEE BRI SEEREHE - i HNEER g5 SnapCenter  TZIRARFEZ3) BIMI M~ ERVE
ARAREES ©
© L ORINCAREEEARRIA ~ thRIEAGIMIETN K o
* B RCARE B INERE o
* B CRTVEARREECAREE ©
* B CRTNEARBUEGREH o

() smesmeR@ess  ERREEEERIIR -
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