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| Lag in to the SnapCenter Server using a web browser. |

-

| Idmnitify storage types supported, |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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allowed commands.config °
allowed commands.config fZ{IF SnapCenter Plug-in for PostgreSQL Bt [etc 1 FHEEH o

Windows 314

FE5% . C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etcl\allowed commands.config

BHEJE{E | <Custom Directory>\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\allowed commands.config

Linux3 14

FE=% - /opt/NetApp/snapcenter/scc/etc/allowed commands.config

HETE&1E | <Custom Directory>allowed commands.config
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% . mount
7% . umount
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i< - "C:\Program Files\NetApp\SnapCreator commands\sdcli.exe"
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SHA2-512 o
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256
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* /nome/Linux{#FE#&/.sc_NetApp/snapcenter_linux_host_plugin.bin
* /custature_location / NetApp/snapcenter/spl/installal/plugins/uninstall

* /cust_LOUSE/NetApp/snapcenter/spl/bin/spl
TR

1. ZEALEZEESnapCenter FRAMLinuxBIZIBEHFBILinuxEH# o
2. fEAvisudo Linux AR ~ i§ TF)1THIE Z/etc/udoersiEZ o

Cmnd Alias HPPLCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,

/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh
Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==

/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config

_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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[/setc/bin/olsnodes <crs_home> |

@] ATt /etc/oracle/OLR.loc_1EZEEW4S crs_home Ay {H °
_LinuxfEAE_RBEFTEIAFErootEAE LTS
f&B] L1 SC_UNIT_plugins_checksum - txt ##Z2EW{S _checksum (& _ ~ #EZRAN :

* _C : \ProgramData\NetApp\SnapCenter\Package f#7£E \sc_unix_plugins_checksum.txt _ (0%
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* 1N SnapCenter fRIARESZEETE Linux F#E ~ BB
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* DotNet Core 8.0.5
* PowerShell Core 7.4.2
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...
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automatically updated, turn on Windows Update.
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H1T_Get-Helpen < 2iE_RIS AR e SRR Z 2B AHRPANEN - & ~ KA U2/ " (&
H5< 12N 2E45m) SnapCenter” ©

BoiTezit PostgreSQL MIMETLRYARAS
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BAREETLF
T BEEEEHIRTIIER « WHEHFEARRE !

13


https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117015;&solution=1259&isHWU&src=IMT
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

#EITH
B IN5ER
© x KM

ERREELES « AHRESMEERE
© 9 BTy
1. HEEEREP ~ m— T8 o
2. 7¢ TEE¥E) EEPRH—T TR -
3. 1 Jobs HEY + HEEHEFENEYHIMIMER LEE(EE « SFRITTIIDE -
a. {Z—TERE o
b. 2 : RN REHA o
C. EER TR TNAERD ~ EECIMIME &g o
d. ¢ THRRE) THITHAERH ~ EENLEEARRE o
e g—T N*ER*1 o
4. FEINZHETE » ARE—T s EER DU R TERHEER o
S. 7 TTEs¥MRER BEEA ~ —T NEgtEsEsk o

LML~ A SEE K
2 ECALEE

E4CAIECSRIEE

TAIUEE NVREREZEENR]) (CSR) ~ AREAUERAEENCSRIE NEEREE
il (CA) EUSRVESE - ‘BiER S A HEHMBMNILAE S o

CSRERBXFEIR - 1R HE4A1ISHE RS UENEESEMCARES ©
@ CAJES RSA I EEZ VRS 3072 T ©

MBELECSRIVEN * FF2B "UNRIELECARECSRIZEE"

a8 ~ ISR UGB EE CARECSRIEZEM TR « IERILUfEASnapCenter M a EIER A RMERE

@ MREHEBHE (*.domain.company.com) &% (machine1.domain.company.com) HICA’R
BICAIREE o

HNEEARE - BELATE (BEREEFQDN) BN EHAIBRECARETIRRK  EAIMUERS/REZAIE
% [Subject Alternative Name (SAN) (EREE%TE (SAN) ) 1 I~ UEHESE - EABERFTRE
(*.domain.company.com) ~ /REFEET T IR EERTE

14


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

FE A CA’R:E

f&wiZBESnapCenter fEfAMicrosoft EXEF1ZH (MMC) -~ i§CAKREEAZISERE EXEN
fAARZZFIWindows EHIMPFER ©

B

1. B EMicrosoft EIEF R (MMC) ~ ABIR— T EH">"1L/FFRSnapin *

2. 7 HImEHBRIRANEIEET) REP ~ BN URE) ~ ABE—T g o

3. £ NBiE) MAXNEEETRET « Bl BIEIRA ) B8 A%B7R—T T °

4. F—THEEaRER>RE-AEEE > EENR KRR B> RE" o
5

- £ [Trusted Root Certification Authorities)  (R{EERREFRREE W) BRI EE—TBEAH « ARE
BX Al Tasks) (FREZLIfF) > Mmports (EEA) LARENEAKRE -

6. STRUKEE ~ Y1 TP :

LB ERES. .. BT TYIEE. ..

EBEAFLEEIR ZERUEIS* Yes* » [BATAEEIE - A% —T
Next* o

EEAERE AMEPYEEIEE ; H— T F—F* o

T2 IEEE L REPERHENS « ABE—T 'F—
F* oo

SeR TERREARBE) BEEE - ARIE—T 15Tk BHIREEA o

() EABEERATLGEE (HENOBRS o ph o pl12Al* e p7b) o
7. ¥ TPersonal] BERIREERPES o

BSCAIREIEAL

BRE IR AU AR /R /N E T & o B EREMUER L « IEERB P E T
% o

1. EGUI LBIT TP ER :
a. W & o
b. £ UR:E1 HEAWF ~ B—T HHEER) R51FH o
C. HEEREMDBE « A% —T* Thumbprint*
d. |EARPH+7EMFTT ©
e. MR+ NEUF Z FER o

15



a0 ~ aNRIEAN%A - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b1  ~ RIFERZE
%%~ B8R . a909502dd82ae41433e6f83886b00d4277a32a7b) ©

2. #tPowerShell#\{T FFI{EZ :
a. YT TS ~ FIH BRI /REIEA - WIRFFELIBRFRITLZEMNESE o

Get-Childitem3&1Es25% © \LocalComputer\My

b. ¥EBUHEAL

fFEAWindows Fi#5MIMETUARTS % E CAREE
G FEZE BB Windows 1 SMIME TUARTFE R ECAREE ~ UUBRBI ZEEHIB(I/REE ©
sa1ESnapCenter EEPECARENPFIB IR K EHITTIILER o

1. MIT 58 < ~ IUSMCoreTEEIFIEB 145 IRIRARRR R4 ¢
">netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'

fBgn -

> netsh http delete sslcert ipport=0.0.0.0:8145
. HUITTAIEG S ~ TR RAREE R Wi ndows EHEIMBTE UARTRELS :

> Scert = “ <certificate thumbprint> ”
> Sguid [guid] : :NewGuid () .ToString ('
> netsh http add sslcert ipport=0.0.0.
appid="$guid"

'B")
0: <SMCore Port> certhash=Scert

fgn -
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7E Linux £ 5 F SnapCenter PostgreSQL MIMERARFSHY CA /&5
CREZEIE BETIMIMER Keystore N EIE R HIRE » SBRECAREE ~ SRERHPEREE

JRpE =

JS’I‘TME‘H.:.TH?B&E V& TECAM§$§§%EE¥1:|:EJ’S’I‘hﬁz‘ﬁé‘ﬁc@ﬁ&@ A4
FASnapCenter T&KIBEFIIMIZEIN) IRFRABNEZENBIEE

16



BiT9MIMER S EEARNIR /opt /INetApp/snapcenter/scccletc B Tkeystore .jksi HEEMAHEEEHRENS
WENRE -

BIZHFTIMIER Keystore VRS « UREATHCAZEERIRACH G

*/F%E%
1. eI BTN IR A B E A B 5 TIMIMZ X Keystore TRER ZEHS ©

ERHEELIE keystore pass) HIfE o

2. BtEKeystoreRHE :

keytool -storepasswd -keystore keystore.jks

. BKeystoreIEEIBIEENFERNRERBETE ABKeystorelBREIFNER -

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_t&ZEHE#keyKeystore passBIFEEFEH o
HERIHEREMRERTS o

(D EI5TSMIME S Keystore T « WURAAE S RH0FT /A 1ERERI& RS IOMAAR «

iR B &R S E A BT IMIMETVE R E
TREZR E RSP RE ~ MAERLERR - UEIMIEREETFHE -

1. A BZE S ETMIMERKeystoreFIE I3  /opp/NetApp/snapcenter/scc/E
2. #3 Tkeystore jks) HEZE o
3. #EKeystore %I HFTILAYIRE !

lkeytool-list -v -keystore keystore .jks

4. TGRS AR

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. RS FAERERESBFIIMIENEEFREZR « SAEMERT -

()  mEssesmgiRoABss AR EHERECAEE



RHCAZE B RICHRE B IIMMENEEFHRE
CREZRCAEBEZRICHREABIIMIENEEEKE -

1. BIBEZE B S B:TIMIMER Keystore /opp/NetApp/snapcenter/scc/Z HIE 1l 3
2. $%3 Tkeystore .jks) TEZE o
3. 1EKeystoreHI HFTIEAYIREE ©

lkeytool-list -v -keystore keystore .jks |
4. IMEABMEEBNAMASBICARSE

lkeytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks |

S. 1EKeystore %I HFIZHY /R ©

lkeytool-list -v -keystore keystore .jks
6. BT RERS O S EMCAREHENGS « ZCAREBEMEESIRE
7. BCARENINEIA B RENEE RS IMERN o

FER MY B ETIMBIZ T Keystore B EE R agent. propertiestE ZEKeyKeyKeystore _passfifE o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. WRcaBEPH A RRESSERISHFT (T
1o~ Tpos0) AR ESHERME

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. ffagent.propertiesiEBFHRECAREIRIS ©

FAMRIESCC_IDATure_ALIASEIREHULE ©
8. BCAEZEEZMACHRERBIIMIENEEFREZR AR -

#t¥fSnapCenter TR—HRRIBETIMIMER) RERERIHEE (CRL)

RIREIET(E
* TEFTIMIMER) FEFERARTENE SR IEZCRLIZSE - SnapCenter

BRI SetcCustom Plug-iny BYCRLIEZTER BEkSnapCenter 72 lopt /NetApp/snapcenter/scc /
etc/crly °
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1. A UIIRIE S8 CRP_pathf82{ & E #ragent.propertiestE ZHHITER B &R ©
SR EIE B SR P M E ZECRLIER - BANEE ZIRIBESECRLETERE

7 Windows 1 F:5%E SnapCenter PostgreSQL FMIFERARFSHY CA &5

T EZEIE B TIMNIMER N Keystore VBB IE R HL /KT - sRECAREE ~ SRER P REES
FTIMIMEREEENE « U ECAREZESHICHERTINIEXEEENE ~ A
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BiTIMIMER EFAIEZE_keyKeystore © jks_ ~ {2 _C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc_ ~ MEHEHEEEEHREMNEBERE °

BIZHTIMITER Keystore BV « UREATHCAEERIRACH A%

1. @RI R BETIMIE AR A B IERE B 5 TIMIME T Key store FRER 2515 o

E ¥ E key_keystore passhIfE °
2. T FEKeystore RS :
keytool-storepasswd -keystore keystor.jks
(D) WRWindowshSIRRFTMENE Nkeytool #% » Fikeytoolirh S B AT -
C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks
3. #Keystore P FAZ&i81E B HIFR A 5l % B HEE T 4 BiKeystore iER HI R
keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_t&ZEE#keyKeystore passBIFEEEH o

4. G@ETIERBMEERTS o

() EsTsMERKeystore BT « WAL B& BRI A ABRIR 2 BRE I AEHEIR) -
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2. #43 Tkeystore .jks) HEZE o
3. 7EKeystore %I HFTIZHYREE ©
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keytool-list -v -keystore keyKeystore .jks
4. FMGIRT P AEIREE ¢
keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

o FIRHPHEERERBIIMMENEEEREZ R « SFEMMEIRS -
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RCARZEZIRICHRE S BFIIMMENEEFRE
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1. BB E 63 BH:T9MIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
B}

2. REIHEZ_keystore ° jks_ ©
3. TEKeystore 5! H G HY/&RE -

keytool-list -v -keystore keyKeystore .jks
4. IERAMEERNAMEWICARSE -

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

5. EKeystore 5 B FILAYIREE ©
keytool-list -v -keystore keyKeystore .jks

6. BATHREESOSRMCARREENIL « RCABECIHEESRE -
7. BCABBNIL RS REREEASRERS -

TER A BETIMIET Keystore 5 HE Ragent.propertiestEZ i KeyKeyKeystore _passfi{E o
keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks

8. 7£_agent.properties_#&Z R ECARERIAI% ©
FEIRIESCC_IDATure_ALIASESRE LA ©
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