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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
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T P X

Availability zone 1 Availability zone 2

Subnet 2

Synchronous mirror of
data between nodes

Mediator

A RENER

MREHEAREBIIZEFISRIE > AIREEHEREX -
* "BEEH NEREAEREXR"
* "AWS YL 2 EFAERA"

MERAERE
* "E&z5Cloud Volumes ONTAP BYAutoSupportsZ &"

* "THRONTAPAZRIHEO" ©
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#Cloud Volumes ONTAP HA % E AWS {&é548R8

R E AWS ARER 4R L A 5FFEN HA RV &P 2K B HA BFR1ERY VPC MR ©

& Cloud Volumes ONTAP HA sREDIEZE AWS A] &R » BEZE) IP (LA BER VPC AEBIFEN NAS B
Kl o B34 ISR » FLEFH) IP (U RT A IERNEL 2 BT » B EE A VPC SMERETTASEZEY o BEIBAIFA
A IP A3HRHRE VPC SMEREVERIGART » (BRI EEIKIESER -

HESENEMOIEMN SVM B2 LIF W BEFF) IP ik o

MNRTHTE T AWS HEa4ER > BT HA BERTERY VPC SMEBTZEUEE IP fiftik - EEE VPC LIMNY NAS
FAEHMINetAppEIE T E R UFECEE IP o

THE—EERZEEPEERREENWE VPC BIEEAH o HA RFAIIN—E VPC > MEFRIKUNS—E VPC
oo PA%% > [CRILUERZE) IP (UUTER P s L% 5 NAS HRE -

|

Floating IPs
routed to VPC1

route table

172.23.04

Transit
gateway
k4 v
i s ' N
(" 172.2301 ) I
Floating IPs
Floating IPs raiibed b the
(_ 1722303 ) routed to ENIs transit gateway
Mediator Client
\.. _,,—’)l
. VPC 2 (10.100.0.0/16)
'k\_ j"l

VPC 1 (10.160.0.0/20)

63


reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs

M ERER AU I E AR LIVECE ©
TR
1. "I PEAERANL G VPC MIINEIsZAERE" o
2. % VPC EBL{HE4TRE R REAM o
a. £ VPC R#5H > #2—TF Transit Gateway Route Tables ©
b. BEERAK o
C. #— TRl - SARIEE IR
d. FEEETRAKAMMYE (VPC) » ABIE— T BN o
3. FAIETE HA HEVEE) IP A EESHAARA R R R P IEILIRH o

fE&AI LATENetApp Console AR E M E mE LR EFE) IP {itk o« AT 2—ERIF :

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

LUT g4I ERET T PEAARAMNERAR - E8EEME VPC B CIDR &#EAIE B FICloud Volumes ONTAPTE
PRI OEZED IP itk o

Transit Gateway Route Table: tgw-rtb-OeaBee291cT7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type Route state
I 10.100.0.0116 tgw-attach-05e77bd34e2ff3118 | vpe-0b2bc30elde8eldbl I h "‘.VP_.G‘z' propagated active
10.160.0.0/20 Taw-attach-0Uebadeacazo0ardb | Vpe-67Jae60a propagated active
\ bWC - static active
172.23.0.2/32 tgw-attach-00ebaleac3250d7db | vpc-673ae603 FI t. static active
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 -—a'ugna-m\g static active
172.23.0.4/32 tgw-attach-00eba3eac3250d7db | vpc-5673ae603 _I_B‘ Addresses ... active

4. ERBEFECZHIPAUIAVPCHIIRER ©
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a. ZFHPAALFIERAER o
b. ¥R & B i E HA $FR7E VPC B9 CIDR &1 °

TENEGFIBRETT VPC 2 RIBHE > HREZE| VPC 1 BIBREMFE) IP (it -

Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -

Destination Target Status Propagated

10.100.0.0/16 local active No

0.0.0.0/0 Igw-072500d01781e67df active No
VPG A

10.160.0.0/20 1aw-015b7c243661ac279 \V {k'\';’/‘ 1 No

172.23.0.1/32 1gw-015b7c243661a0279 active No

172.23.0.2/32 1gw-015b7c249661ac279 Ek}at]ng IB No
=,

172.23.0.3/32 1gw-015b7c249661ac279 Addresses No
S A

172.23.0.4/32 1gw-015b7¢249661ac279 active No

S. EBEREFECEH) IP (iR VPC HHftE R 2RI HA 89 VPC RIBREER ©
E—FREE > ABETMT VPC ZERIERH o

WTFEHIRGRERTT VPC 1 WERHER - EEIERIES IP (IitMZE R IRFITERY VPC 2 RUERHE o 1= S 1TEE
HA 5 & BERFE) IP FE EREMR o

Summary Routes

Subnet Associations Route Propagation Tags
Edit routes
View | All routes -
Destination Target Status
10.160.0.0/20 local active
pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active
0.0.0.0/0 Igw-b2182dd7 active
10.60.29.0/25 pex-589¢3331 active
I 10.100.0.0/16 tgw-015b7c248661ac279 I \.\JP.\CZ
10.129.0.0/20 pex-17e1396 active
172.23.0.1/32 eni-0854d4715559c3¢db H
Eloating
172.23.0.2/32 eni-0854d4715559¢c3cdb acti |B
172.23.0.3/32 eni-0f76681216¢3108ed Ad d resses
172.23.0.4/32 eni-0854d4715559c3cdb active

6. BLEMEEREEMS VPC WFIARE °
a. EERMWAET » TR -
b. #—T TEAXR EEF > 5 HA HNEP—EFE) IP (IHEEEFRFRAIRIE
C. B—TREMEE -
d. BEREALLRA" o
e F—THIgRA o

f R38R > BIEFRAREY > JAREEE VPC IP il o
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g B—TREEFRAUEREE -
7. fERFE P UL IR E M EEIF A o

e LUEAES 6 MEIEHRE) AR TR TMount Command 3ZEIETEESIE PR EIERERY IP it o

8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{?} Advanced Actions

8. MRITCIETEHE NFS % > AREEHRBURTSHA VPC BIFHERE o
"T R EREE" o

TERAELE
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* "AWS Ry Ea] I E"
* "AWS HCloud Volumes ONTAPHI4BER K"

1£ AWS HAF4EIRPEZFZCloud Volumes ONTAP HA ¥

% 9.11.1 HrA<BA%E > AWS &8 VPC HZ=1#ECloud Volumes ONTAP HA ¥t o VPC A
AJECEVABAR B EL{th AWS IRE A FHR - EEFRAILLECE » ERTEIE AWS IRIE
» SR1B(EF API ZBE HA ¥ o

M "VPCHZ="> Cloud Volumes ONTAP HA B2 B DT mER S & -

* VPC R EWRF » #EAME (VPC » FHEE. « IREHKRMCloud Volumes ONTAPZ 2 E#4H)
* BHEERF > H EC2 MITERRSBEHAFRERT (EEEME HA BRHNE)

HIREZER AESZERCloud Volumes ONTAP HAECE » HA RN RERFEER A SER A VPC R EIRP S
MR - BREBBRTAMBEE T LUKERN 1AM A ERIZHELRER o

TEER T IEREFS BT

67


https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/

P o, Y
d-) Shared VPC
1AM role Route table
172.16.0.0 = £
Security
1121610
3
bt 172.16.2.0 Srop

___________________________________

Ay ailabilty Zone A

ONTAP I

|

|

| I

| |

| |

| I

| I

| I

I ] L

I I I

| I |

I .

I i I

| o

| P LNTAR .
: 4§ Node 1 5
! f |
: d | Av ailabilty Zone B :
: ki il
: Private subnet - )
! 5 i !
i ! i
| I | I
| i I i
I . |

| | I [
: - Ay ailability Zone | \
| - :
i [_q'| Private subnet : i :
| : | :
| i I I
: L 1AM role with :
: : : “AssumeRole” i
. | [, \
| i | i
| | i
I } 1

AR TSR » CRBHESEEIRP AT > AT VPC HEEEIRFPEIL IAM ABNZEMEHE -

18 Cloud Volumes ONTAPZ %R > NetApp Console®@ BEIEIL IAM AT EMINEIF/1ES - LA

AEITIE VPC HEAEBIRPHEILN IAM A6 > LUFEHE HA BN BERETES o

TR

B2 EHEIIRFHA VPC FrE B IRP RBYFHER o
LES R B AH A FHERPERE HA BETL R o

"AWS {5 :

/\? EI“

2. 7 VPC #EBEZIREH » ACloud Volumes ONTAPEEII—{EZ & E¥4H o
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"sE2:FCloud Volumes ONTAPHIZ 2 EH4HFRE" o 35 E » BAREES HA PN EIULZREHE - ETHIA g4
1ETE R ZIR1E o

3. £ VPC HEREIREH » BI—EEE THIH#IRN IAM A6 :

Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",

"ec2:ReplaceRoute",

"ec2:UnassignPrivateIpAddresses"

4. fE/ APl EIZFTHYCloud Volumes ONTAP R4 ©
EAR > EEIRE U TRIL
o “RREE ID
I'securityGroupld HENIFEISERTE VPC FREEIREHEINZ 24 E FE2ELLENSE2) o
° “haParams™¥)fH#J“assumeRoleArn”

: lassumeRoleArn] H{IEESETE VPC HEAEBIRAFPEILL IAM BEH ARN GE2ELEMPE 3

fugn

"haParams": {
"assumeRoleArn":
"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}

+
"7 fZCloud Volumes ONTAP API"

7£ AWS EoJAHEHZACloud Volumes ONTAP HA HFC BB 4H1E T

MRBMEHZEILRE > AWS ErJHE (AZ) FHICloud Volumes ONTAPE BRI A4 (HA) &6
ErFE G B [EH - YN Cloud Volumes ONTAPERESFIRNEHIART A » B E B4
Buthgkl > BEGLEE -/ TEHEERER T LUEREE - WERMEREHREL
KRBT RETTAERE ©

#BORZF% > Cloud Volumes ONTAPEZBIZF ERLITNTTRY » MBI ERHERILARTTA °
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FER
1. {£/ SSH E43%|NetApp ConsoleftIR M B A o

2. gpE /opt/application/netapp/cloudmanager/docker occm/data °

3. #R%E app.conf FBBEMNRE ‘rollback-on-placement-group-failure 28 “false o ILBERITE
RIER true©

"occm" |
"aws" : {

"rollback-on-placement-group-failure" : false

4. FEEERLZHIZTHSRERES - CEREEEHMAEFIZEHISMIE -
Cloud Volumes ONTAPH) AWS Z & B4 A uEF B ubiRA!

NetApp ConsolefiL AWS Z2 48 4H » HH = Cloud Volumes ONTAPRIHZE(EFT SRR
AL IEREA o AR E2 T ERBLETAE » B LESHEAE CHNEREH
Cloud Volumes ONTAP#38I

Cloud Volumes ONTAPHIZ 2 EF4HEE A b HubFRA o

N
#tECloud Volumes ONTAP R AR FEIZTASL E B L 2 EBHER » S LUEEASTF FIIHEFRURE :

s (EFRIEFER VPC | AIERERIZKIEZCCloud Volumes ONTAPZ4ERY VPC F4RIRE B ZH 5 IERE 7T
B VPC F4EEREEE - S 2 ERYEIE o

* FRiE VPC @ AUbERIZKIRZ 0.0.0.0/0 IP & °

TATE e {m| B89
PR e HUITEREAIT ping R(F

ICMP

HTTP 80 EREEESIE LIF B9 IP (i[31H58 HTTP 7ZEXONTAP System Manager Web =&

HTTPS 443 FEREEEE LIF 9 P (i SRR NE I EF ISR HTTPS ZEXONTAP
System Manager Web %% &

SSH 22 BB SSH TPEEEEIE LIF SETZEEIE LIF 89 IP fiit

TCP 11 NFS Byizimai2sama

TCP 139 CIFS #9 NetBIOS RIS &%

TCP 161-162  RgEARERTGH

70



TATE
TCP

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
ubP
ubP
ubP
uUbP
ubP
ubP
ubP

HIAFR A

Cloud Volumes ONTAPRYTERR Z 2 EHERIRFA A HILTRE - IRAILUER »

A0
445
635
749
2049
3260
4045
4046
10000
11104
11105
111
161-162
635
2049
4045
4046
4049

B89

{5 NetBIOS #EZ2EY TCP LAY Microsoft SMB/CIFS

NFS #h#

Kerberos

NFS fAAR23 FERE
i#EiB iSCSI B} LIF #47 iSCSI £5/3

NFS gHsrs€f2z0

NFS 4HE&ARREEE 1R 3S

A

SnapMirrorB¥ &£ R385
{EFREEEERT LIF #E1TSnapMirror& HEE
NFS RiEimE2 A

& BB R B IR

NDMP f&1%

NFS #haEg

NFS {afR23<TERZ

NFS gHsrs€f2zl

NFS 4ERRARREEZ 1R 2R
NFS rquotad t#:%

BEEBRERIRA > AERE

B HIEE
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
BERLBRENESFHEES

-

SESB TAWS X | AZEMIRS RIEREER KVS £ o

4. MEEFERANREFEIEMN CMK » 551E1B# Cloud Volumes ONTAP IAM A& 3fiE %A ZigERE RSN
CMK HYZ$R/RA! o
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77


https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html

Service (Amazon S3) f#FATEEFRIEK! > AIFERNITUILDER -

REEEEZECloud Volumes ONTAPZ B HITIEZ B » A% IAM B E1EE 1 Cloud Volumes ONTAP & 47 b5 2
UM o (B EelLUEEEAIRAERCloud Volumes ONTAP IAM A » EE eI AL BITUL S ER © )

"AWS X1 dREES R

ACloud Volumes ONTAPERELEETE AWS IAM B

B EBFREREIRAY AWS B OFIFEIRER (IAM) A EMI1EI&{ECloud Volumes
ONTAPERE o #H5 HA SRSt 201t - RGBS A E:ENetApp Console &G IAM
A Bt UERECHNAE o

IEEFS R AR - B1ZCloud Volumes ONTAPZR#RT » FARIERZRITH SR EHEIL IAM A6 - IREEERN
LZEBEREKREBITEIL IAM AR > FRETIIDERRE -

@ AWS Secret Cloud EERMEEESH IAM B o "7 #U1{A7E C2S HEFZECloud Volumes
ONTAP" ©

1. Bi{E AWS IAM EEE o

2. BB TR 1AM [RE

° Cloud Volumes ONTAPEIZLRY EL AN SR B

78


https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html

A

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (H) &ig
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud (H) &ig
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*/*",
"Effect": "Allow"

EEME



"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version":

"Statement": [

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Valumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

['}T\] AWS Markeiplace
S

Subscribe and then click 5et Up Your Account to configure your account.

(27} Cloud Manager
L2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a. ROEFIGE > FEWESNEEREE REEE -

Select Charging Method

Professional By capacity hvd

Essential By S

° Freemium (Up to 500 GiB)

(0101

Per Node
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method

° Professional By capacity
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Freemium (Up to 500 GiB)
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Per Node
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
L

Subscribe and then click 5et Up Your Account to configure your account.

,:“E'\] Cloud Manager
L

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel

b. JREHEFIGE » FEERESRNEEREEEANSENES

Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

101

Per Node
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Select Charging Method
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Storage management
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1.

( Quick create

Use the recommended and default configuration options. You can

change most of these options later.

Advanced create
You set all of the configuration options, including
specifying performance, networking, security, backups,

and maintenance.

System details

Cloud provider account

Name

ONTAP Credentials

Tags

Deployment and Configuration

Deployment Type

Network configuration

Charging and Services

Marketplace subscription

License

Data services and features

NetApp Support Site account

Summary

Overview

Instance Profile | Account ID: 2

(D Action required

(i) Action required

0 Tags

Single node

US East - N. Virginia | VPC name - 172.31.0.0/16 | Subnet name - *

Sub2-ByCapacityByNodePYGO_delete_after_1234

Freemium (Up to 500 GiB)

Netapp Backup and Recovery

No existing account
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fabric-pool- o IEERMEAI AWS Secret Cloud 1 Top Secret Cloud &1z °

110



"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

by

{
"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"
]
by
{
"Effect": "Allow",
"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

rREtE

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
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"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

"3

iam:CreateInstanceProfile",

iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociateIamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
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"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

oo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",

"Effect": "Allow"

akeulsy
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"Version": "2012-10-17",
"Statement": [{

14

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*"
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",

"Effect": "Allow"

B HA % > INRIFITEIZEECloud Volumes ONTAP HA ¥ »

sAAs HA T2 ILERES o



4,

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "*"

B ABIHEEZ Amazon EC2 B IAM A &I ANETERTE S SRR IIRIEER o

BIEAE

BEEREELL > CEZAIER B RIERTE—E IAM B > ACloud Volumes ONTAPEI 24 E—1E IAM A o
1 HA % BBREEL > KEZAITH S RIERTE—E IAM A > ACloud Volumes ONTAPEIZAER E—
& IAM Bt » & HAPASHRE—@E IAM B (NREEELE HAYE) o

EEAG

EREhiEH IR E N - HEEEEFI SRR IAM AT o EENEHISE1Cloud Volumes ONTAP & 47t BF
» fRALUEIECloud Volumes ONTAPEY IAM B o H5Y HA ¥ » {ERIIATEEIZCloud Volumes ONTAP %4
FFiE#ECloud Volumes ONTAPHI HA 778 IAM A6 o

TEE 3 | 5 7E AWS KMS

MR ETABERE Amazon 1ZEACloud Volumes ONTAPAE SR @ BRI S AWS SIREIRRTS (KMS) FNE

K o

1.

2.

3.

BRENIRA S EM AWS IREPEEERNE L EEIE (CMK) ©
CMK RILLZ AWS BIER CMK SEZEAEIER CMK o

MR CMK it B &5t & ERZE Cloud Volumes ONTAP BYIRARERY AWS tRE R » AR EEISZ = 18RY
ARN °

#137Cloud Volumes ONTAP&#iEs » MEEMIIEHIS12H ARN o

RAITERERY IAM AEIMEE CMK NEREREBE
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EE ISR CMK FICloud Volumes ONTAP BYHERR o

B 4 ZEZHIERERER LR EITHE
EREtAfERIES| A7 AWS HEZEZECloud Volumes ONTAPZ A » fRiABZedt 38 E 14| S 1K1 o ©EIT4| 84
#EIE/AHE Cloud Volumes ONTAP) AHIEIEFHIZ o

1. ENISHUGREIRAEEL (CA) BER ~ FRAMREAIEHREH (PEM) Base-64 #RH5 X.509 HRAVRIRE - FERK
PRIEAEABIBYERANIZ R USRS o

17 AWS Secret Cloud &1 > {8fE:%_E18 "NSS Root CA 2'35E > ¥ Top Secret Cloud >
(D) “Amazon Root CA 4’8 o RefRME LABELBRTIAREMS  BEMBREA > LETA
BRM - MBEERMEE - CEUE LS > I F—SF -

REBERTEBIET LEEE o FHEEB HTTPS @ AWS BiXFE KRB ERZEENRE °
2. EREnERaEER
a. BIfEEEHI A B9 AWS Intelligence Community Marketplace B ©
b. £ TEHFTEEN) 128 L - BB EC2 ¥H ARSI TEREAVEEIE o
c. fkIRIE A EER -

REEGRFIZUTER

* FfFIHEE t3.xlarge ©

* MVEIRETEREEIRFRELH IAM At o

* REZR R TR TR -

* ERISIERE PR ERVER AT { SSH ~ HTTP #l HTTPS ©
3. REBHFEZENEMITEFS !

a. BRAEBIESS A <a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</
em></a>HH <em>ipaddress</em> EZF1EH| S AIEFZTLHY Linux FHERY IP {itk o

b. 57 AR ERE AWS RRFBIRIE[ERRES o

C. LEEHEDHE 1 PESHRE -

d. RERIR TR EM R
* RFSFAER C AR S RERNRBNERN AT ATE -
 BUBESERE ARREIEESFERE -

ZRAPIRPERMATLET - HIAEBIEF SE4RE] auth0 ARF -

* Bz L BIZEHEER 0 BRETARE 0 RARIEEFRTE" -
e. BETFM CA BEREBENRE » BN EC2 1=H S EMAENEH & RIEEXNHNITERS
4. EHAAEEMREE > ERCERERETRINEESFERERTEA
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S5 (AIE) RRAHRIES

152 AWS Secret Cloud # Top Secret Cloud &g » tbP ERERIER » I BEELIRT L —P hREEpIR/KE
IMEBEHMERERATERITUSEE -

1. IR LEMNES o
a. ZEIE occm A28 docker id (FB#i% T8 ds-occm-17) » BHITUTHS ¢
docker ps
b. BEEA occm Bes > FAHIT MG !
docker exec -it <docker-id> /bin/sh
c. ZEMt TTRUST_STORE_PASSWORD, IRIZBEHUNER > FRITUTH < !
env

d. EEJHETEEFREERRENES » FRTUTHLLER L —ED RSN

keytool -list -v -keystore occm.truststore

2. FiEIEE o
a. EEINE occm A2 docker id (1Z &8 ds-occm-1") » BHITUTHS ©

docker ps

b. EEEA occm RS > FBEHIT G ¢

docker exec -it <docker-id> /bin/sh

TREHTHYRE B S RIFEAEE o

c. H#EH TTRUST_STORE_PASSWORD) RIFEEUTER > sFHITUA Ta< !

env

d EEZREEMEEREEE BRI TU TR SLER L—EDEPOENS
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keytool -import -alias <alias-name> -file <certificate-file-name>
—-keystore occm.truststore

e AERBERIEEREERE  FAITAUATHS !

keytool -list -v -keystore occm.truststore -alias <alias-name>

f. ZEEIRH occm B8 ) BFHITTHSHS ¢

exit

g ZEH:R ococm B8 0 BTG -

docker restart <docker-id>

FER 6 : AR S HHIEsTAIE
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1. RAERIEESEE b > #Ei8*Licenses and subscriptions* ©
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B—TRkDE"
B—T THERISRAVETRIEE) o
B A BT Rl BRI R el LSRRI 28 M o
RSB RB R E X » BIEER netapp.com FH) L{EFFRIEXH o
a. FIfE"NetAppaFal 8 X E 4 28 M F A EHINetApp TR REF A ©
b. BAMNEDS > FEELENER > WARFT > HREERBELIZZREIEREE > ABE—THRR" -
C. BELRTHEBEAE THHHNEE T HIZUL seriainumber.NLF JSON #£2 ©
8. #&—T THTILEFaIzE)

N o o &~ w0 N

RER

PEH & S el R i A RIS RIRAS » EEIEHEEEFAYCloud Volumes ONTAP & 4Rk o SR ATEARIEE
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SERfE R R TEIE ¢
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A ERNZ 24 HE Z Cloud Volumes ONTAPRIEEFT R AIFREAI - MNRIEHEFERABCHER » aJU2
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s IRAEBEEAEE AWS IRIBESFRETR IAM B o
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* HERR/NZ R EFABHERAITRER A/ ©

() wROWEBRERREGAL BTN EREES R T SRR A RS o

EES
Cloud Volumes ONTAPEERE) » ERIATE B 5T BHEHERE -
TR 8 ZRENDENRZE2MHRE
REFHRERDM/REAHETE AWS Secret Cloud Fl Top Secret Cloud @I EAERISE o

a2 Al
1. #8371 S3 f#774@ °

(D HBREFRAEE AR fabric-pool-. 81 " fabric-pool-testbucket ©

2. RBELENIREE “step 4 (BF o

$ER

1. ERIE L ERNIREERANNA step 4 °

2. £/ CLI 2 #hE435Cloud Volumes ONTAP %
3. ZEIRFE o EO[FEEERE ENTER ZREA !

security certificate install -type server-ca -cert-name <certificate-

name>
4. HIRETE - BAERAEENE > 85 ———-- BEGIN CERTIFICATE —---- 3 R END
CERTIFICATE ————- o

5. {RYE CA BENHM(URIBNBEIZURBEERSE -
6. fRYE CA ZIBHNI/RERFIE o
7. % AWS Secret Cloud #1 Top Secret Cloud BIHFCEH#TE . set -privilege advanced

-confirmations off

8. BT REEEVHF#ETF o

FiE Amazon BEE%#E (ARN) FELL -iso-b > Bl arn:aws-iso-b o Bl » MNREFE
@ BEBEIFHH ARN » $1? Top Secret Cloud » s5ERMU TEALE us-iso-b L -
server &M o ¥ AWS Secret Cloud® {FFA ‘us-iso-b-1°

storage aggregate object-store config create -object-store-name
<S3Bucket> -provider-type AWS S3 -auth-type EC2-IAM -server <s3.us-iso-
b-1.server name> -container-name <fabric-pool-testbucket> -is-ssl
-enabled true -port 443
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9. BBV REER S ERINEL ¢ storage aggregate object-store show -instance
10. BYMHEFEMMEIRS - ENESEHFNE S EEEITIRE storage aggregate object-store

attach -aggregate <aggrl> -object-store-name <S3Bucket>

FHYA1E Microsoft Azure

T #2 Azure FHYCloud Volumes ONTAPZ}E 5 1E

NetAppig it 7 MAETE Azure £EBZECloud Volumes ONTAP BYJ#EIE o Cloud Volumes
ONTAP{E47 L fk#8NetApp ConsoleZE1TEREMAREE © 7€Cloud Volumes ONTAP 9.16.1 4
48 > fEOI LRI Azure I EREE » S —ERSEREATE » ATUFEERENZATRK
AYCloud Volumes ONTAPIHEEFIEIS o

BIREIEN Azure THIEEFZECloud Volumes ONTAPHES » (EEDEITH SRIBREX T EBEF 4
ZCloud Volumes ONTAPFREEREthZ2 24 FIABIEZE o 1 Azure 5 » (KR EEEERA T RN AT RS *“B%Cloud
Volumes ONTAP » M {EfERYIRIE IR R EAZOMF I FNINAE ©

£ Azure TERSERRERER > [RTLAITEIERI S REIRE LR - BIRE > LA LEEFIEACloud Volumes
ONTAPRMEITEIR » WAIAFAAIEHIQINEE - SR R e R EIRDHENRM" -

MU 2 EEEIE 2 FRITHEELLER © 35 R » iBi8 Azure IS EN B HITEREAITHAEEIEH S PR BIRES
BEEME -

Azure 5 NetApp Console

A%k B BB > HIFMEMENE BEROABRE  SEEHSMIE
BEI{ERD Y% g

SR EEESS (VM) $55Y Eds_v5 # Ls_v3 Efj4a5 251K VM 8

A o https://docs.netapp.com/us-
en/cloud-volumes-ontap-
relnotes/reference-configs-

azure.html["Azure FZIBIECE "]

R T EFAIE EAERABERFFAEE © "Cloud
Volumes ONTAPEFa"

* NetAppXziz* SRS RiEsFrl 5488 AT

RE &% 500 GiB O BB ERRE

EpEIER BrHE (AZ) &7A (HA) B FrEXEENEE » SIEERENH HA

ZRE B s EAZ IR AZHE

IERVHARELERY =S4k SSD v2 st EE BEZHYF o "Cloud Volumes
ONTAPHITERACE"

BARE (RERBEAEI) AZE REEECE » Z1E o "T#Cloud
Volumes ONTAPHIEYE AZRE" o©

4RBETHRE A ER RIEEF AR 488! » AiEENetApp
ConsoleHY&

125


task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
concept-licensing.html
concept-licensing.html
concept-licensing.html
concept-licensing.html
concept-licensing.html
concept-licensing.html
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-storage.html#azure-storage
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html

Azure 5 NetApp Console

T IENFEEERILSREE HEE—E RIBEHEE > SEGRFERE
23 o "STIEMNEE E RIS HE"

ENEFIFER & 27

* FabricPool & f&* g 27

FERREAE

* Azure TR EIEEFE | "It Azure I EBZCloud Volumes ONTAP"
FIRITEFHISERE - "Azure FHICloud Volumes ONTAP R A F"
* "NetApp ConsoleX#&"

NetApp Console A P9

Azure F8YCloud Volumes ONTAPRiE A 9

D BAE S ERBNR] BYA{E A Cloud Volumes ONTAP for Azure ©

o BRI aRE

MBIRRE "EFIGRIEER > BRERY—E o "7 HEU{ETE Azure REITIZER] 5L

BAR  MBEATERERREIRNF4ERPEECloud Volumes ONTAP » BIEEF & A IEER T
FETEZIEH & RIERE N _EBITHINetApp Console o "7 fRUN{FITE2 5 AR 77 BN AU 75 T8 22 20l & AR

9 RECHECE

EHARETEENIFEaHERNTELLEES » FELITURIBCHERE - MRECEEZEGCHNEE » LEZ
THEE]RRYEIE - ARIE R » sA2RI"7E Azure FFEEIEHICloud Volumes ONTAPEEE" o

e& TR

1. FEIRIEH VNet FIFAARRAE L B34 & IBFZR A Cloud Volumes ONTAP Z RSHY3E4R o
2. ZNetApp AutoSupportBI B EI4E VPC B ihAEPR4EER 72 EY ©

MRS R B AR FIAILMIE EZE Cloud Volumes ONTAP » BIREEZHITILLBR o
"THRERBERERNESER

o EX&ICloud Volumes ONTAP
B—T Mg R4R » EBECEERENRFEL » RETHREPNTER o "RIEZDHREA" o

MERRELS
* "IEEER B IR 5 R

126


task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-managing-svms-azure.html#supported-number-of-storage-vms
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-deploy-cvo-azure-mktplc.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
task-getting-started-azure.html
https://docs.netapp.com/us-en/bluexp-family/index.html
https://docs.netapp.com/us-en/bluexp-family/index.html
https://docs.netapp.com/us-en/bluexp-family/index.html
https://docs.netapp.com/us-en/bluexp-family/index.html
https://docs.netapp.com/us-en/bluexp-family/index.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-planning-your-config-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html

* "t Azure TERIR LRI B AR
* "fE Linux ¥ 2 o EERER"
* "PE QU IR IR R

1£ Azure F#RZ|/ZAICloud Volumes ONTAPECE

£ Azure HEBZECloud Volumes ONTAPHE » R LUERZERT SN TIFE R T KNTELRE
74 > WA UBII B CHRE - MREEER CHECE » KX T o] ARVER -

#4ZCloud Volumes ONTAP:FA] 2%

Cloud Volumes ONTAPA 212X IEEIR - SEZEBH I LERICEEN G LERATHERT -
* "7 f#Cloud Volumes ONTAPHI#Z 1152 1E"
* TR E ST A"

BEEENEE

K ZE Microsoft Azure EIF#ERSZ#ECloud Volumes ONTAP o "&HE S IEEIHHTET|FE" ©

EETTEN VM B

Cloud Volumes ONTAP £ %18 VM 488! » {RITEHZMN BT o

"Azure H1Cloud Volumes ONTAPXZ HERIACE"

T HR{ETF PR

Cloud Volumes ONTAPZR#ERIRIAA EIRFILLSF PIENRR o BRIMNIIRBI G R EF SR ERIA/) o TEARBIEC
BERCRZERELERS -

"Azure FCloud Volumes ONTAPHI TR &!"

7 Azure FERAERGF R/

#A%ECloud Volumes ONTAPZRMEHIA/NAI U B BN M BB B 2ENK o B2 VM 18R  BERER MR/
o G B ERA5RES

Efi s sEEY
EESTENEREESIER "Cloud Volumes ONTAPE TR AR EE B MERES ZIEN VM $a8 s AE
e B3R 18 VM BRI TES T HENE RIE

* "Azure XXfF : BRERHEIER A"
* "Azure Xff : sCIRRERIE(CERREIZ A/

Azure WiFREEEY (EEIRLRAT)
#Cloud Volumes ONTAPE I HAFR & B > fREE EEEECloud Volumes ONTAP A {EHAFR IV K E ZinfH#TE ©

B ARRAILUER TR Azure SEEHARK

127


https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-azure-marketplace.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-general#dsv2-series
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes-memory#dsv2-series-11-15

* EPE SSD sEEHNR UE S A 1/0 BER TEEHIRHSMEE °

« 5 4R SSD sEERAFEARLL » B4k SSD v2 sEERLME BB AR M E SR EEN B RAYIEE o

« 1Z# SSD LB AFEER IOPS NI Fa IR E—AIMEE -

* MNREAREES IOPS M BREE[RERMZ > AR MZZ HDD ;TS B —EFIREVEE o
BRI AFMNEZFHMER » :52E] "Microsoft Azure S : Azure A HFLERAREFERL 2" o

BE HA 58 Azure B!

HA R4 fEREMS SSD HETENIE » SMEUESHEAS /10 ZER TFEEIRMESRGE © 9.12.1 krds
ZHIERIIRY HA SPEFERERS BT blob °

Azure HEREA/N

EX&1Cloud Volumes ONTAPE IR » N BEEIER SHITAREIE K/ © NetApp Consolerd tERERR A/ N
MEFE  URERMEREEBERELNEMEMBRE o BaLUEBU T A RNEILFRARRNTEREIEX
NS | ERERS D ECEE" o

BN BRBERIALN -

BB AN > CEZERAERE - MEXNEFEELONRERZR - EIUERSPELNEETEE
BIA/N ~ Cloud Volumes ONTAP ] FARVAE R & LA K FE1FRUBE ©

Azure Premium Storage RYRIBEEARAIR K/ \VERE - AR FIIRILESH IOPS FMIEMLE o I » i 1
TiB FARERT LURfHEEL 500 GiB HARE B 4FHIRIAEE » (BRZASE S ©

REFFINHEER N ZERBEMEER o (CEZIRIBFIRENE S REZHEEA /) o
A2[ Azure LA T fR¥EREEE K/ NEI 3 EY IOPS FfIFMHE -

* "Microsoft Azure : FEEHIEEE"

* "Microsoft Azure : Page Blob E{&"
EETERRARANR
BT FEERBERMEEZIN 0 458188 E T Cloud Volumes ONTAPZAAE R (BEER « REE » &OBR
FINVRAM) MIEIREHTE o HItREIEM > EEFZECloud Volumes ONTAPZ BB BiE s ¥ M nl s S AT E
Hj_] °

"& & Azure FCloud Volumes ONTAP R AR E I A TERRHAHE" ©
ZH A RIBERERAHN o SELH AREEIRENHMER" o

et gil

£ Azure HEFZE Cloud Volumes ONTAPES » (R ESE A FER MR NHAEN - CRAIUERIEREEES
WEEM -

Azure &3l {REVEE
HE

128


https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
task-create-aggregates.html
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/managed-disks/
https://azure.microsoft.com/en-us/pricing/details/storage/page-blobs/
https://azure.microsoft.com/en-us/pricing/details/storage/page-blobs/
https://azure.microsoft.com/en-us/pricing/details/storage/page-blobs/
https://azure.microsoft.com/en-us/pricing/details/storage/page-blobs/
https://azure.microsoft.com/en-us/pricing/details/storage/page-blobs/
https://azure.microsoft.com/en-us/pricing/details/storage/page-blobs/
https://azure.microsoft.com/en-us/pricing/details/storage/page-blobs/
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html

Azure Bl fREVEE

FEBEAEES (VNet)
T4
MRz EdE WMRERLES
B9)
EERAEE

el & BT RIEIEZECloud Volumes ONTAPHR ARERE © EEERAREZA] > LREZTREEREN SR
EZENERUKRERASREARERNERNES - "THAMRARENESREE" -

EESERBNRERE

ONTAPE 2 ZRBHFRRINGE » Alip D IEFRAVERHEER - EEEF 6 PETHIRER » R LURERAELD
FERER ERE S FRELEINAENREE « BRZTHMARELEENESER » UBBITREERMMBERE X

NetAppfEfF R INEEA U TES !

TEEicE

AEHNEAERHLERFRTFHPEREENESHNEERE - FERENEFHEEZME > MEERAER
R ENRE MR TF =B D ECie BEHIR & -

EEERMER

FBEMBRNERHRL A H B AR E - HZREN5|IARIESHE - ZEMTERHRE BER—MRE
PR E R BRI MHETFREEK

FBERETH#T  BYRENREEFEFHRENNERNRE M EEFERRNERSE -

A Cloud Volumes ONTAP:EE Azure 4888

NetApp Console 2 &3&E Cloud Volumes ONTAPRIARER TTi4 » FIHN IP ik « 43R EEEH]
BRE o IMERERRA LUIFESMNIAE « BESIRIFAA IP il « BIEFRVERESE o

Cloud Volumes ONTAPHIZE K

Azure FABRIS FHIEREK o

4 B B AR sh

Cloud Volumes ONTAP £ #1352 H b A IR 8RR 7 B BETF BN SR im e A B IR B EINFE - MR ELEIRTEREB R
RE2ERMIBIESHEEL > Cloud Volumes ONTAPZEE X IE E3E(E o

P & RERt BHHAE S EISEELUET B IRME - BRISIEEE » B SENE A (IRl LA f
b7 R A HOAEAE" o

Cloud Volumes ONTAPIHES

Cloud Volumes ONTAP{ER S thim Bk B R B AR ST @ ©

129


concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
concept-write-speed.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html

iR VELE)N

\ https://netapp- ES2h
cloud-
account.authO.com

https://vault.azure.ne £i8{FEE
t

\ HE
https://api.bluexp.net
app.com/tenancy

\ AutoSupport
https://mysupport.net
app.com/aods/

asupmessage \
https://mysupport.net
app.com/asupprod/
post/1.0/postAsup

\ NHE
https://management.
azure.com\

https://login.microsof
tonline.com \
https://bluexpinfrapro
d.eastus2.data.azure
cr.io\
https://core.windows.
net

\ HEE
https://management.
chinacloudapi.cn \
https://login.chinaclo
udapi.cn \
https://blob.core.chin
acloudapi.cn \
https://core.chinaclo
udapi.cn

130

BHY

HER

BRERaFrEn REMRHIEDR -

Basg o

BRERTEEES 128 « SIRFMAAE
% (CMK) BF{it Azure T ©

Key Vault #iEXZ A
i iE o

BRItERI S
ZCloud Volumes
ONTAPE RLUI%
BIRMERZE o

B #&AutoSupport
&R ERHEX
4ENetAppZiE ©

B3 Azure ARFSEEN ©

B3 Azure BRFSEE ©

TEMMBHIEL -

SEMMBHIEL -

B SRR

= o

RAE ~ ZIRAMFAAER
£ o

IS N

R SRERERM
LUFBRB AR

* Cloud Volumes
ONTAPHRTS

* ONTAPAR?S
* BEMRIEIRFS

Cloud Volumes
ONTAPHRFS # A fE
o

Cloud Volumes
ONTAPE EHfEF
BRIESRE o

AutoSupportZ s
HRIKFE o

Cloud Volumes
ONTAPEE %82 Azure
ARFS BN LLE Azure
FREVHESI & ITHIE
1R1E o

Cloud Volumes
ONTAP# %8 Azure
ARFSE N LAE Azure
FRAYIESI B AT E
1BIE o


https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://vault.azure.net
https://vault.azure.net
https://api.bluexp.netapp.com/tenancy
https://api.bluexp.netapp.com/tenancy
https://mysupport.netapp.com/aods/asupmessage
https://mysupport.netapp.com/aods/asupmessage
https://mysupport.netapp.com/aods/asupmessage
https://mysupport.netapp.com/asupprod/post/1.0/postAsup
https://mysupport.netapp.com/asupprod/post/1.0/postAsup
https://mysupport.netapp.com/asupprod/post/1.0/postAsup
https://management.azure.com
https://management.azure.com
https://login.microsoftonline.com
https://login.microsoftonline.com
https://bluexpinfraprod.eastus2.data.azurecr.io
https://bluexpinfraprod.eastus2.data.azurecr.io
https://bluexpinfraprod.eastus2.data.azurecr.io
https://core.windows.net
https://core.windows.net
https://management.chinacloudapi.cn
https://management.chinacloudapi.cn
https://login.chinacloudapi.cn
https://login.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://core.chinacloudapi.cn
https://core.chinacloudapi.cn

IR

\
https://management.
microsoftazure.de \
https://login.microsof
tonline.de \
https://blob.core.clou
dapi.de\
https://core.cloudapi.
de

\
https://management.
usgovcloudapi.net \
https://login.microsof
tonline.us \
https://blob.core.usg
ovcloudapi.net \
https://core.usgovclo
udapi.net

\
https://management.
azure.microsoft.sclo
ud\
https://login.microsof
tonline.microsoft.sclo
ud \
https://blob.core.micr
osoft.scloud \
https://core.microsoft
.scloud

ELE)N
R E

EAT & 15

BT B BB &

Br
B3 Azure BRFSEE ©

B Azure BRFSEBEN ©

B3 Azure ARFSEE ©

NetApp ConsoleVIEERZNVAFRRIEIEACE

EA LUERINetApp ConsoleUIBFZ T RI X IR(EIARES 5% E 2R B A 2R E Cloud Volumes ONTAP HISMERAEES 77 EY © 12
HlaZIEmEER AR .

HER

RAE ~ ZIRAMFAAER
£ o

RAE  RIRANFAAE

T

B SRR

o o

LS N

Cloud Volumes
ONTAP# %8 Azure
ARFSE N LAE Azure
FRAYIESI & HITHE
1BIE o

Cloud Volumes
ONTAP# AEL Azure
ARFS @ LAES Azure
PRV & HITHE
1R1E -

Cloud Volumes
ONTAPEE %82 Azure
ARFE BN LLE Azure
FREVIESI & MITHRIE
1R1E o

* BRI © JRECloud Volumes ONTAP By ik 7 £ AR 6 RIER A IEEC B AR E IR ARS /Y
HTTP {iitik - EIZSAIAEERRE T EAEREMNIR CA BBUEITEHIINY S 175258 © Cloud Volumes ONTAP

BIRERENA T AR CA

A3 =3
k=

FE{RfER "ONTAP CLI | Z&2H/REZE B2 °

*© ERAE | PREEABBRES aAENAERENBERAMKE Cloud Volumes ONTAP BYHISHE © 5E

FEHAERIER » S8 N EEIRMAMRCloud Volumes ONTAPZETITEIZRIIR CA

=

Cloh=—

» A B RIEFAREEHY

HTTP itk - BERERUT A XESHERERE CA EHF LS H HEFIERICloud Volumes ONTAPZ& 4

"ONTAP CLI : 224 /&:%

EREENERARSNES

IP {31t

o

BB o

A2E "B SR AR IEEARSS"

15 5 E 887 Azure FIBYCloud Volumes ONTAPIEIRFREHERFLA IP (il - EEERFREHEREA 50

BT A IP itk o

131


https://management.microsoftazure.de
https://management.microsoftazure.de
https://login.microsoftonline.de
https://login.microsoftonline.de
https://blob.core.cloudapi.de
https://blob.core.cloudapi.de
https://core.cloudapi.de
https://core.cloudapi.de
https://management.usgovcloudapi.net
https://management.usgovcloudapi.net
https://login.microsoftonline.us
https://login.microsoftonline.us
https://blob.core.usgovcloudapi.net
https://blob.core.usgovcloudapi.net
https://core.usgovcloudapi.net
https://core.usgovcloudapi.net
https://management.azure.microsoft.scloud
https://management.azure.microsoft.scloud
https://management.azure.microsoft.scloud
https://login.microsoftonline.microsoft.scloud
https://login.microsoftonline.microsoft.scloud
https://login.microsoftonline.microsoft.scloud
https://blob.core.microsoft.scloud
https://blob.core.microsoft.scloud
https://core.microsoft.scloud
https://core.microsoft.scloud
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html

B4 Cloud Volumes ONTAP B LIF IEBUAR EHEN R EMBAMER HA BCE © LIF SHEEIREZR
TERANERY IP ik - BIET A (%0 SnapCenter) FE SVM EIE LIF o

@ iSCSI LIF i&38 iSCS| i ERH AR maARE » MR RARREMBEENRER TIERRE - B LIF
BT > NEMIPR -

ESENRAARARRY IP fiIht
Console BB R AREIK 5 5 6 18 IP it

s EEEEIP
* BRELEIRIP

* SnapMirrorfUE¥£ERS IP
* NFS/CIFS IP
* iSCSI IP

@ iSCSI IP i&38 iSCSI HERMZF P IRFHN - RATREAREMEEAMER TIERIE ° It LIF
WY > NEEMIER o

* SVM E1E (A& - TER K E)
HA %89 IP izt
16 S TE SR E AR 1P (USRS 4 8 NIC (=EfZE) o

5 EE > NetApp Console 27 HA Bt E3E7 SVM BI2 LIF » BAEZTE Azure FRVEBEEIZE R4 FEIT

NICO

* BIEAEIEIP
s BEERIIP
. iSCSIIP

@ iSCSI IP i iSCSI ERMEF R IHFR - RFTFHAREMEZNMER TIERIZ o It LIF
EBWEEHY > REEMIER o

NIC1

* EERERIP

NIC2

* EFEFE P (HAIC)

NIC3

* Pageblob NIC IP (FHE7ZER)

132



(D NIC3 f#mmIERIE Blob fFH HAHIE -

it 1P (IUHESREEB RGP RGBS
tE5h - IBECE T 4 (BRI IP (FIP) UTEHIEEREHEREITER - BLEAI IP (N & TEEF -

c EETEP
* NodeA E# IP (NFS/CIFS)
* NodeBE&E#HHP (NFS/CIFS)
* SVM B2 IP

B Azure fRFEHVZ 2 ELR

JERIEN T o IS BB Azure 8RS > A Cloud Volumes ONTAP#I Azure E Blob {#1Z1RE 2 REHIE
o

TERZHIERT » TEFBWITEMRE - EH 8 SR EEIE Azure EREL - BENRERER Azure FA A DNS
» AR BIRERTENE  HERZ T ## Azure RIEHI S IERERNMUERK ©

MREEHNEBRE > KHRIUGERAEREGER - MREMAZERE > ZF8ER’Cloud Volumes ONTAPECE %
fERR RS tn s ©

"T#EHRAHE Azure Private Links SRS ELEICloud Volumes ONTAPAESERAMESZ(ERE" o

Azure VNet INZZRI4HES

Cloud Volumes ONTAP z3E "Azure Virtual Network (VNet) J1Z5"12% VNet ¥ VNet Z B89 VM ¥ VM
& o tEINARETE Azure VNet ZECE > B2 Cloud Volumes ONTAP #R1% (ESEREAER HA) #ERA o

A ERRERIESSAR EERBUEMRAR » WEEAINEEZ A1ER Azure VNet TIZEFT RS o IEREELR
NetApp T8 B & Tzt o

"Azure X1 : VNet 125 E2 Accelerated Networking" ©

EIH tONTAP R AR HYEE

E7E Azure HIHICloud Volumes ONTAPZ 4 F EMthABER HEYONTAP R4 2 B R EIE » K 7B7E Azure VNet
MEMBRE (FIINEHARMHEER) ZMEIL VPN ELR o

BRAREA > 528 "Microsoft Azure X4 © 7E Azure A 4L 7 48U B 4ELEE" ©

HA E#Ei8

Cloud Volumes ONTAP HA 813 HA B & » i5fER ﬁﬂﬁlﬁﬁﬂﬁ ESFT BT EBHMES ERET » A%
FHIEFEE M IERIRG HFEER o HA BEEA TCP EiZI8 10006 #E1TEH o

RIFENT » HABE LIF ZERVEERNA - BILERRIARERERA - B2 > MREE HABE LIF
ZF'E_IL_LBEAH‘E » QIR ERE(R TCP RELHEIZIE 10006 FAM » UE HA HEJUIEREE ©

133


https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-encryption-overview
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-encryption-overview
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-encryption-overview
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-encryption-overview
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-encryption-overview
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-encryption-overview
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-encryption-overview
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-encryption-overview
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-encryption-overview
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://learn.microsoft.com/en-us/azure/virtual-network/accelerated-networking-overview?tabs=NetworkManager
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

Azure BERHHP R E—E HA &

1R BATE Azure PERZMIS{ECloud Volumes ONTAP HA ¥H{EF—EEREREHE - —(AZ AP ELIE—
& HA ¥ o

MRICE AT Azure BFAAFTEFE S —fECloud Volumes ONTAP HA ¥} » %5 &S 2B 2 E4FRE o

LREERA

PRI QI Azure Z21EE¥4E - HPE S Cloud Volumes ONTAPRIIEITRI A TEFI LHUEFRAY o "EEZEFI AR
RN REMEHERA" -

Cloud Volumes ONTAPEY Azure 24 B340 EREUE BV ERSBELUEITEIRL 2 BRI A EREE o "7 FZONTAP
AZRERO" ©

BPIFEZERNTALERNRE L EHENER B RERE - B2 - MRYAESKY > FHER » SEBREE
XCIoud Volumes ONTAPZ#7E B I F R AR T2 FEUER - BETHE - !ZD%JJE1P‘E&4‘HE§#%E¥2H

oA b (R IR R SRR ] HA HEEREHHB R o EHE(R T Cloud Volumes ONTAPE SRR EAEEN (iR
F'EEE’JEE Bsfl) o

B RRHIALLIRA

#riECloud Volumes ONTAPR AT RIZTAL E R L2 M EHAR » (I LUREZEA T EPIRE ©
* (EPRETH VNet . ALLHRERIZIEZCloud Volumes ONTAPZ 4R VNet FAEIR S EFN1T4| & R IBF2 PR
789 VNet FHEERETE] o S IEBEIVEIE ©
* FiB VNets : AILRERIZIEZ 0.0.0.0/0 IP FEE ©

* BFA | ILEEREIHEHNREFIRP A ALEREER > HfFACloud Volumes ONTAPRFERIE KD E o 1R
22N %/Hﬁﬂlﬂlﬁ WEIFAN IP AILENETERI—ME VNet At RFEZRER » AR RFEAILERE -

BN aiE HIFBNHE HEF B A9t Hat

1000 Alif_ssh 22TCP EEIEE #EiB SSH ZEEEEIR
LIF SREREAEIE LIF B9 IP
{irik

1001 Alf http 80 TCP EFEREE EREESIE LIF M IP L

HEFEE HTTP 7ZEXONTAP
System Manager Web 1%
#a

NFS BiziniBi2EA
NFS BizimBEE A

1002 inbound_111_tcp 111 TCP
1003 inbound_111_udp 111 UDP

[Er=e
ot o
B
nom
ot oo

1004 inbound_139 139 TCP FEIEE CIFS BY NetBIOS fRiEZ &
B

1005 A& 161-162 tcp 161-162 TCP EFEREE IR EIR R

1006 Al 161-162 udp 161-162 UDP EFEIMEE BB AR B IR e

134


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html

BN A
1007 inbound_443

1008 inbound_445

1009 inbound_635_tcp
1010 inbound_635 udp
1011 inbound_749

1012 inbound_2049 tcp
1013 inbound_2049_udp
1014 inbound_3260

1015 Alifi_4045-4046_tcp

1016 Alih_4045-
4046_udp

1017 inbound_10000
1018 Al&_11104-11105
3000 AULE4B FRAE tcp

3001 AubiE48 _FRA udp

65000 #2EF VnetinBound

65001 7A5F Azure &
23 Al
65500 $E4BFT A Al

HA RFBIA LR

¥71ECloud Volumes ONTAP R Al i IZTEL EHR T 2 FBLAHET »

* (£PRETHY VNet :

HIZIBFE
443 TCP

445 TCP

635 TCP
635 UDP
749 TCP
2049 TCP
2049 UDP
3260 TCP

4045-4046 TCP
4045-4046 UDP

10000 TCP
11104-11105 TCP

ERIERIE TCP
(=¥t

EZIE UDP

ERERRERNE
ERERRERWE

(=¥t

EIZIBERWE

7EBY VNet FHEEREEE - BSEHEBRVE o

* FiB VNets : ALGRERIZRIFERZ 0.0.0.0/0 IP & °

HA 2RI AILFRBILE B R R AR D - AAALERRER
&Itt » 288 Load Balancer B9i&E

®

MRAFAT o

PR A RS

HRA B Rt
ERIER

BB ERR B EE B AR AE

AzureLoadBalancer ZE
=

EREMER

P

ERREEIE LIF 0 IP I
HEEAPER & IR TR L
HLAFAIER HTTPS 757
EXONTAP System
Manager Web =414

{£F3 NetBIOS HEZ2RY TCP
_EH Microsoft SMB/CIFS

NFS #&
NFS #&
Kerberos
NFS fAAk2s TERET
NFS fAlfkasFE20

i iISCSI Bl LIF 17
iSCSI k&

NFS $H7E T2 VAN AR RS
NG

NFS $H7E T2 VA AR RS
AAREE tRER

5/ NDMP 15
SnapMirror&Z£HEE
Bﬁﬂ:ﬁﬁﬁﬁﬂﬂ TCP AULTR

E

FELEFRA Efth UDP AL

=
KRB VNet AERRYALL T E

HEH Azure 1ZEE S & T
BRHNERRE

FRIEFRrEEMMALLTRE

SR LGEZ R N ESARE ¢
ALEFRERAREZCloud Volumes ONTAPZAEHY VNet FABERRSEEMIZHI & IBF2 PR

4238 Azure Standard Load Balancer ©
> 40 TAllowAzureLoadBalancerinBound

135



* BEA | ICEEREIHIENREFIRP R ALEREER > HfFACloud Volumes ONTAPRFRIE K& © 1R
R L E2ERMEER > ERFAN IP AILEMEER—{E VNet AU AFEZRE - ASEEREMILER -

BN aiE HIFBNHE ARJEFN B At it

100 inbound_443 443 1E iR EFEIMEER FREEEE LIF B IP i
BT SR IBFE AL
HARFER HTTPS 12
EXONTAP System
Manager Web =414

101 inbound_111_tcp 11 (Rt ERIER NFS HYiE i ET2E

102 inbound_2049_tcp 2049 {E{1#:% FEINEE NFS faiR23<TEFZ 0

111 AIf_ssh 22 1 E{It7H:E FEIEE iFiB SSH IFHNEEE
LIF SYERELEIE LIF E’J IP
{iat

121 inbound_53 53 1E{al7a% FEIEE DNS #1 CIFS

65000 5 VnetinBound {FEEZIBFEIRE FE AR B R AR 44K KB VNet RZBHIAILRE

65001 05F Azure BT FTEEIZEBEERE AzureLoadBalancer EIfE 2K H Azure 122 & & F 1

23 Al = HNERRE

65500 1E4BFFE Ak FEEBREEERE FEIMEE FEIEFRBE EHith AlL TS

HIAFR A

Cloud Volumes ONTAPE’J?E LERERRFIA HILRE - MRAILIER > FERERRHIGRE - IREE
BEEBRRIRA > sAERERLIEREAY o

EHARHuE3RA
Cloud Volumes ONTAPHYFEER Z 2 BEAH B IR L T B ubRA o

pim WE B8y

g FrE TCP FRE HibmE
el Ffi& UDP PR HitRE
SEtapysaEll

MREFEH R IR EREBMIVRR > BT UER T7EFZRECloud Volumes ONTAP W i@ R P SR RYE
B8 o

@ HiEZCloud Volumes ONTAPZ&4E LRI/ vE (IP faztk) o

136



AR5
L=k

AutoSupp
ort

e m|
88

137
138
139
389

445

464

464
749

88

137

138

139

389

445

464

464

749

HTTPS

HTTP

TCP

WE KR

TCP Ehi2EEIR LIF
UDP HiZhEIE LIF
UDP  #iZEEIE LIF
TCP Eh2EEIR LIF

TCP EiZLEIR LIF
M
UDP

TCP EiZLEIR LIF

TCP EhZLEIR LIF

UDP f£RZLESIE LIF
TCP Hh2AEIR LIF

TCP & LIF (NFS
~ CIFS ~iSCSI)

UDP &l LIF (NFS

* CIFS)

UDP &k} LIF (NFS

* CIFS)

TCP &Hl LIF (NFS

« CIFS)

TCP &K LIF (NFS

# + CIFS)
UDP

TCP &K LIF (NFS

« CIFS)

TCP I LIF (NFS

* CIFS)

UDP &%l LIF (NFS

+ CIFS)

TCP &K LIF (NFS

« CIFS)
443  ERELESTE LIF

80  ERELEIE LIF

3128 ENRLEIE LIF

ey

Active Directory #
Active Directory #t
Active Directory #t
Active Directory #t
Active Directory #f

Active Directory &

Active Directory #t

Active Directory #k
Active Directory #t

Active Directory #t
Active Directory #t
Active Directory #t
Active Directory #

Active Directory #k

Active Directory #t

Active Directory #%

Active Directory #t

Active Directory #k

B8

Kerberos V E&:8
NetBIOS & FEARTS
NetBIOS &l EARTS
NetBIOS AR#E&3E
LDAP

f#F8 NetBIOS HEZ2RY TCP LRY
Microsoft SMB/CIFS

Kerberos V B4R EZHE
(SET_CHANGE)

Kerberos &8 &8

Kerberos V B EZHS
(RPCSEC_GSS)

Kerberos V E&%

NetBIOS & TBARTS

NetBIOS Bl EARTS

NetBIOS ARF & &E

LDAP

f#F8 NetBIOS #EZ2RY TCP /Y
Microsoft SMB/CIFS

Kerberos V B CAH1 % & B8
(SET_CHANGE)

Kerberos &8 1H

Kerberos V B2 EZHE
(RPCSEC_GSS)

mysupport.netapp.co AutoSupport (F82%% HTTPS)

m

mysupport.netapp.co AutoSupport (EEEEHIFENR

m

E e R

HTTPS &84 HTTP &)

AR UL EREAR A AT A 0 AEAE
Hl & RE LR IERERZHE
#%AutoSupportsflLE

137



AR5 i m| WE R ey B89

FEE, HTTP 80  ENELESIELIF http://<iZH| & IE IP BEEH D EXEIES & IERE
i Ik o "ONTAPSZHE" o
t>/ocem/offboxconf
ig

DHCP 68 UDP &iBEEIE LIF DHCP DHCP AR IHBEXREBE

DHCPBR 67 UDP HiBhEIZ LIF DHCP DHCP faliR2S

%

DNS 53 UDP EiZHESTE LIF #1&#} DNS DNS

LIF (NFS ~ CIFS)

NDMP  18600-1 TCP &iBiETE LIF EPEEEFES NDMP 8

8699
SMTP 25 TCP EiBLEIR LIF R EARES SMTP 3§ » sl FH*AutoSupport
SNMP 161 TCP EhZAEIE LIF g Bl e %38 SNMP [GREITEIE

161 UDP EiBLEIE LIF B i{Al AR 2s 1533 SNMP (G TESIE

162 TCP Hh2AEIR LIF B (ahREs 538 SNMP [EHEITERIE

162 UDP EREEEIE LIF 2 e 1B SNMP (&R TEE

SnapMirr 11104 TCP &8RS LIF ONTAPEERI LIF  SnapMirrorBf EERIEA EENEIE

or 11105 TCP 3RS LIF ONTAPEEFS LIF  SnapMirrori&ki{#is

AL 514 UDP EREEEIE LIF SyslogfalAR2s Syslog XA

EH S RENER

MREFEARZIIZEFSRIE > SHREZEEIEH S ENEREX
* "BEEH S NERAEREX"
* "Azure YL 2 MEEFERA"

1ERAERE
* "E&ZECloud Volumes ONTAP FYAutoSupports&

* "THEONTAPAERIR" °

%7 Cloud Volumes ONTAPLITE Azure HERE A EIBNEIE

EAEZA Microsoft BEIEEi8HY Azure FEERIRFENINE » BRIE7E Azure FHICloud
Volumes ONTAP_EB#NNE - BRI UIRBAE FMPTEBFERKE SHINEERE

BNt
Cloud Volumes ONTAPERME Azure FEENIFER "Azure HEZARFEINE" o FEREE(FEA Microsoft BIZAIREE o

HELTE o

NRERERKEZTEEENSIEECloud Volumes ONTAP—EfEA » BIEE TR THER -

138


https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview

1. ¢ Azure B —EEBREE > AEEZREETEE—EEHE o
2. #¢NetApp Console » {8 API (&1 fFAEEHICloud Volumes ONTAPZ AL ©
ERlnanm

YEf & EAMERINESE - (MR IR EWERM A EME blob REEMEER o ERHNEREERDERE
[EIRHEIRINZEEE o BURARZASHER Microsoft BIEMEIR > MAEE A BIENER o

B BAERAES EESMAICIoud Volumes ONTAPZ#E? > Cloud Volumes ONTAPERHEIN T AN o

Cloud Volumes ONTAPEZE R EZRINEN R RHER AR ZRINZNE R
==k * 5|8 1R
* % © Big
* NVRAM
HEHEM Blob 9 Azure HA BRI * 5|& RB R
M Ei . 1%
* NVRAM
BB HRAEEMIEN Azure HA B * 5|E * 1R
ATAt&E . 1 . e
* NVRAM
BEHAEEMIER Azure HA % * 5|8 1R
BT RMEE . i . B
* NVRAM

Cloud Volumes ONTAPBYFRA Azure ETFIRFISEAZ R EENTRINE - MRECBERUFFIRFIESHE
#EITI%E > B ZATECloud Volumes ONTAPEILFEK AR MR HEIRAY ID - EEAINFIAHRIRERE - 11K
AR FEFIREERNE - BIEH &8 A Microsoft EIENEBINBEILFFIRS > AR EMFHFIR
FLEREREENER

Cloud Volumes ONTAPH £ igERIR

BB NNZE S > MBFER Azure ALK EN R BHEIRERE o BB RASAINZE &g g
fRCloud Volumes ONTAPH] U B &R (F R RHNVEBIRAETINE » BERENENMREZEMEEALR
ﬁ o

B E BN ESRERIRNER » 5F2RLLT Microsoft Azure X4 ERE :

* "f£ Azure Key Vault HEREINF &6 EEHiR"
* "Azure PowerShell - & F EIENEIR"

139


https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disks-enable-customer-managed-keys-powershell#set-up-an-azure-key-vault-and-diskencryptionset-with-automatic-key-rotation-preview

BB > BREMDEE FAEITE > LECloud Volumes ONTAPEILIESA IS BB
(D) ®Emsnei - MREHKE Azure AR EEFIEEE » Cloud Volumes ONTAPH A
BYEAITRE - BT A B R ¢
B ERE DR ERH

TR LU T A EREIEREVEE MR BRI E R « EAMMA LEREERILCloud Volumes ONTAPZ& AR Al
RICHREERP - RFIERERISRAEENEESBZAETILER

IWEREBUTID . userassignedidentity ©

1. 7F Azure H > FiifE Azure BRFS 5818 LR ©
2. #B—TF"8r o

3. RHELITHAS :
° 5JBY  BEESTRY o FFIEREE RIS 5 RIERFIRAERRIEIR
© BiRME | ERRAERENEIRINERE o
o @i ¢ AIEE - EERER S REARNER -
° BiE I MAERRRME
4. (FIEE) MIBIRE -
o B—TFEI -

BiusEreErEESE
P EENBEMREET2IEIICloud Volumes ONTAPZ 4 HYAEE] Azure 3TRSFIE IS ©
WMBRREY TERESENTEELZE  ERUSEBFREER » tEZASRFREERIIFECRE -

1. "7E Azure FJRP R I ERBHRERE" ©

mAREIRRERIUTEN !

° HIRIREEXELECloud Volumes ONTAPR AL F— @1 o
o FERRFRLATEIE :
* BiRR (CEIETER AR » BREER)
- EPRIRE
. lez%r)e Disk Encryption B4R @EINE CERENRERMEARS - ZEEEHPR HA BRHU HA BE— AZ
@ 5 Azure ERBIENZ BN EATRREERA Azure HEERINZ o

© MIRBIY T EREISIKRIFEERH - QIR TYEE :
* REREFERE

140


https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation#key-rotation-policy
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal
https://docs.microsoft.com/en-us/azure/key-vault/general/quick-create-portal

2 MRFETREEFNR > FE— T BEIIASRREEZYFNRA - IRLH > FHRESR 3 -
a. JEEFLITER :

N\

I
e

&
B B

xan!

R
b. IEEFRHERRNEERH (BR) FRERE-
C. BEWERIFERR o
3. "ERMREEPEL SR o

HERTRIOUTER :

° TIRARMUAR RSA o
° EERHY RSA £HEA/)\4 2048 > BHZIRHMA/) ©

BIUERMESRHRR

BIUSRAREBELEENZTRE » CRAIUEUREERERAZERMAVICloud Volumes ONTAPZ 4R © BEDER
BB APl RZIE o

FREEHEIR
MRIECEER =R ERNERHABEHRCloud Volumes ONTAPRIE—IERA » SAREIRZRI S RIBRF TIER

"Microsoft.Compute/diskEncryptionSets/read",
"Microsoft.Compute/diskEncryptionSets/write",
"Microsoft.Compute/diskEncryptionSets/delete"
"Microsoft.KeyVault/vaults/deploy/action",
"Microsoft.KeyVault/vaults/read",
"Microsoft.KeyVault/vaults/accessPolicies/write",

"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action

"

"BEERRMAERSIR"

TR
1. T API FFIUEYSG Azure F]BIRRIERIRIREERE ©

B HA% | GET /azure/ha/metadata/vaults

141


https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal#add-a-key-to-key-vault
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html

3.

142

HHCEHEIRL ¢ GET /azure/vsa/metadata/vaults
SR MEBNERE - CRET T —EASEPIEEELE -
"TERARALL API IFIMEZEE" ©
ERLUT API I ESREEFNEREE o
M HA% | GET /azure/ha/metadata/keys-vault
HHRERIEL ¢ GET /azure/vsa/metadata/keys-vault
iC FkeyName* o MBEBRE T —EFTRPIEEZE (URIREESTE)
"7 HRARALE AP I EZER" ©
fEFA % API MEOUEETI Cloud Volumes ONTAPZ#L ©

a. H{it HA Y :

POST /azure/ha/working-environments

AR ERRMAC ST LU TR

"azureEncryptionParameters": {
"key": "keyName",
"vaultName": "vaultName"

@ 3% “"userAssignedldentity": " userAssignedIdentityld" g1

TFIRENZE > BMEAGL o
"TERERILE API IEIYMIER(E A" o
b. $H1A EEEIEERA
POST /azure/vsa/working-environments

AR ERRMAR I TR

"azureEncryptionParameters": {
"key": "keyName",
"vaultName": "vaultName"

1R

ANy

BIILERE# T AR

@ f1$E “"userAssignedidentity": " userAssignedIidentityld™ {1 RG24 T ARH

FIREMNE > AMREML -


https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-hametadata
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-haworking-environments

"THRBARALL API FFIRIEZER" ©

RS
WA —{E#TAICloud Volumes ONTAPZ#f » 2 RAMECERERAT R EENZRETERNE -

7£ Azure Fz&8ECloud Volumes ONTAPZF =]

EIEREEECloud Volumes ONTAP—EfE MR HEIRIAR » EEHITRELT R A BETE
BRI R RFEIE IR EEIE o

R EIEE

EIZRBENERT ° £ &fEACloud Volumes ONTAP » & B2 500 GiB IR ERE ° "7 BT SE1ILERR
BHEZEE" o

pg
1. #¢NetApp ConsoleMVERIEEIhAER T » EIE 77l > T8 o
2. IR EEL BT SR WARIRD BRI o

a. T SFAE NGRS HE L 38— T RERE > MG » ARIKIRISRETR Azure TsRRIEIAED
HEmM °

PRIECHEE 500 GiB HYTRECER & » SRIKEZEETHIRNGE @ ILRARSEHFRS ELES

Edit Credentials & Add Subscription

Associate Subscription to Credentials @

Credentials

Managed Service Identity =

Azure Subscription

OCCM Dev (Default) -

Marketplace Subscription

o Add Subscription

143


https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing

a. ROEFIER  FIEWESNEEFEEE REHEE) -

Select Charging Method

Professional Capacity A

Essential

° Freemium (Up to 500 GiB)

Per Node

i K B
{0101
<

"B ETT Azure FEIEICloud Volumes ONTAP HYZ L :RER" o

ENBERFAIE

ENRAEMFFAETEELIR TiIB 2% FCloud Volumes ONTAPE A - ERNAEMFFAI L6 MM
: Essentials £18f Professional £ °

Essentials # Professional EEgMHU T A HEEN S EE RIS !

* ENetAppIEERVIZIE (BRI (BYOL))
* Azure TSR MBI NEHTE (PAYGO) 5]BY
* FEAN

"THRABRENSENFFAINESER" -
LS MainfRnaERSEEERE -
BYOL

BEIBUENetAppIEE R (BYOL) EITTAMNR » UEEEMNZIHMHAEEEZECloud Volumes ONTAPZAR ©

@ BRI BYOL IZH#rEEE  IEHIFIELY - BRIEZEE » 552/ "Cloud Volumes ONTAPHY
BYOL #Z1&En] M R" ©

TR
1. "Ek4&NetAppiH & A B UES 5T Pl 8"
2. "R ITHINetApp 2 IR A ILIR A HTIE E1EH] A"

ZEH S G BB NetApp RUIRIERRTS » UEUFEIGRINetApp TR ABUAIR A MERARVIRERFHE o IIRR
B  ER G BERET RS EERIE -

RS RIES SEUSETRIEE » 7AB 7 BEEACIoud Volumes ONTAP—EEA o WIRF|EMEE » IRAIN"FH)

144


https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://www.netapp.com/forms/sales-contact/
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account

ST E A" o
3. RBVEELL o T HE RS I RER S SRR o

a. [ HMAENMNEE BEL > #B— N RERE>MNEIR" » ARKIRIEREIR Azure hEARIBEIARD
HEm °

ME G REENetApp B BT RIS » BUNREEBHSFIAESFTARHREIE » BIgRRmhis L
BN EREIGURE -

Edit Credentials & Add Subscription

Associate Subscription to Credentials

Credentials

Managed Service Identity =

Azure Subscription

OCCM Dev (Default) b

Marketplace Subscription

o Add Subscription

a. REEHRIGER > FEEWRESNEEREEENTENES -

Select Charging Method

° Professional capacity R

Essential

Freemium (Up to 500 GiB)

Per Node

S B B
(0101
<

145


task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account

"BETT Azure FELENCloud Volumes ONTAP HYZFEREF" o

PAYGO 5]
BB TR BRI T ISR AR R & o
#17Cloud Volumes ONTAPZ#H » #£8I & G 1R ITETBY Azure 5 FIRIAIIRE o ARAGLFTRERMR

R
==

BRI LU TR o 107 LIS E— 2 TR E it o
WER
1. AR TAE R MR > I o

2. IR EEL » BTSRRI BRI o
a. [ FHMENMESE BE L > ##— N RERSE > MNEIR » ARKRISEREIR Azure mEARIEIAARD

HEm o

Edit Credentials & Add Subscription

Associate Subscription to Credentials

Credentials

Managed Service Identity

Azure Subscription

OCCM Dev (Default)

Marketplace Subscription

0 Add Subscription

b. JREIZEHI A% » EHEWESNEEFFEEENSTENEER -

146



Select Charging Method

Essential By

Freemium (Up to 500 GiB) By

Per Node

o Professional capacity

111

"B ETT Azure FEIEICloud Volumes ONTAP HYZ L :RER" o

IR TRl > NRE) BEEBERELN Azure 1R EMERANEY Azure THERETR o "7 EUNEIE

12 Azure TREFIETR"

FESH
FIRBEFEESYNSELICloud Volumes ONTAP Y& ©
HER
1. B4R IS HINetAppSHE R RBEEESL ©
ZEHITE Azure THIGHRLUFAABEMRIEMH
NetAppf &N ZFAANEBER » oI UERAZEILEIBNE Azure mIGIRRIEEFEHE °
2. B R EEL  B— T R REB D ERIR(E o
a. 71 TEEERNIESE BEmEE > #%—T RERE > T8I > TEE) o
b. 7 Azure A4 » BEHZETA Azure IREEEMEEE > A%RIE—T T5TE -
C. ROFHIGE » ERIEWESFXEAREEZEENSENER

147



https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html

Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

Per Node

capacity

By

By

111

"B ETT Azure FEIEICloud Volumes ONTAP HYZ L :RER" o

Keystone:JFd

Keystoner TR — B HTEMETRITUIRTS o "7 2B EiNetApp Keystones JRIHIEZ(FEE" ©

B

1. MREERETE > "Hi4&ENetApp"

2. Epi&NetApp ATEHESI & PIZEENFEREIRA R —Es ZEKeystones T °
3. NetAppiRHELEHIRE#E » "EETBETRELAR Cloud Volumes ONTAP" o

4 T RFEAERL > BT E R LB S BRIRE o

148

a. BREEETEHTRF » #iEKeystone Subscription TEA T ©



concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
mailto:ng-keystone-success@netapp.com
mailto:ng-keystone-success@netapp.com
mailto:ng-keystone-success@netapp.com
mailto:ng-keystone-success@netapp.com
mailto:ng-keystone-success@netapp.com
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription

Select Charging Method

o Keystone

Storage rmanagement

g

Charged against your MetApp credit

Keystone Subscription

A-AMRITAT
Professional capacity S
Essential S

Freemium (Up to 500 GiB)

M H K
10101
<

Per Node

"B ETE Azure PEXEICloud Volumes ONTAP HYZ L ERBE" o

B ERERIET Rl 8

HXEIRERIET AT Cloud Volumes ONTAPH E—REFAlsE - B EIREAIRIERT AIENetApp (BYOL) FEE - i
BEERERR A AT LUETIRE - BRIEE - B8R !

* "B ENREAYET A SRRV A AR L

* "B EIREAYET AT SRR Al A AR L

* "R R I RIS E N A BRI R

7£ Azure F%Cloud Volumes ONTAPEYES ] AM#ER

TG FESZ B Microsoft Azure VSR AM (HA) B » LUBVETEIIMRIZERR KR » W2

Cloud Volumes ONTAP EXF NFSv4 21 o BYFEIEET & » &AY Cloud Volumes ONTAP

HA 3247 CIFS #1 NFSv4 AR iR 18| INIIE B R » AU BIRRENERREBEZ
(RTO) (60 Fh) o

#¢Cloud Volumes ONTAP 9.10.1 Ba%4 > FAF95EL T 1F Microsoft Azure H#{THICloud Volumes ONTAP HA ¥t
IEET EMHEEFEEFR > WL T ¥ NFSv4 BT o B EEE BB INRE R FI iR Cloud Volumes ONTAP » &
EEIT Azure s TR EEUA S RTFMEINAE o

RARS IEAETS

149


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/whats-new.html#end-of-availability-for-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/concept-licensing.html#end-of-availability-of-node-based-licenses
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-convert-node-capacity.html

===

NetApp Console BTEEER Azure s RN UEINFERHR RIG S L HME M o SR TEIE ¢

* f&AYCloud Volumes ONTAP HA VS AT 142 BRIRE o Itk Azure THEEEAONTAPRE L » LUR/V B im
B BE T BISME R E AT EEAY NFS HEFERFZ T P ERRFRS o

* EYAIEINAER ¥ Cloud Volumes ONTAP HA 3SR o
* T8 Azure TR ERRAETHAER & A H At EE R 2R T 2R R RE o

* Cloud Volumes ONTAP7E CIFS #1 NFS FBRix_ERIZEEF SVM HIE LIF &2 AR FE A AEE Azure &
TS o
* BYA HAEE > 1ZH8E 12 /\EFRE—RRZHKUEHAZE Azure B & FE2SRA o

¥ER Owner #EBREY Azure EFIE AT LUER Azure CLI BRFIEZINEE ©

1. "% Azure AO48i47ZEX Azure Cloud Shell
2. ZFME BB -

az account set -s AZURE SUBSCRIPTION NAME OR ID
az feature register --name EnableHighAvailabilityMode --namespace

Microsoft.Network
az provider register -n Microsoft.Network

3. (FI%) BBz UAtRER R et -

az feature show --name EnableHighAvailabilityMode --namespace

Microsoft.Network

Azure CL| FEERIFELULA T RBHVES

"id": "/subscriptions/XXXXXXXKX—XXXX—KXKXXX—XXXK—
XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe

atures/EnableHighAvailabilityMode",
"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties™: {
"state": "Registered"

by

"type": "Microsoft.Features/providers/features"
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1£ Azure H%4Cloud Volumes ONTAPE{F VMOrchestratorZonalMultiFD

EEESETTEREETE (LRS) E—aHE (AZ) EFE VM B > EFEZEEN Microsoft
*Microsoft. Compute/VMOrchestratorZonalMultiFD &R TRITHAE o TE= AT FE (HA) &5
T > IEIHRE A BN EMERE A A& IS R R S P SR E &g o

BRIECRIBNILINGE - BDRIF G R EREEE - BLAIN LRS FFEIHEZERER -
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UEE TEE) #RNERESDWNITTIITER

1. #t Azure AO#BL57FEY Azure Cloud Shell e 8 THREEZ(Z B > :52R] "Microsoft Azure {4 : Azure Cloud
Shell AF§" o

2. 33 “Microsoft.Compute/VMOrchestratorZonalMultiF D iEB I TIA T 65 <% 2R LETHAE -

az WREEERTE -s <Azure_subscription_name_or_ID> az THEEsE B --name VMOrchestratorZonalMultiFD
--namespace Microsoft.Compute

3. BRsEEE MR AR Kot EE G

az feature show -n VMOrchestratorZonalMultiFD --namespace Microsoft.Compute { “id”

. “Isubscriptions/</D>/providers/Microsoft.Features/providers/Microsoft. Compute/features/VMOrchest
ratorZonalMultiFD” » “Compname” : ” “state” . “Registered” } » “type”

. “Microsoft.Features/providers/features” }

7£ Azure FE{ECloud Volumes ONTAP

&R LUEIBTE NetApp Console H1#17 Cloud Volumes ONTAP %4t » 7 Azure HERENES
EiRE RS HABCH o

ez Al
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° {RAEZE —@ BT R RRRRAYIER] S LI o

o "ITEZ A E RIS A N ER ISR B IUEITARE" -
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Cloud Volumes ONTAP Cloud Volumes ONTAP Cloud Volumes ONTAP

Non-Restricted Countries Restricted Countries DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

If you are upgrading to ONTAP 9.15.0P1, and If you are unsure whether your company

- . A . . . . View and download checksums

you are in "Non-restricted Countries", please complied with all applicable legal requirements

download the image with NetApp Volume on encryption technology, download the image DOWNLOAD AZURE-9-15-

Encryption. without NetApp Volume Encryption. OP1_PKG.TAR.GZ [7.64 KB]

DOWNLOAD View and download checksums
9150P1_V_NODAR_IMAGE.TGZ [2.58

DOWNLOAD 9150P1_V_IMAGE.TGZ
[2.58 GB]

GB]
View and download checksums

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B] DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]

DOWNLOAD
9150P1_V_IMAGE.TGZ.SIG [256 B]

View and download checksums

DOWNLOAD
View and download checksums 9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums

3. 7£ Linux Lk > 81T md5sum AZURE-<version> PKG.TAR.GZ°
7£ macOS Lt » ##{T sha256sum AZURE-<version> PKG.TAR.GZ °

4. B85 *md5sum # “sha256sum’ (BB &Y Azure BRIGAYEFRTT o
S. 7£ Linux f macOS t » AU T an <1l tar.gz Xf¥ “tar -xzf 3% ©

FRERAER tar.gz iERESHWE (sig) 1EF - RBRE (pem) ERMIEET (pem) 1EE -
1REY tar.gz tEEERVEEHIEH

$ 1s cert/ -1

A T 1 netapp netapp 384 May 13 13:00 9.15.0P1 azure digest.sig
SEj—Ee——== 1 netapp netapp 2365 May 13 13:00 Certificate-

9.15.0P1 azure.pem

—rw-r—---—-—- 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-
9.15.0P1 azure.pem

SE—Rees=e 1 netapp netapp 8537 May 13 13:00 version readme

1t Azure TH3ZEH Cloud Volumes ONTAPAY VHD Bf{&

—B VHD &M E] Azure Bif > S ABHENetAppEIR - ik » EEHRHNEIGHENE
7£ Azure ThiZ L © ""="'H91f5f‘k?_ Azure T _ EEFMEMHE > Azure 122X VHD BHZEAY 1 MB
MEEER 512 {iU7cél - EERsEVHDIERME S » BEN Azure G E HAzuref&2k1&
BIVHDER % ©

R Z Al
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BRENARGELEZET Azure CLI > S RILUIER Azure AO#BiL{ER Azure Cloud Shell © BRAEN{AIZ24E Azure
CLI BUz¥4R1= B > s52 R "Microsoft S {4 : UN{aZe4E Azure CLI" o

1. {#F3 version_readme FEZRABTHE R LHICloud Volumes ONTAPHRZS ¥ FEZ! Azure THIZMRERRRZS o
Cloud Volumes ONTAPH&ZISEEI “buildname’ Azure THIZIRIGhRAS TR A “version' TERRZASBRET R ©

£ T5)& % > Cloud Volumes ONTAPRRZS 9.15.0P1 ¥FER| Azure TiHMERIRZA
*9150.01000024.05090105 ° Itb Azure TGRSR ATHE AR EIRIE URN o

[
"buildname": "9.15.0P1",

"publisher": "netapp",
"version": "9150.01000024.05090105"

2. TIEEEL_LFET;@&%E’JEE‘Z o EINZIBAE locName 5 E HIHEAREY URN BFRVEE « BB H T REE
AHITU TR .

az account list-locations -o table

FUERT - BIEATBHIRE "Name 153 o

$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus?2 (US) East US 2

South Central US southcentralus (US) South Central US

3. BEETFRHPEMECloud Volumes ONTAPHRZF] VM ZRELERIAY SKU 478 o SKU &FBHETE skuName' &€
IS5 URN BERVEE -

40 > FrA %A Cloud Volumes ONTAP 9.15.0 B EEEREAEREERFEREA "ontap_cloud_byol % SKU £ o

* Cloud Volumes ONTAPRRZAS*  iEBERIEAIEE SKU %73

9.17.1 REShRZS Azure T35 ontap_cloud_direct_gen2
9.17.1 REEIRZ NetApp Console ontap_cloud_gen2
9.16.1 Azure 15 ontap_cloud_direct
9.16.1 T ontap_cloud
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9.
9.
9.

15.1 F i ontap_cloud

15.0 e > BEIREERE ontap_cloud_byol
15.0 ZHIE - B EM (HA) 32 ontap_cloud_byol_ha

4. HFEONTAPRRZSHI Azure TG % » {£/ Azure Cloud Shell 5{ Azure CLI { Azure T35 EEH VHD &
2z ,

=

{#F Linux LAY Azure Cloud Shell B4 VHD X

1€ Azure Cloud Shell » iFTHIZIRMERELZE VHD 182 (FI40 > 9150.01000024.05090105.vhd) > A% T EHEIZs
H# Linux R4t o 81T FHIZ BRI Azure THI5ENE VHD B ©

1. 3%

EMIBERN URN FIEMZBE o URN XA <publisher>:<offer>:<sku>:<version> o G{#& °

AT LAF! i NetApp T i5 Bl 5 SR FE S0 IE e Y Bl R AR s ©

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName S$pubName
-Offer SofferName -Sku S$SskuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

2. eI G E L —E A A ARG AR ST E MR

3. &

PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n $diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
-—access-level Read --name $diskName --resource-group $diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

VHD tEZENFEEMIRE LR Azure f#7FRE - B AAEEFNEFRNEES c ®EERFF > BFIERT

—{E% % "vm-images 1 “Container 5[4k A ° #¢ Azure A OABILEISFHEIRP FZENEE | HFERE >
examplesaname > 7ZEUE 1§ > key1 > key > B8/ > <copy>
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PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”
PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> S$destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$destContext = New-AzureStorageContext
-StorageAccountName $storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri S$diskAccessSAS
-DestContainer $containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState —-Container S$containerName
—Context $destContext -Blob S$SdestBlobName

4. BELHEG TEHIEH Linux 24t o FH wget TEVHDIERMNIES :

wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL EERERT - AT EREHE > Lol UERNTFIRA URL F& © 5(& » eI LUER Azure CLI
“az T2 AREUS URL © i) URL : https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/lvm-
images/9150.01000024.05090105.vhd[]

S. RIECEEHLR
PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG -DiskName
SdiskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName

£ Linux A Azure CLI EEX VHD {4
{ERZAH Linux Z245H Azure CLI 1ETHISIREEEH F VHD $528 o

TER
1. & A Azure CLI {5 HHIBEE -

[o)

% az login --use-device-code

2. BEGR > HERMEZIERBEER https://microsoft.com/deviceloginili & A E&s5HE o
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(o

% az vm image list --all --publisher netapp --offer netapp-ontap-cloud

-—-sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

3. B A LEC IR G AR AR THIZRR R 2 1L R A SE B ARR o

[o)

% export urn="netapp:netapp-ontap-
cloud:ontap cloud byol:9150.01000024.05090105"

% export diskName="9150.01000024.05090105-managed-disk"
% export diskRG="new rg your rg"
% az disk create -g $diskRG -n $diskName --image-reference S$Surn
% az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{
"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-
28&ST=DESI=XRXXXXXX—XXXX~XXXX~XXXX~KKXKXKXKKXKKXKKES I JRXXXX XXX XXX XXXXXXXXXXXXX"
}

% export diskAccessSAS="https://md-
xxXxXxXXX.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&STr=DE&SI=XXXXXXXX-XXXX—XX~XX~XXESIgXXXXXXXXXXXXXXXXXXXXXXKXK"

TEFEEHE 0 BENREHHPIRI SAS < F2RBRXX A LUEREE -

4. WFTEMEREY VHD 82 -

a.

b.

B ABEEFIRERNESS o EIUEEHFIF » %% "'vm-images'# “Container’ (£ &AMk A ©
1t Azure AOAIEEVSFHFIRAFEGER | (47FIRE > examplesaname > ZENELE > key1 > key > B8

T > <copy>

AT UER "az L BRAVER S ©
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export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account

-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

S. 127 blob BIASAIAREE o

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by
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wget <URL of file examplesaname/Containers/vm-

images/9150.01000024.05090105.vhd>
TR LUES I TATREY URL & o 3(#F > &R LAER Azure CLI

URL ZBEZZEET - B TEREENME »
‘az' a2 ZKEUF URL © &3l URL : https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-

images/9150.01000024.05090105.vhd[]

7. BIESCE AR

az disk revoke-access --name S$diskName --resource-group $diskRG

az disk delete --name $diskName --resource-group S$diskRG --yes

ERRO
#t¥iCloud Volumes ONTAP BYAzure TSR3 =55
1j%MMD#mm%;1MBW%Em2ﬁﬁ£ REERMZE
%/i °

Azure MG EREEIBIZE
Z o AT LACEEER » [ _sha256 #

REIREEHEIER °
X EEEE TIEREEE
MUTEXHzE5eE TrERZa8m
Hash Function ——————3 033b9077D...
Signature
Received data Decrypt Digest valid, when
digests match
a ? »| 03369077b...

Signature Public key
© i "NetAppZIBifZ IREUEE (sig) X~ AWBE (pem) SHMEEE (pem) X o HERE'T

& Azure MUSIBEXH" THRES o

* (SEHERERT o
* WREEE (pem) HIREVQEE (pub) o
* FRENNABREHERR o

* RS REEE GAER-PMIPRFEER 1 MB A4S 512 (AR B MERFHESR AT £ BOHEIETLLR - IbS
iBfEF OpenSSL 88 S F TEHIT o OpenSSL CLI TE XS LM R Ihs L MBS EETR HFERVEAE o

Bz

openssl dgst -verify <public key> -keyform <form> <hash function>

-signature <digest file> -binary <temporary file>
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task-azure-download-digest-file.html
task-azure-download-digest-file.html

ES35 Linux _Cloud Volumes ONTAPHI Azure TR
7E Linux EEgsEEELRAY VHD iEREREVIERE TR « REEREREERE o

TER
1. R TE Azure BRUGAE "NetAppZ B ULE WIREIEE (sig) X -~ Aig:EE (pem) XHEMIEEZE (pem
) Xt o
BE "FEH Azure BUSIEEXXH" THRES o

2. EmsE{sEsE o

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MIB& VHD #&Z2R98EAY 1 MB (1,048,576 fi7cél) F4EERY 512 {ycéH o A tail » & -c +K HEIENR
BENE xk BN TEESENMTTA - Fit » t:H%’r 1048577 fHiE4 “tail -co

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o°® oo oo

rm ./sign.tmp.tail

4. {3 OpenSSL {t/R:EPIRIMAR > MEMAEBERMQIBEEHBEAESR (signtmp) ©
LI TF IRIBEE R RIS A AR BIEAE ©

Q

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

- BETFE o

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

%
o
°
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E&3% macOS _Cloud Volumes ONTAPHY Azure TG
7E Linux EE3sEEEHRY VHD EXZEEREE ST -« REEZMEEEE o

1. W& Azure BRERIE "NetAppZ IRILE MIREUEE (sig) XM -~ AEEE (pem) XHMHEEE (pem
) Xffo

8 "T# Azure BREREXH"THES -
2. EmsE{sEsE o

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MRk VHD #&Z2R9EEAY 1MB (1,048,576 {i17c4l) FAERERY 512 iI7cél o FEARF tail > & -c +K EIER
#E"*?E’J% K {E{IciEEENITTAE o FIE » ©F 1048577 HIE4S "tail -c o 3mE= » £ macOS t
> tail IE S A BEEE RN+ D EEARETTA ©

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail

4. fE/A OpenSSL {E/REHIZRIVALE » MFASZERERNABEEHBENEZR (signtmp) ° LT FEITIR
B R RIS A IS AV R ©

Q.

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

S. BETE& o

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

o oo
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“REPR” : [{“$21E” . [“Microsoft. AAD/register/action”

» “Microsoft.Resources/subscriptions/resourceGroups/write”

> “Microsoft.Network/loadBalancers/write” » “Microsoft.ClassicCompute/virtualMachin es/write”

» “Microsoft.Compute/capacityReservationGroups/deploy/action”

» “Microsoft.ClassicCompute/virtualMachines/networkinterfaces/associatedNetworkSecurityGrou
ps/write” » “Microsoft.Ne twork/networkInterfaces/write”

» “Microsoft.Compute/virtualMachines/write”

> “Microsoft.Compute/virtualMachines/extensions/write”

» “Microsoft.Resources/deployments/validate/action” » “Micr
osoft.Resources/subscriptions/resourceGroups/read” » “Microsoft. Network/virtualNetworks/write”
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
BE
From:
Identities:
[User Email Address]
Source > All sources allowed
To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
HE
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed

To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
HOFRA]
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions

L EF HEVIE B 4R SR ENetApp B HTEEEH & R IEF2 A Cloud Volumes ONTAP HYEIRRYEZE

netapp-cloudmanager °©
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1. #£ Google Cloud Console 5 "B ARFSIE S EE" o
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Create service account

& Service account details

|
Grant this service account access to project
2 (optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole y Condition &

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act s fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token crealor

Storage Admin

9 G Full control of GCS resources: @ :!HEI”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

c. E%ﬁﬁﬁ%ﬁﬂwtﬂﬁi‘%mﬁﬁ HORERR © RHER & RIERIRESIR P (R4 _ARF5 IR P (£ & g EULHARTES IR
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194



Create service account

Service account details

Grant this service account access to project
(optional)

@_

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

T—$ 2 ?
& Z17Cloud Volumes ONTAPZR 4iHs » (REEEIZRFERS o

195



Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

BE R EEMNINZEiEECloud Volumes ONTAP4E & 18

#ESA Google Cloud Storage 2 EERF BN R AR ZBIINE » BERILUER APl BiLfE
F_EFREENNZE£$E AICloud Volumes ONTAPZ 4% - ELEEEA RSB S IRRISE
GCP HESMEIENEE o

il‘ ’g‘%
1. FERES 8 RERBIRAEREFEHRINABE TR EERERVE-ER -

BEREEUTXARM | TERiRF IR ER BNREERAEMAEREERRTIRART > BT
ERIEINEE o

FERINT
- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get
- cloudkms.cryptoKeys.list
- cloudkms.keyRings.list
2. FE{R "Google Compute Engine fRFECIE" &8 EE Cloud KMS NN%E 23/ IZER ©
IRFSIRE M IBERMU TR . Tservice-[service project_number]@compute-

system.iam.gserviceaccount.com] °
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"Google Cloud X4 : #% IAM £ Cloud KMS & &R - BT ERAR"

3. FRMIFO get I5LKREVIFEIBAY A’ /gep/vsa/metadata/gep-encryption-keys AP| FEIY LSBT
GCP #ZHI eV LiEiE NMERERRAE)

4. MEFERARTEEENNESBIZAER D EBIYIGER > NetApp Console B E {8 AR INZHRFALRRY
HEEEE - BB L EERA Google Cloud Storage #1FI@7 SEfEA S !

a. AR T 7T EEZ K Google Cloud Storage ARFETIE "Google Cloud X4 : BUS Eimf# iz ARFSLIE"
b. EEFINEEIWAZA Google Cloud Storage ARFECIEFZTLI5K Cloud KMS Encrypter/Decrypter #PR o
ERIFAAEE > 5528 "Google Cloud Xff : FAREEEENMESE"

S. BRI » 5ATE APl 553K TgepEncryption) 2% o
B+
"gcpEncryptionParameters™: {
"key": "projects/project-1/locations/us-east4/keyRings/keyring-

1/cryptoKeys/generatedkeyl"
}

552 "NetApp Console HENMESHE "B RER “GepEncryption” 2819 E L 5B ©

7 Google Cloud HF:&7ECloud Volumes ONTAPEFE]

EEUREZELCloud Volumes ONTAP—EfE MBI ESEIAR » BEBHITRET A BEE
B AMBIEREZIR IR -
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1. REQEBEIFERT » BIERE>EIE o
2. 17 Ta#) BEL > #—T THERF WAENetApp Console RIS ERETTIRIE ©
a. EEHMENIERS BEE L #2— T /RERE>IIGETR" - SABMKERIE TR Google Cloud
Marketplace HEYEIFEENS E S ©
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Select Charging Method

Professional capacity S

Essential

@ Freemium (Up o500 GiB)

i K B
10101
<

Per Node
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c
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[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

FR B B B MERE

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BTEHM disk.raw 1EE - FLIEEHE—EBES o
3. {#F OpenSSL f/RBHIREVAME ©
4. FRIRII AR SR ERT FERY disk.raw EEENAR
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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INFO CAPACITY

Disk Type GP3 3000 IOPS Provisioned size ~ 907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled

256



ERE LRRANENS R

1. ZONTAPRMREEE S > H—T HE > B -

2. MBRANRFEELEEWINERE

S EEERMIMNER - ARE—T M#m -

T—TRHE?

RECAINERR MR A HRE ERAERDE » T

REEREHEREE

Cloud Volumes ONTAPE] SUBE S HALE F 1T E BN A B BB R MBI HETE T » TR B
TERER o

ﬁm%
1. ERHETH Volumes RS » B —EERENEERAMEENESE

7% 178
BRI E TSR E o
eI EEFENMREEESR  B—T (SENRE UEN SEHRE

ERER - ARBE-THEAER TR NERRE 1 EE5ERAJL -
2. BEDERER o
BRIELEBERVEL » SF2R SR B -
B+

257


concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html

Change Tiering Policy

Volume_1

i ] Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not including metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

@) 53 Storage classes Standard-Infrequent Access

@) S3 Storage Encryption Key aws/s3
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B+
a S3 Tiering i What are storage tiers?
* Enabled Disabled
te: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this aggregate.
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— Organization Project - =
= M NetApp console NetAppNew Project-1 C ‘ e 0

Agents
Overview
Agents (3 /58) Q
Name 4+ | Location = | status (1) = | Deployment Type = |
LAWSAgent US East (N. Virginia) Active aws
= L5678 eastus Active =”i (CD)]
Ll atAwWS US East (N. Virginia) Active Edit Agent

Go to local Ul [7

Agent Id: 3
HTTPS Setup
E’oud Volumes ONTAP Settings I
o S Jo =
4. 71 TRE) T T REFERE - BN ENTRZEREEER) -
Overview > Cloud Volumes ONTAP Settings
Edit Cloud Volumes ONTAP settings
Capacity
Capacity Management Mode Automatic Mode N
Aggregate Capacity Thresholds - Free Space Ratio 10% N
Aggregate Capacity Thresholds - Free Space Ratio for Data
ggregate Capacity p 10% ~
Tiering
Volume Autosize - Additional Size in Percentage to Which
1000% N
Volumes Can Grow
General
Automatic Cloud Volumes ONTAP update during
On N
deployment
Azure
Azure CIFS locks for Azure HA systems off N
Use Azure Private Link On N

S IRV EREN AT AEMLLA - AgB—T MEF -
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vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway
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vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway
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network interface create -auto-revert true -vserver svm 2 -service
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

TEZEFTREN HA B EEB T 77 R
BLESERESE AZ PR HA B LT — BRI EFER LS
5 NAS LIF 2R5R0 > 38 IP bR 4R > MEIEIE LIF 2R > 58 IP (LR AIER o BLEFE) IP Uik R

RELTE AWS FIEIRFAE IP - AR » 8 IP G7E AWS BEXRFPEEECERIEEMEE VPC hi5ERZAY
ENI

77 EFE) 1P EONTAP—EEF » W AR SEMR _ ENSERFERKSE LECE—ETAA IP (il - BRIRE
LU R » HAp7EEnEs 1 MENE 2 £ iSCSILIF ©

1. BT E R SRR T E R SR R0ERE o
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vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway

2. 7TE725 1 E#IT NAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port elOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° JZE IP MM BRINIEEE HA BECE R AWS &I HRYFRE VPC B CIDR &1 240 © 192.168.209.27
B—ESEFES IP Ldk o "7 ERERIEIETZE) IP (A EZEE" ©

> “-service-policy default-data-files' &R/ IP ] LUBTS BB AHEHES ©
3. M EEIE 1 LRV HTEERISSEEELIF .

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port elOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. 7£8924 1 £33 iSCSILIF ©

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if

ip nodel iscsi 2 -home-node cvo-nodel

° Itk iSCSI LIF EE LB E#Z RIS TYE) IP B9 LIF BT c EFRNE iSCSI LIF » BFRAERCE ATTEE,
Z BB -

° “-service-policy default-data-block’ R/ RIP{I AL R E1EEIRL 2 B o
° private_ip %2 cvo_node1 B eth0 (e0a) LR EAMIEHBIFAR IP it o
5. 1£8f%L 2 £ iISCSILIF ©

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° It iSCSI LIF B2 R HFERIRPFE IP BY LIF BT - EFZE iSCSI LIF » (BRFEE AT ER
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Z 8% o
° “-service-policy default-data-block’ &/ RIP{I AL R 1EEIRL 2 BB o
° private_ip 5& cvo_node2 Y eth0 (e0a) ERERAVEEBNFAR IP fidlk o
6. K—ERZERESDEARHTFERLES

vserver

add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

IEPR2WEN » AAHNREFERESFEFNELD—ERS » RRET SRR FEREES LRI

[=]
oo ©

WRIEFEARZECloud Volumes ONTAP 9.11.1 SiE SRS » B IS HTF E R 2 AT IR IRFS SRR o

BEENIRTE » AT UFEECloud Volumes ONTAPR] LA{ER iSCSI LIF #{TH I B IRELR o

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client



7E Azure FEIECloud Volumes ONTAPHIE K IRFS (1R e HRis

RFERIESEONTAPREENERE - IAKNALRRBFEEMERRT o EA8eA]
EEE—E_SVM_E{_vserver_° Cloud Volumes ONTAPTE A#1ZE R4 » (BT
Azure H#11TCloud Volumes ONTAPEFZE Efth 77 EHE I 2S o

EETE Azure PETHEBEME R IRFEHEFERE > KEZEH APl - E2REA API BEME T B #FER
MR FNEC B FrEARR N TERYBETE o BIHFERMESS > NetApp ConsoleZECEFTEM LIF BRFS » UKRHETFE
s es ik SMB/CIFS @:FEERY iSCSI LIF ©

BRA#TTCloud Volumes ONTAP API IEIURYE B @ 55200 "SR5 —2 AP| 10" o

XENRFTFERESRHE

¥¢Cloud Volumes ONTAP 9.9.0 FAtA » RIFERIEFRIEE » IEEB R TR ENZEEFERKLS c 2R
"Cloud Volumes ONTAPZ£17:52BH"BR:5 &M Cloud Volumes ONTAPRR A IEHI T ERIARHE o
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RARSHEAEFS

EICER API B FFERES TR EFERARAmE » 558t 18X "default-data-files BB NAS &
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* data-fpolicy-client

°* management-ad-client

* management-dns-client
°* management-ldap-client

* management-nis-client

FIsEZ Al

ZHIERIEREEES EHE A #EACloud Volumes ONTAPEEIL (17 E #1423 - FREHIRE 2 7E "NetAppiE(it
AYBER" o

BERAMR
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POST /azure/vsa/working-environments/{workingEnvironmentId}/svm

TEAKERTEIUTSH
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{ "svmName": "myNewSvml"

"svmPassword": "optional, the API takes the cluster password if not
provided"
"mgmtLif": "optional, to create an additional management LIF, if you

want to use the storage VM for management purposes”}

HA %
AT API IEIUTE HA ¥ BB AT B i RS -

POST /azure/ha/working-environments/{workingEnvironmentId}/svm

ERRERPEIUT2H

{ "svmName": "NewSvmName"

"svmPassword": "optional value, the API takes the cluster password if
not provided"

"mgmtLif": "optional value, to create an additional management LIF, if

you want to use the storage VM for management purposes"}

BIREHBRAN HA Fo ERYETE VM
fEF API > [SR] U E R an R ANMIFREEEIFEA HA BCE PRVRTFERIHES -

ez Al

ZHERIBEREXEES ERIEREIECloud Volumes ONTAP BYETZEEIILES o FRR#EMRE S7E "NetAppi2 i
BE" o

SRR
LEEMRHEFERE > CRZEHFAREFERENT RFERENRBER2H -

TR
* AT API MDY Eiran s B AR RAE LAY VM ¢

PUT /azure/vsa/working-environments/{workingEnvironmentId}/svm

ERRERPEIUT2H

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

* AL API PRIYE ap% HA ¥ ERETF RS ES ¢
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PUT /azure/ha/working-environments/{workingEnvironmentId}/svm

FEAKERTEIUTSH

"svmNewName" : "NewSvmName",
"svmName": "OldSvmName"
}
LIS Eredrtisd i

EE—MRE HARER » MRFBEFEREIREEMEEE - IR LGREMER

* SEALLT API PRRIURMIBRE EIRE R AR _LRIRETE VM

DELETE /azure/vsa/working-environments/{workingEnvironmentId}/svm/{svmName }

* EALLT API MEILURIBR HA ¥ AT BB ES ¢
DELETE /azure/ha/working-environments/{workingEnvironmentId}/svm/{svmName }
HEREE
* "ZE{EFER APIY
* "Cloud Volumes ONTAP L{ER12"
- ESHRIRER
* "fEFANetApp Consolefy REST API"

7 Google Cloud F & Cloud Volumes ONTAPHYE kI BRFS 417 R 1514
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LR E ST IR KRN RE TR R HRE A o

7T Google Cloud FEMEIREEMER RIS EFERI - [CIEZER APl - E2EA API BENME T BIfH#F
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¥E3I Azure FFImiE
1. 1€ Azure Key Vault FEFFZTUEEMAY Azure AABIET » 2848 DREBEE) B8 o

2. BIEME P IRERE o ATHNERHTREA—EEEERNLHE © NetAppZENBMHARS 24 BA ; B=
1 E’J#—*:Eiﬁ/ﬁﬁ%%?ﬁ%%%?ﬁﬂ’ﬂ?&ﬁ °

3 B—TMIELEIUZFIHER - ERET|FIHNNETS » TREAFEFTIZENME » WEHRERE
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FACloud Volumes ONTAPECE  ECEHZEEE > WBEBABRET

#2317 Azure Key Vault

1. MNREHEIREH Azure Key Vault » BIFT LG EE3%F|Cloud Volumes ONTAPECE ; 1B » EAZBEIRIBIEA
PR ERREFEURA o

2. 7 Azure AO#BiLEH » EEZE Key Vaults 345 o

3. BHEE T+y ) WEMAFHRER H SFEFRE BENEERE © i BAREEMRREENKE > LT
TIRREE DEERABRFRE -

4. BIET— D RBIEFEUR o
5. BMELITEE !
a. EEFIECE T » EEVault AR o
b. EEIRFET » EiEAzure MR R EITHIIEE N o
6. JEE+ BRI LIS TFENERRS o
7. EREBARET » H— T FHNEE > ABREESR - RENREEIEHA o

8. BMESETHMHEMRER (28 W% /BB > ARTERFEIRNEESZELIEERE T ANER - TfE
B

° REEMEIR . B 20 @
o MR . BEE 8 @
° JREBTEIR | BEEE 16 1
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m




9. B—TF—% » TEEE Azure PEN T RETMMERENAzure FEFETNGEM o« |ET—F o

() sExmREsRE—EEE-

Create an access policy X

@ rpermissions e Principal Application (optional) (4] Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

Search by object ID, name, or email address

Selected item

Mo item selected

10. ##—TF—FMR > BRFSEEZLEL - A% > H—T&iLo
N BEET—PEAEREE o

12 EEEERNEREIRSG FSUEEMAERIESR + BIRETSHEERE - (EREIRGEUERGER
PR CHEERIRLEEBHRE )

13. THTWREE URI | TERUNSRAEAEET - EEEHEIRERLREGRT#E R Vault URI - EHREER
FERREIRDER o

BIUNMEEE
1. FEf&#Cloud Volumes ONTAPIEIZHY Key Vault ZEEH » BEF Keys EIE
2 EEELIEANEIER o
3. ITERIEIER E AL ©
4 REUTER
© NEERATE
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° HILER I RSA
° RSAEI®A/ © 2048
- BRA I E
S. EEREIREUMBE o
iR[E1Keys%E B3l EE 12 (0 M [ 72 T2 O 2R 88 o
7. EEBRRATHNERID » EEBEBE -
8. IREIFIRITAFTHAL - /H URI» ERERBIE7VEMNFTES °
#8137 Azure Active Directory 25 ({£FE HA)
1. {2 E18% HA Cloud Volumes ONTAPZR#E:RTE Azure Key Vault Bf A BB IR o
- 7E Azure AO#BILEHEE Z EHEIATE o
ZFEHEEIZE Cloud Volumes ONTAP RN E R AE4E > AARIEEREA RN FAES o
BB HRIEIECloud Volumes ONTAPEBE M FARRR 278 o
- B ERFIRIAIRRE o £ MUTUEED » EENTRE !

o Microsoft.AzureActiveDirectory

cn_-h_oom

o Microsoft.KeyVault
° Microsoft.Storage (F]3%)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. BIERTFRMBETARTE o
Cloud Volumes ONTAPECE

1. FEREERN SSH AR mERTIREEIE LIF o
2. FEONTAPH#E AEREHEFRIZT
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3.

4.

5.
6.

292

set advanced -con off

HEFMENER SVM 155 H DNS f2E !

vserver services name-service dns show

&k} SVM #ig45m Azure DNS ~ A A DNS s At%{@AR23AI DNS AIARSIEHE EJ@EZE@%%%‘EEH
SVM BYfF BT :

vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. EiEEAER SVM 37 DNS ARFS -

vserver services name-service dns show

ERERRENMEFENAER ID FMFEAE ID BUE Azure Key Vault :

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

®

FRINRIF Azure Key Vault % » i A “client secret value & HIRIZ R ©

IBEEETIERAVIREE ©
“security key-manager external azure check &S0 R -

fif

' full_key URIMB{EXZEF]A <https:// <key vault host name>/keys/<key label> 18z °

::*> security key-manager external azure check

Vserver: data svm name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status
Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

MR service reachability MAEERE 0K’ SVM BEAFBFIB N EREFTERTTFE Azure Key
Vault fRFE o FERIEH Azure R SRESFIER AR ZRELEEBIFAA vNet ZI3E Azure Key Vault 4R UHEL o 40
REEWIL > F5EEEA Azure Private IRZEE vNet REBIFE Key Vault o IERIFEIEFEIE SVM LHriEEFRE
F & B KRR IRZABIFAN IP {3 o

i

J& "kms_wrapped_key_status i &Rt "UNKNOWN TEHABL B RS - HARBEIEE A OK E—&MEE o



7. AJEE © L—LIEUEK%L/(%ﬁnﬁ NVE E/JIjJFJI: °

vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

UNRABCEIERE > Cloud Volumes ONTAPH B EhiE L HARE & M B REIR @ N o
8. MREBIEMEILMINE c NREBHIEE > -is-encrypted BEEERE trueo
vol show -vserver SVM name -fields is-encrypted

9. A%  MNREFEFH Azure Key Vault BxzE/R:E LAV/ESS » SBEA TGS ©
security key-manager external azure update-credentials -vserver vl
—authentication-method certificate

MERAEAE
* "X Cloud Volumes ONTAPIATE Azure RIERE F EIEMNEIR"
* "Microsoft Azure X : B Azure Key Vault"
* "ONTAPIE< 2E15r"

53 Google Cloud KMS EI£Cloud Volumes ONTAPHIZ &%

&R LUER"Google Cloud Platform BY& i E2AE# (Cloud KMS) "#£ Google Cloud
Platform Z3ZE I ERER P {REZRICloud Volumes ONTAPIIZ &8 ©

A LUEFIONTAP CLI 8{ONTAP REST API EXF Cloud KMS HIEH8EIE o

A Cloud KMS B » 53 EFERERAER SVM B9 LIF E—E;Tiiﬁ”ﬁﬁf“"‘:ﬁ mEhEITE o NIRRT
intetEM B 78R EHE?‘ (oauth2.googleapis.com) 1T c MMRBEFRECE R LR » FEFEEAIEHEF
FAEREIRRE

FAtEZ Bl
* IS RHFEZHITCloud Volumes ONTAP 9.10.1 X E S 7
* EABEFERER SYM o Cloud KMS REETEER SYM LEE o
* T EREED SVM BIEE
* FETE SVM EZEMIRENZE (VE) 5 a]:8
* #¢Cloud Volumes ONTAP 9.12.1 GA Bl » tHIEREZ AL MESRERE (MTEKM) 5505
* EEFWM Google Cloud Platform TR

=1
GoogleEE
1. 7£1889 Google Cloud IRIEH » "E 7 $18 GCP £BIRMEHE" ©
2. % Cloud KMS ##&#1Cloud Volumes ONTAPERFSIR 35k E A
a BiUBTAR:
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—-title=<kms custom role name>

-—description=<custom role description>

—--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt,cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

—-—-stage=GA

b. {EKERINETAS !
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location --member serviceAccount: service account Name
--role projects/customer project id/roles/kmsCustomRole

@ AR IEFEAAYRZCloud Volumes ONTAP 9.13.0 SN EShRZs » BIEEEIBHTAR ° &7
LX?Ef)ﬁ?EE%E’\J[Cloudkms .cryptoKeyEncrypterDecrypter?’] ABE o

3. THRFIRA JSON £ !

gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com
Cloud Volumes ONTAP
1. ERAEEEN SSH AR IRERTIREBIE LIF o
2. GBI EREEIRER -
set -privilege advanced

3. 2K} SVM B3I DNS o
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. ¥37 CMEK 1£8 :
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

S. HIRIERAF » :AEA LR GCP IRE HAYARFSIRE JSON &8 °
6. FEEREERAZALTS

security key-manager external gcp check -vserver svm name

7. T3 @IWIREACRIEINE vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

HEHFER
MRBEEITHESR > EAIUE LENREMEDRPERRIS RESTAPI B !
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1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

2 Cloud Volumes ONTAPEXFENetAppEh Z=ekfafhEfR R %

WRUBENBTRETCERME « BERMEE o NetApp Console R R E M ENetApp
WRUEHRAE | HEHEHRURECIERBIERRIEN B T8RN (ARP) ° &
AR EST RN « MMM T AR IA -

s RYPRUAEIERRIESD

PE & _E RSN ZRERBERA &R E R I H FONTAP FPolicy THRERBHE % R A EhZRENRES

Hak

EIETTER -

SER
1. £ Systems BE L » ERTE B AFHHREFERERCloud Volumes ONTAPR LRI ETE o
2. 75 THEaR 28] E > #&—F (Thee) Mtk > ABE—T TEHZERRERSE) SIERTR o
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Information

Features

System Tags

Scheduled Downtime

Blob Access Tiering

Instance Type

Charging Method

Write Speed

Ransomware Protection

Support Registration

WORM

CIFS Setup

3 Tags y

Hot i

Standard_E8ds v4 2
Capacity-based
Not Supported f

off &

Not Registered
Disabled 2

4

3. BHiNetAppEI ZREIEHR TS 5

a. IRCHVHERE RRURIRIRRES > 558 — T TERENRIRRER) -

NetApp Snapshot £:AMiZ{ft 7 E R RENMNREEEHMARS T - RINERNFARENRZRAAIHRD
PIER o (REREIZAZMEERY - AIRILE#NZRERESEIR o MhiPIE I LURMHAIR B —XHRI AT e B K HER
R FRBBIRAIRLE o

b. ¥ —T TE(E FPolicyl LB ONTAP B9 FPolicy IR ZE » % fBR R LURIEIE M EIE B LEAE
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HIRME -
LETARL AR R EB L B RS RIS IER BT RIT S H RN ENE o
¥asg FPolicy SEIG AR TIIRIERAES !

micro ~ J0%% ~ $87E ~ N%E ~ crypt ~ crinf ~ r5a ~ XRNT ~ XTBL » R16M01D05 ~ pzdc ~ ¥ ~ 1§04 !
~OMG! ~RDM ~ RRK ~ encryptedRS - crjoker ~ EnCiPhErEd ~ LeChiffre

E{&Z7ECloud Volumes ONTAP_EEXE) FPolicy B¥ » i E I ILEE o IEHIREMNE RH
FZREFERE LAY o EF LUERCloud Volumes ONTAP CLI H#Y vserver fpolicy policy
scope 15 BT HHAEREIESR

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remedistion. Learn More

° Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % @

Protection

ONTAP's native FPolicy configuration monitors and blacks file operations
1 volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

BE#RIEME

Cloud Volumes ONTAPz 18 B T $hZRENEelH:E (ARP) IhiE » Al TEEEETOR » UTHEAN EERFER
AR B R EIEE) o

BEBLU T AIREMERRIERREDR "= ELE" > ARP DEEFERATIEEHONIRSEEAZEIA T
BHEEE) AERAEZHBERRLER - $HERMIEFHERTH ARP INERILUE SR » UBRE2ENH R
FhsE o

ARP IhgEr] 8 B4R (BYOL) —#EfEA » BEEEEIMIER A EH IR TRICHIRRE o

EiFE ARP VR G B BeEREE 28 %) 3¢ NEE o

£ ARP FLE BB BONTAPR A EIEESFIONTAP CLI #4THY ©

B RAMN{AI{ERONTAP System Manager f1ONTAP CLI EXFH ARP WEZZE » ;528 "ONTAPXF | BNFHEE
BEREABHE"
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

7ZCloud Volumes ONTAP_L 3. WORM 1EZMI5E X Snapshot ElZs

& ] LA7ECloud Volumes ONTAPR A EZBII—RE A ~ ZR:EEL (WORM) 1&ZEAIPHEXR
Snapshot El7s » WERERBEARURERAIF IR E R o IEIHREASnapLock Tt
4 WiRM T EEIMNVERMREMSTRILERE o

RS Z Al
FE{RAIR 21 Snapshot BIZASBYHEIEE ESnapLockitiRt & - BRATES LRIASnapLockiR:EMEE » 526
"ONTAPXf4 : & ESnapLock" ©
1. #SnaplLockFR &£ IT Snapshot BlZs  BRAMER CLI HARAAKREIEEEI Snapshot BIEHEE » FH2HE
"ONTAPX 4 : EIEZA Snapshot BIZsEif" o

Snapshot &IZs#& T HFEER WORM B » (FHABHENRINGE o [KERISnapLockiflT AJFE(RIRERTETS
ENRGHERZ AR ERE » N ZWAREMIBR o

2. MRFPEFEEESLRE > CAILUERREE - MTREZER > 5H2E "ONTAPXIE | RERBRRE" o

BN Snapshot BIATERE RBHIAZ FI(RE - RETIES M TURIPRIIFHLIEE » K% Cloud
(D) Volumes ONTAP=hAY WORM e elfEfERtAFEIRA BETHIT - 5k BEENERE
BB B BRI FERHFEIRRMPFWORME K
TERAELS
* 5 WORM WEZEE » 3528”7 ##Cloud Volumes ONTAP_EAJ WORM 7Z{#" ©
* BRfSnapLockEMFTEE R » 552/ Cloud Volumes ONTAPHIEIZIERGTE" o
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Information Features
System Tags 3 Tags y
Scheduled Downtime Off I
Blob Access Tiering Hot i
Instance Type Standard_E8ds_v4 i
Charging Method Capacity-based y
Write Speed Not Supported f
Ransomware Protection Off i
Support Registration Not Registered i
WORM Disabled 2
CIFS Setup i
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Information Features
System Tags 3 Tags
Scheduled Downtime On
S3 Storage Classes Standard
Instance Type mb5.xlarge

Charging Method

Write Speed

Ransomware Protection

Support Registration

WORM

CIFS Setup

Capacity-based

Normal
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Schedule Downtime

Console Time Zone: 13:48 UTC

Select when to turn off your system:

Turn off every day at 20 : 00 for 12 haours (1-24)

Sun, Mon, Tue, Wed, Thu, Fri, Sat
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"user-private-dns-zone-settings" : {

"resource—-group" : "<resource group name of the DNS zone>",
"subscription" : "<subscription ID>",

"use-existing" : true,

"create-private-dns-zone-1ink" : true

J& “subscription {£EfA%E DNS &gzt & IR TR ERA B ERMEF o
4. REFERLEHES & REREN -
REEMEE o

ERRMPEENR

SNREER S ECAESS ERIFPEIL Azure FRHER - ER1ERE Azure FREGEERIEN TmMILIRE - 2
IR (B—EARE HA YY) B > SU7E HA ¥ EBRITLAT RIS > RIRE S RAEERIER | BIINERS - KA
FEMGHERSTEBIE 32 TiB FERILMMRETFIRS ©

MREZER S ERET Azure ERHEE » ERILIZEBRAOIAREBILTARITA - EEYNHEAETEETAR
MREHE o

WMRESAENR » 56 & iHF L ZIR L B R E R ZIREN— A FTELMNPFAIBEER ©
RAI LSRR AP| 3 EE#T app.conf 1222 REXAEEIE ©
%8 AP B FREIR
7
1. f5/ "PUT /occm/config' B AR EFEH API BEDY !

{ "rollbackOnAzurePrivateLinkFailure": true }

FEIBFEF app.conf EXAEIE

f%ﬂi

1. 1516 SSH EZFIEHI A IEMN I EA

2. BEBZFDTHEEE : lopt/application/netapp/cloudmanager/docker_occm/data
3. #REE app.conf > LI T2HME :

"rollback-on-private-link-failure": true

. GHPHMIRI B A IR -

FEEEMEE °
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* 3 AEACloud Volumes ONTAPESEIZEEE HA HEBE (VM Bfl) #igE— NIC LB SnapMirrorfiElR

© EEFEHHN NIC » EEER VM BEERMBRBRERAR NIC ©

s FREEN B IZEERZ I UFINE—EERAAE (VNet) - BIZZEE Azure FHCloud Volumes ONTAP
R4 o IRFEEATLUZ Azure FIFYCloud Volumes ONTAP RS ONTAPZ AL ©

SER 1 L BRI NIC TEIERB AR VM

AERIRMHARIUNEIZ I NIC MASEMIINE B4 VM BIERER - B2 VM 2 Azure HCloud Volumes ONTAPH
RIEENELEY HA BHR4 » [BERTEEEIMY NIC ©

TR
1. ZEONTAP CLI & » {2 FEf%E o

dest::> halt -node <dest node-vm>

2. £ Azure AOAEBLES > 18 VM (B1EL) HREERHEELE ©

az vm get-instance-view --resource-group <dest-rg> --name <dest-vm>
-—query instanceView.statuses[1l].displayStatus

3. f§F9 Azure Cloud Shell 7Y Bash IB1E (5 |- EI2L ©
a. (FLHEREL o
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az vm stop --resource-group <dest node-rg> --name <dest node-vm>

b. R BCEARE o

az vm deallocate --resource-group <dest node-rg> --name <dest node-
vm>

4. REMRLZEHERA > EMETFER CRREEFERMBEREEFHER) EAXTE -
a. EERERKES EZIAINIC ©
b. SHAREEFHEEBFHEE Do

az network vnet subnet show -g <src vnet-rg> -n <src_ subnet> --vnet
-name <vnet> --query id

C. fEARRREFHERIFHER ID ERRERMSS LRI NIC - 7EE28 AR NIC 19478 -

az network nic create -g <dest node-rg> -n <dest node-vm-nic-new>
--subnet <id from prev command> --accelerated-networking true

d. RIEFABIPAIIL o Itb IP i3k <new_added_nic_primary_addr> FARATEEE > #7 NIC AUBFEERS LIF o
5. J#HY NIC FINEI VM o

az vm nic add -g <dest node-rg> --vm-name <dest node-vm> --nics

<dest node-vm-nic-new>

6. MENERKEE (BiRL) o

az vm start --resource-group <dest node-rg> --name <dest node-vm>

7. 12 Azure AO#MEEH » FifE 49R8 MERESDFTEY NIC (B0 nic-new) 7F7EE ENERAEREERLA ©

az network nic list --resource-group azure-59806175-60147103-azure-rg
-—-query "[].{NIC: name, VM: virtualMachine.id}"

HIC HABEE > SFHGFRHEHREREEDER -
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SR 2 1 737 NIC EBILHTAY IP 2268 ~ BRI ANBEEER LIF
BYEER LIF MUEENE P TR AR ERE R INGERM T BE DR
fEFHONTAP CLI BTIA 5%

1. BT IP RS9 (new _ipspace) ©

dest::> network ipspace create -ipspace <new ipspace>

2. 7E3FRY IP 22 (new_ipspace) L3I ERBAIHIHFIE nic-new EIFIE o

dest::> network port show

3. BN EEBAM > MBERIRS e0b o HIMEMALEMIRN HA L EE » MMGERIRS e0d - HIMERSD
H Blob B HA BCHERE » FTEEIRIEZ eOe o SHEMENRERME > I VM B8 © BT ‘node show LAZHER
Rh%atE o

dest::> broadcast-domain create -broadcast-domain <new bd> -mtu 1500
-ipspace <new ipspace> -ports <dest node-cot-vm:eOb>

4. IEFRERES (new_bd) FOFTHY NIC (nic-new) LFBIIZEER] LIF ©

dest::> net int create -vserver <new ipspace> -1if <new dest node-ic-
1if> -service-policy default-intercluster -address

<new added nic primary addr> -home-port <eOb> -home-node <node> -netmask
<new netmask ip> -broadcast-domain <new bd>

O. ERFEATRYEERER LIF BUERIL -

dest::> net int show

HIt HA HE0E > AHSIFBANMBEELELSR o

HEE 3 BRRRRAGNEEAG MM EEN S

AER A A AR R ARG BIZ A% Z R HERMARREA o
fEFONTAP CLI S\ TIU TH 8 o

1. Bgs8 BRBFERVEY AR LIF S LRI LRGBS AVBF AR LIF $01T ping 1%1F - A BRBEERITILSR S »
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EIE BAR IP (b2 2RIR ERYBF &R LIF IP fidt o

dest::> ping -1if <new dest node-ic-1lif> -vserver <new_ ipspace>
—destination <10.161.189.6>

2. ;J%tfﬂsﬁ%ﬁﬂﬁ%ﬁ%ﬁ LIF 58U ping B EZERMERR LIF - BAZ2EEE LI NIC B IP I

src::> ping -1if <src node-ic-1lif> -vserver <src svm> -destination
<10.161.189.18>

It HABEE > SAHESFRHEREREEDER -

B 4 ERFRARNBRARZHEERIL SVM BEEZ
RERMINAITERR AR B R R Z I SVM HERIERRA o
fEFAONTAP CLI AT THER ©

1. ERAMRRERME LIF IP (I EFABREBR LEBUEBHE -peer-addrs ° it HA % > 5 HM{EETELEY
HRIEBFER] LIF IP {U3EA -peer-addrs ©

dest::> cluster peer create -peer-addrs <10.161.189.6> -ipspace
<new ipspace>

2. AN FESRERES o

3. EFBEZEEEE LIF P (HHEAREFER IP (il » ERIFE LB B EHEEE peer-addrs « HIt HA
> Bl H B EREEAY B AZBEEERT LIF IP {U3t{EA -peer-addrs ©

src::> cluster peer create -peer-addrs <10.161.189.18>

4. B A FESRERES o
S BMBEEKHERHSE -

src::> cluster peer show

R I AR TE o] MR (L EER B o
6. 7ETEIZ_LET SVM HZHELR o 3R SVM F1EIZE SVM B EZ B K SVM o
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dest::> vserver peer create -vserver <dest svm> -peer-vserver <src svm>
-peer-cluster <src cluster> -applications snapmirror '

7. % SVM HEFEL o

src::> vserver peer accept -vserver <src svm> -peer-vserver <dest svm>

8. & SVM BEEH% -

dest::> vserver peer show

E{TEIZXEE R peered* M EEAIENE R snapmirror®.

B 5 | ERIRRAN BRAMRZHEZIISnapMirrorfg &R %
AERER HANAITERIR R 4 B IR R4 2 B 1L SnapMirrortE SBAIRBIERER

g*@@Iﬁﬁﬂ’\JSnapMirror@@Eﬁ% » B HENIR B BISnapMirrorfE &R » FATR BRI FTAYSnapMirroriE B

{EFIONTAP CLI $I{TIUTHER o

1. B2 SVM LR U BERHREWRE o

dest::> vol create -volume <new dest vol> -vserver <dest svm> -type DP
-size <10GB> -aggregate <aggrl>

2. 1£B1Z LI SnapMirrortE 4RA% » EhEIFEERISnapMirrorskBEFIETE o

dest::> snapmirror create -source-path src svm:src vol -destination
-path dest svm:new dest vol -vserver dest svm -policy
MirrorAllSnapshots -schedule 5min

3. £ BIZ_E#I1A1ESnapMirrortE B4R % o

dest::> snapmirror initialize -destination-path <dest svm:new dest vol>

4. TEONTAP CLI A » BBHITU T i< B8 SnapMirrorBEAAREE -
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dest::> snapmirror show

RIMAARAER Snapmirrored BHAMIEER trueo

5. BJ#E ! TEONTAP CLI # > $IITLA T a2 E A SnapMirror &I EsCER: ©

dest::> snapmirror show-history

5E c AU ERREREN BRE - SERRARRE » IASEHIRE 2SR NE B RHERE -

Google Cloud EIE

# ¥ Cloud Volumes ONTAPH] Google Cloud %2345%!

£ Google Cloud FEX&ICloud Volumes ONTAPH » {EA] AR ZIEH4 23 4B R i {TisE o
MRECHEEEFTRFER R NFHAK » BERELENTEK > S U FEREE S TER K
teastEn o

RARS IEAETS
* W7A7ECloud Volumes ONTAP HA ¥ LRYFEBEEIE (ERTER) ° IRAZ > AIRIERERK -

"ONTAP 9 X : AR EBFRENGS"

© FEHI3FETNIAE R R Z Google Cloud ARFEEH
* tEiREEFHTERENCloud Volumes ONTAP o

HIREERRE > 110 gl o
BT HA S92k - ERECREPER - HA BHEFIRHEIE
NetApp ConsoleiZE @ ERENE &Il F 7RO R —RECR—EEIR: °© NetApp HImME REETE

BIRCRE R ARBEEOEST T AR - It YA BIRE A IR ARIE - S
1 O FEARIREREI— LB - EREFIESRAR 7 NFS/CIFS MM EHEs -

1. EBRFEEL > BERR -
2. EEERE L > H—TIREER » ARER— TSR ZENINEET o
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INFORMATION FEATURES

System Tags 0 Tags

CIFS Setup Not Configured

Scheduled Downtime Off

Storage Class Standard Storage

Machine Type n2-standard-4 ﬁ
.Luk

Write Speed Mormal

Ransomware Protection ofr

Support Registration NOL Reglstered

IRAERI R R BB AENT (PAYGO) AT » BIFTLUBIBENE Al IEn) SRS IORE
RERSF TR S AR o

1. SIS ERY » MEZENAIRUESRIE THEEN S SR » ABIE—TEE -
4R
Cloud Volumes ONTAP{EF#s8 E B ERED o

##3RAH Cloud Volumes ONTAP ZfE#H1% Infrastructure Manager

B 2026 & 2 B 9 HiE » Google Cloud F#EY Cloud Volumes ONTAP ZZE 5] LAfEF
Google Cloud Infrastructure Manager ° Google Eli§Z A Google Cloud Deployment
Manager > EXF3 Infrastructure Manager ° FLlt » BEEFHSHPITER TR > FIREW
Cloud Volumes ONTAP ZBZ1#¢ Deployment Manager #B#% 2 Infrastructure Manager © Itt
BERFRIRFWNIT R » 2BENRARBERBMER Infrastructure Manager °

RS IEAETS
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BB TAATE "NetApp eI "SER » WERIL FHITH :

* Terraform L1 > {#7FH conversion output/deployment name °©

© BINRE ) BERIERN

conversion output/batch summary <deployment name> <timestamp>.Jjson.

* {EIECERFETETE <gcp project number>-<region>-blueprint-config/<cvo name> BiEH o &
EEELCREI TR o <gcp project number>-<region>-blueprint-config FEFETREFTE
Terraform 528% o

£/ Infrastructure Manager B Cloud Volumes ONTAP &4 & & &R FNsC 824777 Google
Cloud Storage FHERD - ELEFROETELRINER » BB7NGEESIRMREFEERREAS

@ * gs://netapp-cvo-infrastructure-manager-<project id> . FIFA#TEY Cloud
Volumes ONTAP ZFZH) ONTAP kkZF] SVM Terraform #87s o 7EIEA > dm-to-im-
convert H#FBE S Cloud Volumes ONTAP Terraform &2 o

* <gcp project number>-<region>-blueprint-config . FiiXf#7F Google Cloud
Terraform T4 o

RS Z Al
* SHFEIRIEM Cloud Volumes ONTAP R4RhR7ZA<% 9.16.1 SREShRZA ©
* HE{RRB BB Google Cloud Console Fa)4R#EE1E{E{A Cloud Volumes ONTAP BIRSHEHE 4 -

* SHFEIRERUE Google Cloud API © 55288 "ElfH Google Cloud API" o sEFERER T EHAth API 24 > IBEYAT
Google Cloud Quotas API °

* :AMESY NetApp Console agent BIRRFSIR R HEB PR A X ERIHER 528 "5 &1L Google Cloud R

"o

HRAEENAIE > FRAME TFMINATR GG
° BRI B ZERIIRZAR Console LIBFET o 1t NetApp Support Site TEHEMZERR » A%
FERCIEEX LRI EE £ > WERIERZLTUER Infrastructure Manager API ©

s MBEUFAEERBITZITE » s5MEMRMR T EHith API 24h » BB T Cloud Build API "EZFH
Google Cloud API" o

o BRI E AR E N A ERENEEBREIL T TIEM - 52/ "TABEILEER Infrastructure

aey

Manager 4BRE" ©

* BT AERUTEE o EENERPIERE 443 ERAER :

N A0 WE 5 ==y
cloudresourcem 443 TCP SME BRZEERTE
anager.googlea

pis.com

deploymentman 443 TCP M EIFEE
ager.googleapis.

com
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bl pm| TATE AE BHY

config.googleapi 443 TCP BINE Infrastructure Manager API
s.com
storage.googlea 443 TCP 4MeE GCS fATFITES(FE
pis.com
iam.googleapis. 443 TCP HME IRFEIR P EusE
com
compute.google 443 TCP ME Google Cloud #1 Terraform Import
apis.com £ Plan {EFRVEHE API MDY
cloudbuild.googl 443 TCP sME ELERANEERZERE
eapis.com
openidconnect.g 443 TCP M Ensh
oogleapis.com
oauth2.googlea 443 TCP sME OAuth2 R X
pis.com
registry.terrafor 443 TCP SMeE Terraform #EHEE iR
m.io
releases.hashic 443 TCP 4ME Terraform Z3#{i T &
orp.com
apt.releases.has 443 TCP LS HashiCorp APT 7Z{#/&E
hicorp.com
us-central1- 443 TCP PINE GCP Artifact Registry
docker.pkg.dev
metadata.googl 80 HTTP AZB VM e E R FIEEEEHEAL
e.internal
pypi.org 443 TCP 5ME Python E#Z5|
files.pythonhost 443 TCP LS Python Ef T
ed.org
checkpoint- 443 TCP M= Terraform RRZIGES
api.hashicorp.co
m
download.docke 443 TCP 4ME Docker APT {#1ZE
r.com
security.ubuntu. 80/443 TCP M= Ubuntu &2 &#
com
*.gce.archive.ub 80 TCP sME Ubuntu BRASE1ERAR
untu.com

EFPITIENIRE

HITTRZAE  FBAPITEEDR
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1. By ABTFENMBRESIRE
a. ZYEATHHERA YAML 123 :

title: NetApp Dm TO IM Convert Solution
description: Permissions for the service account associated with the
VM where the tool will run.

stage: GA

includedPermissions:

- compute.addresses.get

- compute.disks.get

- compute.forwardingRules.get

- compute.healthChecks.get

- compute.instanceGroups.get

- compute.instances.get

- compute.regionBackendServices.get
- config.deployments.create

- config.deployments.get

- config.deployments.getLock

- config.deployments.lock

- config.deployments.unlock

- config.deployments.update

- config.deployments.delete

- config.deployments.updateState

- config.operations.get

- deploymentmanager.deployments.get
- deploymentmanager.deployments.list
- deploymentmanager.manifests.get

- ilam.serviceAccounts.get

- storage.buckets.create

- storage.objects.create

- storage.objects.delete

- storage.objects.get

- storage.objects.list

HILNARIEIE L REIMEIR

MR FLABEERNHITZTE > B8RS cloudbuild.workerpools.get HEFRFTIEE YAML &
== o

=

b. 7£ Google Cloud A B:TA® » W TH YAML HERAEEIIER °
‘gcloud iam roles create dmtoim_convert_tool_role --project=PROJECT _ID \
-file=YAML_FILE_PATH MNEFHMEN > 52K "EUNEEBIAR®" -

c. HEFTABKMAIEERIEL VM BNARFFIRE
d. # “roles/iam.serviceAccountUser' B BTG E HLARFSIRE © FF2R "IRFIREHE" o
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2. BIY—EEEUTHEEN VM o EaTELE VM E3TITA -
o H234ERY | Google Compute Engine 1423488 e2-medium
° FERR | REBEHEXR « BEEUTEBREK !
* Ubuntu 25.10 AMD64 Minimal (BE& : ubuntu-minimal-2510-amd64)
= SUSE Linux Enterprise Server 15 SP7 x86_64

° HERK 1 BAANABARET HTTP A HTTPs
° HEHRAR/)N 1 20GB
o &M I RFERS [ EEIMNARFERS
° Z2%  FEEEE - AEE AP REFIUER :
* EinTa ! ERAE
* Compute Engine : Mi:E
* #7E MR (FERR
* Google Cloud Logging (LAj#&#4s Stackdriver Logging) APl : ZE2 A (F8:&
* Stackdriver Monitoring ((875 Google Cloud Operations B9—&84)) API : ZEA (38R
F IRESEIE  ME  (FAR)
- IRFSIER C BB (FER)
* Google Cloud Trace (LAHi#&% Stackdriver Trace) :1EREA (8%

3. {5/ SSH FEEFIEIM VM : gcloud compute ssh dmtoim-convert-executor-vm --zone
<region where VM is deployed>

4. fERIEHY NSS &EH "NetApp ST TEHEHMRTAR | wget <download link from NetApp
Support site>

S. FRER4E N EAY TAR #% | unzip <downloaded file name>
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Ubuntu
1. THULZENATHEENS !

° Docker : 28.2.2 build 28.2.2-Oubuntu1 S EHhR A
° Terraform : 1.14.1 S ESHRZ

° Python : 3.13.7 ~ python3-pip * python3 venv

sudo apt-get update

sudo apt-get install python3-pip python3-venv -y

wget -O - https://apt.releases.hashicorp.com/gpg | sudo gpg
-—dearmor -o /usr/share/keyrings/hashicorp-archive-keyring.gpg
echo "deb [arch=$ (dpkg --print-architecture) signed-
by=/usr/share/keyrings/hashicorp-archive-keyring.gpg]
https://apt.releases.hashicorp.com noble main" | sudo tee
/etc/apt/sources.list.d/hashicorp.list

sudo apt update && sudo apt install terraform

sudo apt-get install -y docker.io

sudo systemctl start docker

Google Cloud CLI gcloud BIEfc REEEEHi%es L o

SUSE Linux Enterprise Server

1.

5%7E Python ! sudo update-alternatives --install /usr/bin/python3 python3

/usr/bin/python3.11 2

Z
£

+
23

=
S

pip3 UZEEHN python3.11 -m ensurepip --upgrade

Terraform :

wget

https://releases.hashicorp.com/terraform/1.7.4/terraform 1.7.4 linux

_amd64.zip

unzip terraform 1.7.4 linux amd64.zip

sudo mv terraform /usr/local/bin/

rm terraform 1.7.4 linux amd64.zip

4. 228t Google Cloud SDK (gcloud)

curl https://sdk.cloud.google.com | bash
exec -1 S$SHELL
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HITEIRT AR

ELESERERR Ubuntu #1 SUSE Linux Enterprise Server F#{TERT A o

1. BB AIERE/MEE Docker B4H > UIETAEF sudo HMREIAIEEMA Docker ©

sudo usermod -aG docker SUSER
newgrp docker

cd <folder where you extracted the tool>
./install.sh

E@Hglﬂﬁgﬁﬁ%%ﬁmiﬁiﬁtp dmconvert-venv ’ jﬁ%ﬁ%ﬁ%?ﬂ?&%ﬁﬁﬁ%gﬂgﬁ%ﬁﬁ °

3. ATEMLEIZRIE | source dmconvert-venv/bin/activate

4. B, “non-sudo FRAESDHITEKRT A - RERL Console RIERVARTFSIR A ABRIBIARFSIRE - It B AR
WREHEAEFRA "Google Cloud Infrastructure Manager FREERIERR" o

dmconvert \

--project-id=<the Google Cloud project ID for the Cloud Volumes ONTAP
deployment> \

--cvo-name=<Cloud Volumes ONTAP system name> \

-—-service-account=<the service account attached to the Console agent>

EALRRESERAITE IR

I8JE --worker-pool SHUEMARAHBEFRTZIAR - BETIFMEE 52/ "ILAERIHE

B9 Infrastructure Manager 4B8E" o

dmconvert \

--project-id=<the Google Cloud project ID for the Cloud Volumes
ONTAP deployment> \

--cvo-name=<Cloud Volumes ONTAP system name> \
--service-account=<the service account attached to the Console
agent> \

--worker-pool=<worker pool name>

TRk TR
IETEERTFA Cloud Volumes ONTAP R4t H SVM HAEMRVEE BT » KRINBEEMAEE
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BRAFAGREE - SEBEIRNRFAEG LU <system-name-imdeploy> T EERTE Google Console #YJ
Infrastructure Manager T » &/ Console IR7E{EH Infrastructure Manager API ZRE&125% Cloud Volumes
ONTAP Z#t ©

@ %*ﬁmﬁi@ » 35701 Google Cloud Console Hll& Deployment Manager FIZBEY{4 o LEFE
MBS EAEEEARLCIZREEHIRARAMRIEN

MRFERLIRE R » BN BFERR—& EEEIS - REEBRFIE 2B EFE[LIRE Deployment Manager » Al
A LA BREZ E R AS o

ElREH
MREABEESI > TR T L ERE#HE] Deployment Manager :

1. ERA—@ TRHITZTEMELN VM £ » T TH< !

dmconvert \

--project-id=<the Google Cloud project ID for the Cloud Volumes ONTAP
deployment> \

--cvo-name=<Cloud Volumes ONTAP system name> \

--service-account=<the service account attached to the Console agent> \
--rollback

2. FERFERTR °

HERRELS
* "NetApp Console Agent 4.2.0 21T:RFE"
* "Google Cloud Infrastructure Manager FfrERIHER"

FHASKEIEESEIECloud Volumes ONTAP

Cloud Volumes ONTAPEF'EI’Ju—Jﬁ A IF B IRINAE T B IBONTAPR 4 E 1283 ( ONTAP System
Manager) £/ » ©ERONTAPRAAIRHNEIRENE o K] LUEZEENetApp ConsolefFE A
IREIRE o

LEE

AU RIEH S FRIONTAPR R BEIEE N TREREFEERINEE - U TIIREZHP—LEIEE » BUFFE :
c ERREEE  EE-BIEEE - HA - otree ~ FLREMIHFERIKES
* RERE | "RHRERHEIRENERS -

© EREE D BE PR ARNE - ERRENO X ERIERE

* BEIEFlexGroupfiif & © (RBEEBAREIESEMEIEFlexGroupfEiR&E o BlueXPEHIE AR
1EFlexGroupltiR& 2 ar ©
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* FIHETE | 5 F SAN ExEN2sEE4RA NFS BFR IR o

* ONTAP S3 ¥4 {#FEIE : Cloud Volumes ONTAP FifY ONTAP S3 EZEIEINAE(ETE System Manager
A]F » MA7E Console A ©

SENERE
* IZEEEIREEARICloud Volumes ONTAP 9.10.0 K S R4S A iEBONTAP System Manager &1 THEFE#TF
B o

* GovCloud B ER A HILEREFIRNBEA X ERAREES RS

PR
Cloud Volumes ONTAPARZ1E R A E IR E PR —LETHAE ¢
* NetApp Cloud Tiering : Cloud Volumes ONTAPAR3z#& Cloud Tiering o I AR &R » (GREZEIZIEIZEER
Bl E B EBEH#E
* B AMEEEATERAEE (BEAMERNZIRER) - CHEERRESEEERS
* BJEFH#R : Cloud Volumes ONTAPAXZIER AR EE SN H&E > RE EEETEIERERM -
* AR AENFEIEY | RAREEETZEEN AGIHEFEUES
* SMB #FE&R A (CA) : Cloud Volumes ONTAPARZ1E " 4& ] FiRY SMB H="BIREmPENE(E

REFNAREESNSNERE

BREES » ERIUARER S FEONTAPR M EESNERERENF D ERE o LRILURIZONTAPEAE AR
HEE [ERERFEUERARR) > WIRERERMANER SR - IRRASMEE » AIERESRIEH S FNA
MEESHBMHATERNEZRAHONTAPEAE &E - AER ST EERBRHTEE - MREERT
PEesE > EAETUEREESREFTNAREES -

@ 152 R A AR MR A R RYONTAPRE R E RIS EER] & I » R Cloud Volumes ONTAP
R A o

FrE R

REEISRAAM IR D BIE S PR A BE(E4Cloud Volumes ONTAP{E A E BS54 S LB E ©
1. REAEEERFFEESIE o
2. B .. FREEEH| A IR E R EE R I A L IE o
3. T oRFERERET - EICEA/EREEIE - TERIBER T » BHREREZRM -

@ %%H?ﬂttﬁﬁi,m B RISMEEREEE - RS REEAEREA TERZLUERILE

4. BERRETE o
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FIaERRAREES
A LAECloud Volumes ONTAPZ#E7FEXONTAP System Manager ©

1. RERIEEINFERT » EEEHE>BIE -
2. (TR EE L 0 BEFFEMCloud Volumes ONTAPZ 4T o
3 M—TRMBIES -

Organization Project v = ’
a 0 @ O

NetAppNew Project-1

] Tl e 0 0

4. NRHIRRT > FRALHIONTAPFERE REFIUEE BA o
S. MRHIRMHSIAR » FHFERELZE—T TFARA o

FHRAMKESIEESREIFEEMCloud Volumes ONTAPZ 4L o EEIL3R—TF MR[E]) REEESIE o

ERfERRMEESHE

MNREFEE[EA System Manager FCloud Volumes ONTAP BJ1#8h » &AL 2% "ONTAPXIE" W EBZ TR
BH o U T R2—LErTAER EBIFIONTAPX (43 4E :

* "ONTAPA® « EREAN SRR
* " System Manager TZEXEE" o
* "¥5H0 LUN E12"

© EE"

* "ERMRE"

* "EUFHERT AR SMB HE"

#¢ cLI ZIECloud Volumes ONTAP

Cloud Volumes ONTAP CLI :ZZ{ESEZ0 TR E BIEMG < » AN SBEFIEESEMER CLI
KR 0 Be—EARTEEE o KT LIERZ2IMNE (SSH) #3%%| CLI ©
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ﬁﬁﬁ SSH #E#2FICloud Volumes ONTAP Y124 7BE A #1Cloud Volumes ONTAP FYAEERELR o Ia0 » f&RTAHE
B EimHEE AR A BE 14817 SSH -

@ HIREES{E AZ B > Cloud Volumes ONTAP HA BCEB A ZE) IP (iH{EASEEIEEO »
BERTINIERBEARAA o ENBEREN BRI ETELR o

1. TENetApp ConsoleHf » FEEZ=EEIENERY IP {idt :
a. WARIEEIhEERY » EEHEF > o
b. TE* &% Hil L > #EiECloud Volumes ONTAPZRHAR ©
C. BRAAIEHRPETRIEESIE P (it -

2. f£F3 SSH (A EIESIRPERIEZEEIE T IP (it o

B+
TERETR T A PUTTY RYEEH)

Specify the destination you want to connect to

Host Name (or IP address) Port
admin@192.168.111.5 22 |
Connection type:

(OBRaw (O Jeinet ORiogin @SSH () Serial

3 EBEARTERT > BAEESIREHNEE o
B+

Password: *****x*xkx*

COT2::>

RIRBRMEM

E&zECloud Volumes ONTAP HJAutoSupport:&

AutoSupportE EhE5 1T 2 4 AR EATLE MINetAppi i T B 31X E o TERBER T » &M@
Ei2L_EEREY A AutoSupport > LUEERR HTTPS FEitHE R iz IR X B o RIFES
s8AutoSupportE & Al A ZXE LR ©

H—RERRE D R EMRCloud Volumes ONTAPEAIMIHERELR - BRIFMAER @ F2RENEiRRHE
E’\J,%Iﬂf’t%;ciﬁ °
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AutoSupportEK

Cloud Volumes ONTAPEIEEEEENetApp AutoSupportfy ik B B ABTFEERR » Rl A FHEERRAVEREAR R
Wi EINetApp T SZ IR XA E ©

B ERFNRA N B SRR LB SFT HTTPS MEEE T5imaL » UfECloud Volumes ONTAPE] L& XAutoSupportsfl. &2

* \ https://mysupport.netapp.com/aods/asupmessage

« \ https://mysupport.netapp.com/asupprod/post/1.0/postAsup
N R 72 A o] [ H U AR R i 4R AR {F X AutoSupportsfLE. » NetApp Console® BE1ERE &HICloud Volumes
ONTAPZE U EREH S AIBREINFRRIZRARES © M—BIRRERIFEN S RN L2 FHENTEBERE
3128 EITALLELR o BPEZEFISRIERENER - CEEMAERIR -

QD% j"i_'yCIoud Vqumes ONTAPEZ 7 BB HIL AR » AR EFEEMRRCloud Volumes ONTAPZ 28#4H 7
FHAIRERE 3128 HITHLEAR o

SIRAER HA % > B HA AR BB MR TR o

B8 b R AN 18 > el LURIE  AutoSupport ARE R E RTIAEEEXELE - BRAREA > B2 "ONTAPSZIE -
5% EAutoSupport" ©

BEPRAutoSupportfic & Kz

MR IEFAA A - BESIEEIERE LR Cloud Volumes ONTAPR A E AR & LB A RIERER
25 0 ISRINEIZR BiEG S BVER > RSN RREIEEEAutoSupportslE o SEIKIRLU T T ERARILRRE -

SER
1. {5F SSH L& #3& %3 Cloud Volumes ONTAPZ %% » LI{EFEONTAP CLI ©

"7 BRUN{ATIEB SSH #E4RF|Cloud Volumes ONTAP" o
2. mEAutoSupportF R RIEFAMAREE :
autosupport check show-details

EERBWMT :
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

N2 http-https $BRAIAREE R OK B R TAutoSupport B IEFEACE > AJ LA ENE o
3. [ > A8 EECloud Volumes ONTAPERBAHIALIE URL !
autosupport show -fields proxy-url
4. MNRAIE URL BHAHZ > ;5 ECloud Volumes ONTAPLUER S & NIREAIE :
autosupport modify -proxy-url http://<console agent private ip>:3128
S. B HEFSAutoSUpportikEE :
autosupport check show-details

6. UNRARRE(HIAKRL > 55885 Cloud Volumes ONTAPHIZRI & IR MR BB BEIFBEIELR o 3128 ¢
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7. MNREGHEIRREAIAKRY > 55158 SSH FREIEH A IERER -
T ERA RER & AIEEERE Linux VM NEZ(ER"

8-ﬁﬁﬁi/opt/application/netapp/cloudmanager/docker_occm/data/°
9. BARKCIEERERE squid. conf ° BREXHHIAEE

http port 3128

acl netapp support dst support.netapp.com
http access allow netapp support

request header max size 21 KB

reply header max size 21 KB

http access deny all

httpd suppress version string on

10. yNREAIFEZEFR A Cloud Volumes ONTAPZAEHY CIDR &IRIKE > sAHISI% B I A FFFE :

acl cvonet src <cidr>

http access allow cvonet

LR 2— s+

http port 3128

acl netapp support dst support.netapp.com
acl cvonet src <cidr>

http access allow netapp support

http access allow cvonet

request header max size 21 KB

reply header max size 21 KB

http access deny all

httpd suppress version string on

. RERTEER - ERIESRER o sudo o A% > RIREMFEAMZ Docker B=Z Podman > BITUT&H<
15 Docker » 55317 docker restart squid e
MRE(ERRYZE Podman » 58817 podman restart squide

12. {EEIONTAP CLI T:E&zECloud Volumes ONTAPRZ % AJ I &% AutoSupportzl & :

autosupport check show-details

*Hga n\l:l
* "AWS HiCloud Volumes ONTAPHIAE& =
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Select Disk Type

Disk Type

GP3 - General Purpose 550 Dynamic Performance

% General Purpose 55D (gp3) Disk Properties

Description: General purpose 550 volume that balances price and

performance (performance level is independent of storage capacity)
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INFO CAPACITY

Disk Type GP3 3000 IOPS Provisioned size  907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0 GiB
Elastic Volumes Enabled

S3 Tiering Enabled
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AWS
MREEFAEERAR > Cloud Volumes ONTAP ZIEFFIEMITEREENES R AZRE ©

% 9.8 HxA<BA%A » Cloud Volumes ONTAPTEE & FE ZZIER EC2 BITEREEERE! (m5.xlarge ] r5.xlarge
FRo9N) BEEIZIEEA HABMESEAEE o

"T B RACloud Volumes ONTAPZ1ERY Amazon EC2 HIITERBMEZ{FE" °
Azure
NRIEFHEEELZAL » Cloud Volumes ONTAP Z12FRE VM RIS B ARE o

NRIE(EHE HA % > 71 9.8 KrA<BI44 > Cloud Volumes ONTAPZIEZTE VM RIS 2= ARE - 11 "Cloud
Volumes ONTAPE TR EE X EE B AR ENERI%ISHER o

GoogleE
INRIT{EREEREZE AL > Cloud Volumes ONTAP ZiBFf A SERIMN S E AKE o

MBEEHE HA ¥ > £ 9.13.0 BRZAsFIES > Cloud Volumes ONTAPX1E%fE VM BRI S B AEE - AifE
"Cloud Volumes ONTAPZ /TR EE X EE B AR ENERI%ISHER o

"5¥4H T fi#Cloud Volumes ONTAPZ#&HY Google Cloud 1234881 o
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MBS EE BB R
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* Cloud Volumes ONTAP 9.12.1 SXE S iRZs

NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in
high write speed mode, which possibly caused a loss of data.
* Cloud Volumes ONTAP 9.11.0 F 9.11.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown with High Write Speed mode"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect..

* Cloud Volumes ONTAP 9.8 £ 9.10.1

376


https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html#supported-configurations-by-license
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html#supported-configurations-by-license
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html#supported-configurations-by-license
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html#supported-configurations-by-license
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html#supported-configurations-by-license
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html#supported-configurations-by-license
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html#supported-configurations-by-license
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html#supported-configurations-by-license
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html#supported-configurations-by-license
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html
task-modify-write-speed.html

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.

EEREIETELER > Cloud Volumes ONTAPFEZAESTRNEN M A ABIR I B05: > BB ERETE -

RBEBRHER > WAFLEERTFH

MREEOLEREEX 0 HFEERREATEEREXRREILET U ERERERELEERESE AR » B8
LUER CLI A A NVFAIL ISR EIRZBIE o

EXFB NVFAIL %18

vol modify -volume <vol-name> -nvfail on

2 NVFAIL :27E

vol show -volume <vol-name> -fields nvfail

{SF NVFAIL 215

vol modify -volume <vol-name> -nvfail off

A ERIESRE 0 BYE NVFAIL B9 NFS 5 iSCS| it @ FEELHRMEER CEHERERTE CIFS RAFTE
) o HRIGHEEE > 520 "NVFAIL QA S225% NFS &5 LUN BIEHRT" o

12 NVFAIL #RBE

vol show -fields in-nvfailed-state
IEREfRERHERREIREE » A LSRR NVFAIL AREE » AR E S AT (B RIFE o

7APR NVFAIL #KR&

vol modify -volume <vol-name> -in-nvfailed-state false
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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