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BE NEEE] REIRM Azure ERE T LU Azure CLI BUBEZINEE ©

1. "% Azure AO4Biu4L7ZEX Azure Cloud Shell

2. SEMBAMILER I

az account set -s AZURE SUBSCRIPTION NAME OR ID
az feature register --name EnableHighAvailabilityMode --namespace

Microsoft.Network
az provider register -n Microsoft.Network

3. (F%) BEZUAERERLEEM !

az feature show --name EnableHighAvailabilityMode --namespace

Microsoft.Network

Azure CLI FEBEHRLUATRBHIER :

"id": "/subscriptions/XXXXXXXKX—XXXX—KXKXXX—XXXXK—
XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties": {

"state": "Registered"

b

"type": "Microsoft.Features/providers/features"
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1£ Azure F724Cloud Volumes ONTAPEYFE
VMOrchestratorZonalMultiFD

EEESETTEREETE (LRS) E—aTHE (AZ) PEFE VM B > EFEZEEN Microsoft
“Microsoft. Compute/VMOrchestratorZonalMultiFD &R TRITHAE TS AT (HA) &5
T > LIHEE A B EAEE o] B &I A R E s P 2P E ER Y o

BRIFCRRENIEINEE > BRIFE R EEERE - BAIRY LRS JFEIHBERBRER
ERETEE—F AREREBERMENES - F2E Azure THVS A AIEHE"
UEE TEE) ERINERZESOWNITTIITER

1. ¥t Azure AO#B1u577EY Azure Cloud Shell e 8 THREZ(E B, » 352 "Microsoft Azure X1 : Azure Cloud
Shell AF§" o

2. # it "Microsoft.Compute/VMOrchestratorZonalMultiFD BB #1 T T b % SREUB LEIHAE ¢

az MRSEERTE -s <Azure_subscription_name_or_ID> az IhAEsE M --name VMOrchestratorZonalMultiFD
--namespace Microsoft. Compute

3. BRSERE MR AR Rt EE 15

az feature show -n VMOrchestratorZonalMultiFD --namespace Microsoft. Compute { “id”

. “Isubscriptions/</ID>/providers/Microsoft.Features/providers/Microsoft. Compute/features/VMOrchest
ratorZonalMultiFD” » “Compname” : ” “state” . “Registered” } » “type”

. “Microsoft.Features/providers/features” }

7E Azure FE{EICloud Volumes ONTAP

& A IAIEBTE NetApp Console H1#17 Cloud Volumes ONTAP %4t > 1£ Azure FERENEE
ERG R4 HA B o

FRtaZ Al
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* ERELIETENITHVER S ERE -

° {REEZA —ME "EIGH R R AR AVIER] & IR o

o "ICEZERTREN S NERNRRENETRRE" -
* TRICHEERNEKE -

rEZA—EEES W BENEIESHERFHLEN Azure FRFFAEHN - BRAGFEREE > A2H"RE
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H# Linux R4t o 81T FHIZ BRI Azure THI5ENE VHD B ©

1. 3%

EMIBERN URN FIEMZBE o URN XA <publisher>:<offer>:<sku>:<version> o G{#& °

AT LAF! i NetApp T i5 Bl 5 SR FE S0 IE e Y Bl R AR s ©

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName S$pubName
-Offer SofferName -Sku S$SskuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

2. eI G E L —E A A ARG AR ST E MR

3. &

PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n $diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
-—access-level Read --name $diskName --resource-group $diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

VHD tEZENFEEMIRE LR Azure f#7FRE - B AAEEFNEFRNEES c ®EERFF > BFIERT

—{E% % "vm-images 1 “Container 5[4k A ° #¢ Azure A OABILEISFHEIRP FZENEE | HFERE >
examplesaname > 7ZEUE 1§ > key1 > key > B8/ > <copy>
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PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”
PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> S$destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$destContext = New-AzureStorageContext
-StorageAccountName $storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri S$diskAccessSAS
-DestContainer $containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState —-Container S$containerName
—Context $destContext -Blob S$SdestBlobName

4. BELHEG TEHIEH Linux 24t o FH wget TEVHDIERMNIES :

wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL EERERT - AT EREHE > Lol UERNTFIRA URL F& © 5(& » eI LUER Azure CLI
“az T2 AREUS URL © i) URL : https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/lvm-
images/9150.01000024.05090105.vhd[]

S. RIECEEHLR
PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG -DiskName
SdiskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName

£ Linux A Azure CLI EEX VHD {4
{ERZAH Linux Z24H Azure CLI & THISIREEEH B VHD #8528 o

TER
1. & A Azure CLI {5 HHIBEE -

[o)

% az login --use-device-code

2. BEGR > HERMEZIERBEER https://microsoft.com/deviceloginili & A E&s5HE o
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(o

% az vm image list --all --publisher netapp --offer netapp-ontap-cloud

-—-sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

3. B A LEC IR G AR AR THIZRR R 2 1L R A SE B ARR o

[o)

% export urn="netapp:netapp-ontap-
cloud:ontap cloud byol:9150.01000024.05090105"

% export diskName="9150.01000024.05090105-managed-disk"
% export diskRG="new rg your rg"
% az disk create -g $diskRG -n $diskName --image-reference S$Surn
% az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{
"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&ST=DESI=XRXXXXXX—XXXX~XXXX~XXXX~KKXKXKXKKXKKXKKES I JRXXXX XXX XXX XXXXXXXXXXXXX"

}
% export diskAccessSAS="https://md-
xxXxXxXXX.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&STr=DE&SI=XXXXXXXX-XXXX—XX~XX~XXESIgXXXXXXXXXXXXXXXXXXXXXXKXK"

ATEREZEEE » EEMZEEH T IZE SAS o :52RHMEEXE ERIEE -
4. WETEMREES VHD 182 o

a. BIUABEEFIEHRNESS o FIUEEHFIF » %% "vm-images'#1 “Container’ (£ AR A ©
b. 1 Azure AOMEEEVSEFIRAFEE | FIRS > examplesaname > ZEUE S > key1 > key > 5

T > <copy>

AT UER "az L BRAVER S ©
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export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account
-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

S. 127 blob BIASAIAREE o

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. HERAYBRER T EEIERI Linux {DARES
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wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URL EERERT - /T ERBHE > ERIUEFUN TR URL F& © 5(& » R LUER Azure CLI
‘az' a2 ZKEUF URL © &3l URL : https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

7. BIESCE AR

az disk revoke-access --name S$diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes
7% >
Base X%

#t¥iCloud Volumes ONTAP BJAzure iR E =55

Azure HM%E%*"‘LELL?‘J%E VHD f=2RHBHEE 1 MB #fERE 512 fiycill - RERERM=
RBCRELEREIEE - KT LA ZSERF > €A _sha256_#&EiTH% °

NG EEEETERERE
T X HEERE T ERIZAIEI o

Signature
Received data Decrypt Digest valid, when
digests match
E 3 033b9077h...

Signature Public key

* # "NetAppZiRILF MIREUEE (sig) X~ RgFEE (pem) XHMEEE (pem) Xff - B2E"T
& Azure METHEXH"TRES o

* [S1EREAVEREE o

* RABRE (pem) PIZEIVAE (pub) o
* FERRERNARREIHERER o

* SAEREEEIRESRTRIFRFER 1 MB A4S E 512 (ol B M MR ESRAVIT LAV ZIETLER o It
BRFEAEA OpenSSL T TE#MIT o OpenSSL CLI TEGEER LB IS RS RIS ©

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>
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task-azure-download-digest-file.html
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task-azure-download-digest-file.html

ES35 Linux _Cloud Volumes ONTAPHI Azure TR
7E Linux EEgsEEELRAY VHD iEREREVIERE TR « REEREREERE o

TER
1. R TE Azure BRUGAE "NetAppZ B ULE WIREIEE (sig) X -~ Aig:EE (pem) XHEMIEEZE (pem
) Xt o
BE "FEH Azure BUSIEEXXH" THRES o

2. EmsE{sEsE o

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MIB& VHD #&Z2R98EAY 1 MB (1,048,576 fi7cél) F4EERY 512 {ycéH o A tail » & -c +K HEIENR
BENE xk BN TEESENMTTA - Fit » t:H%’r 1048577 fHiE4 “tail -co

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o°® oo oo

rm ./sign.tmp.tail

4. {3 OpenSSL {t/R:EPIRIMAR > MEMAEBERMQIBEEHBEAESR (signtmp) ©
LI TF IRIBEE R RIS A AR BIEAE ©

Q

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

- BETFE o

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

%
o
°
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E&3% macOS _Cloud Volumes ONTAPHY Azure TG
7E Linux EE3sEEEHRY VHD EXZEEEREE ST « REEZMEEEE o

1. W& Azure BRERIE "NetAppZ IEILE MIREUEE (sig) XM -~ AEEE (pem) XHMHEEE (pem
) Xffo

8 "T# Azure BREREXH"THES -
2. EmsE{sEsE o

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MRk VHD #&Z2R9EEAY 1MB (1,048,576 {i17c4l) FAERERY 512 iI7cél o FEARF tail > & -c +K EIER
#E"*?E’J% K {E{IciEEENITTAE o FIE » ©F 1048577 HIE4S "tail -c o 3mE= » £ macOS t
> tail IE S A BEEE RN+ D EEARETTA ©

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail

4. fE/A OpenSSL {E/REHIZRIVALE » MFASZERERNABEEHBENEZR (signtmp) ° LT FEITIR
B R RIS A IS AV R ©

Q.

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

S. BETE& o

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

o oo
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