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set -privilege advanced

3. BFE AWS £igEIES !
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIRRETREE > EIAEE o
5. B2 AWS KMS BIERERE :

security key-manager external aws show -vserver svm name
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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Create an access policy X
@ rpermissions e Principal Application (optional) (4] Review + create
Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previcus popup experience can be accessed here. Select a principal
Search by object ID, name, or email address
Selected item
Na itemn selected
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled
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set advanced -con off

3. FEEFIBMNER SVM IEREH DNS L& !

vserver services name-service dns show

&k} SVM #ig45m Azure DNS ~ A A DNS s At%{@AR23AI DNS AIARSIEHE EJ@EZE@%%%‘EEH
SVM B BT :

vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. EiEEAER SVM 37 DNS ARFS -

vserver services name-service dns show

4. FRERAREREMEHENRAL ID FIFEASE ID BYA Azure Key Vault :

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

®

S. FRINERFR Azure Key Vault % > B A “client secret value & H IR REF o

6. IBERIREIRRAVIRAE !
“security key-manager external azure check &S0 R -

fif

' full_key URIMB{EXZEF]A <https:// <key vault host name>/keys/<key label> 18z °

::*> security key-manager external azure check

Vserver: data svm name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status
Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.
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vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

UNRABCEIERE > Cloud Volumes ONTAPH B EhiE L HARE & M B REIR @ N o
8. MREBIEMEILMINE c NREBHIEE > -is-encrypted BEEERE trueo
vol show -vserver SVM name -fields is-encrypted
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security key-manager external azure update-credentials -vserver vl
—authentication-method certificate
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—-title=<kms custom role name>

-—description=<custom role description>

—--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt,cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

—-—-stage=GA

b. {EKERINETAS !
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location --member serviceAccount: service account Name
--role projects/customer project id/roles/kmsCustomRole

@ AR IEFEAAYRZCloud Volumes ONTAP 9.13.0 SN EShRZs » BIEEEIBHTAR ° &7
LX?Ef)ﬁ?EE%E’\J[Cloudkms .cryptoKeyEncrypterDecrypter?’] ABE o

3. THRFIRA JSON £ !

gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com
Cloud Volumes ONTAP
1. ERAEEEN SSH AR IRERTIREBIE LIF o
2. GBI EREEIRER -
set -privilege advanced

3. 2K} SVM B3I DNS o
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. ¥37 CMEK 1£8 :
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

S. HIRIERAF » :AEA LR GCP IRE HAYARFSIRE JSON &8 °
6. FEEREERAZALTS

security key-manager external gcp check -vserver svm name

7. T3 @IWIREACRIEINE vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

BEHERR
INRBEEATHIEHS > EEILE L EHREMES RABHIRG RESTAPI B :
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1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

#Cloud Volumes ONTAPEXFENetApp# ZRERAE [ E /R TR 5 ZE

SRVEREDRELENRE - EIRFZEZ o NetApp Console ] :E G E T mFENetApp
EEREFRMA SR | HEERS RN EIERSERIINEN S T8RS E (ARP) ° &
ERARATRM ~ SRAERIRETERNWIA -

s R e RIS ERRIER

1) & _E RS ZREREER £ R T IR IEF) FAONTAP FPolicy THREZRFHE S RSN REnpeiEZRim s ias o

1. 1£ Systems HE I » SR EAEAEHEHRIELRENCloud Volumes ONTAPRAEHIELTE o

2. 7 Tt RELE > T TIh8E) Bk > RREE—T TEHREENE) FHIMEBET o
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Information

Features

System Tags

Scheduled Downtime

Blob Access Tiering

Instance Type

Charging Method

Write Speed

Ransomware Protection

Support Registration

WORM

CIFS Setup

3 Tags y

Hot i

Standard_E8ds v4 2
Capacity-based
Not Supported f

off &

Not Registered
Disabled 2

4

3. BHiNetAppEI ZREIEHR TS 5

a. IRCHVHERE RRURIRIRRES > 558 — T TERENRIRRER) -

NetApp Snapshot £:AMiZ{ft 7 E R RENMNREEEHMARS T - RINERNFARENRZRAAIHRD
PIER o (REREIZAZMEERY - AIRILE#NZRERESEIR o MhiPIE I LURMHAIR B —XHRI AT e B K HER
R FRBBIRAIRLE o

b. ¥ —T TE(E FPolicyl LB ONTAP B9 FPolicy IR ZE » % fBR R LURIEIE M EIE B LEAE
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HIRME -
LETARL AR R EB L B RS RIS IER BT RIT S H RN ENE o
¥asg FPolicy SEIG AR TIIRIERAES !

micro ~ J0%% ~ $87E ~ N%E ~ crypt ~ crinf ~ r5a ~ XRNT ~ XTBL » R16M01D05 ~ pzdc ~ ¥ ~ 1§04 !
~OMG! ~RDM ~ RRK ~ encryptedRS - crjoker ~ EnCiPhErEd ~ LeChiffre

E{&Z7ECloud Volumes ONTAP_EEXE) FPolicy B¥ » i E I ILEE o IEHIREMNE RH
FZREFERE LAY o EF LUERCloud Volumes ONTAP CLI H#Y vserver fpolicy policy
scope 15 BT HHAEREIESR

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remedistion. Learn More

° Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % @

Protection

ONTAP's native FPolicy configuration monitors and blacks file operations
1 volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

BE#RUIEME

Cloud Volumes ONTAPZ 18 B F $hZRENEelH:E (ARP) IhaE » Al TEEEETOR » UETHEA N EERFER
PSR E BN R EE) o

BEBLU T AIREMIERRIERREDR "= EXE" > ARP DEEFERATIEEEONIRSEEAZEIA T
BEEE) AERAEZHBERRLER - $HRMIEFHERTH ARP INERILUAE SR » UBRE2ENH RS
FfE o

ARP IhgEr] 8 B4R (BYOL) —#EfEA » BEEEEIMIERN A EH IR T RICHIERE o

EiFE ARP VR G B BeEREE 28 E) 3¢ NUEE o

£89 ARP FLE BB EONTAPR AR EIEZSFIONTAP CLI #4THY ©

B RAMN{AI{ER ONTAP System Manager f1ONTAP CLI EXFH ARP WEZZE » ;528 "ONTAPXfF | BfFHEE
BEREABHE"
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

7£Cloud Volumes ONTAP_EiZ3 WORM #EZ8IBhE Y
Snapshot Zl7x
R B]IA7ECloud Volumes ONTAP&#E LT —RE A ~ ZIREEE (WORM) {2 EL

Snapshot BIZ » MFEHFE R EBHARLIRECRBIAZ VIR B IRER o LETNHEF SnapLock i iTHe
M3 > Wi 7 ERIMIERMREM SRR -

ez Al

FE(REIFAEEIL Snapshot Bl ZsAYEEREE B SnapLockii iR & o BRATEE _EEUASnapLockiREMSE » A2
"ONTAPX 4 : &2 7ESnapLock" °

1. #SnaplLockFhE& 17 Snapshot BlZs - HRAMER CLI A4 EIEEE I Snapshot BIARMER » :B2HE
"ONTAPX 4 : EIEZAHE Snapshot BlIZEEa" o

Snapshot &l Zs# & T iR &R WORM & » (FEHABHENINGE o [EERISnapLocki fli A] E(RIRERTEIS
ENRGHERZAIZIRE > F2WAREMIPR o

2. MRFBEFESLERR > CRILUERREH - MTREZER > 552K "ONTAPXIE | RERERRE" o

B Snapshot BIATEIFERBMRZIIRE - #ESEE AT UMRIRIIE - EACloud
() Volumes ONTAPTRE WORM fi#f7E IAIEAEMGEIEA ) BRTHIT o 15 > BEENERE
128 A LUBIB IR B 77 AR MR WORMETH) -

TERAEL
* B WORM WEZZE » :A2R" 7 f#Cloud Volumes ONTAP_ERY WORM 7Z{z#" ©

* BffSnapLockEMIFTERE L » sA2R1"Cloud Volumes ONTAPHR B EFIEHE" o
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