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AWS region

VPC A VPC B VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4

@ EH g BERIFR IP i > AR iSCSI FHAHIZRE VPC SMBA R IR NAS 728X » &R
REMEEEEEN IP AREAEK o

hEEAERA - A VPC SMNERELAZE) IP 557
WMREBEREE > "5LTE AWS AR 2 HA BET7ERY VPC SMNERTZEY HA $B9ZE IP {idlk o

BRER
FEEZE IP (8 » 2R SISO SFH P AUHERAMERER o« SFEEZPIHEIIUIZE HA ¥ o
WRIEH VPC FHFRERRE—ERABEER (FBAR) - AIEHEZEHEFE) IP UL EZEEAR o
MRIEEZERARK > BITEAE HA BREEEZEIFENERBRIEFEE - T » EEA R IR fERZ7FECloud
Volumes ONTAP °

BIgn - 5] SEF MafE B A [B) 2K FH AR BAE AT F4EER o MNRCEHFRABR A > MAZIRHR B > BIERBER AR
BBV FARERRBV A P IR AT LAFEY HA ¥ > (BEEREBR B BIBBY FARER P8R P iREIREEFE

ERBHRNESER > 552H "AWS X{F | BREE"
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#E1ZTINetAppBEIET A
EERBNetAppEIET BEZE AZ B HA RRE—FEER » CAMIEEAREIE :

1. EFRRAR VPC FEBENetAppBEIRT R » W' E AWS AR - AR AT VPC IMNIFIEEERE
NERYEE IP ikt o

2. 7£[@— VPC FEFENetAppBEET A » MFHLE NAS AR RIELIMERBECE -
HA R E &)
TERAT ZETEEFH HA BSENERTHE | ZETARE « =EF4EKR ~ Z8 1P A —ERBR -

Floating IP addresses in
one or more route tables

Node 1 Mode 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " £l / '\

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2

y
A

Synchronous mirror of
data between nodes

Subnet 3

Mediator
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W T ERERBRIN IR E AR U E -
TR

1. g7 AhERAERANE A VPC MYINEZARRE" o

2. ¥ VPC SR 1HH54BRIBA EaRANN -

a. 1£ VPC fR#59 » ¥ —F Transit Gateway Route Tables °

b. JEIFRRMRK o

C. B—TREEE - ABIEE RN o

d. BEEZRREMIE (VPC)

) REE— T EILRA o

3. FBIETE HA BT S IP (Ui EEHERMARKRERPEILKS o

1&BI L TENetApp ConsoleIRAAE N EmE LI EFE) IP {3t o U T2—EFF :



https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

LUFEFIERER T PEARNEREER - ©8ERIME VPC B CIDR &IRHIEEFCloud Volumes ONTAP{E

FREYIO{EF S IP ikt o

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-06e77bd34e2ff3118 | vpe-0b2bc30eldc8eldb I h "\VP...C‘Z' propagated
10.160.0.0/20 taw-attach-00eba3ea: vpce- propagated

\ \%’\J-— static

172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 FI t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 h w'--ghq'-mg static
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB Addresses ...

4. (SN BEFRCEEIPIAAIVPCRIERER o

a. AF P RBER
b. #EIRHIEEHIEZE HA $FR7E VPC B9 CIDR &1 °

TENESEGIBERETY VPC 2 RIBRHE > HREZE| VPC 1 BIBREMFE) IP it -

16

Route state

active
active
active
active
active

active



Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -

Destination Target Status Propagated

10.100.0.0/16 local active No

0.0.0.0/0 Igw-072500d01781e67df active No
Wieln?

10.160.0.0/20 1aw-015b7c243661ac279 \Y/ {“"\f._'y 1 No

172.23.0.1/32 1gw-015b7c243661a0279 active No

172.23.0.2/32 1gw-015b7c249661ac279 Ek}at]ng IB No
=,

172.23.0.3/32 1gw-015b7c249661ac279 Addresses No
S A

172.23.0.4/32 1gw-015b7¢249661ac279 active No

S. EBERBFECEH) IP (iR VPC HHTtE R FZRIERL HA 89 VPC RIBREER ©

E—FREE > ABETMT VPC ZEBYERH -

WTFEHIRARRERTT VPC 1 WERHKR - EEIERIES IP (HtMZE R IRFITER VPC 2 RUERHE o 1 S 1TEE

HA BB S B8 T8 IP I EREE o

Summary

Edit routes

Destination

10.160.0.0/20

pl-68a54001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22)

0.0.0.0/0

10.60.29.0/25

Routes Subnet Associations

View All routes

Route Propagation

Target
local
vpce-cb51a0a2
lgw-b2182dd7

pex-589¢3331

I 10.100.0.0/16

tgw-015b7c249661ac279

10.129.0.0/20

pex-17e1396

172.23.0.1/32

172.23.0.2/32

172.23.0.3/32

172.23.0.4/32

eni-0854d4715559c3cdb

eni-0854d4715559c3cdb

enl-0f76681216¢3108ed

eni-0854d4715559c3cdb

6. L2 MBHEREEMA VPC NFIBRE °
a. EERLAET - METFHER -
b. ##—T TEAXR EEF > 5 HA HNEP—EFE) IP (IHEEEFRFRANRIE
C. B—TREMEE -
d. BEEREALLRA" o
e F—THIgRA o

f 7E4REVT » B FRA

N =
mE*

g B—TRERIUEREE -

7. fERFE P (AR IR E M EEIF A o

» FR1BIESE VPC IP firtlk o

Status.
active

active

active

active
VBC2

active

Eloating
N —————

acti |B

Addresses

active

e LUEAER 6 MEIEHRE) AR TR TMount Command ZEIETEESIE PR EIERERT IP fiit o
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

8. MNREIETEHE NFS % > AREELREEURT S AP I VPC BYFHEER o
"T RN AREEE" o

1ERAELS

* "AWS Ry a] I E"
* "AWS HCloud Volumes ONTAPHI4BER K"
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| Other AWS accounts e

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

[ ]
arn:aws:iam:: | :root Remove

Add another AWS account ‘

roles to use this key. Learn more [A

e. IREYHAZIBER S RIHER AWS tRPIEFERL IAM $ZEH & o
f. BI85 TES R IAM 3R o
- RFEERIMIANE il & iR IEEREY IAM BEE 1AM ERE -
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
BERLBRENESFHEES

-

SESB TAWS X | AZEMIRS RIEREER KVS £ o
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A

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (H) &ig
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"

rEEtE



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

° Cloud Volumes ONTAPERZLRYE () TR B

W RTFTE AR NetApp Backup and Recovery£iCloud Volumes ONTAPZ&#E—EEA » BIETZERY IAM £
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A

"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud (H) &ig
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*/*",
"Effect": "Allow"

EEME



"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version":

"Statement": [

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method

° Professional By capacity

Essential

Freemium (Up to 500 GiB)
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
L

Subscribe and then click 5et Up Your Account to configure your account.

,:“E'\] Cloud Manager
L

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Storage management
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1.

( Quick create

Use the recommended and default configuration options. You can

change most of these options later.

Advanced create
You set all of the configuration options, including
specifying performance, networking, security, backups,

and maintenance.

System details

Cloud provider account

Name

ONTAP Credentials

Tags

Deployment and Configuration

Deployment Type

Network configuration

Charging and Services

Marketplace subscription

License

Data services and features

NetApp Support Site account

Summary

Overview

Instance Profile | Account ID: 2

(D Action required

(i) Action required

0 Tags

Single node

US East - N. Virginia | VPC name - 172.31.0.0/16 | Subnet name - *

Sub2-ByCapacityByNodePYGO_delete_after_1234

Freemium (Up to 500 GiB)

Netapp Backup and Recovery

No existing account
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

rREtE

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

"3

iam:CreateInstanceProfile",

iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociateIamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",



"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

oo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",

"Effect": "Allow"

akeulsy
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"Version": "2012-10-17",
"Statement": [{

14

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*"
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",

"Effect": "Allow"

B HA % > INRIFITEIZEECloud Volumes ONTAP HA ¥ »

sAAs HA T2 ILERES o



4,

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource":

"k

B ABIHEEZ Amazon EC2 B IAM A &I ANETERTE S SRR IIRIEER o

BIEAE

BEEREELL > CAEZAIER B IERE—E IAM Bt > ACloud Volumes ONTAPEI 24 E—1E IAM B o
1 HA % BBREEL > KEZAITH S RIERTE—E IAM A > ACloud Volumes ONTAPEIZAER E—
& IAM Bt > & HASPASRE—@E IAM B (NREEELE HAYE) o

EiEAG

EREhiEH IR E R - HEEEEHI SRR IAM AT o BENEHISE1Cloud Volumes ONTAP & 47t BF
» fRALUEIECloud Volumes ONTAPEY IAM B o H5Y HA ¥ » {ERIIATEEIZCloud Volumes ONTAP %4
FFiE#ECloud Volumes ONTAPHI HA 778 IAM A6 o

STEF 3 . 527 AWS KMS

MNRITAEER Amazon NMIZEECloud Volumes ONTAPAE SR » SAREMRTTS AWS RIREIRIRFE (KMS) NE

K o

1.

2.

3.

BRERA S EM AWS IREPEEERNE L EEIE (CMK) ©
CMK BJLLZ AWS BIER CMK S ZE A &1 CMK o

MR CMK it B &5t IR ZE Cloud Volumes ONTAP BYIRARERY AWS tRE R » AR EEISZE18RY
ARN o

##£17Cloud Volumes ONTAPZR4EF » IREEMEITH| 512 ARN ©

RHITERR IAM AEHIEE CMK WEIREREBE -
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EE ISR CMK FICloud Volumes ONTAP BYHERR o
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1ERAtAfERIEEI A7 AWS FEEZECloud Volumes ONTAPZ A » #RiAAZedt I 38 E 14 S 1CIE o ©EITs| 85t
#EIE/AB Cloud Volumes ONTAP) AHIEIRFHIZ o

1. BUSH/REIRIEENL (CA) RER ~ FRARTAIEREM (PEM) Base-64 475 X.509 MAMIIRERE - FERK
PRTEAEERYERANIZ F UBUS RS ©

15 AWS Secret Cloud &35 > #8fE:%_E18 "NSS Root CA 2':5E > ¥15? Top Secret Cloud »
(D) “Amazon Root CA 4’8 o RefRIE LABELBRTIAREMS  BEMMREA > LETA
BRH - MBCHHMES > EEUE LY > MF—HHit -
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a. FifEiEHI &89 AWS Intelligence Community Marketplace Bif ©
b. £ TEHETEEN) 128 L - BB EC2 #¥H A B TERSAVEEIE o
C. kIR A EER o

REBHRFIZUTER

* FfFIHEE t3.xlarge ©

* SN EERTE R E R R LAY IAM A o

- EREZ R TR R o

* IR SRR RIESR S AW T © SSH ~ HTTP Ml HTTPS ©
3. REBFIEEIZN DTS

a. BREE BB A <a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</
em></a>HH <em>ipaddress</em> EZFIEH| & IEFZTLHY Linux FHERY IP {7tk o

b. 57 AR ERE AWS RRFBHRIE[ERRES ©

C. LEEEDHE 1 PESHRE -

d. RERIRTREREM R ©
" RTHAE R L AR S RIERN BB AT R o
F BUBHESMERE I ARREIEESFERE -
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TS5 (A REMBEEIVESE

5% AWS Secret Cloud #1 Top Secret Cloud &8 > LEFERZERIER » W BEE IR T L— P REMIRKRE
SNERBHMRERABENITILLR o

1. 5| HIRE LHERESE o
a. BEUWE occm A28 docker id (FE# % ds-occm-17) > FFHITU TS -
docker ps
b. HE#EA occm B33’ AT M@ ¢
docker exec -it <docker-id> /bin/sh
c. HEf TTRUST_STORE_PASSWORD, IRIZSHUIERE > sFHITUTHL ¢
env

d. BB HEEEFMEEZRMES » FRITUT RS LER L —ESRIRENES

keytool -list -v -keystore occm.truststore

2. HigEEE o

a. HEEE occm A28 docker id (FR#H G ds-occm-17) > FBHATU TGRS ¢
docker ps

b. EEHEA occm B83 » FHHIT GRS -
docker exec -it <docker-id> /bin/sh

REHTHYRE B S RIFEAEE o

C. ZENt TTRUST_STORE_PASSWORD, IRIFEHUNERN > SFRITUATH< !
env

EAITUA T e S AR E—ED BRI -

o
1
i
43&
C
B
#
H
;
o
T
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keytool -import -alias <alias-name> -file <certificate-file-name>
—-keystore occm.truststore

e AERBERIEEREERE  FAITAUATHS !

keytool -list -v -keystore occm.truststore -alias <alias-name>

f. ZEEIRH occm B8 ) BFHITTHSHS ¢

exit

g ZEH:R ococm B8 0 BTG -

docker restart <docker-id>
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1. B LEMIREERIISA step 4 ©

2. {8 CLI Z£&#hE42%FCloud Volumes ONTAPZ 4% o
3. ZEREE o [EAIFEEER ENTER ZREA

security certificate install -type server-ca -cert-name <certificate-

name>
4. BIRTES > SAEUMRESCA > BFE ————- BEGIN CERTIFICATE -—--- R END
CERTIFICATE ---—- o

5. {REE CA HEMENUEBNRIAUEHESE -
6. fRYE CA ZBHNI/RERFIR ©
7. % AWS Secret Cloud #1 Top Secret Cloud BIHECEYIF#TF - set -privilege advanced

-confirmations off

8. BT < REEEMHHF#TF o

FiE Amazon BiE% 8 (ARN) FELL -iso-b » flUll arn:aws-iso-b o il » MREFERE
@ B A& ARN » ¥72 Top Secret Cloud > :5ERAMUTHELHNTE us-iso-b Y -
server [EM c B AWS Secret Cloud’ A ‘us-iso-b-1°
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storage aggregate object-store config create -object-store-name
<S3Bucket> -provider-type AWS S3 -auth-type EC2-IAM -server <s3.us-iso-
b-1.server name> -container-name <fabric-pool-testbucket> -is-ssl

-enabled true -port 443

9. B REERS ERINEL ¢ storage aggregate object-store show -instance

10. BYHFREINEIRS - BRSEHRNRSREEREELIRE | storage aggregate object-store

attach -aggregate <aggrl> -object-store-name <S3Bucket>
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