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b. #ij A StorageGRID IEURLLLERYG (The URL for the Choice Appliance Installer : + ( {The URL for the
F#EFR https://E5700SG_Controller IP:8443

AR "E5700SG_Controller_IP"F ~ fEFA1EHIZZMIDHCP{IE (MIRA - AEAEERMBHIPAIL) -
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

|

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation

3. UNERE5700SGHEH! 23 A FEFADHCPEYSIP{L :
a. A KAREL  BIRTSE LA B EEEES700SGHIEHI2s ER S IREIFIE? o

l="'-
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b. fERRFEE A EN AR ERIESS o
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Network Link Configuration

@@@@

A You might lose your connection if you make changes to the network or fink you are connected through. if
you are not reconnactad within 1 minuts, re-enter the URL using one of the other IP addresses assigned o
tha appliance

FEAEREE ) RYIHEBRFEIFENESENRE (L/F) FMEE (1/10/25/40/100 Gbps) ©

Link Status

Link State Speed (Gbps)
1 Up 25

2 Up 25

3 Up 25

4 Up 25

5 Up 1

6 Up 1

B REFIUEEREE

°© ELEIRE A 10GbE * ©

° EIFIREMAIR R A ETE o

° MMM AR A R T R A B o

- BIEMAEERA - ARESEREAEIL o
° AR AR BIFA o



Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

(@ Fixed |

(@) Active-Backup

| 10GHE

() Aggregate
Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

@ Independent {T) Active-Backup

C.enneet the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

()

'E'n'eblingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

2. NRCITHEHFE A 10-25 GbEEIZIER25-GbEFEALIRE « AN EARE ThHI /BB EEE 25GBE* o
R Grid Network#1 B &1

o

AR PR STHASR N AT IR W SR TE L3R o SFP28UREE B3 AR BT IR

3. BYAE{=AStorageGRID st 2 FEAMZIER o
MR A METER o ISERE A AR -
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a. MRREREGEEZ RN  sABUHENEIRRER BB B 1ZE5 1R o
Admin Network

Enable network

b. INRRFEEEREMFIHMAR « FEN TARKMR B9 TRRER) ZE5HE o

IREERER10/25-GhEEIHIR A P IR E °

- SR2RK -« REERIBEEREAMMRESEN
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° * Aggregate # lacp *BEZEEAN Gridf A P im4EE o KBS SEHERRIEEE —HIVLANEE

EERY0ZF4095 7 FRY(E
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Link Settings

Link spesd 10GLE j
Part bond meosde .:"‘ Fied {+ Aggregate
: ik
Grid Network
Ensble network p
Metwork bond mode {~ Active-Backup (o LACF (202 2ad)
If the port bond mode is Aggregate, all bonds must be in LACP (B2, 3ad) mode.
Enable VLAN {B02.1g) p
tagging
VLAM (B02.1q) tag 328 =]
Admin Metwork
Enable network p
Network bond mode {~ Independent v Active-Backup
Connect the Admin Metwork to ports 5 and 8. |f necessary, you can make a tem ry
direct Ethernst co n =N Connecting to port
and using link-loca

Client Metwork

Enable network F

Network bond mode {— Active-Backup (o LACP (202 . 2ad)

If the port bond mode is Aggregate, all bonds must be in LACGP (B2, 3ad) mode.

e IS Ag D

Enable VLAN {B02.1g) p
tagging

VLAN (80213 tag 332 -]

°. ZEEHMEABAREIRER « FR—T T#E -

MRS BFEARRERIELS « AT REER - IRET 1D ERRBEENE
#R ~ StorageGRID sAfERIERGERAEENEMIPILLY — « EMWAZEAEENURL : +
https://E5700SG _Controller IP:8443

FERAER

"E5700S Gl S B i IR RV B IR IR ISR ("

f&e] LU{EHStorageGRID TR AZ 4T KEZEStorageGRID FEFE B 17 EIE,
£ Mg ~ TEIR) M TRARImAER) LaIPABEMERBEH o



FRERLIIF
T A7 S EE AR B AS BIERERRRIP « 34 DHCPAARES LA ISR K ATHER

MRECEGSTEBEMAR « A2 RS EES700SGIEH SR BAEARAVIET ©

TR
1. 7£ {SectionAppliance%#£F2m) StorageGRID H ~ #EHY* Configure Networkings (GREABER) > TIP
Configuration] (* IPAEER) * o

tERF g NPAERS) BHm o

2. BEREMBER « FEEEN MERER BRPIERFFE S DHCP * o

Grid Network

The Grid Metwork iz used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must ke able to
talk to all other hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
sernvices. such as NTF, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192.168.0.0/21 + %
MTU 1500 &
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3. WNRCEEEAVEFAE* ~ SFIKIR T 7D BRI AR AR
a. {EFACIDRETARAFFRRYIPVANLLL o
b. BARIE -

IR TRV IR AR ~ SREMNBAERRIFFRRIPvALLLE

C. MIREEFEABERER  FRMTURIEEABESERERIE « H1I09000 - [ » SARETERE
1500 °

@ MERBIMTUE AT G ERREPTEIR 2 IR IEIRIR PR ERV(E - TR » AIAE S IR
MAERE S BEK o

BESRIEMIRAEE « FRE EELERFETE E Grid Network Y LR ELHUMIMTUE ° S1R1E
@ AIERRE_EGrid Network IMTUSR E B RBEEE ~ BIEHEE* Grid Network MTU mismis*&
T o FRAMRRERMMTUEEA—EER °

d f#—TF M) o
SEET PO N FEREShAAREE -

YNER1TSk A StorageGRID 7 B ERTERNMIELR  AERBISRAVFEFAIPLIHEEHMAURL o F
U~ + https://services appliance IP:8443

e. MESDARIRIEES THERR BB IEMEARRR o
MREHBEFHER - AFEERPIREE - I5ERPTERERFRERESOBESBILFES EER - 2K

A StorageGRID Z4EEF ~ th4ZB7E F EEIREIELAIGrid Network Subnet List (A48 T4HE&REE)
FRE S LEGrid Network F43ER o

() FouTmRese - MBRERRF B  BITARIEEISERGHI NetworkRii -

* BEIG TR AR —TEAERR 4 RE—IENAA -
* BERIRAKEANTFHER « FFR—THRER % ©
fLg—T I~@#E*1 -
4. YNERIEIER* DHep* ~ :BKER 52 ERE& E Grid Network :
a. 8%~ DHep*EEiEIRiRTE » BERE"

ARG EEAA IPVAIIL) ~ TRE) K TFAEER) L - IRDHCPEIARES RE BIEKMTUE
A MTU “BI EEAZE - BRI EE MRS o

TR 2B RS BEEME M StorageGRID EEFRYIPALLL « LUHEER o
b. FESDEMS AR F AR B IEFERER o
MREHBEFHER - AFEERPREE - 5ERPTERERF RSO BESBILFES EER - 2K

B4aStorageGRID Z4E6F ~ AZBTE F EEIREEEAIGrid Network Subnet List (4818498 F 48R B EE)
FEHRIELEGrid Network FABER o
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() FouTmRese - MBREURFF R  BITARIESHERGHI NetworkRii -

* ARSI SRR MEART 4 RB—IEHNAA -
* BEBRRERNFHER « FiE—TRIRET %
C. MREBHEAERER  HFRMTUBMIEERBESERERRE « AIF19000 - [ « FIREBTERE
1500 °

(D MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR » AIAE S SR
MAERESH BEK o

RIERREAMEGE - FTAEREBREIEEGrid Network/THE_ERELBIEIMTUE © 2R (E5!
@ EhRE LGrid Network FIMTUR ERREEZR ~ RIFHEEE Grid Network MTU mismis*&7R © Fft
BERERMMTUEER—EERE

a BT [*f#fE* ) o
5. ETNTEIREH « BEEEN [SRER) BRSNS DHOP -

AERTEEEMER « CwAE NEGER) RE ERAEERER -

Admin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to be routable between sites.

I @ Static () DHCE
Assignment
IPvd Address 10224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 =

LE

6. UNRMIEEEFRE « ARB TP R E BB :
a. 7% EAManagement Port 1 (BIRERHIE1) FEAFFRENIPVANIL « ECIDRERTRIE ©
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ERERB1ERERImMIE1-GbE RI4SEIZIBAIZM
b. BARIE -
NRERERRR A RIE  SFENEAERRIFFRRIPvALLE

C. MREBFEAERER  SHRMTUBMEERBESERAEZRRYE « HI709000 - B[R « FRBERE
1500 °

@ MERBIMTUER AT G ERREPTEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAEE SR
MAERESH BEK o

d T Mg o
EISEEIPALES « BIER FER A B A g RS -

MNREREStorageGRID T EZEMBZERINVER « s5EABIERRHFFRRIPAIULEREAURL © 4
40~ + https://services_appliance:8443

e. M EEMEN RS EIEMER -
s 7R fE FAFTIR BV RE SREESDFT A F RS ER AT LUEAR ©

() mmmmseRERERE -

- BB TEY  BR—TEART + BE—ENER o
- EEBRKERNTEE « BE—THRET x -
fE—T () o
7. SISRERY DHop* ~ $AIKIE 515 R e EERARRS :
a. 112 DHop BRI - BE R -

RMEGEHEA IPvAuil) ~ TRE) &k TFHERK) B - MERDHCPREARSREAIERMTUE
A MTU “BI SEAKE - BRI EEMMEE o

THAERERE EHENENStorageGRID EEFMIPALUE ~ LUHEAA o
b. FEREIRMR FRERKBBIERRSR o
A 7R fE FFrIR BV RAE SREESEFT A FHEER ER AT LUEAR ©

() EmmmmERERERmE .

* AR TR - BE—THEART 4 RE—EHAR -
* BEBIRRERNFAERE B —TRIRET %

C. MREECEABERER  FRMTURUIEZEABESERMERE « H1I19000 - [ ~ SAREERE
1500 °
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MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
MAERESH BEK o

©

d T Mg, o

EERTERRIRER - C4A7E NEEHER) BEE LA TRRIEER -

Client Network

The Client MNetwork is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client MNetwork does not become operational until you complete the: StorageGRID configuration
steps

P (® Static (O DHCP
Assignment
IPvd Address AT AT T 18321
(CIDR}
Gateway 47.47.0.1
WTL 1500 =

9. MNRCEEEAVEFRE" ~ SHIKIR I T RRE A P IR :
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a. fFFACIDRF AR AFFRERIPVA{IL o
b. #—T M f#FE*] o
C. MR A P imAERR R E R IP AL IEFE#ERR o

@ WMRERAARIRERR « AIESETTRREE - ERBASEAAFIRAERES - BERA
PR IR ~ SO ERME o

d. MREEFEAERER « FRMTURMIZERBESERMERRE -~ fIE019000 - B « FRERRE
1500 °

@ MEERBIMTUE AR & RIRGFTER 2 STIRAEIRIE LA ERI(E - TR - FIRe S HAERER
AR REEE BB ©

e —T M*f#fz*) o



10. YNSREEE DHC ~ FBK IR TP BRER E A P IR ARER

a. 3EF* DHep B EIRERE » BEYRE" o

AMEGEBEAEA ™ IPvAULL*) F TREE) #1L  YRDHCPARESREAIEKMTUE « BI* MTU *##

UBBEAZE - B EEmMMEE -
THEERE SR E BB EHE B StorageGRID E2FMVIPALIE « LU o

a. FESDRE ERE o

@ RERARP IR « AISERTAREH - EREREAEEARFIREREFEE - BERA
AP inERRET « SRR EHMNE ©

b. NRICEFEAERMER « FRMTURMIEERBESERMERME « FIIN19000 - [ « AREERE
1500 °

@ MEERBIMTUER AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
AR BEK o

FERAER
"B ES5700SGHERIZRRY S RE"

1=
(=]

o

G

IEFEBRRE RN E AR

ez = S A At StorageGRID FERAKEFIFIERANEN - 525 EBMERE
BRIERE - &R/ StorageGRID EARAREFAEER ERY (RS FELEENAIPAILY

PRI AE S o 15 th P UEREBMTURE o

1. %% TSectionApplianceZ 2721 HITHEER S StorageGRID F ~ ##—T T4HREAEER ) > ™ PingfIMTU
Test*] ©

Ping#IMTU Test (PingfIMTURIE) EmBEENHIR o
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to

the destination, select Test MTU
Ping and MTU Test

Metwork Grid v

Destination [Py
Address or FQDN

Test MTU [

R TR AR  EEUSE R AR | 4918 « BIEAR o
B SZARER _E AP VANI IS Se R 485 % FE (FQDN) o

fBgn ~ SERE EpingBR e F EEIREIRL_FRIRGE
(FI38) 2R Test MTU* CRIEMTU) #EEMUERERERTREMEEIZEBNBIMTUR
g ~ eI ORI FE R B ENRL B R [F) 04 & B AL 2 IRV ERTE ©
B—T TASERES) -
MRFEREREN ~ GHIR Ping test passed)  (Pinglfllsi@i) R « WFHpingdn T Hit ©



Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre

TERAE
"RIEHHREELE (SG5700)

“'%;'%EMTU_RH_‘"

IETEBRE B IRIR B AR RO R AR
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AET] o WIRBLEIFERIEE « 52 KIStorageGRID  (RAREHHENEH) fSmPRIEHIBE2ZEN o
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BERNEE T MEiREGAE) BmE -

BIFIRERRY| L EEA

AR MRS ETCPEARRVENRLIRE - St ERMEAE « KR LENERRER

ZENAIGrid NetworkiZE1E18 o

The following node types require TCP connectivity on the Grid Network

Node Type

Admin Node

Storage Node without ADC
Storage Node with ADC
API Gateway

Archive Node

Grid Network Ports

22,80,443,1504,1505,1506,1508,7443,9999
22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200
22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
22,1506,1507,9999

22,1506,1509,9999,11139

e] LURIE R A& PR e R 48 B 1518 B Grid NetworkHR ELthEfiEs 2 FEIAYEARRE S ©

2. fEHERE TRITUBER

ASZAERE LR IS E—

BRSO B SRR -
ABIIPVBATE o

fIan ~ R AE R E R E R B E E B IR AR EARE

fEREFIHEERE ~ MEBHIFTT

4. B ATCPERHEIRNS « LUESRDIRAVEIERE « SEIREE -

The following node types require TCP connectivity on the Grid Network

Node Type

Admin Node

Storage Node without ADC
Storage Node with ADC
API Gateway

Archive Node

Port Connectivity Test

Grid Network Ports

22,80,443,1504,1505,1506,1508,7443,9999
22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200
22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
22,1506,1507,9999

22,1506,1509,9999,11139

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

S B—T TRIEERES o
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GRETEAAERIETD c nmapi LHEEEIITEREB T ©

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (9.00872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.80860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds

° YNSR BRI F MR EIRIR B ARV ARESELAR  BEEKRIZE (AN S EBEERAYEREE « B MPort
Connectivity test faileds (GEIHBREFAR LK) AEGEREEBEREEP o nmapds vﬁﬁtﬂgﬂﬁﬁémg
TFH o

FHRIZIEMNERIEREERH R Closed) (BRI KR o @Jtl C ERERERIVERENTR
FREARRE « StorageGRID B2EiRG LHARNTT IEMRE B CAEEEIIEESERIE -

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e bre@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in @.59 seconds

° MREES B EFERNAVERIRIE L EZIRE RAVARELR ~ B TPort Connectivity test2B
BTEABKEIESR c nmapin TEHBFERIR TS ©

HEE

il

AL ERIBERNTCPERERNERRL T LAVERE  BRREMARNBEEEEE - EIRABLEEE
By~ ERIRRGARES TEEE) - AJREERM NS o

(D) @3 TClosed) (BRI fomie .
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: 0@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 202@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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Set Up SANtricity® System Manager

Welcome to the SANtricity® System Manager! With System Manager, you can...
® Configure your storage array and set up alerts.
s Monitor and troubleshoot any problems when they occur.

o Keep track of how your system is performing in real time.
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IPvd Address Assignment i Static w DHCP

IPvd Address (CIDR) 10224 .5 16621

Default Gateway 10.224.01
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IPvd Address Assignment = Static DHCP
IPvd Address (CIDR) 10.224.2 200/21
Default Gateway 10.224.0.1
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NetApp® StorageGRID® Appliance Installer Help +
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Node Encryption
Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the

appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption |

Kev Manaaement Server Details
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=R . B FERAIDIET, ({£FESG5760)

INREHISCE760RHE0ERIEEHE « LRIUBARAMRAIDEHREAMEFLBRER o
ERAEAEEE StorageGRID TR SERERNEAREXHIFHE 24 - BEE -

CEBNER
s ™A SG5760 ° YIREHESG5712 ~ BI4/EFFBDDPIETR o
* {RIETE(FEREM A E4R StorageGRID E:ZINAERIF F i o
- AR mARENREEREDS -
REREIET(E
7EHESG5760fE AR B I E AMIZEILZ AT ~ A LUEIE T E R —EVolumeBASIEIE !
* * DDP* ! IHER G/ (BB R EAMER LTI T RIE - SSFrARERESENTERMNEZER - 8K
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R HENRERIRE ©

* * DDP16* ! ILAR = 16EE BRI £ A M{ER T2 B R « ABEIIDDP ~ FHRE#FHE © 10
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* *RAID6* : ILE TS 16{EEE 2 ERl IR L ERMER (TR BRI - FEMEARAID 61210  [TAVERRLY
ABSED20{EHIR - 3EPARAID6F] LEDDPIR S B AR ERHFNE « BREZEM I StorageGRID A%
HHVIRIE o

@ NREREEHIRE - BiStorageGRID FAIRE T XIRINAE « B ERAIDE N E TS PR E bk
BR& o BEHIRE AR ERERGESK

1. ERRFEECE EISHEAREERIES « /A% 7FHEStorageGRID (The) (The Service laptop) ( {The
Service laptop) ) :+ https://E5700SG _Controller IP:8443

Hrh £5700SG controller 1PBE5700SGHEEHISZHIEMIPALIL ©
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"NetApp ERFRARFHHEu5"

ER | ENNERARENERERE
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HERHRERR TR HH -

AR THIINA RS « AEEERREHVERIREREE | GRID ~ BEXENARIR -

e EEinE TV RS « EEIPEHMRE | TCPZudp °

WEREEL A THING RS - BRCESMHRIILERENRESR : A ~ FHzER -
BT RGERR « FRACEENHERERIRRS o
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Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different exdernal ports. For example, you
might need to remap ports because of a firewall 1ssue.

Metwork | Grid j Protocol | TCF j

Remap Direction | Inbound j Original Port | 1 =]
Mapped-To Part = 1 =]
Network Protocol Remap Direction Original Port Mapped-To Port
©  Grid TCP Bi-directional 1800 1501

8. EEBIRERBHE  HENCEBMRZRANVEERE « ARE—T TBRERRRFR -

BB R E TR

RERDTEMERALE 2% « CA U HEPEAStorageGRID LN EERAKMITEE
2 o BT E IE A (T ERERS  $5EMStorageGRID MEFEEERENIRY (—EMIR
ENS

CRENEM

- MR RS R | SRR TIEREERS o
=

* RFBERETHIRIEIET « I BEZRELRVER « WERRBER

" AERRIEAS -~ IP(ALALE FIREMHE (WWAHXE) BEfFEMAStorageGRID (ERARERZERR) AEARKER
E o
*© HIBIE 4G R R B E R TR SRR E P —EIPAL o 8] LURIPAILEFE R E(AI I il StorageGRID AYERRE4E

* BERFBEAR RS T EEIREHREStorageGRID ©

* 5IIHHTE (IP4EAE) EEStorageGRID EMIFRAGrid Network 7488 ~ B X T EEIEEZEAIGrid Network
Subnet List (4HEAERFREEBE) PES °

* CHRRFB R B BN A ABIRRER RIS -

BAREIRTE
SEFEFRAREIREMAE R o ERRAREEATLUERZEGrd Network ~ EIZMEREA A R IR R

HE7EStorageGRID BEFERRN B ERMEEHTFERS « 5577 E StorageGRID (EmEHEER) LHITT
HITER

* [CRILUETE SiEst £ E IR EIRLRY P UL AN T BN RE AT 78 o
© [WRILIRAIAERE ~ WEHIRE ERE BB ZEHENIBER TER
* BEREERBRETFFEE—ERERBRE « SR AGrid Manager ~ #Z/EFTA AR ERS « 05T
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F¥%StorageGRID ZE[RZEMEPBIZF ~ UEBLE -

@ NREFE-—RFBEZLERPEENR - IUERRLZERZF B configure-sga.py A
HEZRETHE -

 MREEHITRRNEREE « BERBEZNET
o EEGFE R E I EELTYE =1R4 StorageGRID MITHAEE A2 BIHE 7 StorageGRID IHAEHIERER o
c FEREREERGEHMIEAZERIEEN—ID  BA2HEREMEEST -

FER
1. FRUSIERR ~ AR AEREEEFITHIZRMEFR—EIP{iL o + https://Controller IP:8443

E@MEHIR Nthe RB % & StorageGRID 2301 BH ©
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation

2. 71 TXEEEHRER) BRYP - T ESHTEIEE T EEEEHRAIPAILL

MREFRET LB R OREEMETRS « StorageGRID AIE X BRI HE D E—(ECREADD_IPHHE
B ENRE L IRTEE —(E 7488 LA « BIR] BEERZRILIPAI4L o

3. MNRKREETRULIPIL « EHRBHEE « FIEEMML
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b. FEh AIPALLL
C.H—T I*fEEF"*1 -
d. ERAIEGIRRE « SBITBVIPIULEEFRLAE o

BERRMAEGNTE
EIPER
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4. 71 TERRERME) WP - BACZANLRARENRNRGTE  ABE—T M#EF o

BBt 2B EIEk4AStorageGRID ILFERLE B EHEEAIINGE ¢ © B EERIEGrid ManagerfVEIZAEE (4EEZRS|
TE) b oo tNBREE « (Ea] UIEIEE RS T 25 o

5. 7£* Installation*B&E&+ ~ FEER B RIHAAEA Ready to start installation node name FRTEERETEAL
M admin_ ip"BERMFA BtALE %R o

MR FIRZE IR A ~ EA R R BERARIGEIZIRRE - FAERET  FFERERBHRER
HESERSAA o

@ MRCERFFOMLZBEHELDRERER  SFRIREFELLEERRER « ARERIITHH
EREE R "L o

6. 1t Tthe Some Appliance Installer; BE - ¥##— FStorageGRID [FaiaZesE) o

BRIAREEETE% lnstallation is in progress » | ~ diE&R TMonitor Installation (Bf¥EZ4E) | HE ©
() nRCESFHER BRNEE 5E  HR—T (ERSRE o
7. MREHERE S L ERREERENR AHESERAXESEELESR -

@ MREFE-—RBEZERAEERFEHR - IUERRLZERZF B configure-
sga.py ERRERKIETH © LIS HEERNHFNR o

HERIE
"fRTT B

“%EE%“
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RIERTEARENZE

BRI RESTMALE « 7 & StorageGRID BARILIARE o BESLELTTALE « BN G EMREREA

KE o

1. BERRTOEE « BT RERE -

MRS HESBTRREE -
Monitor Installation

1. Configure slorage

Siep Progress Status
Clear exising onfigraton N e
Configure volumes Li i | Creating volume StorageGRID-obi-00

Configure host settings Fending

2 Install OS
3. Install StorageGRID

4. Finalize installation
EaRET) g5t BRI ETTETHNIIE - A BAREIIRTEMINTTHRAITIE

@ ZRENTEFFNEERPITAALZREPTANTF - IREEEEMRITEE « BIIFRE
ERHTHEM IR RGBT TE8RO) ARRE -

2. 1B R A< PE R BVEE o
° 1o REMERE"

Running

Fending
Fending

Pending

TEUEREER ~ RERAGEQREMEFIEGER  BREMTEAER « ESANtricity 12REALE R E R

&  DURREEHRE

° 2 BRAFERM"
TEULREER ~ RERATRERFERRIRGEEREStorageGRID EREERLUMER -

3. MEERLITTALEE - HE ¥ HEStorageGRID Sid*PERE(F ~ MARNKREZESRE AL « BREEEAGrd

NEmmIT

Manager{E BIREIRE_EAZELCEIRS o BIET—H o
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4.

BH1E
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Home

Monitor Installation

1

=

£

Configure storage

Install OS5

Install StorageGRID

Finalize installation

Configure Networking -

Connected (unencrypted) to: QEMU

platform.typen:

[Z2017-07-31TZZ:
ontainer data

[Z2017-07-31TZ2Z2:
[Z2017-07-31TZ2Z2:
[Z2017-07-31TZZ:

[2017-07-31T22:

[2017-07-31T22:

of node configuration
[ZO17-07-31TZZ:
[Z2017-07-31T22:
[2017-07-31T22:
[2017-07-31T22:

A11¥Grid Manager ~ #Z/EBERREZEEIR

-07-31T2Z:
-07-31T22:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T22:
-07-31T2Z:

Q09:

09:
09:
09:

Q09:

09:

Q9:
09:
09:
09:
09:
09:
09:
09:
09:

09:
min Mode GMI to proceed...

12.
12.
12.

12.

12.

1Z.
12.
12.
12.
12.
12.
12.
12.
12.

.b1609851

.b145971
12.

3625661

3662051
3696331
5115331

5700961

5763601

h813631
5850661
5883141
5918511
5948861
2983601
6013241
6047591
6078001

6182821

Configure Hardware -

Device or resource busy
12.

INFO —-

INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

E1GGrid Managerig—T* Install*BF ~ PEEZ35EAL
%ﬁﬁﬁﬁ% °

s R B AR R
iP5

SR BEEEREBHNE

RIRER I
BE bR KEHREPI AN ERE 2 StorageGRID fERRASEIF —#1TERS « N2 —1BKE B #E5EStorageGRID EYf)

E

[INSG]

[INSG]
[INSG]
[INSG]

[INSG]

[INSG]

[IN3G]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]

PEER4 *5E

IMonitor Installation Advanced -

Complete

Complete

Running

Pending

NOTICE: seeding ~wvar~-local with c
Fixing permissions

Enabling syslog

Stopping system logging: syslog-n
Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A

SR8 e StorageGRID BEM R EFEfT o

PR3 Rt o EREERATTRE  IEHIREE

ERZARE « LUK EE{EStorageGRID {E¥ R AFERVAERESRTE ©
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. gﬁJsonﬁf% s LUEEEREERAHRERE o 8 StorageGRID (FREBEARALZERN] ERBJsontE

\
/

()  couERERNRRREE S ERARE -

* f£AStorageGRID IttIhAEconfigure-sga.py Pythonts$HE ~ B BENREEREE o
* {EAZEIMIPYthons S B8 E Z{EStorageGRID B2 RGN EMTH ( T4EM&) ) o
&AL StorageGRID EiZfEH BH1EPythonis S HE « el UG EHIEAES) - sREBIN{

(D) 7EStorageGRID #BEHPBAI B TSRV TADER (IBAERIRESTAPL o 352
BiStorageGRID SIS | MEARE) [T HRMEMERZERR) HMEH o

fEFStorageGRID (The ChoicefEFTEN %2 | BEMCIERIEEHRRE

EaIUERE S EREE NI JsontER ~ FERKENAREENE o EaLUE
F3StorageGRID (F—HHIRELEREN LEER -
TRENES

* [CHFERIEE N BFERSStorageGRID EHARASHIEFENRE « A REMEA N BEHAREBIARZ ©

* [RWAZEfEFStorageGRID Z1EHVRIERS « HEARICEERTENEAZEE LY (The) ( (The) ) FEREE

"
ZHERER o

RIRERI(E
TR BECRRAEEMRRE T « AllNRE TFIEE :

* MENRAERS ~ EIRMIRAI A P iR Pt
* BMC/TH
* HERRELS

© ERIBEEEN

° MERRELSIET

© BIEEE

5 LB JsontEZRBZERAKE @ F EStorageGRID A EAEZEEXNNSEEEFHNITHRESE
BYE - LHRYBRESEMEE - SO B—RERSEMRBIERRE -

@ HMEEICRBELIEAARRNERERE « JLUER configure-sga.py I5<H © +'(#
Fconfigure-sga.pyiE < i B BN L KRR E RIS E R

1. ER T ER—FESEEEIJsontEE !
° ConfigBuilderfEFAF2R,
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"ConfigBuilder.netapp.com"

° o configure-sga.py FEFBSEEAHREIESHS | AT LA StorageGRID {Sing Appliance Installer)
_( (Help) > (RE#HARSIELHE) ) THIESH - SH2REAconfigure-sga.pyis < B B BCAERRAITE
o

"{EFHconfigure-sga.pyie < HE B BN L KR E FE AL B & "
JsontEEAEIEL B BN AR S THIEK ¢
* WEREAREEETRE - 882/ ERFEEI2{EFTT
" RFERFE -~ FMEF
* FRELUEFSRREESMGEE - I AERE3HTF

@ AR JsontERAVEIRRTE (R LERTE) W/ - TRICHEEZERIsoniER
K& E ZERNRS

2. FEER > EATR B AR
IR g tHIR TS EER) Bl -

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON
configuration
Node name - Upload afile v

3. FEIEE HEZ4ARERYIJsontEZE o

a. FEESZE o
b. $H W SEENAEEE o
C. 3EHY* Open* (FARL*) 1 o

EEE LB - BRIEFTAR « BRERBEBRERBZEITRS -
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MR JIsontEZMAEEEE S MLINK configl ~ Tnetworks) SiMEMEER -~ (EAJAE Rk E
() ammzBmEs - NROEISERIEERES « SERISTARBEENEMIP
Nz —SEHMWMARREEURL

Upload JSON

JSON Browse appliances.orig.json
configuration '

Node name --Selectanode v

MR iE THNBEEFEAJsontEERERMNIRE R o

@ MBEREN - BELBEUALERET - TUSERIBEERERNE - BNERAEREE
FEEE o BRI LUER ConfigBuilder RFEIRIER B MAYJsonfEZE o

4. 1% TERELTE) THITUBEEhEEENEREY o
TERJsonfBfE ) #ZEACEA °
Upload JSON

JSON Browse appliances.orig.json
configuration )

Node name Lab-80-1000 v
Apply JSON configuration
S. FEEVE A JsonfHRE* o

IEAHRE B B A EBEENRYENRY ©

A configure-sga.pyis TS BB R KRR ER A EEHR

GO LAERE configure-sga.py 38< 5 ~ JB#{EStorageGRID ¥ %A FFERTZ AR,
NZEBHAERTIE QIEZERRTETECIEHE - MRCEAESREEERT IS
BREER c Kt LUERIESHEBRELE SEREEHRE N IsontEEE °
RAREIETE

* EREECZEERESD  ERE T « ERREIR °

* BfFEFStorageGRID (EERAREALZERER) AT ECIEMERTEABELSMIPAIL o
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* MREERETEIREHE « SEALEEIPL o
* MREELERRZEEMEE « EPEFTEEEN - MBLFEEIPAIL o
N T ESIREELISMIFFE IR, « StorageGRID FRESITE OraclefEFEEZ &2 IPAERE ) BEE L

BIGrid Network F49E& « 2 X EEIEEEEAIGrd Network Subnet List (4818488 F4ABERSE) RES °

* B TH configure-sga.py X | EXGESELERED « [ UZStorageGRID — T SZ1E*

1> TERARERKIESHE (X)) KER -

iR ERR AR RGN EERIERERE - 3t « Gt UEAStorageGRID (i@

() mEREEER) REBHLAAR o +@MStorageGRID (The Choice AR ZRE | BRI

EREEAR"

1. B AL AR#MITPythoniE S BEMILinuxiias o
2. NBIETHE AN —RRMRMIBKR T R2EEE « BRA T &S -

72

configure-sga.py --help

° configure-sga.py I5SBERAEFHS :

o

° advanced AJETT#EPEStorageGRID FYTNEEMFER ~ B3EBMCARRE ~ UREIL B3 EAREE BRI
HyJsontEZe

° configure FARERERAIDIET « S4B AR 2
° install LABA%AStorageGRID #{TZEE
° monitor AN EEIEStorageGRID &4

° reboot UEMEENEREE

MREEMAFHL CERS « RE ~ BF - BEIENEMEE) 518 ABEA —-help BEEREFIFEAN
FREAX T ~ FMMERAEZ Fen S R FHRVIEIE © + configure-sga.py subcommand --help

- AEMSTERR BB AER  SFBATIIE sca-install-ip EREMBEEEFAVERIPALL : +

configure-sga.py configure SGA-INSTALL-IP

ERBTRHHENPEN - BETTERHBNIPIL  UREE BRI HER0ERE -

Connecting to +https://10.224.2.30:8443+ (Checking version and

connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system—-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/networks... Received 200
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2021/02/25 16:25:11: Performing GET on /api/v2/system-config... Received
200

StorageGRID Appliance
Name: LAB-SGA-2-30

Node type: storage

StorageGRID primary Admin Node

IP: 172.16.1.170
State: unknown
Message: Initializing...
Version: Unknown

Network Link Configuration
Link Status

Link State Speed (Gbps)
1 Up 10

2 Up 10

3 Up 10

4 Up 10

5 Up 1

6 Down N/A

Link Settings

Port bond mode: FIXED

Link speed: 10GBE

Grid Network: ENABLED
Bonding mode: active-backup
VLAN: novlan

MAC Addresses: 00:a20:98:59:8e:8a 00:a0:98:59:8e:82

Admin Network: ENABLED
Bonding mode: no-bond
MAC Addresses: 00:80:e5:29:70:f4
Client Network: ENABLED
Bonding mode: active-backup
VLAN: novlan
MAC Addresses: 00:20:98:59:8e:89 00:20:98:59:8e:81

Grid Network
CIDR: 172.16.2.30/21 (Static)
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1



4.

7.

Subnets: 172.17.0.0/21
172.18.0.0/21
192.168.0.0/21

MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

FHA AR A AR AR AR R
#HHH4 If you are satisfied with this configuration, #HHHH#
##### execute the script with the "install" sub-command. #####
FHA AR A AR AR A AR A A R R

MREFEEESEBAMBRPIERE « B5EA configure FaSEITER © AN « MRECEEREARE
BRiEGEF EEIBMRMIPAIETES 172.16.2.99 ~ A TSRS | + configure-sga.py
configure --admin-ip 172.16.2.99 SGA-INSTALL-IP

NREEZEAEBHAEENEIsontEZE « 55FH advanced fll backup-file F< o fldl ~ NREE
ERIPAIAED R EVARRS SGA-TINSTALL-TP B AHINESE appliance-5G1000. json ™ BIA TR
.+ configure-sga.py advanced --backup-file appliance-SG1000.json SGA-INSTALL-

IP

BEERENNIsonERERTANITIECHER B -

(D WEMEEJsontERTPNREHFLEESHEREARERBRT - [RIFCEEREEHEA
& - AT ZE#EStorageGRID HILEAP| « BRISE7H ILEREITEMEE -

SEHERARXEMALERIIAER « 5% install Mmonitor RREAEENFHL | + configure-
sga.py install --monitor SGA-INSTALL-IP

NRICEEIEENRRE - SBBIA TGS | + configure-sga.py reboot SGA-INSTALL-IP

H&h1bStorageGRID IhAEARAE
EESEAIRENRE 218 ~ BE] LU BE1{EStorageGRID EZRAR ©
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CRENEM
* BRI ZEREPSN TIMERNMUE -

TERATE A
configure-storagegrid.py Pythonis <SR BEEAERE
configure-storagegrid.sample.json Bte< B EEHI4R RS
configure-storagegrid.blank.json B ISR ACFE AR B 4EREAE

Hak

* B configure-storagegrid.json HHREAE - EERIILEZR ~ oI LB SR EEHI4ERER
&

(configure-storagegrid.sample. j son) FZEE4LERE (configure-storagegrid.blank.json

o

REMEIET(E
e LAER configure-storagegrid. py Python}§<EE#] configure-storagegrid. json 4BRERE ~ LA
HE#1{EStorageGRID R EEE R A4RRE o

()  EhALUERGHd ManagerS AP E 4

1. BAERRHMITPYthontE L BERILInuxti2s o

2. I E BN R REN B R -
fBI90 : + cd StorageGRID-Webscale-version/platform
Hih platform i debs » rpms '3 “vsphere °

3. #1TPython¥E < HEIL (6 R R I AVARREAE o

fgn -

./configure-storagegrid.py ./configure-storagegrid.json --start-install

e EE

WEEMN .zip ERGEEREFIHEES « U THECRTLREARREFHBE - LRARHD TEEMH
HEZE ~ LUEStorageGRID T — B ZEERERREHERT ~ IRIEZ R - HIUN ~ REBEREIZ 2 HEHH BRI
B URZENEIHHEFLE

O LAREREEER  BARRO TR 0ageCRID HARREHHNMESHIE

RIS EMEZEEPEHEENS « BJEEM Passwords . txt FELE7FEStorageGRID EHZ IR A HFAT
AYZRES o
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FHHH AR AR R
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#4 ./sgws-recovery-package-994078-revl.zip #h#H#
#HHH4 Safeguard this file as it will be needed in case of a FHHH#
#HH#4 StorageGRID node recovery. #HH4##

FHEF AR A R A R A A
AR EERATRET A SR ZERRELHIRLAR o StorageGRID

StorageGRID has been configured and installed.

#HEREST API42EE

IRAMEREST APIZRMITLETIE | (ZELE) APIF (ZREAEXIERARE
It) API o StorageGRID StorageGRID StorageGRID

EMTEAPIER (A SwaggerFIMRABAPITE & FIRHAPIX S o Swaggerr]:ZRA% A EMIERABASTEFEREN

EFHAPIEE) - sREBAPIUN{AICIFE D EAFEIE o AR IEABIZZEWebiTfJson (JavaScript Object
Notation * JavaScript¥{4+1Z:2) BHEHER o

@ TEERAPIXAHEBRRITHIEAAPIERE A ZRNRERE o /O BEHERMELT « BRTSMIPRERR
Bl EMER -

S{EREST APISE S EBEZAPIFIURL ~ HTTPENE ~ ERIMESEAMURLBE « LUK TERARIAPI[EIFE ©

#£API StorageGRID

EERL—FBRRELCHN—ERAR - UREFTEANTEIEEIRMLIIER « AEFER ThHRABEMZEEAPI
1 StorageGRID StorageGRID ° ZEAPIFFEBHTTPSHEGrid ManagerfzEX ©

EEFHAPIXMH ~ FRIFFEEIEME LHZEFE « ARUETHEERYFEEE Help > APl Documentation * ©

(FENEZEAPI) B3 T5%E : StorageGRID

BZI

AERE | BEMIRASKRAPIMERABIIESE o ERT AT HZhRASFr S R BV E mAR AT EZ2APIRRZS o

* * GRID *-#BM&EARAAREIEE o ERIUEUS I ERERRE « BEERFEER « ERERFHER « E8RE
B ~ LURNTPHIDNSEIARS] Pt o

. Eﬁﬁ!iﬁ ENRLEARAVAERE(FEE o ICI LURREVARISENRE B B ~ MIBRABIRENRS « SREMIASENRS « RARAEMENRS ~ X
RS ENRERVAERE o

* BRECE-BREEFE - CRILIRESERKERE « WRE R E RS

* RS- T EERERIEIRE - MAIUEREN « LEWEEN - BIBMIE « URIERIRIEFERARS o
* IEEMF-TEINEEMEEE -

* IhE-IhEBARAVABRSEEE o EIAERIL ~ 1847 ~ MIBRRAECRABLE o
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FERE 242 XAPI StorageGRID

TR IEEBHTTPSTZEY (IR EAZTAPI StorageGRID Controller IP:8443°

EEFHAPIXM - 5578 EStorageGRID FEFREE A (Some Appliance Installer) (3EXX) ~ SABEINBERS!
rhiSEEY* THelp*) (3REA*) > M APIDocss (*APIXfE) o

(ZiEEREXERZEXEAEILAPI | StorageGRID
* * Clon*-3 & M= e BbE BRIEZE o

* INE  BIEME RSRMNEARENEZE

* TERSARRE-TEMIINRERS L3 E RARR ERIIESE ©

© R B E R R RIS EE o

" ABER-EAGrid ~ BRI IR RS HRIEVFE StorageGRID ~ BANREERMARERBRAKEEHER
E o

* BE  HBVIREARERESTENEE  @ENERARENKEN T ESEMEIPAHER -
© XIB | EIRRENEHI SR R EVS SO ERAI R o

© FHR-EIFH R FE R B RIRSAERANIIEZE o

* F{8sg- F{#StorageGRID B LIEEEZZMIEE o

FEREPEARIRRC T A

MRELEHRBEIRE « EA S H NG AAERS sk E =R BRI R e 2 HHRR E 51
REE -

G
TR TR

"REE AR AR R

FERE R E T E1%

YN RIE RS R B AR TR SR IE B ES700SGIEHIBR FASTAL FIVREEIE ~ RInISEAE A LLE R
Z#EF2T o StorageGRID

1. BB RS -

EIERCTERAIRIIA(ER « MECERBTRERER—RIINE o BIEMIHFEKE - tRETRS S HEEEE
il SRR AR RIS o

2. }BBIES700SGIEHIZ t ERFaRas L AIHS o

() EAEFRERERM o $HREBETEAStorageGRID FEEH BB E L -
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MR ER - RS GLUEBEEIAC IR - fluft -
3 EERMELERNABNESR A2 TIER

23 2EER
E5700SG#Z%l 28 * TE5700SGH#EHl 28 ERIARREFERIE
MHE$EER | BASANtricity STIBERIEE R A EELERE
HRFEE SRR
E28003% 25 E570081E2800% 4t B51E45m

Pi¥sE : ERFIES700EERIZRFIBYRES A E AN R A
FREYE5700SGIEHI2S ©
4. MNRBEEMREIRE « SBHHASIRAMTZIRERFT

HERAE N
"E5700SGiZHl 28 _EAYARREFERIE"

"fhiEsR - B SANtricity EVFE R A ENAerF S £ E5R"
"NetApp ERFI RS HAFuL"

fth#&R : [F2 SANtricity E{F3E R ARENAR R 38 £ #H5R

N5 StorageGRID £ BT 23 EASANTtricity {EXE R ATEEEEY « BHEITHIZS LRI EREE
Mes G R iR LS o

BAREETLF
NRERHESE RS ~ SHRITUILIEESN(E o

1. B B ISS AR EEEA « MRS TISF P+ B S D B EIEE -

2 ABEEH—ATEERNSFP+IREE  AEER—R o

3. MEEEEMARIY - ABHESITSTIBLIPT o

SRR HHRE R

gNSRStorageGRID £ 2 EEBETBEERMEE « LRZMITIHAEEITENLER o
B ERARE
MRECEEAEGRERAEE - P2 HERMERE - UEERTERMINTTH

1. MR EEEFELZSANtricity B (RABEEL)
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. SREAEREIEER_ EE28001EHI23AY Pt ping FEAAZE B SANTtricity ~ UF#IT (RAEIERR !

(%532) ping E2800 ) Controller IP

- 1R ping’2 BOIFE « FEBEEANZERBIPALL

{EFIE28001% 485 _F BIREIZIB 1 A9IPALL o

- WIRIPAIALIEFE « AR BERBEEERRTE o

NREAMRRERE ~ SEBHE RS IR EBFT o

- MNRpingpkTh ~ FAFRIEERRIESS
. B ASANtricity URL for the URL for the URL for the NemeSystem Manager:+

https://E2800 Controller IP

SEEWIR B ASANtricity HE ~ UHER o

2. INREE XA EES700SGIERIS -

E =l EFES700SGIEHIZRHIIP(Iit 2R pingFEFASEE | + ping E5700SG_Controller IP

- 1R ping’2 BOIFE - FEBIEERANZERBYIPAIL

AT LATEGrid Network ~ EIEER A P inEE L EARAEERIPL -

- WNRIPHINLIEFRE ~ AR TR HEELR - SFPUREESS TSR TE ©

NRDEAMERREE  SEBHE RIS IR EBFT -

- WNRpingFkTh ~ FERRAEERIESS
. B AStorageGRID [The URL for the URL for the R ZiEFEAE N ZEERER | +J

https://E5700SG Controller IP:8443

BERNEETREE o

7£#11T7 (The Rebooting the Controller (StorageGRID %{E1%H23)

'f/l\

U La\

PEHIES o HIT0 ~ MRLERKH ~ CAISEREEMENIEHIES ©

RIRERIE

IR R B R B EIEH 285#11TStorageGRID BYE Choice Appliance 2723 o LM% - StorageGRID
P B BEF - AAEEBFERIIEARAHINetApp BB ZIEFEL ©

1. #¢ Tthe Some Appliance Installer] StorageGRID #%—TF I

h—{EEEIE

R TR T « MEFFRERIEET(FE « HEDULEEE -

+)

A]AE R E£7E StorageGRID #1T (FHMIBAEARNZERIN NIERT - ENREFER

P > TEFTRAMIERIZR) ~ ARERTIIE

° IV E R EStorageGRID SESW* ~ LIEHTRIENZERRS « WAEERERIMAME - MRS TEEE

° EEUEMFAMEAMEREREIN - LEREREIESIER « EERRITHEERN - MREEWMMAEBZAE
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SRR DI THMAEE(ERE « SHIEBULIEIR -

NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. Reboot Controfler 1

) ()

SG6000-CN-Z= 23 EHTBHE ©

MEESGSTO0ERLEE

& R] BEEEFH AR SANTtricity E28001% 4123 _EFISESEOSERRE « EEES5700SGIEHIZZAIZ K
HERREALARAE « FIRE28008FHIZITHES700SGIEHIES « BT ETTH o EIHFMIIEFR
HBFEMME 2 ZE A StorageGRID N BB RARIHEIZEIL, o
S5

- SRR E B R

* "FHRESANtricity E7FIEHI33 FEIMERE R A"

* "fEFISANtricity (ZIERAEIRRER) FHRMALEE"

- "ERE280012 453"

- "EIMES700S G

- "B thEERE T

* "EBEES700SGIEHIZFHYELS AR RR"

=3
(=3

)y

G

* TEAMEERTU T ERiEERRAINE"
B E ENHEERT
AR R B EN AR « T RERITISE R R -

TREENER
* B BEAZIRIEIE 2SS AGrid Manager ©
© M RRBEESNRTFEVER o INFEFFAEN ~ 520 (R EEStorageGRID THAERTEREAY
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FAREETLE
¥ StorageGRID FERARAENHERRN « S EXEARENEEERFH

()  wEmtrnRERMREREEITESMSorageGRID BB HERBNEHATHMSHIAR -

LR

1. #¢Grid Manager g EY &I 25" o

2. WERE AR « EENERREE R o
3. EEECTIE o

Cwerview Hardware Metwork Storage Objects ILIM Events Tasks
Reboot
Shuts down and restarts the node. Reboot

Maintenance Mode

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

4. BB o

PEENFR R FESDE SE /T 1R ©

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID semnvices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click OK.

Provisioning Passphrase

S MABRICERRTE - ARBEICHEE"

EEF|FN—ZYFEStorageGRID ~ f1#E Request sent (ERBfHX) - TSting the Sfory  (1ELE#IT
) # Trebootingl (EHENEN) ~ RNEBIFTETHEAEEERNLER o
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Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent

EEAEBRNEEEE - FHIB—RRESTE « 7 H G AR FEStorageGRID  (ZIEFEAIRH 2712
HIURL) o

Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. BZETFHStorageGRID (M RERERER)  HRAERERAEMRURL ©

HIATTAE « SBERO S DB ESIEEREEHE PAHHIURL o
()  #Bnteps://169.254.0.1:8443 REEBBRERBEBES o

7 W (ZEREREEREN (the A ZREM) @ HBEMBENEEE o StorageGRID
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. MUTIEMLERMEETIE o

9. SERMHET(E2 & ~ SAEREEEN T INEIE B EEEE - % Tthe Some Appliance Installer
1 StorageGRID 3EEY [ERS>*EHFEMEIERIZE*1 ~ RABEN SR EStorageGRID *) ©

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID l | Reboot inlo Maintenance Mode |

BB SHRMNERMINABKR A SERZ200 205 - SRR MK E TR - BEFEEMMAGES
#53R[EIGrid Manager » THi#) REBEETESKE « HREARENR - RRAEAETERERAS
AARE ~ EERRGE R EME o

NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADMA1
«'|DC1-ARC1
«|DC1-G1

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

| DC1-51 Network Traffic @
«|DC1-52

«|DC1-53

6.0 Mbps

F4RSANtricity (E7FiEHI28 EMEE R R

AT RREHEIEGSFEZIEREINNE « SR EHARSANtricity 2R & StorageGRID A S
MERBRNRTIRIEERFLHEERTE - F2ENetApp BB HBRTAIMT (NetApp
Interoperability Matrix Tool ~ 5% 2EF & ) ~ HECEZERWMERRE - IREFE
B3B8 ~ AR AR T ST R ERPT o

* UNRFHEFEHIZ3E A SANtricity N EMARABERE£4£08.42.20.00 (11.42) -~ :EfEAGrid Manager#ifT
FHR o
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"f#FGrid ManagerfE SANtricity fETFIEHI8% L ARIEE R
* MR EHETFEEHI2SE A SANtricity FIRRRZAFH208.42.20.00 (11.42) HYEHHR « :AFERAEEENKRBITHAR o
"fFEFISANTtricity €18 FARE28008EH83 LU IREE A4
MERAE R
"NetApp EEMHRERT A"
"NetApp F & : SANtricity Sz3&"
"ERIERIE SRR
A Grid ManagerfESANtricity &7FIEH28 EAHRIEX£ R4

%ﬂ‘ﬁ’:\ﬁ%ﬁﬁﬁﬁSANtricity AR BRI EETFIESIZS ~ B4 BERGrid Manageri&EfTH
"‘& o
CEENER

* IEE5NetApp BB HFBR T AIMT (NetApp Interoperability Matrix Tool ~ f§%8 M2£&:, ) &
#0SANtricity R AHARIEE R R A B THEREEES ©

* W EEBEERER o

* BB IRRYEIEE 285 A Grid Manager ©

© T EER SR E BRI o

* L JERESITFEXNetAppHISANTtricity (B ASZBMEXAMN TEHERI o

RAREIE T

ISAER TR ERZE « A THMEBE T StorageGRID  (FHARAIE A « EIARSERIZR) SANTtricity
° YNRITTEStorageGRID ST EMIZRF 2 Al E R B ENEHIZ XX ERARAITHAE ~ SANtricity [EEHEME
MISANtricity 2 TE#TARERRR BE@E °

EFEE AR ERIhERTEMIRIEER A Z AT - ILIEFHE AR EFERSANTLricity ° FESANTtricity S{E IR,
TIE;%U\%’E%%,%WE%E?)O%&@XL  WATRERE 90D $E 1 AE EFT BN StorageGRID B & 12 FE A 8L

T55 B2 A IMERAGrid ManagerHlITFHHRAYIE T o N R#ZE423 5 F SANtricity B2 RRAF
@ $208.42.20.00 (11.42) BIEERLE - BIE X EHGrid ManagerFH4kSG5700 %5 FE L & R AV
TFHEHIZS o

@ 2T g BEIENVSRAMFA4R ZESANtricity S B FhRA BN R HIRE - EAEEERER!
BINVSRAMFA4R 12 -

TR
1. EARFSEUECEUERS « WESANtricity THIABHL T8 2 MBI IRIEE R REREIEZENetApp SZIEHHLL ¢

AT UAEFESANtricity E28001#1F1EH23RISESSIDEFE R #EhR S o

"NetApp F & : SANtricity 738"
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2. R ENBIESS S AGrid Manager ©
3. BB UEE o IREBTEINRERDY System (ZR#) 1 &E&RH ~ BEHY ™ Software Update (*BREEEEFT) | o

LR tHIR TREEER Bl o

Software Update
You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity O5 software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

+ To apply a hoffix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

« To upgrade SANtricity OS5 software on a storage controller, see "Upgrading SANtricity O5 Software on the storage controllers” in the installation and maintenance

instructions for your storage appliance, and then select SANtricity OS:
SGE000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

rageGRID Upgrade StorageGRID Hotfix SANfricity O3S

4. % —T* SANtricity (E2ZR#E) * o
S EEHIR NZEREXERHK EESANTtricity ©

SANrcity O

You can use this page to upgrade the SAMtricity 05 software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage contrallers are Mominal (Nodes = appliance node » Hardware) and ready far an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM is automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
corplete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OS software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browse
2]

Passphrase

Frovisioning Passphrase

12
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S. IEEVENE NetApp SZ1BATIL T EHEY SANtricity {EERMARARIEE

a. B—TRE" -

b. i I SEENAEZE o
c. ¥—T THRBu o

HERE LENEE - BERFTAR  ERREEE AR

(D)  srusnsesE - BACREREFN—$H o

SANricity O3

You can use this page to upgrade the SAMtricity O software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage contrallers are Nominal (Nodes > appliance node > Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based an the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OS software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browwse RC dlip

12

Details & RC dlp

Passphrase

Frovisioning Passphrase

24

6. BMAZRECE BT

86

° Start* (FA%R*) %HEBERNA



SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File

SAMtricity O3 Upgrade File Browwse v RC. dlip

2]
Details €&  RC dip
Passphrase
Frovizioning Passphrase
2]

7. ¥&—F* Start* °

LR HIR—EEE 71 © i5h EEMRE A RBVENRE L BURRTSET « BB 2SRV ERPI A & E Ry Pl o

A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
=[]

8. #%—T THETE. -~ #ESANtricity (P2 RFKFRIERZBA T EIREEL o
R A GTHREIAPESANTricity :

a. FITREREE - WIEF ST RAMMINREZESS Needs Attention (REER) 1 °
()  WRMETEMSS  ARAELS  ABEE—T [ Start (BIE) J o

b. EEMEFHIR IBIEERR EER o SANtricity lbREE AR RAVFT A RETFEIRS ~ UK SESRAE AT
FHRREES

87



TRETFIAREFNR - SFRREREER o KURIEFEEEFEHRAIFR ~ Bl
@ fESANtricity FARIR A7 ERAS R HFEIRS  HHHRRRAE RFHRERINA RS
7 TSANtricity RERILEIREBER ARG R ©

SANtricity OS Upgrade Progress

A Storage Modes - 0 out of 4 completed

Q
Site IT Name It progress Il stage Il Detaits Il Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you o approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve
RTPLab1  DT-10-224-1-183-53 Waiting for you to approve | Approve |
RTPLab1  NetApp-SGA-Lab2-002-024 Waiting for you to approve
£« »

0. & ~ AT LURIE UGG « 218 « EE « BEEC S HEER « DURESIERIBFBEFEEREE - & « 7
B HIRPRAFE « USSR EHR o

AR ERE TANAARRESRRBE
10. 2B EFHIFTE EARITIIR R ERS o HEREMZERRE —RAR—E o
PRIESANtricity 15 E BiRL B EAITF L B « SRR IZERBRE#EFNREN

() & SANtricity BH0ES L BCEFHBIRIEERGES « BB LRIRRRRISL - 21 - BEBFH
GIS | EE U T T R e L3 s BT R I

© B—TF T2EE Rz — - RATAREFEIRGTESANtricity B TSXIR(FERMR) FARITY ©

@ NREFFRIBEFREE » F—RIZE—(EREEREHE - W EESEMR_ LA RT
pY1& ~ Bz N —(EERS o

° B—T—HSEE R « K —ESZERGTIESANtricity E TXEREZERMR) ARITS

15 A] BE B AEE R SANtricity FBRRASBIEERGF R EEIEL ~ (ESANTtricity FRIFEZ
@ )F%SANtricity FREY|HB TR LRVERTAR « TRIEIATRAARARIFR R ARIZ
% o

#—T* Approve *2 1% + FHRIEF GRERETTMFHRENE:  MRHETTUFHR - BIGR L EA R
550 o +

SROSLEETDE « FRREVFHRISR ISP AR « (EATLUE R AR S R BA O R R Se AR o
SRR FHRAVENES - IR RTE TSHEER) M REIRSCRISE « REm R AR —RIHE :
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1.

12.

T REEEEFR o
* REAR I E R EE R A ARSANLricity ©
" (EERFIERE L ERE R AEA SANtricity ©

'SANtricity NERNILERIIEERG AR S RTEIRLL A StorageGRID BJHZ IR I IHAERI TR
25 o JEEAEERTFHA ERARILAR o SEESANtricity AR S AVENER « BN ST EMIEER
AEVAERF o +thIR TSANtricity A& HERIMFERFERLULHE AR S » FTonENEEFEESANtricity £
ETREREFERCENIEERRIER - STRRERISANtricity FIEMIRIEERFK 2% - 55 FESANtricity B
RN ERMARIEERA « AREERITHRIZET ©

g%ﬁ%%‘&ﬁESANtricity IXIBEERRA FHRITYIPBIREIRSFAAER « 5Ri%—T B 3 12518
7

MEBFIFAT ~ EFEEBHITHIR « TR RIBERE - CEEBREBRBERSANtricity 2 TXIEARFS) #+
RIZFH o

- Q

site 11T Name 11 Progressli Stage 1T petails IT Action
Raleigh RAL-S1-101-186 Queued
Raleigh RAL-82-101-187 - Complate

Raleigh RAL-33-101-198 Gueued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve
Sunnyvale SVL-S3-101-94 Waiting for you to approve m
Vancouver VTC-S1-101-193 Walting for you 10 approve
Vancouves VTC-52-101-184 Waiting for you o approve
Vancouver VTC-S3-101-185 Watting for you to approve | Approve |

sATH{ESANtricity ~ 1§ ERHTARE B ESEZER R ENRS o

@ Y0ZRSANtricity {EMERREEE BB MhRBVEREPRRIEAFSE « RNZERGAVFHRAK - &l
AJAER B ENHEEIRET « AR EEEPINE - RS RIS IR A BB -

MNERENEE ERIFNREKE  FIAFEAGrd Manager1THH4R ~ ENBH R REREERMSER « WRENGHEER - T
JB(E M EETURFH AR SANricity LEETRL FRVEE R o sE2RIREBIVRIEEBEERA - ARz & ~ EEIY
FERLLARENETREFR o 1 EEMRAULIESR  FRIT LR -

a. fESANtricity BB HRPEERAIENEE | ~ (MR ARA R TIENEE R

b. {FFGrid ManagerZE #EXEN SEALSANTtricity FEROSF 4K ©

EFfAERNEE FVERTSTERET « R TEMEERR) EER - U EHIRGEEE « BRTHR
EHVEE R R H HAFNEFR o SANtricity SANtricity SANtricity
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SANINoTy OS epgrade compleled ot 2020-04-07 132602 EDT

SANuricity 05 Upgrade Fila
SANmcty OF Upgrade File @ Erowae
Passphrase

Froveoning Fassphrase o

13. W FEERESANtricity FERTEREMETR: « FEERILARER -

(D) #RES Needs Attention (BELE) 1 BUEMENLS « BIERMERRIRTAR -

HERAE
"fEFISANTtricity #EEE T FHARE28001% 428 ER T B EE A"

{EFASANtricity #EE R AARE28001% 28 F M IBIEE£ R

EA1FIEHI28 B ATfER SANTtricity F9208.42.20.00 (11.42) ZRIRRZASHIEE R4 « (S4B
ERHEERERRERAR -
TEBNESR

s IRBFEHNetApp @M H BRI EIMT  (NetApp Interoperability Matrix Tool ~ f§#% T2E&:M,) ) &
#8SANTtricity AR ARBIEE R TR AR THEREERR °

* L ERIES700SGIERIZR B HEEAR T « LI ERERE28001EH 283 AVELR S B A2 & StorageGRID
RUEERT ~ e S ERAREREARIREFI

"B E BN HER"

RAMEIETIE
F5/717ESANTtricity EZ&53ZHI23AYStorageGRID ZEZEIRIEH « — AR —ELU LHIFERIRIE o

@ fRStorageGRID EREEXMILMEREITE » —RARZENERNERAEERTETERENEE
M ©

1. ARFEE SRR ERSTZENSANtricity TNetAppAAEEIEIZT) LEA o
2. B2 FSANtricity BISKETOSE BB ZZAMNVSRAM/MER T EHEIBIER PR ©

@ NVSRAM/SRAM/SRAM/VRAM/VRAM/VRAM/VRA StorageGRID:5 7 FA1ZZEAINVSRAM
T& -

3. B&1E_E2800£1E5700 SANTtricity (VMware EFTERASEAEIAEIER) S SANtricity (VMwareR#AEIEE
) 42 LEREACRAIIET « WUFHARE280031% 423 AUETBE EANVSRAM.
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() uBREFARIER - ATIEERD -

4. FHREETTRE ~ BEEEIELS o ¥ Mthe Sof the Sof the Some Installery 2R I3 >* 2 FRH 125 28
*] StorageGRID ~ ZAREEN 5 Hh—(E%E1S -

° RV BRI ZE StorageGRID SESW* ~ LIS #TR(ENZERISS » M EEREMMARRE - IREEEEE
BIVTEM T « MEFIT RN MEIER(FE  SFEBULEE -

o ERCEMIME A MGERT  IERENERISS « EEIRRITEEED - MREEWNMABBZAE
%Eﬁﬁ%ﬁtﬁﬂﬁﬁ{mﬁéfﬁ% © FAEENILE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Uparade Firmware
Feguest a controller reboot. l Reboot Controller ]

Reboot into StorageGRID

| Reboot inlo Mainlenance Mode: |

R ES MMM EMINAREFIIEREZ20 72K E - SZENEMRMETTH - BEREENRMALE
% « 553R[EIGrid Manager  THi%:) RBEBERERRE « HINERKENHR - RNRBEEANETRE
RERFIARE « B EZERERER -

NetApp& StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« |DC1-ADM1
«'|DC1-ARCH
«|DC1-G1

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

«|0C1-51 Network Traffic @
«|DC1-52

«|DC1-53

6.0 Mbps

fERAE
"fEFAGrid Manager{ESANTtricity #1788 EFHARTEE R 4"

fEFISANtricity (XERMEEEIN) FAREIRIEEEE
R LT AR BIRE  WURE(RIER PR A RABITNSEMSEERIETE -
TEENER
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* REFEAKENRES TRfE)

* FREHEREIIEN RIEMARS ©

* R SRy B EIGRY AR ASAE R R ERFTSANtricity IREVERTHR (R4AEIETZHStorageGRID ) ©
* 5B StorageGRID ZEmENAHEEET

R E B R
(D “sssstanrsprr s S eEs  SLLATEIOED) « LRFTARIISER B -

@ 557])—StorageGRID RIEZER R —ERY IR H _E AR EEEREEIRE - REBERAMILMER
AIMZE ~ SRS ERNEREAMER -

1. fEASANTtricity FTHEA—RESEREFR (RABEER)
° ffEfiStorageGRID {(SuseZHIZR) ~ ABEEEER>* SANtricity (RABIEE*)
° {EFGrid Managerilli ##Z*81%5*> appliance Storage Node >* SANtricity (ZAEIEEZEZ) *

INRBLEEIEE AR « i SANtricity KRBT ZRBRAKREIEEN] B AEME » SANTtricity
() SAEZeEEnSr  UFER [REREEER)
https: //Storage_Controller_IP

2. MNSANtricity BFHRE « FBIA [RREES) EEEFERERBNEE
3. BB AR E T Bl R RV ERE #BEAR S

a. 1t TamEER PEECHR> AR 0 SANtricity o
b. 7 THAEREEIEEA AR T - B TBRIAFAR" -

FHRUAERE RIS S R BRI R R AVHAIR IR BN RS 1E S o
C. F AR TERTHIRIERIRE HREY B RIRAIR L B RE AR AS N RARRAK S8R B o
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Upgrade Drive Firmware

] Select Upgrade Files

Review your current drive firmware and select upgrade files below..

What do | need to know before upgrading drive firmware?

Current Drive Firmware Associated Drives

MS02, KPI‘.-'.I51VUGBDUG1f View drives

Total rows; 1 oD

Select up to four drive firmware files Browse

FELEEEHI

* BRI R RERR A 2~ MS02* ©
AR RRE A KPM51VUGS00G* ©

#EEY TAssociated Drives (tHRGHEREE) 1 HPAY TView drives* (BRARRAREIE*) | ~ MUBETRELEHIIRILE
HERERETHUE -

a. FARAFAARMAFRIREIRERE ©
4. TFHEE T AR SRR AR -
a. 7f THERRHSRNREF AR T ~ 2EEX ™ NetAppZiE*l ©
b. ENetAppziE4EUL E ~ EHY* Downloads (&) ZF31ZH - SARIEE ERYHREEERE o

BERNEERE R 5 HARREIRS R o

C. ESHFRETRENSE HIREHERNE « WD SERIRE RS EE RTHIREEIRES o
* WRIBERRAARBIEL  BULLHLBRIL A RIS B A R BVEIRShRAS

* WNSRY BRI R B — B S SRR T ARk © RIS LR P LUETTRIBE A AR © 1F]
VUERREAEAG 2R T 3 EIRHE

2o
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PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v COMMUNITY v~ DOWNLOADS v TOOLS v CASES v PARTS v

Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier 5 Firmware Rev. (Download) Notes and Config Info Release Date

KPM51VUG800G Firmware Rev. (Download

MS02 Fixes Bug 1194908

E-X4041C 55D, 800GB, SAS, P KPM51VUGB00G M503 -~ 04-5ep-2020
MS03 Fixes Bug 1334862

d. IR HEFAAVEIRERRZS  HEEEIRERRAFRELSE (TH) BTH .zip B2 EEZMERE -
€. {tSupportfBuLHREY (FRER4E) & T E BRI R RS ERIEREZE o
S. ZETBIRMBRET AR -
a. 7t TERBhESEIEEHA4K. TH TRAEEIERE) & - ZEE TBEIRF4R) SANTtricity o
b. BEEVSZIEE* « JABIERVENESupportd8ih T AT AL BT RERESE o

HARE I S RETE 22V B TB AR+ D_HUC101212CSS600 30602291 MS01 2800 0002.dlp

G &% AT LUEEN L BRERRE EIRSIE 2 « —R—1E ~ MRS EREFREEIISIEFR AR —ERREES ~ &g

IREIMREREE - ATBARFH RIS  AEBRE—E -
c BB T4

SRR B (T DU R P TR ST AR AV RARR o

R AR BB -

PRI S BT R - MRCLELBILE  HEW L5 o
o BEBER (TAT) FHR

CRIUERRER AR E - IRERRERNHERN - RSN A HIRER/OEBE EFLIE -

e ERBHNFE—RHF  EIEEFHREVEERRE -
REBHHERR B — AP A R A R EERE R ENRE RS o

LB Start (B1AY) ~ ABEBICEHITAR o

MREFZF AR « SFEECF L - BRIEEETHEMRRE THIEE M < EREARFEBIFEE T

WAGEY -
() EiusseEr R A S SRR R SRR A o
o (%F) EESECAMERNEEL  WERHEE -

SCEEE UL IBEGFEE SR THBENKH latest-upgrade-log-timestamp. txt ©
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" ERBERR SR B

BENRE 2 —FI e BRI R A
all » FAEHAR RIS ERARFT ©

i3

HEE R - ER T ENVHIRERIRENHEERY - MFFES

EIRIRILRT  SRTEE BN R E SN AN CE E RIS EHIRE
1o A] ATE (BT P 43U O B B HA K P A BiR 14

° IREHERET)
* FERE B IPIHE RGBS EERIES o
* RREREEGSRAF A BRI RIAR o
* MEFTAEREEREEE -

° BANRERIEERE

T ASFAELE IEFRERARTT ~ 7 REF AR ETES o
° *AR5EEHIVolume Groups *

MR —EHZEVolume B AHS IR E @ 5T E ~ M AFIEIEILIERIANR ~ A REFARIEE o
° BRIEEAEEEEE ERITHBRLEE (FRERBMITEERSM

MREFEET—NZEREIEE  AIDARTTHRIEE « A BEFHRBIRE o EASystem ManagersREsHE{FE
EE o

° ERHEE
ERBFAEEBERIHEIREARR 7 REFHARENRS o
° fE—EHIRAIRAE R 2 0ptimal (R1E)
Hh—(EA7FRETIERIR R TR o ABRBELR - AEFHREEE o
° ERISRYHFEIR Z R HE D BIEAARER
RSB EHI2R _ ER BRI S AR SRR o SRR ST IR AR PI AR R IL R RE o
° * SPMBRE B I BRI G T R
Petles R ERED DB B EEREILR o AIARRAT B EPIAR R ULRERE
° MERSERIEERE (NREFREDHIERIRRALE)
Vel 88 F IR AR BT ERER o SRS T ST IR SR PI AR RIL RERE o
° * MELAERAIRE*

AR B AR T ST IR BRPT AR L R RE -
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© BERTRAIRE THBE10ERY EFEEM) 20 TRAEMEL) F¢F
AR B AR T ST IR BRPT AR LR RE -
© BEATRANREEBBE2H2CEAMELE M
AR B AR ST R BRPT AR LR RE -
° BETRAIRGEBE21EF AR IR B EREMELS 4
RIS BT ST B BRPI LA R ILE RS RE o
© BETRRNBAMEN EHNEEMELIER
R AR BT ST HR BRPI LA R ILE RS RE o

6. AAR{EXSTHE « FERBIERLE o £ Mthe Sof the Sof the Some Installer) #EEEY EPE>*E 2RI
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#l25*) StorageGRID - ZABER 5 EHA—{EEEIE :

° VBT EStorageGRID SESW* ~ LIEHTRIENZERSS « WAEERAERIAMNE - MRIESEHEE
BRIV I « MEFFREOIEET (FE « 5HEMULEIR -

o ERCERMAME A MGERT - IERENERISS « ERIRLRITMHEEIEL - MREFENMARBZAE
%Eﬁﬁ%ﬁtiﬁtﬁﬁfﬂ%&%ﬁfﬁ% © EREENILE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. Reboot Controller '

(| | E——— | |

R ES MMM ERMIMNAMRR I SERZE207ERRE - SZENEMRAMKETTH - BEMEENRMALE
% « 53R [EIGrid Manager o T8i%) REBEERESNRE « HREAREENR « REEREEETE
RAERFIARS « BRI EZERERES -



NetApp® StorageGRID® Help ~ | Root~ | Sign Out

Dashboard o Alerts ~ Nodes Tenants ILM ~ Configuration « Maintenance ~ Support ~

A~ StorageGRID Deployment StorageGRID Deployment

# Data Center 1
QDCLADW
Lr‘ DC1-ARCA

«|DC1-G1

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

| DC1-51 Network Traffic @
|v’ DC1-52

| 0C1-53

6.0 Mbps

e
"FHARSANTtricity fETFHEERIER LRITERRR"

EHAE28004% 23
YNSRE2800#E S A IE B E(FEE « LRIBEFEZTIRE
RAREEIIE

* RSB RIERI SR TR R E E RBIEH254ER -
© B T ERHIEE28001EHI2E B 2RAVE TAHRRERAA o

@ AEAEAETHAEEEZFAENUNMTRES BE - 7T 2RERTISREA ° S57IIFEERTIA
18R E HiStorageGRID EmAPRYEHIER « ARELEREFLFHER

* ISP LUE RSB IR E RIS B IRER -

* WNRFAAHRI%ERS 2 (RE » (CEIRRE T E2800 ITHISSERIZFTMLER » SIE1 NetApp ZEAFIL T
&8t E %% SANtricity Storage Manager » PABTEEUEHIZZ 2 & » A Enterprise Management
Window (EMW) & SZ{RERIRHERENE RS o

@ FERRENSIRMEPREIEEEE Z AT « TR LERAARE
IS EERE R EEUERR o
* BB IRRYEIEE 285 A Grid Manager ©

RRERTIF
eI LUE AR S T HEERI 2 B S B Rl E

* (MriEAEMSANTtricity ) (Recovery Guru in the SytrSystem Manager) &35 |&E G E 528 o
© EH2S EEEERLEDSEE « RoNEEHIZSEEAMIE o

EICERERISRE  REDEZEFEVEREEEFERL - MNRE28001EFISHEIFIER SR LUKES700SGIEHZRE
MRMEEIRT o

"I EREE B MR

97



ISR © (O RAEIS IR I - 25 EL AR SRR EHISSH o
() ERRERNESOEFISTEERATE (HIC) -

1. AKERE28001 %K SR EHAIZ FHRVIET ~ EEATBIRIZHIS o

eI LAEASANtricity TRAREIERRTIN) RPITELEDER -

a. 52 FSANtricity ¥EflI8s £ BRI R EAZIHMERRASEIERRAEES
b. 52T B A% ZMHERRZABFINVSRAM.
c. MNREMA THREZEM ) ThEE - FHRECHFRRET MALNEZETBPIENES -

*AIAERERBERHFE | "NRREROFTAHIRLE ERAZ R INEE « BIFTAVIEGIZER =
EFEERE - HEIEERSANtricity NetAppfEfF EIEZRZTNRHY THEEEER) REMHREE
LEMREALE o

d BHEEENE
NSRRGSR © R R I RSB AR RS
e. IR ENZIEEL -

@ EEMTHZAMZ BINESIRERN « AIRAREA EX—HT SRR Aa T T 2 1R EB
P9~ UG BB AR RARRE o

2. YN StorageGRID #ZEm{EStorageGRID AZIEM R A FHIT « sAIFES700SGIEFSF BN M EEL o
"R E B MR
3. YNSRE2800EHI23HVEERE /IR A A FTIERIRAN « SAMSBFMBEEIB N ©
a. ##¢ TSView System Manager] B ESANTtricity #€EY* View Operations in progress*| ©
b. HEDFRBEEXEETM ©
4. KFEFASEE REN L EHIZS
a. MERPHEF BB L IREEBhEF ETERATEAE o
b. #RRAELR « ABIN T BARFISFP o
() #Eomsiie - #mmeE - BE - FORRTE LR -
C. ERCAMIEIE LR HESIRRMA L  ARITHREGRAINCAMIEIE « BIaI{EE P RERIEHIS
d. FERAMEFMCAMIEE « HIEHISEHER °
() omrAmEFREsRnES -

e RHEIZREEFBNTEL « AHFSESRL -

98



f I TREBAB TR ~ UETER ©
O. fEHAPRIERIZRRENH Eith « WG H 2R E F TS
a. FESDIEHISRAERARBLED (BitEDIMMZE) BREF -

FNRULAFEBLEDSRE « RERISRNEEREMES - CUAFZILEDIRIME ~ A RERFREMITH ©

ERONT AT PR
%FWQMWﬁWﬁumm££

e @

~ CAUTION B
o ICCNEXERGY 2\ Goinct wxyosa the semacie W
Madal- HTRIS P2 Som (e iatnl fo glety insinieiien
Contatmu LG 10880 M2 PRECAUTION ;
TAVDC, LmAR 13T
Rachargeabie Likiam ion Banaery Pack
MELSENTNou
ki Sl h

Pi 37400001 AEY.30 it
et I A1 1A AR
Wasiahs i (I HER1ME
AN SuSTa0I0eLD

i Hwlane e din (AL Qi G
el W [T T

Sdaede irn Ching
LT 17T ]

i
il
g

h

.

b. $XFEMAVEE EIERURH o
C. A FHEEEMAREH « AFEMICIERIZRPENL o

99



BE 98

_ TR
=

_ Tt

d. $ZEEEM ~ A EIB TS o

e. TEEIRAYHERAS LAV T .S o

f. SBEEERIEHIRA A - REMIEEFRK o
9 LUHMR TR A ER Bl A ERIZS o

CRBRTNETNSEABIEA RS EDAEE « A TERE A2 R8N (1E
Nk

h. a b EhE MU EEEM
ERERAENMR « 2HESSHAKEOT BIEE o
I EPERITHIES MR R IERE o

100



AR | HHEENSEAMAAR2EA NS LA (NS — AR
() ) -mEEtRErER ME_EEFT) - ASEAETASREEHSR  SRA

I o

* [ERE D BN EIARE TR AR 25_EAVIEIE ¢

* RIERE : BAMEVE AR AER 23 _ERYHEAE

J FOEHI23EE o
6. BRI SRR IIRED -
a. ERESEESas « R UEZEEEAT o
b. FCAMIEIBRTERRIIE ~ RHEHIBRTRIBAEMR ©
C. ICAMIEIBEARSE)  RHERIZRHEEI ©
d. SEHBIRMISFP o
e. FTFE28001EHIZR BRI o FED L RREERESBRBIAARS 09 o
f. BEE YAl I PSR 4R SR AR IR 28 o

@ i PIIHE G B HERIZR R P BREBURA R (B S B IREIRIR 1B R E A B DHCPEARES
BUREES ~ LUK B & fREEFT A HARREK o

101



* NREIRERIB1EGE BB DHCPEIARZIFVAER ~ FiZHI23i$ 1t DHCPRIARZIBVS HIP{iit o tHE
A AEEA[RIRIEHIZZAYIPAIE RG] o

* UNRFRA HARRILER S 2 (RE « IEA7BFE R SANTtricity EWE Storage Manager b #EIBI8E
(EMW) ZREZPREHTE 2 2 RVRERENE o TEEFARER SIRMEIRURIEIHTE 2 Al « B ATFECTAVIES!
23 o A2 RERYIENIAFIRNE TE28004% 23 ©

7. NRFBEER TR « SAIKIRE28001E ISR EHREFFRVET - EAMIREZ 2R o

8. EERMEEEEEER o /& the Some Appliance Installer] StorageGRID #EEY TERE>* 55 2 BT 525
*| ~ SABIEEY BRI EStorageGRID *1 ©

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Request a coniroller reboot. Reboot Controller |
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Owerndiew Hardware Metwaork Storage Chjects LM Events Tasks
Reboot
Shuts down and restarts the node.

Maintenance Mode

This node is rebooting from maintenance mode te rejoin the grid. Monior the node stafus to
determine when the node has successfully rejoined the grid.
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking « Configure Hardware - Monitor Installation Advanced ~

Link Configuration
Home IP Configuration
Remap Ports

Ping Test ) ; } )
Review the settings below, and then click Start Installation.

i) Th{

Port Connectivity Test (nmap)
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. [ Reboot Controller l

Rebool inlo SlorageRID Reboot inlo Maintenance Mode |
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% ~ 55R[EGrid Manager o TEi%) REERARERRE « BRERREHNR - KNRBEEMETRE
RERFIRRE « EEFEEREMEE -

NetApp® StorageGRID® Help ~ | Root ~ | Sign Out
Dashboard " Alerts + m Tenants ILM ~ Configuration « Maintenance ~ Support «
A StorageGRID Deployment StorageGRID Deployment
~ Data Center 1 .
Aoci-aom Network Storage Obijecis ILM Load Balancer
+'|DC1-ARC1
1 hour 1 day 1 week 1 month Custom

+|DC1-G1
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1. ¢ (SectionApplianceZ#£#23() StorageGRID H ~ 2HY* Configure Networkingl (BXEAHEE) > TIP
Configuration]  (* IPAEEE) * o

2. $§Grid Network + EIZ4HRRH A R IHERAMTUR EEITAIFRAVEE o

108



Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 kB

@ MERBIMTUEA AR S ERREPIIER 2 SRR IEIRIR LR ERVE BRI ~ AIAEE 3 EERRKL
FERIREREHBIERK -

AERREMEAEE - FRA BRI EGrid Networks TH_ERELHBEIMTUE © 21R(E5!
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. l Reboot Controller ]

[ Rebool into StorageGRID ] | Reboot into Maintenance Mode: I
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PAERHRRS « BEIREEEEREREMS -

NetApp® StorageGRID® Help ~ | Root - | Sign Out

Dashboard o Alerts - Tenants ILM ~ Configuration ~ Maintenance Support ~

A StorageGRID Deployment StorageGRID Deployment

~ Data Center 1
' |DC1-ADM1
+'|DC1-ARC1
«|DC1-G1

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom
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1. 7% {SectionAppliance%#£F2x) StorageGRID H - 3#HY* 'Configure Networking)] (FRE#HEE) > [ DNS
Configuration] (* DNS#BAE) * o

2. FEERIEEHIDNSAIARES EFE MR o
DNS Servers
A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x

Server 2 10.224 223136 +x
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° EEVERMFME AMRERT « LIERENERIES « ERIRLRITMHEIEL - MREFHMARBZATE
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot. l Reboot Coniroﬂer]

[ Rebool into StorageGRID ] | Rebool nlo Maintenance Mode |
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1. # (SectionApplianceZ#£F2) StorageGRID A ~ 3#HY* Configure Hardware) (FREFFERE) > ™ Node
Encryption1  (BRREINZEE) o

Mode Encryption

Node encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 7]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abccedb1facfcel1b1bd870ae1c1ecbbd5e3849d790223766baf3bchT
Hostnames 10.96.99.164
10.96.99.165
Part 5696

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any dafa on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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| Reboot into StorageGRID
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |
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