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Home Configure Networking ~

Configure Hardware ~

Monitor Installation
Home

Advanced -

€ The installation is ready to be started. Review the settings below, and then click Start Installation.
This Node

MNode type Storage H
MNode name MM-2-108-3GA-lab25
Primary Admin Node connection
Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state

Connection to 172.16.1.178 ready

Installation

Current state

Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.
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Network Link Configuration
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ﬂl You might lose your connection if you make changes to the network or link you are connactad through  you are nof reconnected within 1 minule, re-
onter the URL using one of the other IP addresses assignad o the appliance
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Link Status
Link State Speed (Gbps)
1 Up 10
2 Up 10
3 Down N/A
4 Down N/A
5 Up 1
6 Up 1
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Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

(@ Fixed |

(@) Active-Backup

| 10GHE

() Aggregate

Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1
and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

=

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

@ Independent {T) Active-Backup

C.enneet the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use

all of these MAC addresses in the reservation to assign one IP address to this network
interface.

()

'E'n'eblingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

2. NREITE(FFH25-ChEF AL R E HGEIZ IR EIFIE « 31 NEEERE ] ThIUBEHER M 25GBE*) °
R Grid NetworkF1FE B 1
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Link Settings

Link spesd 10GLE j
Part bond meosde { Fioed {+ Aggregate
Choose Fied port bond mods y:_ W ='t o use po t 2 and -1 for the Grid Metwork

gie LACP bond for both the Gr

Client Networks.
Grid Network

Ensble network p
Network bond mods {~ Active-Backup e LACP (802 3ad)

If the port bond mode is Aggregate, all bonds must be in LACP (B2, 3ad) mode.

Enable VLAN (802.19) [
tagging

VLAM (B02.1q) tag 328 =]

Admin Metwork

Enable netwark p

Network bond mode {~ Independent ﬁ".ﬂm’ti'.'&ﬂackup

Connect the A

ary, you can make a3 temporany

direct Ethernet co y cling por 8, then conmecting to port &

Client Metwork

Enable network F

Network bond mode {— Active-Backup v LACP (802 3ad)

If the port bond mo Aggregate, all bonds must be in LACP (802.3ad) mode

Enable VLAN (802.19) |7
tagging

VLAN (80213 tag 332 -]
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1. £ {SectionApplianceZ#£#2() StorageGRID A ~ #EY* Configure Networkingl (GREHEEE) > P
Configuration]  (* IPAEER) * o

e NPAERS) HE °

2. EERTEARER  FEREN MERER) BRPENFREE* DHCP *
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

3. WNRCEEEEFAE" ~ SFIKIR T 5D BRER E AR AR
a. {EFACIDRETERAFFERYIPVANLLL o
b. #MARIE o

NRCHIREER R B FIE - SBENBAERBVFFREIPvAIIL o

C. MRECEEAERER « FRMTURIEERESERERIVE - H1219000 - B « HREERE
1500 ©
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Admin Network

The Admin Metwark is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to ke routable between sites.

P
Assignment

[Pyl Address
(CIDR)
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Subnets
(CIOR)
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@ Static (O DHCP
10224 3. 72/21
10.224.01
0.0.0.0/32 +
1500 =
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Client Network

The Client Netwark is an open network used to provide access to client applications. including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client Metwiork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static () DHCP
Assignment
IPvd Address A7 AT T 183/21
(CIDR)
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1. %% TSectionApplianceZ #3121 MITHAER ! StorageGRID & ~ ##—T T4HAEAEER ) > ™ PingfIMTU
Test*] ©

PingfIMTU Test (PingfIMTURIE) EmPEENHIR o

Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through. and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the netwark to
the destination. select Test MTU

Ping and MTU Test
Metwork Grid ~

Destination [Py
Address or FQON

Test MTU [

2. AR TR A R « BEEVEE RGP | 491 - BIERARI o
3. B AZABRR £ EHMIPVAUNE SR EE %S (FQDN) o

BN ~ 1R AERR EpingHERs S E EEIRENRL ERIRE o

61
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Fing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP addrass of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTL

Ping and MTU Test

Metwork: Grid |

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 19.96.164.223: icmp seqg=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms
rtt min/avg/max/mdev = 8.318/0.318/8.313/6.008 ms

Found MTU 1568 for 18.96.1604.223 via bre

"REAMIREL (SG6000) "

"EEMTURE"
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The following node types require TCP connectivity on the Grid Network.

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

e] LRI RGP PRS | FE R $E B 118 B Grid NetworkFR ELfthBiEs 2 FEIAVEARAE S o

2. 1R M HITVRE D « EIVEERAENER | % - B SCRR -
3. AR LR EMISE —RTIBIPVEfiIiLt
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fEREFIRIEEHLE « WEBHIFTT o
4. B ATCPEIRIRIRNS « LUBSRDFRAVEIRRZE « SERIREE -
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The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

o B—T TRAIEERES o
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BRI EBAIED o nmapf LEHZYIERIE TS ©

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

anl

° YR EA— I B EENIERBEEIEIRIEBRAERRELR « B Port Connectivity testse B
BETRTIALEBAEIER o nmapis SEHIH ZHEREIBE TS ©
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() @3 TClosed) (BRIE) fomie .

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
15@6/tcp open uted
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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Set Up SANtricity® System Manager

Welcome to the SANtricity® System Manager! With System Manager, you can...

* Configure your storage array and set up alers.
» Monitor and troubleshoot any problems when they occur.

s Keep track of how your system is performing in real time.

®
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Home Hardware

HARDWARE

Learn Mare »

Legend v I Show status icon details )
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Baseboard Management Controller Configuration

LAN IP Settings
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NetApp® | forgot my password
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() zEEREKVSEEMEE - ETERERNKVSSE - EEARBREAREEIE -

2. B RERERE > EIR N o

NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking - Configure Hardware - IMonitor Installation Advanced -

Node Encryption
MNode encryption allows you to use an external key management server (KM3) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the

appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KIMS

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption |

Kev Manaaoement Server Details
3. JEEVRRFRERREINZR o
R ABCHERC R ERREINE ~ MA S B BELBERER « EFIUEN lSaves (fEfF) * - BEAXE

BNt & 77 EXStorageGRID AL IE AR P HIKMSINE SR AW FIRHERIIE B LE - ZREBAEER - £
AR -

@ TE% B R ERRE N ZE ThAEStorageGRID MEFAREMEESHEKMSHIEE Z & « EREIE(E
IEEFREIRERIKMSINE o

4. BEEMRIF o
S. FEREEEE A StorageGRID EHYEIEEE RARHAVERRS o

ZkmsIEFIRINZ G 7L R AR BEFEGER E A StorageGRID EHiL SHMIKMS &R RIS - ZREXE
EKMSIIZRZF A NERENE « REARETNHIFEHEME « tJicR B2 A ERIKR o

SE— TR SERRE NI KMS TS - MR G EREERE 2L
()  mzemerns  E3mEHEEHIE AR EZRE S StorageGRID TR ARTRE
HIKMSZSBALE ©

TR &
ERAREMBENEEENR « ST DUSR RN ZRAS « KMSEHAE R R A HRYES o

GG
"&I2StorageGRID"

"TEMEEIR T T BRI RRE N

81


https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html

=M . EERAIDIETR, ((£F/ESG6000)

,.;'x_JLM‘ FEARE 2T ATRENRAIDIET « UERFHFRERTENK - LRAEEHERR
§1u%ﬁ§ﬁ%52§ﬁ'*3*‘§7f§‘t °

* I IE{EEFAERIn] 48 StorageGRID RsZIhAERIFE B i o
* BRIRERIENEERIESRS -
RAREIET F
e EIEAMENE A - KA LUEIE T EF—{EVolumeiB A5 EEIE
* * DDP* . LS\ EE IR EAmER (TR E iR - STAMARARENARMEZSREN - 8K

ﬁARAIDG DDPE{REEENRARGE B/ DRSS R INE R ~ N EIE - DDPIEGOE AR
R EENEE R (R o

* *DDP16* : 1t|:7f§_t§161@%‘“@26’?1&@%ﬁﬁﬂilﬂfﬁﬁ@ﬁﬁ%ﬁﬁfﬂ% « tBEHADDP ~ AR EFHIFNE o B8
R RAID6 ~ DDP16 ARt B XM RAMAE B/ D HAFESHIE RN ERERRE - ZNER « UKEENHER
R o HEFEFADDP16IET, « [EHARREN BT S /D 201EMIEHE - DDP16 R IR LB BB (REE o

* * RAID6* : LR 1618 E LB RIEEERMER (o TR - EEFARAID 6121 « EaV4EREN
A EE/D20ERLIE o #SARAID6RILEDDPIE S FE A ENREEFENE « (BEREZEA StorageGRID X%
HHIRLE o

@ IR EREEHERE - 5(StorageGRID FcAIRE 7 XN « EERAIDIEN SRR E bk
fR& o BEHIRE EAEAEREgESK

1. FHEVRIEESR - REWARAREEFITHIRNEP—EIPALL -

https://Controller IP:8443
Controller TP EiERIEHIZZ (MIEFEFIEHIZR) BIIPHMIL « {ifStorageGRID {EF—3R7 4848 L -
EmMTHIR NtheRBE %% StorageGRID 2301 BE

2. IB-ERE>* RAIDIRT o
3. 1£ MARERAIDIED ) BE L ~ % MERX THIUBEREEFFENRAIDIET ©
4 #B—T Tf#E*]) o

e
"NetApp EZRFIZRHE X 48"

ER | ENNERARENERERE

TR AR ERRAREREHM LNANSEREEMBRERRIMIERER - fI80 ~ B
PP KGERIRE ~ IR SE R EE M RERIR -

CEENER


http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html

* RS R1 B 77E StorageGRID i (FEBEEAMERIERI o
* ERERTE ~ IR TERE B EF A2 mEs o

YIRS EEFIERR « MEAEAARRNERRRRE B H T HRIm « MREBER
@ EEHTESRRR - WEEWHEERE « FRREREGEIETIND BBIRERREN
HIE -

TR
1. 7£ TSectionApplianceZ 32 & - 3 — T StorageGRID [REAIRELR ) > [EFHEERFR]

LG TERREEREE 5E -

B RIS IR « BICEEREERERIRIEREE | GRID ~ EXEZARI ©

- e EEmipE RN IRF  EIRPEEIFE | TCPEudp °

W EMHEAE TR ART  ENCEERHEIERRIRESM | EA - FHEEE -
- B RIGEIRIE « SFRACEEMEEIERIER

- BT HRBEERR - FRACZUANERRR

- BRI ARA o

\lc»cn-boo!\)

WMERRHREMEERNE - EMHEGIEANER -
Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different external ports. For example, you
might need to remap ports because of a firewall issue.

Metwork | Grid j Protocol | TCF j

Remap Direction  Inbound j Original Port | 1 =
Mapped-To Part | 1 =
Network Protocol Remap Direction Original Port Mapped-To Port
 Grid TCP Bi-directional 1800 1801
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation
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RIERTEARENZE

BRI RESTMALE « 7 & StorageGRID BARILIARE o BESLELTTALE « BN G EMREREA

KE o

1. BERRTOEE « BT RERE -

MRS HESBTRREE -
Monitor Installation

1. Configure slorage

Siep Progress Status
Clear exising onfigraton N e
Configure volumes Li i | Creating volume StorageGRID-obi-00

Configure host settings Fending

2 Install OS
3. Install StorageGRID

4. Finalize installation
EaRET) g5t BRI ETTETHNIIE - A BAREIIRTEMINTTHRAITIE

@ ZRENTEFFNEERPITAALZREPTANTF - IREEEEMRITEE « BIIFRE
ERHTHEM IR RGBT TE8RO) ARRE -

2. 1B R A< PE R BVEE o
° 1o REMERE"

Running

Fending
Fending

Pending

TEUEREER ~ RERAGEQREMEFIEGER  BREMTEAER « ESANtricity 12REALE R E R

&  DURREEHRE

° 2 BRAFERM"
TEULREER ~ RERATRERFERRIRGEEREStorageGRID EREERLUMER -

3. MEERLITTALEE - HE ¥ HEStorageGRID Sid*PERE(F ~ MARNKREZESRE AL « BREEEAGrd

NEmmIT

Manager{E BIREIRE_EAZELCEIRS o BIET—H o
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4.

BH1E

/|\
ILJ\

88

Home

Monitor Installation

1

=

£

Configure storage

Install OS5

Install StorageGRID

Finalize installation

Configure Networking -

Connected (unencrypted) to: QEMU

platform.typen:

[Z2017-07-31TZZ:
ontainer data

[Z2017-07-31TZ2Z2:
[Z2017-07-31TZ2Z2:
[Z2017-07-31TZZ:

[2017-07-31T22:

[2017-07-31T22:

of node configuration
[ZO17-07-31TZZ:
[Z2017-07-31T22:
[2017-07-31T22:
[2017-07-31T22:

A11¥Grid Manager ~ #Z/EBERREZEEIR

-07-31T2Z:
-07-31T22:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T22:
-07-31T2Z:

Q09:

09:
09:
09:

Q09:

09:

Q9:
09:
09:
09:
09:
09:
09:
09:
09:

09:
min Mode GMI to proceed...

12.
12.
12.

12.

12.

1Z.
12.
12.
12.
12.
12.
12.
12.
12.

.b1609851

.b145971
12.

3625661

3662051
3696331
5115331

5700961

5763601

h813631
5850661
5883141
5918511
5948861
2983601
6013241
6047591
6078001

6182821

Configure Hardware -

Device or resource busy
12.

INFO —-

INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

E1GGrid Managerig—T* Install*BF ~ PEEZ35EAL
%ﬁﬁﬁﬁ% °

s R B AR R
iP5

SR BEEEREBHNE

RIRER I
BE bR KEHREPI AN ERE 2 StorageGRID fERRASEIF —#1TERS « N2 —1BKE B #E5EStorageGRID EYf)

E

[INSG]

[INSG]
[INSG]
[INSG]

[INSG]

[INSG]

[IN3G]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]

PEER4 *5E

IMonitor Installation Advanced -

Complete

Complete

Running

Pending

NOTICE: seeding ~wvar~-local with c
Fixing permissions

Enabling syslog

Stopping system logging: syslog-n
Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A

SR8 e StorageGRID BEM R EFEfT o

PR3 Rt o EREERATTRE  IEHIREE

ERZARE « LUK EE{EStorageGRID {E¥ R AFERVAERESRTE ©



EEB LR

A
e

AT — NS EEE .
. gﬁJsonﬁf% s LUEEEREERAHRERE o 8 StorageGRID (FREBEARALZERN] ERBJsontE

\
/

()  couERERNRRREE S ERARE -

* f£AStorageGRID IttIhAEconfigure-sga.py Pythonts$HE ~ B BENREEREE o
* {EAZEIMIPYthons S B8 E Z{EStorageGRID B2 RGN EMTH ( T4EM&) ) o
&AL StorageGRID EiZfEH BH1EPythonis S HE « el UG EHIEAES) - sREBIN{

(D) 7EStorageGRID #BEHPBAI B TSRV TADER (IBAERIRESTAPL o 352
BiStorageGRID SIS | MEARE) [T HRMEMERZERR) HMEH o

fEFStorageGRID (The ChoicefEFTEN %2 | BEMCIERIEEHRRE

EaIUERE S EREE NI JsontER ~ FERKENAREENE o EaLUE
F3StorageGRID (F—HHIRELEREN LEER -
TRENES

* [CHFERIEE N BFERSStorageGRID EHARASHIEFENRE « A REMEA N EHAREBIARZ ©

* [RWAZEfEFStorageGRID Z1EHVRIERS « HEARICEERTENEAZEE LY (The) ( (The) ) FEREE

"
ZHERER o

RIRERI(E
TR BECRRAEEMRRE T « AllNRE TFIEE :

* MENRAERS ~ EIRMIRAI A P iR Pt
* BMC/TH
* HERRELS

© ERIBEEEN

° MERRELSIET

© BIEEE

5 LB JsontEZRBZERAKE @ F EStorageGRID A EAEZEEXNNSEEEFHNITHRESE
BYE - LHRYBRESEMEE - SO B—RERSEMRBIERRE -

@ HMEEICRBELIEAARRNERERE « JLUER configure-sga.py I5<H © +'(#
Fconfigure-sga.pyiE < i B BN L KRR E RIS E R

1. ER T ER—FESEEEIJsontEE !
° ConfigBuilderfEFAF2R,
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"ConfigBuilder.netapp.com"

° o configure-sga.py FEFBSEEAHREIESHS | AT LA StorageGRID {Sing Appliance Installer)
_( (Help) > (RE#HARSIELHE) ) THIESH - SH2REAconfigure-sga.pyis < B B BCAERRAITE
o

"{EFHconfigure-sga.pyie < HE B BN L KR E FE AL B & "
JsontEEAEIEL B BN AR S THIEK ¢

c WERANNEHETE - 882/ MERFEEI2{EFTT

° REERFHE - FMEFE

° FRELUEFSRHEESMGEE - I FAEREFHTF

@ FAEE JsontERAVEIRIBTE (R LERTE) W/ - DRILCHEEZERIsontEFRK
RIE ZEERS °

2. BEER > EATRBAER o
IR tHIR TEMsEER Bl -

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON
configuration
Node name - Upload afile v

3. FEIEE HEZ4ARERYIJsontEZE o

a. FEESZE o
b. $H W SEENAEEE o
C. 3EHY* Open* (FARL*) 1 o

EEE LB - BRIEFTAR « BRERBEBRERBZEITRS -
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https://configbuilder.netapp.com/

MR JIsontEZMAEEEE S MLINK configl ~ Tnetworks) SiMEMEER -~ (EAJAE Rk E
() ammzBmEs - NROEISERIEERES « SERISTARBEENEMIP
Nz —SEHMWMARREEURL

Upload JSON

JSON Browse appliances.orig.json
configuration '

Node name --Selectanode v

MR iE THNBEEFEAJsontEERERMNIRE R o

@ MBEREN - BELBEUALERET - TUSERIBEERERNE - BNERAEREE
FEEE o BRI LUER ConfigBuilder RFEIRIER B MAYJsonfEZE o

4. 1% TERELTE) THITUBEEhEEENEREY o
TERJsonfBfE ) #ZEACEA °
Upload JSON

JSON Browse appliances.orig.json
configuration )

Node name Lab-80-1000 v
Apply JSON configuration
S. FEEVE A JsonfHRE* o

IEAHRE B B A EBEENRYENRY ©

A configure-sga.pyis TS BB R KRR E A EEHR

GO LAER configure-sga.py 38< 85 ~ I B#{EStorageGRID ¥ %A FAFERTZTNEIR,
NZEBHAERTIE QIEZERRTETECIEHE - MRCEAESREEERT IS
BREER c Kt LUERIESHEBRELE SEREEHRE N IsontEEE °
CEENER

* EREECZEERESD  ERE T « ERREIR °

* BfFEFStorageGRID (EERARERALZERER) AT ESIEMERTERRESMIPAIL o
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* MREELET IR ~ MAEHEIPALE o
* MREERERRZEHMER - RIEEZEZEIRHR « MEALRERIPIL -

N T ESIREELISMIFFE IR, « StorageGRID FRESITE OraclefEFEEZ &2 IPAERE ) BEE L
BIGrid Network F43E% ~ #iE 1T = EEIREIZEMIGrid Network Subnet List (48184888 FABIREEE) HES ©

* B TH configure-sga.py X | EXGESELERED « [ UZStorageGRID — T SZ1E*
1> TEREEREIETHE ) (EX) RKEE -

IREFERARAEEFERG SN ERERIVERERE - & u‘lﬂ_IL/(@ﬁ%StorageGRlD (
() FERESREER) REBER o+ EREStorageGRID (The ChoiceEFERZt 2R
| BB AL R

Pz
1. ZEAERAERHNITPythoniE L HERILINUXILES o
2. NBIETHE AN —RRMRMIBKR T R2EEE « BRA T &S -

configure-sga.py --help

[e}

configure-sga.py IEXHBERAEFHT -

° advanced AJETT#EPEStorageGRID FYTNEEMFER ~ B3EBMCARRE ~ UREIL B3 EAREE BRI
ByJsontE %

° configure AN ERAIDIET « EIRALTBM A2 E
° install LAB#4StorageGRID #iTEE

° monitor AN EEIEStorageGRID &4

° reboot UEMBIERALKE

MREEMAFRL CERS « RE ~ BF - BEIENEMEE) 518 ABEA --help BEEREFIFEN
FREAX T ~ sFAMERAEsZ F e < A FHRVIEIA ¢ + configure-sga.py subcommand --help

3. AEMNEARKEMEMBRAEL « FRWATIIE sca-install-ip SEAKEMBAIMERIPALL | +

configure-sga.py configure SGA-INSTALL-IP

HERETRENERIPEN « B EEIEMMMIPALL « MUKEIR - A8 A P inERAEREHR o

Connecting to +https://10.224.2.30:8443+ (Checking version and

connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system—-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received
200
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2021/02/25 16:25:11: Performing GET on /api/v2/networks...
2021/02/25 16:25:11: Performing GET on /api/v2/system-config...

200

StorageGRID Appliance
LAB-SGA-2-30
storage

Name:
Node type:

StorageGRID primary Admin Node

IP: 172.16.1.170
State: unknown
Message: Initializing..
Version: Unknown

Network Link Configuration
Link Status
Link

Down

Link Settings
Port bond mode:
Link speed:

Grid Network:
Bonding mode:
VLAN:

MAC Addresses:

Admin Network:
Bonding mode:
MAC Addresses:

Client Network:
Bonding mode:
VLAN:

MAC Addresses:

Grid Network
CIDR: 172.16.2.30/21
MAC: 00:A0:98:59:8E

Speed (Gbps)
10
10
10
10

N/A

FIXED
10GBE

ENABLED
active-backup
novlan
00:a0:98:59:8e:8a

ENABLED
no-bond
00:80:e5:29:70:f4

ENABLED
active-backup
novlan
00:20:98:59:8e:89

(Static)
: 8A

00:20:98:59:8e:82

00:20:98:59:8e:81

Received 200
Received
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Gateway: 172.16.0.1
Subnets: 172.17.0.0/21
172.18.0.0/21
192.168.0.0/21
MTU : 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)

MAC: 00:80:E5:29:70:F4

Gateway: 10.224.0.1

Subnets: 10.0.0.0/8
172.19.0.0/16
172.21.0.0/16

MTU : 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

S i i
#HH#4 If you are satisfied with this configuration, FHH4H#
##### execute the script with the "install" sub-command. #####
iFE sz Ea s ELsL s EL ST EREE SRS ELELELELELELEEEEEELELELER

4. DD%‘S%EQEEHU% EFRAYERME ~ 3B51EH configure FpSETER o HIU0 - MRCEEREREE
B E T ECIEMEMIPANETAS 172.16.2.99 s BIATS&< | + configure-sga.py
configure --admin-ip 172.16.2.99 SGA-INSTALL-IP

S. MNREEREREEHBHEMNEIsontEZE ~ 55FA advanced M backup-file Fan< o HU0 ~ ﬁﬂ%fsg
ﬁﬁﬁlPT_Lthﬁf’\‘nﬁE'Jﬁﬂ & SGA-INSTALL-IP E#AMIIEZE appliance-5G1000.json ™ BA TS
.+ configure-sga.py advanced --backup-file appliance-SG1000.json SGA-INSTALL-

IP
BEERENNIsontERERANITIECHRIER B

@ BERESJsonfERZTNEBHELBE T HERE Efé%ﬁ*ﬁ%or‘%aﬁﬁ%% R 2 EHEH
& - M B2 f##StorageGRID HILEAP| ~ FRIFEDE ILEZRE TS

6. ECHERESHRERKEIMER « 55@H install M monitor ZEEREENFHL | + configure-
sga.py install --monitor SGA INSTALL-IP

7. NBRICESEHHEENRME - BWATIGS | + configure-sga.py reboot SGA-INSTALL-IP

H#h{tStorageGRID IhAE4EAE
IBEAEIKENR 2 8 ~ [ERI L BE11EStorageGRID SEZ R4 ©
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CRBNES
(R RSP A THURRMOLE -

ST =5EA
configure-storagegrid.py Pythont5 < S BENCARRE
configure-storagegrid.sample.json Bte < IERYEEHI4A RS
configure-storagegrid.blank.json B S IEABCF AT H4RREE

* R8BI configure-storagegrid. json 4HRERE o BEEIUCIEZE « KA LUEREEHI4HRER

(configure-storagegrid.sample. j son) S{ZTEHAARERE (configure-storagegrid.blank.json
o

Huk

RIRERI(E

o] LAER configure-storagegrid. py Python}§<i5#] configure-storagegrid. json 4BRERE ~ XL
BE){EStorageGRID (AR A4RAE o

()  GtEUEREGHd Manager & APISRE E Rk

IR
1. B AL ARMITPythonts S BERMILinuxi&ss -
2. PR E RN ERENEEE o

540 : + cd StorageGRID-Webscale-version/platform
Hrh platform i@ debs ™ rpms 3 “vsphere ©
3. #11TPython¥E < HEIL (5 R R I AVARREAE o

fgn

./configure-storagegrid.py ./configure-storagegrid.json --start-install

TR TR

WEEMN .zip ERGHEREFIHEES « Y THECRTLZREARREFNBE - TUARHD TEEMH
TEZ ~ WU BStorageGRID £ — B ZEADIE EREHPERT ~ IIEZ AR © AN ~ BEERE L2 M B K AR
B URZENEIHHEFLUE

()  LARSHEELHER  BARTESTRIIES0ReORID BRABIFHHNME R BN
-

WMRICISEEZAE L MBS « BIFEEREE Passwords . txt g E{FEStorageGRID S I8 R ARFAE
HYZRH ©
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FHHH AR AR R
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#4 ./sgws-recovery-package-994078-revl.zip #h#H#
#HHH4 Safeguard this file as it will be needed in case of a FHHH#
#HH#4 StorageGRID node recovery. #HH4##

FHEF AR A R A R A A
AR EERATRET A SR ZERRELHIRLAR o StorageGRID

StorageGRID has been configured and installed.

#HEREST API42EE

IRAMEREST APIZRMITLETIE | (ZELE) APIF (ZREAEXIERARE
It) API o StorageGRID StorageGRID StorageGRID

EMTEAPIER (A SwaggerFIMRABAPITE & FIRHAPIX S o Swaggerr]:ZRA% A EMIERABASTEFEREN

EFHAPIEE) - sREBAPIUN{AICIFE D EAFEIE o AR IEABIZZEWebiTfJson (JavaScript Object
Notation * JavaScript¥{4+1Z:2) BHEHER o

@ TEERAPIXAHEBRRITHIEAAPIERE A ZRNRERE o /O BEHERMELT « BRTSMIPRERR
Bl EMER -

S{EREST APISE S EBEZAPIFIURL ~ HTTPENE ~ ERIMESEAMURLBE « LUK TERARIAPI[EIFE ©

#£API StorageGRID

EERL—FBRRELCHN—ERAR - UREFTEANTEIEEIRMLIIER « AEFER ThHRABEMZEEAPI
1 StorageGRID StorageGRID ° ZEAPIFFEBHTTPSHEGrid ManagerfzEX ©

EEFHAPIXMH ~ FRIFFEEIEME LHZEFE « ARUETHEERYFEEE Help > APl Documentation * ©

(FENEZEAPI) B3 T5%E : StorageGRID

BZI

AERE | BEMIRASKRAPIMERABIIESE o ERT AT HZhRASFr S R BV E mAR AT EZ2APIRRZS o

* * GRID *-#BM&EARAAREIEE o ERIUEUS I ERERRE « BEERFEER « ERERFHER « E8RE
B ~ LURNTPHIDNSEIARS] Pt o

. Eﬁﬁ!iﬁ ENRLEARAVAERE(FEE o ICI LURREVARISENRE B B ~ MIBRABIRENRS « SREMIASENRS « RARAEMENRS ~ X
RS ENRERVAERE o

* BRECE-BREEFE - CRILIRESERKERE « WRE R E RS

* iE- T EERERIEIRE - MAIUEREN « LEWEEN - BIBMIE « URIERIRIEFERIIARS o
* IEEM-TEIEEMEEE -

* IhE-IhEEARAVABRSEEE o EIAERIL ~ 1847 ~ MIBRRAECRABLE o
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FERE 242 XAPI StorageGRID

TR IEEBHTTPSTZEY (IR EAZTAPI StorageGRID Controller IP:8443°

EEFHAPIXM - 5578 EStorageGRID FEFREE A (Some Appliance Installer) (3EXX) ~ SABEINBERS!
rhiSEEY* THelp*) (3REA*) > M APIDocss (*APIXfE) o
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x70 MRC . ERR_DIMM_channel
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CN Controller IP:8443
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€ The storage system contains 2 expansion shelves.
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fEISSDFN178fEHDD ° SG6060FC & MfEHETEME « #EH BT A 4 180ERAIRIL -

Configure RAID Mode

This appliance contains the following drives.

Type Size Number of drives
550 800 GB 2
HDD 11.86 TB 178
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation

Reboot Controller

Fequest a controller reboot.

Rebool inlo SlorageRID Reboot inlo Maintenance Mode |

SG6000-CN-= 23 EHTBHE ©

4ESG6000fERLE R

Advanced -

RAID Mode
Upgrade Firmware
[ Reboot Controler |

TR REFE ZTESGO000fE AR E FITHERRF - AEIPHEFBRRERKECAE

74StorageGRID U B E RV ETFERRS o

EZ
* "RRERSE BN HEEL
* "FHARSANtricity ETFIEHIEE EREERR"
* “fESANtricity (ZIRAMREIEEIL) FAAREIEEZIRE"
* REFAEIL E S ERISG6060"
* "FARKARARA I 284 BILED"
* RERIRSEMEE R AL
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* "I RERY6 O BRI IR TR B P AU B RS ST
* "BABASG6000-CN 1%483"
* "EREHSGB000-CN-1H 28 1 ER B 1 E 2"
* "EB}1SG6000-CN. 25"
* "EH#1SG6000-CN-#EH 28 AV BRI FESS"
* "REHIB IR P REBRSG6000-CN. e 33
* "KSG6000-CN-1EH 28 B R BRI 22
* "EITFSG6000-CN-1Z 232"
* "EFREESG6000-CN-1EH 5 EE"
* "EEH#1SG6000-CN-1ZE 28 HIFibre Channel HBA"
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* "B SGH000-CN-1E4I| 23 Ay 45 AR RE"
s "SEMTURE"
* "tEEDNSEIRESARAE"
o "TEAERERE T T ES RN EA N
R REREE B EET
RN BB REENEEET - A EHITIS EEEIER ©

CEENEMR
* BB ZIRAVEIEE 28 E A Grid Manager ©
* SERBEENIREIER o NEHFMAEN « A2 (R EEStorageGRID IHAERIERER) o

FAREETLE
’FStorageGRID FERARAENHEEN « A S EZEARRNERRREFHN

()  mEthnRERRREREE S SMSorageGRID SR HERRMNBHBA SR -

B ER

1. #¢Grid Manager i EY &5 25* o

2. WENREEAEARIRIR AR EATFENR, o
3. EEEVT(F* o

Cwerview Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

Flaces the appliance’s compute controller
into maintenance mode.

4. AR o

PERNRE RSO SR T 1R
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A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID semnvices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click OK.

Provisioning Passphrase

S. MAE R EBRADS « ARERCHEE"
HEEYF—A5)EStorageGRID ~ B lRequestsent] (ZEXRBEX) + [Sting the Sfor)  ((FLEHIT
) # Trebootingl (EHEEN) ~ RNEBIETETHEAEEERNLER o

Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent

BB B RN EEEIE - FHIE—RRESIEE « 7 H G AR FEStorageGRID  (ZiEEAE N ZEE12
HURLY o
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Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode
This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance procedures.

= hitps 72 16.2.106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
=  hitps /169254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. HEFHStorageGRID (M RHFEREREN)  FHRBERTRAIERURL °

YA TTAE ~ SBERO S DA SIEERIEEHE PAHHIURL o
()  #Bnteps://169.254.0.1:8443 REEBERERBEIBES o

7 W (EREREEREN (the A ZREM) @ HBEMBENAEEE o StorageGRID

A This nodeis in maintenance mode. Perform any reguired maintenance proceduras. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. BUTIEMMERMETIE

9. TERMEETIEZE - cAfAREEERN I REEEEIRE(EE o i€ Tthe Some Appliance Installer
1 StorageGRID 3EEY ERS> BTS2 ~ ABEN SR EStorageGRID *) ©
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Request a coniroller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID ] | Reboot inlo Mainlenance Mode |

BB SN ERINAGR A SER Z 202 2R - SEMPEMFEEET « B S EMIIALMERE -
s5iR[EGrid Manager » 8% IRBEFERESRE « HRERARENR - RRAEAETEIEAS
ARG ~ BERRGE IR EMRE o

NetApp& StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« |DC1-ADM1
«'|DC1-ARCH
«|DC1-G1
»|DC1-51
»|DC1-52
»|DC1-53

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

Network Traffic @

6.0 Mbps
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* U REETFIEEHI2S(E A SANtricity FYRRRASEH108.42.20.00 (11.42) HUEHAR « FHEAEEENIRANITFHR ©
"f&E FH SANtricity R T HTRIT 2 EFHRIEE R A"
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2. R ENBIESS S AGrid Manager ©
3. BB UEE o IREBTEINRERDY System (ZR#) 1 &E&RH ~ BEHY ™ Software Update (*BREEEEFT) | o

LR tHIR TREEER Bl o

Software Update
You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity O5 software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

+ To apply a hoffix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

« To upgrade SANtricity OS5 software on a storage controller, see "Upgrading SANtricity O5 Software on the storage controllers” in the installation and maintenance

instructions for your storage appliance, and then select SANtricity OS:
SGE000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

rageGRID Upgrade StorageGRID Hotfix SANfricity O3S

4. % —T* SANtricity (E2ZR#E) * o
S EEHIR NZEREXERHK EESANTtricity ©

SANrcity O

You can use this page to upgrade the SAMtricity 05 software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage contrallers are Mominal (Nodes = appliance node » Hardware) and ready far an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM is automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
corplete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OS software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browse
2]

Passphrase

Frovisioning Passphrase

12
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S. IEEVENE NetApp SZ1BATIL T EHEY SANtricity {EERMARARIEE

a. B—TRE" -

b. i I SEENAEZE o
c. ¥—T THRBu o

HERE LENEE - BERFTAR  ERREEE AR

(D)  srusnsesE - BACREREFN—$H o

SANricity O3

You can use this page to upgrade the SAMtricity O software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage contrallers are Nominal (Nodes > appliance node > Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based an the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OS software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browwse RC dlip

12

Details & RC dlp

Passphrase

Frovisioning Passphrase

24
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SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File

SAMtricity O3 Upgrade File Browwse v RC. dlip

2]
Details €&  RC dip
Passphrase
Frovizioning Passphrase
2]

7. ¥&—F* Start* °

LR HIR—EEE 71 © i5h EEMRE A RBVENRE L BURRTSET « BB 2SRV ERPI A & E Ry Pl o

A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
=[]

8. #%—T THETE. -~ #ESANtricity (P2 RFKFRIERZBA T EIREEL o
R A GTHREIAPESANTricity :

a. FITREREE - WIEF ST RAMMINREZESS Needs Attention (REER) 1 °
()  WRMETEMSS  ARAELS  ABEE—T [ Start (BIE) J o

b. EEMEFHIR IBIEERR EER o SANtricity lbREE AR RAVFT A RETFEIRS ~ UK SESRAE AT
FHRREES
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TRETFIAREFNR - SFRREREER o KURIEFEEEFEHRAIFR ~ Bl
@ fESANtricity FARIR A7 ERAS R HFEIRS  HHHRRRAE RFHRERINA RS
7 TSANtricity RERILEIREBER ARG R ©

SANtricity OS Upgrade Progress

A Storage Modes - 0 out of 4 completed

Q
Site IT Name It progress Il stage Il Detaits Il Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you o approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve
RTPLab1  DT-10-224-1-183-53 Waiting for you to approve | Approve |
RTPLab1  NetApp-SGA-Lab2-002-024 Waiting for you to approve
£« »

0. & ~ AT LURIE UGG « 218 « EE « BEEC S HEER « DURESIERIBFBEFEEREE - & « 7
B HIRPRAFE « USSR EHR o

AR ERE TANAARRESRRBE
10. 2B EFHIFTE EARITIIR R ERS o HEREMZERRE —RAR—E o
PRIESANtricity 15 E BiRL B EAITF L B « SRR IZERBRE#EFNREN

() & SANtricity BH0ES L BCEFHBIRIEERGES « BB LRIRRRRISL - 21 - BEBFH
GIS | EE U T T R e L3 s BT R I

© B—TF T2EE Rz — - RATAREFEIRGTESANtricity B TSXIR(FERMR) FARITY ©

@ NREFFRIBEFREE » F—RIZE—(EREEREHE - W EESEMR_ LA RT
pY1& ~ Bz N —(EERS o

° B—T—RBSEE R « K—ESZERGTIESANtricity E TXEREZERMR) FARITS

15 A] BE B AEE R SANtricity FBRRASBIEERGF R EEIEL ~ (ESANTtricity FRIFEZ
@ )F%SANtricity FREY|HB TR LRVERTAR « TRIEIATRAARARIFR R ARIZ
% o

#—T* Approve *2 1% + FHRIEF GRERETTMFHRENE:  MRHETTUFHR - BIGR L EA R
550 o +

SROSLEETDE « FRREVFHRISR ISP AR « (EATLUE R AR S R BA O R R Se AR o
SRR FHRAVENES - IR RTE TSHEER) M REIRSCRISE « REm R AR —RIHE :
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1.

12.

T REEEEFR o
* REAR I E R EE R A ARSANLricity ©
" (EERFIERE L ERE R AEA SANtricity ©

'SANtricity NERNILERIIEERG AR S RTEIRLL A StorageGRID BJHZ IR I IHAERI TR
25 o JEEAEERTFHA ERARILAR o SEESANtricity AR S AVENER « BN ST EMIEER
AEVAERF o +thIR TSANtricity A& HERIMFERFERLULHE AR S » FTonENEEFEESANtricity £
ETREREFERCENIEERRIER - STRRERISANtricity FIEMIRIEERFK 2% - 55 FESANtricity B
RN ERMARIEERA « AREERITHRIZET ©

g%ﬁ%%‘&ﬁESANtricity IXIBEERRA FHRITYIPBIREIRSFAAER « 5Ri%—T B 3 12518
7

MEBFIFAT ~ EFEEBHITHIR « TR RIBERE - CEEBREBRBERSANtricity 2 TXIEARFS) #+
RIZFH o

- Q

site 11T Name 11 Progressli Stage 1T petails IT Action
Raleigh RAL-S1-101-186 Queued
Raleigh RAL-82-101-187 - Complate

Raleigh RAL-33-101-198 Gueued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve
Sunnyvale SVL-S3-101-94 Waiting for you to approve m
Vancouver VTC-S1-101-193 Walting for you 10 approve
Vancouves VTC-52-101-184 Waiting for you o approve
Vancouver VTC-S3-101-185 Watting for you to approve | Approve |

sATH{ESANtricity ~ 1§ ERHTARE B ESEZER R ENRS o

@ Y0ZRSANtricity {EMERREEE BB MhRBVEREPRRIEAFSE « RNZERGAVFHRAK - &l
AJAER B ENHEEIRET « AR EEEPINE - RS RIS IR A BB -

MNERENEE ERIFNREKE  FIAFEAGrd Manager1THH4R ~ ENBH R REREERMSER « WRENGHEER - T
JB(E M EETURFH AR SANricity LEETRL FRVEE R o sE2RIREBIVRIEEBEERA - ARz & ~ EEIY
FERLLARENETREFR o 1 EEMRAULIESR  FRIT LR -

a. fESANtricity BB HRPEERAIENEE | ~ (MR ARA R TIENEE R

b. {FFGrid ManagerZE #EXEN SEALSANTtricity FEROSF 4K ©

EFfAERNEE FVERTSTERET « R TEMEERR) EER - U EHIRGEEE « BRTHR
EHVEE R R H HAFNEFR o SANtricity SANtricity SANtricity
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SANINoTy OS epgrade compleled ot 2020-04-07 132602 EDT

SANuricity 05 Upgrade Fila
SANtneily 0F Upgrade Fie @ Ercege
Passphrase

Froveoning Fassphrase o

13. SR BEFFSANricity EHEHEMENL: « BEMUFHRIZF -
() RS Needs Attention (BEEE) 1 MM « HEFAMEEERIHTAE o

R

"NetApp Bi@MHRFZTA"

"fE FISANTtricity MR TUE RTF RIS EAHRIEERAT"

fEFISANtricity B IRTUE R IERIS EARIFERR

G TEES23 B AifE A SANtricity FY208.42.20.00 (11.42) ZATRRAERIEERLR ~ EA
ERMEERIEFRERAA

1HFF1EEE’J§EIEI

BANetApp @M HIBRTEIMT  (NetApp Interoperability Matrix Tool ~ f§fg 2E&:, ) M
SANtr|C|ty CRARFARIEFERRIRA B R EREENER o

* UNR StorageGRID ZEmaEStorageGRID —{ERZIRIALHPHIT ~ BISG6000-CN-1EHIZZ B2 E A MENE
=

ORE . Ll s T
R B B R

RIRERI(E
5B 7N7ESANtricity ER 1R 8389StorageGRID ZAEZIEIRIEH « —RABR—EU LHERIRIR o

@ R StorageGRID EEEXMILMEREITIE « —RARZENERNEARETESERNEREE
iR °

1. RARFEE SRR ENSTFENSANtricity TNetAppRAAEIEZT) TEA o
2. BE2FTSANtricity FISKETOSERRRIEZZFNVSRAMAEZE TEH I BIERA P ©
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CD NVSRAM/SRAM/SRAM/VRAM/VRAM/VRAM/VRA StorageGRIDzE 7] FIIZZERINVSRAM
T o

3. $EIE_FHESANtricity B ESISHISISANicity (SHEXIEXIBARES) HUEAE - FHRBIBAINVSRAM.
() uHEBEARER - AMEERD -

4. FHREETTRE ~ FBEREEIEILS o ¥ Mthe Sof the Sof the Some Installery 2R 3 >* 2 HRH 125 28
*| StorageGRID ~ ZATRERN 5 H A —(@EZEIS !

° RV BRI ZE StorageGRID SESW* ~ LIS #TR(ENZERISS ~ WM EEREEFMARRE - IREEEHEE
BIVTEM T « MEFIT RN MEIER(FE  5FEBULER -

o JERCERMIME A MERT  IERENERISS « EEIRRIEEED - MREEHMABRZAE
%Eﬁﬁ%ﬁtﬁﬂﬁﬁfﬂ%ﬁ%ﬁfﬁ% © SAEENILE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a controller reboot. l Reboot Controller ]

Rebool inlo StorageGRID | Reboot nlo Maintenance Mode: |

R ES MMM ERMINAMRIIERZ20 7K E - SZENEMRMETTH - BEREENRMALE
% « 553R[EIGrid Manager  THiF:) RBEBERERRE « HINERAKEDHR - RNRBEEAETRRE
RERFIARE « EEREZEREMEE o

NetAppa StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard o Alerts - Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
«'|DC1-ADM1
«|DC1-ARCH
«|DC1-G1

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

«|0C1-51 Network Traffic @
«|DC1-52

«|DC1-53

6.0 Mbps

R
"NetApp Bi@MHEBRTA"

"f&E FAGrid ManagerfESANTtricity 771528 FFHRIEX R 4"
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° fEfHStorageGRID {(SuseZZHIZR)  ABEEEVEE > SANtricity (RABIEE*)
° {EAGrid Managerilli £ 81%5*> appliance Storage Node >* SANtricity (R#AEIEEZEZ) *
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https://Storage Controller IP
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Upgrade Drive Firmware

] Select Upgrade Files

Review your current drive firmware and select upgrade files below..

What do | need to know before upgrading drive firmware?

Current Drive Firmware Associated Drives

MS02, KPI‘.-'.I51VUGBDUG1f View drives

Total rows; 1 oD

Select up to four drive firmware files Browse

FELEEEHI

* BRI R RERR A 2~ MS02* ©
AR RRE A KPM51VUGS00G* ©

#EEY TAssociated Drives (tHRGHEREE) 1 HPAY TView drives* (BRARRAREIE*) | ~ MUBETRELEHIIRILE
HERERETHUE -

a. FARAFAARMAFRIREIRERE ©
4. TFHEE T AR SRR AR -
a. 7f THERRHSRNREF AR T ~ 2EEX ™ NetAppZiE*l ©
b. ENetAppziE4EUL E ~ EHY* Downloads (&) ZF31ZH - SARIEE ERYHREEERE o

BERNEERE R 5 HARREIRS R o

C. ESHFRETRENSE HIREHERNE « WD SERIRE RS EE RTHIREEIRES o
* WRIBERRAARBIEL  BULLHLBRIL A RIS B A R BVEIRShRAS

* WNSRY BRI R B — B S SRR T ARk © RIS LR P LUETTRIBE A AR © 1F]
VUERREAEAG 2R T 3 EIRHE
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PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v COMMUNITY v~ DOWNLOADS v TOOLS v CASES v PARTS v

Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier 5 Firmware Rev. (Download) Notes and Config Info Release Date

KPM51VUG800G Firmware Rev. (Download

MS02 Fixes Bug 1194908

E-X4041C 55D, 800GB, SAS, P KPM51VUGB00G M503 -~ 04-5ep-2020
MS03 Fixes Bug 1334862

d. IR HEFAAVEIRERRZS  HEEEIRERRAFRELSE (TH) BTH .zip B2 EEZMERE -
€. {tSupportfBuLHREY (FRER4E) & T E BRI R RS ERIEREZE o
S. ZETBIRMBRET AR -
a. 7t TERBhESEIEEHA4K. TH TRAEEIERE) & - ZEE TBEIRF4R) SANTtricity o
b. BEEVSZIEE* « JABIERVENESupportd8ih T AT AL BT RERESE o

FERE I S REIE 2RV B TBAAMA+ D _HUC101212CSS600 30602291 MS01_2800 _0002.dlp°

T &% AT LUEEN L BRERR L ZIRSIE S « —R—1E - MRS ERGFREEIISIE SR AR —ERREES ~ &g

IREIMREREE - ATBARFH RIS  AEBRE—E -
c BB T4

SRR B (T DU R P VR SR TR AR AR o

R AR BB -

PRI S B R - MRELERBILE  HEW L5 o
o BEBER (TAT) FHR-

CRIUERRER AR A - IRERRERNHERN - RSN A HIRER/OEBE EFLIE -

e ERBHNFE—RHF  ENEETFHREVEEERE -
REBHBHERR B — AP A R A R EBR R FIEE RS o

LB Start (B1AY) ~ ABEBICEHITAR o

MREFZF AR « SFEECF L - BRIEEETHEMRRE THIEE M < EREARFEBIFEE T

WAGEY -
() EiusseEr R A S SRR R SRR A o
o (%F) EESECAMERNEEL  WERHEE -

SCEEE UL IBEGFEE SR THBENKH latest-upgrade-log-timestamp. txt ©
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. Reboot Controller '

(| | E——— | |

R ES MMM ERMIMNAMRR I SERZE207ERRE - SZENEMRAMKETTH - BEMEENRMALE
% « 53R [EIGrid Manager o T8i%) REBEERESNRE « HREAREENR « REEREEETE
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NetApp& StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard o Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« | DC1-ADM1
« |DC1-ARC1
«|DC1-G1

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

| DC1-51 Network Traffic @
«|DC1-52

| 0C1-53

6.0 Mbps
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"SG6060 : LREEHAREH"
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@ The storage system contains 2 expansion shelves.

This Hode
Mode type Storage v

Mode name Metbpp-SGA

Primary Admin Hode connection
Enable Admin Mode discovery

Primary Admin Mode P 17216471

Connection state Connection to 17216471 ready

Instaliation

fCurrent state Ready to start configuration of 1 sttached but
unconfigured expanzion shelf.

Start Expanzian

. MEBEXE « HRRE BE PP EFIRRE o
40 ~ R SANTtricity NetApp System Managerf#Z R (E {77 ERERIRE -
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EEYGRRIMEEL « IEERRERRE K -

Monitor Expansion

1. Configure storage Rurning

Step Progress Status

Configure volumes s s 1 Creating volume StorageGRID-obj-22

Configure caching Pending
Configure host settings Pending
2. Complete storage expansion Pending
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Overnview Hardware Metwiork Storage Objects ILM Events Tasks

Reboot

Shuts down and restarts the node. Rebooi

Maintenance Mode

Places the appliance's compute controller

into maintenance mode.
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¢ (SectionApplianceZ#£F2) StorageGRID #1 ~ #EHY* Configure Networkingl (GREAE) > I Link
Configuration] (E4EAERE) o

NetApp® StorageGRID® Appliance Installer

Home Configure Networking « Configure Hardware - Monitor Installation Advanced ~

Link Configuration
Home IP Configuration
Remap Ports
Fing Test

B Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)
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MRCLBFEGHERNEL « AAERREER - MBI DHVRABIE
() % StorageGRID $EEMISARMEBNEMIPAALY — « BHBAZERLENURL | +
https://Appliance Controller IP:8443

MRCETTVLANRTE « RENFHERAIEESEE - MIRECHFEZLERARENIPAML « FREBIETR
TIP3t o

"SR E StorageGRID FBAEIP{iE"
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BT ISEESITRE R E MR Z 5 ~ AR R MU pingi® = EBIRHIREAIGrid Network Pk ~ MUKk E D
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EICREEGHEEE FEEER  SAEMBEIEIR, o i€ Mthe Sof the Sof the Some Installer) #EEY [
P>+ EHTRAILIZH23* | StorageGRID ~ JABIEEN 5! Hh—(@EEIE :



° RV BRI E StorageGRID SESW* ~ LIS HTR(ENZERISS ~ M EENREEMMARRE - IRECEHEE
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o ERCERMHIME AMERT - IERENERISS « EEIRRITEEED - MREEHMABBRZAE
%Eﬁﬁ%ﬁtiﬂﬁﬁﬁﬂ% REIFEE ~ FRIERULIE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a controller reboot. l Reboot Controller ]

Rebool inlo StorageSRID | Reboot nlo Maintenance Mode: I

R ES MMM ERMINAME I IERZE20 7K E - SZENEMRMETTH - BEREENRMALE
% « 53R [EIGrid Manager ° T8i%) REBEERESKRE « HREAREESNR - RTEEEEETE
RAERFIARS « EEREZERERER o

NetApp® StorageGRID® Help ~ | Root~ | Sign Out

Dashboard " Alerts - Tenants ILM - Configuration = Maintenance - Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
| DC1-ADM1
«|DC1-ARC1
| DC1-G1
«|DC1-51 Network Traffic @
+|DC1-52
+|DC1-53

Netwaork Storage Objects ILMm Load Balancer

1 hour 1day 1week 1 month Custom
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1. #¢ {SectionApplianceZ%#£F2() StorageGRID # ~ #H* Configure Networkingl (GRE4HEE) > 'IP
Configuration]  (* IPAEER) * o

2. ¥ Grid Network « EIZ4EERH R mAERAIMTUR EETFIERNEE -
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 kB

@ MERBIMTUEA AR S ERREPIIER 2 SRR IEIRIR LR ERVE BRI ~ AIAEE 3 EERRKL
FERIREREHBIERK -

AERREMEAEE - FRA BRI EGrid Networks TH_ERELHBEIMTUE © 21R(E5!
@ BiR5_EGrid NetworkIMTUREBREEZR ~ AIEHHE" Grid Network MTU mismis“&7R © Fi
BHRERERHNMTUERF—EER -
3. BENCHREREIMER  REIRE"
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot. l Reboet Controller ]

[ Rebool into StorageGRID ] | Reboot into Maintenance Mode: I

RE S AR EMINAMRIIEREZ207 K - SEEIEMRNETTH - BEREENRMALE
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NetApp® StorageGRID® Help ~ | Root - | Sign Out
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~ Data Center 1
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Network Storage Objects ILM Load Balancer
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1. 7% {SectionAppliance%#F2x) StorageGRID H - 3#HY* Configure Networking)] (FRE#HEE) > [ DNS
Configuration] (* DNS#BAE) * o

2. FEERIEEHIDNSAIARES EFE MR o
DNS Servers
A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x

Server 2 10.224 223136 +x

3. MMBHRE « FHEDNSAMRES ©
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. l Reboot Caniroﬂer]

[ Rebool into StorageGRID ] | Rebool nlo Maintenance Mode |
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1. # (SectionApplianceZ#£F2) StorageGRID A ~ 3#HY* Configure Hardware) (FREFFERE) > ™ Node
Encryption1  (BRREINZEE) o

Mode Encryption

Node encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 7]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abccedb1facfcel1b1bd870ae1c1ecbbd5e3849d790223766baf3bchT
Hostnames 10.96.99.164
10.96.99.165
Part 5696

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any dafa on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |
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