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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups =)
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,

VAV S S S

FIEIERERRER Lth S8« FIMNBFAEEEREID - ARIVSELEE - SRR BB LR ERIAPIZER -
7 BERUSFRERNE ©

FIER ISR D REELEHIERA - IRZ ~ ErILIR— TR B RS ERAIREX
B—TsA

REEACENSH  WRFBEIERPFEX -

B—T3iT o

BB IE ZE R E TR




Grid Management APIHRZS & 18
Grid Management AP R ZAS E IR R 2 IR AP ETEERIH 4K ©

fiEn ~ tERequest URLEEEAPIRRZSS ©

https://hostname or ip address/api/v3/authorize
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APIEEEEEY =N iRz
BEIREA 2.1 2.2
BERRAFEE 2.1 3.0

E—RLHEStorageGRID B « R ARETIRASAIGrid Management API o Rig « E1&FH4kStorageGRID &
HEVIHAERR AU B ETARES « (ST 4ETZENEE IRAIAP] ~ LIEVIS ZE /D —{EStorageGRID HRZASHIEFTINAE o

BT LA Grid Management APIZRE& E ST HERVARZS © W1 sF4AE R ~ 552 ESwagger APINX 4
B Tconfigy —&f o {EHEZTEEFFIA Grid Management APIFE R iR A FERESIRAZ % ~ FRY
BRERENZIE ©

BEFNERGLU T AR TR EBRE

* [OIFEAZEEA (deprecated : truel
* Json[ElfEZA B S ldeprecated] : true
* NMS.logFh & 31 BB RFAVES o FUD -

Received call to deprecated vl API at POST "/api/vl/authorize"
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

taE ZKAIAPIRRZS

eI LAE R BRI B BIRIEEAPIRRES (/api/v3) BUREE (Api-Version: 3) o MNREREFEHEMEMEE - Al
TREZEBERRBEE

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

PrEtis gL EKIGE (CSRF)

& StorageGRID 7] LA {# F§ CSRF M5 3k 5815 {8 A Cookie HIEREE TNSE ~ 1BNFAEE RS AR uL E K
4% (CSRF) IXZ o Grid ManagerfifA R EIEREXNE HERAILLZ 25 ~ EMAPIAE
ImA A EIEE R ESTAREA °

;%%%%ﬁ%ﬁ%ﬁé?&*%ﬁ*ﬁﬂﬂﬁﬁ (PIENHTTPREPOST) - AIREEGEXREABAERENCookieRE BT EE

FFCSRFHER 1HBIBAEECSRFIEE © StorageGRIDEXAREF « 53 Cookie A B AT S EIRBATFEPOST
ENBHHINE °

EERYFILINEE - 5B € csriToken 28E true EBEHAR o TAR{EA false ©

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

YNRIERE ~ BIAA GridcsrfToken CookielB AMBHEERRE ~ I E AGrid Managerfll AccountCsrfToken
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* o X-Csrf-Token 158 W ETA{ER A CSRFERICookieHI{E ©
* BMESRARIEEIEMIFEE - a csrfToken REFBERAENZREY o

MFEAFHISHEER « HS R EAPISTH o
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KAVIREE ~ RERIsonERERMAZEIMICSRFILERE

MEREIRE—FA ~ 55(E£FAPI
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MNEREXBE—ZEA ~ 55E AAPI
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* [CENE I StorageGRID F{EIL A1 A& BHAERAVEREE (£ A& RISSOE A E R I ZES o
* NREBBFEEF EIEAPI « SAIEEFIRAID ©

Eﬁﬁ“?ﬁ AT
EERUIEREREN ~ S UUER T EP—EZHE)

* ° storagegrid-ssoauth.py Pythonig <5  {ii¥StorageGRID ZEIEREB&H (. /rpms AR Red
Hat Enterprise Linux@{CentOS ~ . /debs #ERAFUbuntuZ{DEBIAN,{ B . /vsphere CGEREMRVMware
) o

* CurlZXRHTERIZEEH) o
NRBITREKIE ~ B TIERZAIE AR o LRIAEEETUTHR | FIEEPHRAIENY

AYSubjectConfirmation ©

() sefICuI TR AN L EAh S B HI RS o

NRECIBEURLARIEREE ~ AJSEEATILTHERR | RZIEBISAMLARZS
1. BT A E 2 — UES ERE e
° ] storagegrid-ssoauth.py Pythonig <5 : RIfEHER2 o
° fEFACUNZEK o FifEFER3



2. NRIBEFEA storagegrid-ssoauth.py I5THE ~ KIS IEFIRLAPythonfi#fE2s ~ REBMITIESHE ©
HIRRTREF  sA8A T75 I BHYE -

° SSOfERELTE

° LT IRmAYASI StorageGRID

° RSB StorageGRID 7R

° BEFEGFEREIEAP| « SFBAFEEIREID ©

python3 ftmp/storagegrid-ssoauth.py
saml_user: my-sso-usernarme

saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345
Enter the user's SAML password:

R R R R R E R R F R R R R T I FF I I EFF FFFF XTI XTI TR EFF TR EF

R R R R R R F R R R F R R F R R F I F R R F I T EF I T I F T F I T F T FITFFFFITFFEF XTI F TR ET SR

StorageGRID Auth Token: sbeboybf-21f6-40by-afob-scbcacfbager

it PR T BRSE RN o StorageGRIDIGIRTE AT LIS N AR ELMthZEEK ~ $HLS R EASSORHERAPIN TS

= o

3. MREBEABEENR  BEATIRER

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345'

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ HE1FHGrid Management API ~ s5{EF 0 TENANTACCOUNTID ©

b. BEIZNEHEEMERFURL ~ sBMFHPOSTEX /api/v3/authorize-saml *» WEEIERFEERE
fthdson4RHEE ©

& BT B S EEEURLAIPOSTE R TENANTACCOUNTID ° 45 REEIE = python -m json.tool A #%
BRJson4RHS o



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

-—-data "{\"accountId\": \"S$STENANTACCOUNTID\"}" | python -m
Jjson.tool

L&A EEE S URLARBHEEEURL ~ EXRESHMISON-encodingfE °

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIwWEEVS%2FJTuv’. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#7F SAMLRequest {EMOIEFEISUMHEENSER ©

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvfwA%3D"'

d. BUS5ZEAURL « EFESAD FSHIEBRIREXKID ©
Hoh—

I —{EZEIEZ AR EENURLIREREARE -
curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID" | grep 'form method="post" id="loginForm"'
[ElfEEIEAFIHEXRID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-id=00000000-0000-0000-ee02-0080000000de" >

e. fROEhEFARIREXRID °

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
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f. BEHREERHEXE AN RED(E

curl -X POST
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

-—-data
"UserName=$SAMLUSERQRSSAMLDOMAIN&Password=$SAMLPASSWORD&AuthMethod=For
msAuthentication" --include

AD FSEE[RI302EFEM  WAERBEFRREME o

() [RONSSORMEMESEAES (MFA) - AIREPOSTHEOEH = EEBA
BEEL o

HTTP/1.1 302 Found

Content-Length: O

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw33D%3D&RelayState=12345&client-request-id=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. 7% MsTsAuth ZKEA[EfERICookie ©
export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="
h. #5858 RESEIER & CookieHIGet EXR EISEIE ©

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

—-—-cookie "MSISAuth=$MSISAuth" --include

CIFEZEE B FAD FSTERENEN - UMHBHBREHFER - MEEAX EEREERERMMITE
= SAMLResponse ©



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store
Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8
Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin

for more details
Set-Cookie:

SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bkl1MnFuUSUzZCUzZCYmJiYmXzE3M]jAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND

UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure
Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;

path=/adfs; HttpOnly; Secure
Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {#7F SAMLResponse {EFERIMEMAL :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EFB{#7F8Y sAMLResponse ~ ¥J3&StorageGRID —{AAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

A RelayState * MIRIEEE AGrid Management API ~ :5{E TR A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \

-H "accept: application/json" \

--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[E1FE ELFEEREE AL ©



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. REIEFRIBREEN 57743 MYTOKEN ©

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

CIRERI LA A MYTOKEN B EMER ~ LR R ERSSORMERAPIFN AT ©

MEEYHEE—Z A ~ HIETAPI
MRERBAE—FA (SSO) - EEEH—ZRIIAPIER « LB HGrid Management APIS(FE 5 &EIEAP o

RIRERI(E

MEHRE - StorageGRID RBAEAMME—F HEE L - BRI B HULINAE - T - CHAUE
%StorageGRID RE THEEMNE—EH (SLO) : BEAMStorageGRID HISESOREER °

HER
1. BEEELEEENETHEX « 55818 cookie "sso=true" ESLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

-—-cookie "sso=true" \

| python -m json.tool

EEEIEHURL !
{

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

2. {#EFEHURL °

12



export
LOGOUT REQUEST='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwETI
RfhZ...HcQ%3D%3D'

3. EERELHURLLERSLOL EF B EStorageGRID FEIE o

curl --include "SLOGOUT REQUEST"

B{H[E]302[E]FE - EFMERUEARNBRRIEAPIEY °

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MiB&StorageGRID R0 & AT o

filBRStorageGRID LEAZSSOMAZ ZIREMBIATNAERE] o MR cookie "sso=true" KigH « FHEE

i StorageGRID FRF R & 72 SSOREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

-—-include

% 204 No Content OERTEABREEEY -

HTTP/1.1 204 No Content

13
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