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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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B4 epBRRHRRIER 28 ~ RT3 TR £nBEHEKX - REERERESL -
IEERERFHAERFNENBEIAEERELANREFERIIN testbucket | 18

aws s3apl --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-

configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

FEREENEREEEEEMNERERTE 5% [Get BucketEaniEHA1 2K - fig0

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RUZHEEIE S5 LERI E R s BHRAER -

EEERERERE BT

TRILESY TREYM) ~ TRERWMF) 5 TEUSYIM) Z0RET « ErE s BRI PRV EIHRAIE
HEYMY - MRBEARA - EIEEEE Expiration IEHYHEIHARE RS EHRAINSE o

@ .ﬁfv{u%rﬁﬂiﬁLﬁﬂﬁEY{tlLM expiry-date BEMHIZYHRIFREVER B ER - WIFFMAE

A2 1TStorageGRID Z1ERVERAHHY rtll]ﬁ/?/E%ﬁ:ﬁmJ °

g0 ~ LEPutIFERZE2020F6 822 % ~ WEFHREWMH testbucket 3} ©

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FYINEIERTYIMHETE100K (20205108 1H) ®IBHA - BN S LA EHRMERERIRAI2

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\",
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fIgn ~ it MR BEXRZRAREISE—EY) 4+ EtestBucketi#FE&FRIPAEE K o
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RUTHEIFE BLFE AR E R  F5HHISTE 100K B « BRFSRAN2 -

"AcceptRanges":

*"Expiration":

id=\"rule2\"",

"LastModified":

"byteS" ,

"expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-

"2020-06-23T09:07:48+00:00",

"ContentLength": 921,
"ETag": "\"9762£f8a8030bc34£5340579d4446076£7\""

"ContentType":

"Metadata":
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"TERTRE EIEE"
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SR BRI & (PR
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"binary/octet-stream",
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° x-amz-server-side-encryption-customer-algorithm
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* x-amz-server-side-encryption-customer-algorithm : ¥§%E AES256 ©
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FAsHEEP)

GET /bucket?x-ntap-sg-consistency HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

G

EBIEXMLE « <Consistency> SEETFIIEP—EE :
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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MRAEA—EE) BERRCIEEEEREEMHITIEEN—RIEELR
FER M — BRI IBR E AR L MR E AREE ©
CsZEEAS3 | PuttBucketConsistency R IR S root#R ~ A SESERIE{EZE ©
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° x-ntap-sg-consistency 28BS T HEP—EE :
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PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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A BEBS3 . GetBucketLastAccessTime PRI IR AR ER ~ A BESERCLLIESE
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GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

[E1FEEE A
eI R E St R ER AR LRI E B -

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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B SR

LEEEF AT R F E R R FENEREES o
PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

tEEE B EF A EEF &R _E RFEER o

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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B EE (i A B RHE AR RE B SR AT R G MIBRAEREXML ~ LUE BEREMAIESE SRS
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ItEFIEERE AR ERNIESELSIR

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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[Get BucketP#£E 1 BARAAREERATRCHEEAEREXML ~ IR EENEEENESES o
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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[EIEAX B2 H#FENPESEIRRNAAR - PESEEENARRIUATHEFENESEARESN - hHZE
ERMREERLRS 0T - URERYHPEBERNEEE ﬂﬂllﬂﬁliﬁﬁ%&i °

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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FMAEREXML ~ SR P EBEMEXEBRPIES RS B0 -

1S EBER 7 ERYSS : PuttBucketMetadataiBANER ~ SN2 MRFIRMER « F AESTALLIESE -
E

ERVATERAI R ZHETENARE - SEPESEENARETE S —NZ @R - SERBBEIEE
EERIYI - StorageGRID LU FER 14 i ERHEXEIMME B g3t o

Y eI IRY) 2B A B ST TERE © AU ~ eI UEXEEREBZYHMNHEER /inages E—EBH
o~ U AEBRIEBENYIMY /videos BB —1@

BAELRIEBEREN  TRXFEEZHER - HIW0 - SAMEFTYHRRINAR test METERA
AR EBREERNYH test2 FREF o

B Byt A fE FA StorageGRID REIRREFIURNIRIETE © EFHEERUENERERR « HBRUKBH SRR

B ~ IREGUAZETETE 400 Bad Request © #HiRsMEIEH | Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEHH ~ MHNPEER S RAEFET /inages BFXE—EBRIM « YA PESHR G EFEFE

T /videos BXEF _EBRMM o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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test © ° test fHEFERERA « ALt versionId {ZiEEAZEH ©

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}

}
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GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
By 2 A8
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FHERMIAE

MEFEFEEEIAREERENR  BIEIEIIHTTPIREEIES 404 Not Found BIS3ERMEE
"XNoSuchBucketCompliance °

HEREER
“EAILME B4

“ERERRA"

BE | RHEREAREEENR

TRARER | EREREREBE - N8 « ERILMEEERILZERREIRAERERTRINERERRTE © H
o~ WA LGRIRANITRER GAFANRRE - NRLERMAREHME -

@ FRIRANFZIE (ZEARFEEK) e « IREBSIHHERN © StorageGRID
StorageGRID

"R S3HEHE"

“ERILMEEY S

"NetAppXli#/E © WA EEStorageGRID ZIREEMHAE « FF2H (HHMEXE"
S ZBEHES3 ¢ PuttBucketCompliance#fR ~ S @R Froot ~ A BESTAULLIEZEE ©

L TRAELL EREBREXRE - B AR ZREERENSERIIEE—EE -
FRsR SR

IEEEAIER GENL B EFERERTE nybucket © TEUEEEFHIF ~ ¥AIF mybucket IREFFREME (
l;$\ 051~ 2007348) ~ MIF—F ~ MYHEABBRILEIE - ILEWRAGERNE - SEMHREMER SR

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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1EIR S3 REST APIfE% = 5UStorageGRID {LLI{HEE
S3 : PuttEncryptionConfiguration * MIBREFER NN
* ERBERRINE

S3 : PuttBucketLastAccessTime R ERRBIE R B FEEFE =0
S3 : PuttBucketMetadataiB4/l MERER P E AR =1
S3 : PuttBucketNotification B RFER B
S3 B E S E—H#E x-amz-bucket-
- PuttBucketObjectLockConfigurati opject-lock-enabled: true
on ERIZEE (thEES3 | BIrFHER
)
S3 : PuttBucketPolicy BIRREBER
S3 : PuttBucketting * MIBREE(IIRS

* BEAERS

S3 : PuttBucketVersion BABRRBRAERE
S3 : PuttFtp# 254EAS * MIPREFEE L niEHA
* ASESEARIEET
S3 : PuttReplicationConfiguration A BRFES =~ EEH Y TE) M TR
3 B E HERR
EREYHHIER
HERR S3 REST API{EZ E&iStorageGRID {CLA{HEEE
S3:FILZEAE HE * hIEZES LE

* POSTYIHEIR

S3 : BRI+ * MR
* MBRZEM
* POST¥IHEIR

S3 : MIBRObjectTagging B4 AE ST
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FEMR

S3 : fiB&ObjectVersioniZzt

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

filB&ObjectVersion

GetObject

GetObjectAcl
GetObjectLegalHold
GetObjectRetention
GetObjectTagging
GetObjectVersioniZs
GetObjectVersion
FHZEZH LETH

PuttObject

PuttObjectLegalHold
PuttObjectRetention
PuttObjectTagging

PuttObjectVersioniZz

S3 REST APIfE%
MERYIFIREC (VI RV RE R )

MER (HE9S RE AR )

* BSft
* R
* POSTHIHEIR

ES¥fFACL

RISt a/AEE

BSYIHRE

BS¥IHIRE

ESYIMHREE (MBS ERRES)

Get#ft (MIHFBISERRZS)

FIHZH - POSTYIHER

© MEYF

© MEYM-ER
* POSTHIHEIR
* BEZEHLE
* STAZERMD £
© HEZH

© LETHER

R REREIE

REBYIM

REM RS

REMHRT RS ERRES)
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HEPR S3 REST API{EZ£ Z&IStorageGRID {CLA{HtEEE
S3 : PuttOverwriteObject * BEYH =

* MEMG-ER

* MEMHTE

* RpR¥IHARES

* FTERRZEMD LE

S3 : RiE¥IM POSTHIHEIR

fEFAPuttOverwriteObject R

S3 : PuttOverwriteObjectt#PREEStorageGRID FE I EMNH Z EENEHETINAE o LEEPRMIERTERTE B
FisR B UBRMHNER « EREERMNPEER ST

HEREPRAYRI BERR E BL4E

* A5 L BRIHEAIUBRYIMN - EERFERKE °
* {648 AP IREZERYM - /% T4E48. B - PuttOverwriteObjectEfREVEIES UM T :
© MREF—BERIIRAYH -
* BABRYMNER - EAEE RN PES R SSYIHRC
* (EEEITHRRREERE G ECH « WEEFERR o

* NREAASIHRAEE « B HEE) REAMLLE TREMHFRC) 3 MMERMHRC) (FRESM
KREIEBAIhRZ<EITagSet

° MRBAZIRERMN ~ ILEBRRAGEL -
* BUILRERRAEFER « MRE TR5F) REMEE -
MR BERINSIFRAFER ~ MEPuttOverwriteObject#fR:EE# B4 ~ AIFFPIRELIER
@ MAERER « EREERNPET SR © It « IFRERFIER R IRECCZETG IR (
MARE>HEINRIETEY) ~ ZRTEEER PuttoverriteObject) HERAIRIE ©
FBRAEER
"S3BHARIRAIEE A"
15 [R A FRRY IR
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Condition: {
<em>condition type</em>:

{

<em>condition key</em>: <em>condition values</em>

ETHEHIF ~ ipAddressi& - {FE R Sourcelpl& & o

"Condition": {
"IpAddress": {

"aws:Sourcelp":

by

SERIRGFESE T
R ERFHIDEMT

* PR
*BF

* FME
* 1P fifdik
* nulligE

1 ESE T
HINEEER

#AEYNotEquals

StringEqualsignoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

"54.240.143.0/24"

55

RETEET (BOKRNR)
EE#Z o

R EIRAT REETT

RIBRELEY (BDANT) ~ ReiRHlFhEET

EE#R o

REBETE2ATHER (BBEANE)
BEITIER -

R IR

RIBSELLS (BBEANR)
EE#R o

R EIRE T R(EET

RETE2ET (BAXNNR)  REBETFHEET
EEER o FILARIE M ? BAF T o

RIBESELY (BDOANT) ~ ReiRHlFhEET
EE#R o PIEE M ? BRAF T
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IR EREF siLPH
&=

DTEE RIET2ETNER - REREBEETHER -

NumericNotEquals RIFETERNLLE « R RAREEITIER

HEEH RIE TR B~ BEREBEETIER -

NumericGreaterThang Equals RIE TRIER) L~ RE\EBEETIER -

#FLessThan RiE Vi) BB~ B2 IREBEETIER -

NumericLessThang Equals RIE DINREER) L~ RE\EBEETIER -
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SERFRM IR
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¥ o PIRAREUSHIHEE -
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HERYIPAAEEITEEER -

Mizk : MRERE =7 ~ FNEAEW
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S3 : BEfHEFEM

S3 : listBucketVerionsiEfE

S3 : RERFEM

S3 : listBucketVerionstEfE

S3 ! BEfEEFEM

S3 : listBucketVerionsiEfE

BANRGER
S3 ! DRI

S3 : &% LR

S3: HIE

=R EH

@t TGet Bucket) 3 Get

Bucket Object versions] E3RH35

ERDIRFTIRSH -

@t TGet Bucket) 3 Get

Bucket Objecthids] ERAIEEH

RAZIRSBH -

@ L TGet Bucket) 3 Get

Bucket Object versions] EXKAi5

EHAEFTEH

TR UERAPEREH « ZERRIATAREARAEN o A UEFERRAEH Resource FRITEMF &

EE# condition JTZ ©

TELLEEBIH ~ B S {aws:username} BEIRITERN—E7 :

"Resource": "arn:aws:s3::: bucket-name/home /${aws:username}/*"

TEUESEBIR ~ B2 S {aws :username} BIFHFEIRPRMFEN—ES

"Condition": {

"StringLike":
"s3:prefix":

I

${aws:Sourcelp}

S{aws:username}

${s3:prefix}

${s3:max-keys}

${*}

"S{aws:username}/*"

=7 EH
ERARRIpEIBIEAIRHEIES o

BRI UserName & S fHA (a0 B o

ARG EBIA BN ERAIRHAVES

ERRBEENRATIRIESRAENESH -

BHRFTT o ERFTMAXFFIT ©
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SAEFINERIR P BRAEBE R (T
e PR

FAEFSMNERIR A roota {52 A
BEATAER

SREFEEASBERNI TR
BEfF

1BXBPT A NS FRAEEIFRY
FERR

FRENFENEREN
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[FRI5RER [RREER AmazoniT# E{EH T StorageGRID

R FIRERERE () B - HHRIERE BN - YHHEMEEE
BEERIRF) REWH A - BEURAATE  RA%ES - BREMKR
BYRER F o BIUERPMAFER We
YIEACLIRIZ A VT
EVHEIR o

—XRAZE (WORM) fra&

SRR —RBAS TR (WORM) #1FE « IUREER « ERETRNMAETRER - LURSIHE
i o WAIREWORMBEE « UAZRIHFMN « WHILESRMFRENS o HEREXFHRIEHF—E
Fiik o

AT RGESIERIES « Sa

* 1£Grid Manager™ > #%|* Configuration (BCE) > Grid Options (4t&3EIH) » SA%&EEH Prevent Client
Modification (FLEZFIELR) #EEE o
* ERTSIFRAIAISIRE
° #&PuttOverwriteObjectiEAB {E 2T = SIRA! ©
° BIERMIHEAB (EE I = S3/RAY o
° g TRFFMEMG) FEESIRA o

@ EESIRA PRI RAIELRE « AIFREERET B0RBEZTEA) SR « HLEILMBIFR
Yt e

@ EMEERAAEERAMRA ~ tEZMELETREA G2RIBERA) - EfEEENIEESS
RHVER (F2RIERB) o

BRA L EITRA (RZFRE)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-————- > OK

fBRB : EETHER (B%E)

/mybucket/important.doc
PUT#1 —-—-————-—- > PUT#2 ---X (denied)

HERAE N
“FEHILME Y4

"B EER R R
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"W F FRILMR AR E Y4 StorageGRID"

"S3EHERRIEL A"

S3/RAIZEA

S54RI FIAREARIAEH) - $12StorageGRID I FIBHEIRE T BR(THHEURA) o

S3EHTFRBEEIEH)

B RA RS ERAMMAHEBEER - #FRRAREMS PuttBucketPolicy APHETRE °
RETIIAS « AERAWS CLIBEHEERA :

> aws s3api put-bucket-policy --bucket examplebucket --policy
<em>file://policy.json</em>

6 : AFFSEARBRFREHER

FEULERF - BEAN (BEESR) MAILILRFEFEFHYMG « LHHEFEEPHFREMHMIT Get Objects  (
St (8% - FRAHMIERESELE - 55EF « WRAFISELAFRIER ~ EARKRTIRPIRLUSN - REEM
ANEERARFERAER o

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

#6) : AFFE—ERF PRSEAEES TBEIE « LUREMRS R SEA REFEE

FEUEEHP « REEERF FHNSEA S UTEFNRBRFTFE « M5 —ERERS PHSEA RS Hf#
F& - WRBIE T E R HITGetObject{E2 shared/ MIFEIRAIES o

@ EINAEE HStorageGRID ~ IFERERFFMEIINYMG (BIEERIRF) - HREEEERR
A - EURRBERNREEMT -
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

0 . AFSEARBEENEEFE « THIEEHEETTEEFR

TSP - BEA (BFER) HALGILRHFE - YE#EFEEFRMEYH LHIT

%) 6% « MRABBREHERERE Marketing TEIEENIRE S « RFFEEFR

[Get Object]



"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

g6 - MRAPIRANIPEER - B AFSEAENRE AMEFENFEIE
EUEEEAIPR ~ BEA (BEER) HMaLFHEHFE « LERFEFEEFHFRBEYHE LRITEIEHEE « fIRREE

RIRBISEMNIPEEE (54.240.143.05E54.240.143.255 ~ {854.240.143.188F%9M) - FRAEHM{EEE S ERE
48~ MBIPEELIMNIFIAE ERETEEIELE o
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

P AR ERREREERTRFIHER

TELLEERIA - BERE A& AlexAI T EER examplebucket EFEREYMY - FREEMERE - G1F T
root]  ESEERFEIEMBFIAIEE o FiBFEIE ~ oot KIERGHWIEETFEUER RN E/EIS/MIBR
BucketPolicy °



"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

&) : PuttOverwriteObjecttE[R

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

:federated-user/Alex"

:federated-user/Alex"

7EUEEEHIH Deny PuttoverwriteObjectflDelete ¥4 BRI SR A FE fR1EA A ER S
EZNPEZRFSIYHIZ ©
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
HERAE R
"{EATRE L1
S3EHA/RAE A

B4R R B 25 E /R BFRMIN Z B¥ 4B RV7ZEVAERR © 38A Principal RAIFHTE - RATCEASH - BHEREIZE
FERMEF EERENHAPIZREE ©

A : ERAFEEREARERERE

ERER EERE ML SARERAER « USRI BERANG R « WERILEHEFILESSFEERNE
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I HEAREHERR ~ INTFFR -

* EES3TFEY | FAREIR o ILBHEFRIEAERA SIERIFIE « IRIFEAERBRERRIR TFIE - INFE

B tE3ETE « FEEE R BrootE BRI LAFENS3E R ©

AR : UIEBHETRRIERE A SSEIRIIMEEFEVE o 140 « EEFAERRIERE AT LS Y ML B AR 4
iﬂ s RAEBERIANRGT o BERULETRR « MERHERAINIsonF R EHIRENFHIRT « SEAREILT

* SERFH  IEHEPHERE T EEFISIER « BiEREFE o EBULEERR « SENFHRTERTER

EEHER AR JsonF & o ITEAMREEIL T & o

* Bi] | BHETRERE SRR T ICEXF HIRPIEERIEIR

FEUEEEAIR « AN B REERRENRFFERIERFRESEEMRX (ZREH) -

Mo 52 Access 7 A

"Statement": |
Read Only Access

"sid™: "AllowListBucketOfASpecificUserPrefix”,

Full Access "Effact™ "Allow”
"Action™: "s3:ListBucket",
@ Custom "Resource": "arn:aws.s3::department-bucket",
[Must be avalid JSON formatted string:) "Condition™: |
"Stringlike"™: {
"s3:prefix”: "Slaws:username}/™"
}

}
L
i
"Effect”: "Allow",
"Bction™: "s3:"0Object”,
"Resource”: "arn:aws:s3::department-bucket/${aws:username}/*"

P AFEETRERERERE

TEUEEEAF ~ BRIFENIRAIBRREEAR « TRIBFENFIA ST A USTEEFREF IRF A RFRBELL -
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

6 AFEHEMEERARHERE

TEUtEBHIT ~ BRIFEIRERAIPRREIELR « DRIZHERIPRA RS &R SSERBIMERTFEVE o HI40 « LEEFAEHRY
ERETUS B MEIYIFER « PEERAIRE o

"Statement": |
{

"Sid": "AllowGroupReadOnlyAccess",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"

1,

"Resource": "arn:aws:s3:::%*

P RFFEHENE R R EFEUEFETRY Molder”)

FELEEEHIR « BEM B RAEERRENRFEFERIHREFREREELNR (ZREH) - FIF TREEEEN
REFRAERS - [EE B EMEBERAMFFERAMNFEER
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

e
"ERERRA"

"f& FiPuttOverwriteObject#fR"

"—REAZH (WORM) 5"

L TEREST APINNZ 2
REZ GRS REST APIZEN L 2151 « BN RERAZE ©

WA AREST APHE % 24 StorageGRID
1T MEZBERStorageGRID HEERBIL R AREST APIRIFR R  BREBMISHE -
fERT5Z 21 o StorageGRID
IR B A THRREREHTTPS B A E & M T E SRS G EAHTTPS

EICRE B H T H2R M - PTLUEZERUBHTTP © A4l ~ A s 8 B2 ERAHTTPETAIE S EMIFIENEE
FA3& © #StorageGRID F:FME ~ s 2K (RN EIEINEERIERAR) o

* 1R¥ETEL StorageGRID ~ EFAHTTPSEEFEIEITHPIREN ~ MERE R _EEACLBARTS ©
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HEMR BIEE StorageGRID 7E:8 E IRELFFE LAY /REE o

- ERFIREAER EEEGEHEN SR EACLBIRFEE « Eff2 M StorageGRID 2B (A
MBBIRHENEE) AREHMELENRAAEEARSES - ICHPAREESRENE—B:TARSER

E
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fNStorageGRID F:% E & & T EifzinAhAERAE N « UG E — B AR /&R UHTLSEREIHERE R
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BE
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ZE2ME REST APIHNEE

HIRL 24 TLS

Rl AR 235655 HAACAH A A EEERMNV BRI EEERS

BIX - 5091A AR 2SR5

B FimEgsE * S3: S3MRE (FENEEIDMMHREINEE)
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"&I2StorageGRID"
TLSTEREZERMENINZER A
ZE—ERRNMEENS - BRiFEAREXIERIEREZEY (TLS) TEMRERER - StorageGRID

FIBNTLSARA

4ETLS 1.2FATLS 1.3 © StorageGRID
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TLSHRZS INBZEHMIANALTE
1.2 TLS_ECDHE_RSA_with AES-256_GCM_SHA384
1.2 TLS_ECDHE_RSA_with
_CHACHA20_POLY1305_SHA256
1.2 TLS_ECDHE_RSA_with AES-122_GCM_SHA256
1.3 TLS_AES-256_GCM_SHA384
1.3 TLS_CHACHA20_POLY1305_SHA256
1.3 TLS_AES-128_GCM_SHA256
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DCA-532 (Storage Mode)

Overview Hardware MNetwork Storage Objects

1 hour

53 Ingest and Retrieve
1.00 Bps

0.75 Bps
0.50 Bps
0.25 Bps

0 Bps

0&:00 0B:10 08:20 02:20 0E:40

== |ngest rate Retrieve rate

Object Counts
Total Objects 0
Lost Objects ]

53 Buckets and Swift Containers 0

1 day 1 week

08:50

53 Buckets and Swift Containers

The total number of 53 budkets and Swift
containers known by this grid node.

Queries - Successful
Queries - Failed (timed-out)

Queries - Failed (consistency level unmet)

Verification
Status No Errors
Rate Setting Adaptive
Percent Complete 0.00%
Average Stat Time 0.00 microseconds
Objects Verified 0
Object Verification Rate 0.00 objects / second
Data Verified 0 bytes
Data Verification Rate  0.00 bytes / second
Missing Objects 0
Corrupt Objects 0

Quarantined Objects 0

7. MRITEEEFENE R

106

a. JEEV SR> TA> IR
b. BEHEILE *>*EEE>*FIEEIF" o
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Events Tasks

1 month 1 year
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Swift Ingest and Retrieve
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* MIPREFEL

* MIBREE(IAREC

* MIBRZAE

* Get Bucket (BIH#15)
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* SEREEML EfE
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* REMH
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* MEYH-ER
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