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Sign in with your organizational account

someone@example.com
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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users
View endpoints
Storage usage @ Total objects
6.5TB of 7.2 TB used 0.7 TB (10.1%) remaining
Al e S
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913,425
® Bucket-04 937.2GB 576,806
® Bucket13 815.2 GB 957,389 Tenant details
@ Bucket-06 812.5GB 193,843
Name Human Resources
Bucket-10 413.9GB SLERSS o 4955 9096 9804 4285 4354
@ Bucket-03 403.2GB 9E1,226
® Bucket-07 362.5GB 420,726
View the instructions for Tenant
® Bucket-05 294.4 GB 785,190 Manager.
@ 38 other buckets 14TB 3,007,036 Go to documentation o2
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T00.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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ﬂ Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.

YNREBHACER ~ MEA LERY

9 The quota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25
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o RPEMBENSE - NRTBEIERPER -
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fEn ~ tbRequest URLEEEAPIRRZSS o

https://hostname or ip address/api/v3/authorize
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APIgELER! ERA $FhRA
REHRIES 2.1 2.2
HENRTE 2.1 3.0

— R « DR ARMIRASHITE SR BEIEAP| o StorageGRIDARBStorageGRID ~ Ei§ X IBIHAEF 4R EFTH
H&ZKE# NPT B TFENEE IRRIAPI ~ UER{S ZE /D —1{EStorageGRID hRZASHYZIEINAE o
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* [OIFEAZEEA (deprecated : truel
* Json[ElIfEAXEE ldeprecated] : true
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

IEEERMAPIRRZ

TR A RIS S ]IRIEEAPIERZ (/api/v3) SAREE (Api-Version: 3) o YIREEFHZEEWEE - 8
RRETERREE-

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

PrEiEsHEIAE KRB (CSRF)

&StorageGRID FILAfEEFCSRFEM ZRIRIEEE A CookieFIERETAE ~ BN SR AHIAE R
& (CSRF) KZ o Grid Managerf2iH R EIRIZ N & BEIRAIL L2 INEE « HthAPIFF
imH P EER S EEAREA -

;%%g%%ﬁ%ﬁﬁ%égﬁi:%?\ﬁﬂﬁﬁﬁ (BIMNHTTPREPOST) - EIREGEREREAEAERICookieZE HITEE

FI|FACSRF1ER H7BNBASECSRFINE © StorageGRIDEXARF ~ $¥7E CookieFI A B AR S E IR T EPOST
TXBHEHIAR °

EERALEINGE « 5555 csrfToken 2E true ERs5HAR o TAR{ES false ©

curl -X POST --header "Content-Type: application/json" —--header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

WNRIEFE ~ BIZBA GridCsrfToken CookieBAMBIE{ERE ~ A E AGrid Managerfll AccountCsrfToken
CookieZ UMBIERTE - ANEAHFPEEER -
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R TE kA 5 70 58 Bl SRR

MBEEEFEHMAD (FUActive Directory ~ OpenLDAPZ{Oracle Directory Server) H
BIEHFEHAMGERE « AIURTES 2R HHEE o
CEENEMR

s SRR ENEBESREARREERER -

SRR ERFEVER ©

* {&wAZBfEF Active Directory ~ OpenLDAPIZ{Oracle Directory Serverfif{Z & 73 85 HFER - INREEFAR
FIIHAILDAP v3ARFS ~ BB AR R T S2 3R EBFT ©

* MRECHTBERERERZEMN (TLS) HLDAPREIRSEETEM « BB DA HERMUAREATLS 1.281.3

RIRER T

TREFUREFRES 7 H AR - BURREPIRFIIRES T o EHEF A REEHAAGrid Manager
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BBl HR

o This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

1. EE EINEE > G DM E R o
2. ERCR S AR o
3. TELDAPHRFSEER @ FR R ~ 35EHY* Active Directory ~ OpenLDAP*Z* ELfth* o

YNIREEFE* OpenLDAP* ~ 35 EOpenLDAPEIARES © s 2 BOpenLDAPEIARZ3 X ET5R—T ©
B H AN LR B Oracle Directory ServerfJLDAP{AIARESE ©

4. WNREEHM « FAIEE LDAPEMY) EEXPAIRILGL o

© EFEMW—%TE | IBELDAPEAEM —RAIBHNE ML o ILBMMEER saMAccountName
it Active Directory#ll uid R OpenLDAP o ¥R RE 5L E Oracle Directory Server ~ 558 A uid °

° MEAEUUID * : S ELDAPERE KA —HAEHNE LTS o LLEBMAEER objectcuID #EHA
I*Active Directory#l entryUUID #EAF OpenLDAP o f1R{EE L E Oracle Directory Server ~ s58iA
nsuniqueid ° IEEBMNSEERAEEXNER16MTANFTBRANR2MEM+/NEMET - EFRE
W28 o

o BHAEME—27E | @ ZLDAPEHEM —HAISH B M AT o LLBMHEER saAMAccountName A Active
Directoryfl cn L OpenLDAP ° YR IKE & E Oracle Directory Server ~ 358 A cn ©

o *B¥#HUUID * . B ZLDAPEHE K AME— RISV B MRS o ILBMHEER objectcuID AR Active
Directory# entryUUID R OpenLDAP o YR EE LT Oracle Directory Server ~ ;58 A
nsuniqueid ° I§EBMNSEREBNER16THATF BRI/ NEUHRT - EFREW
BB o

5. 7£ TConfigure LDAP server (52ELDAPEIARER) | BEEH ~ BIAFTSHHILDAPRIARES M AR EAREH ©
° Fi2HE | LDAPRIARS3A(FIARES 1R FEERIPfLL o

° EBIFIR | FAREZLDAPREIARSIAVERHIR o STARTTLSHITREEIZIR #4389 « LDAPSHITRREIFIES
636 ° A « REHNBREER » SRR UEREMERR -

° (ERERM | RERELDAPEARS Z EAENHIFRME (DN) TTEIRRE o HitActive Directory ~ f&ih
AILIEERBRNEALBRERETERE -

EENERECAERY|HEHEMNERENER - Wl FITIEE

* sAMAccountName 3§ uid
* objectGUID ™ entryUUID B “nsuniqueid
" cn
* memberOf 3 isMemberOf
° S | BERERTEAERIRERES o

° BHAHEREDN | KBS EHA Y L DAPFRIRAEBIIHIRIZTE (DN) STEERIE o fEActive Directory&ifl (
WMT) -~ HARIBEE R EMDN (DC=storagegRID ~ DC=example + DC=com) HIFA B4R RIS
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6. EMEHERZE (TLS) "BEH « ERREMRE -
° (EFARTTLS (Z:&#ER) : ERARTTLSRFZLELDAPERBZIENLE - EERERET

° {EFLDAPS : LDAPS (LDAP over SSL) Z#EIBFHATLSEI B DAPEIIRSSAVELR - EIERMZE -
SIEILEEIE o

° SA/NERATLS : StorageGRID RREN N EER LA ELDAPRIRES 2 BRI RE ©
R Active Directoryfa [R2s58 5 HITLDAPEEE ~ BIIARZ B IEERIE o A ZBEEFARTTLSZLDAPS ©

7. MNRITEINT ARTTLSELLDAPS « :HEZEARFEERLEESE °
° FHRFERYCARS | FRFERS L TENTERCARERREERELSD o
° (EFBEEICARSE | FHBEIZEMESE -

MRERURE  sAiFEI L2 M EEERTALTICAREXFHIRF ©
8. AN~ Al E AR L BRFELDAP A ARSI FEARERE ©
MREFEN - EHA LATHIREAR -
9. MNRE{AN ~ HEEETF
T 5 & R HEEE m RS A Active Directory Z LDAP{EIAR2SAIARASE SR o
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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenLDAP Other

Configure LDAP server (allfields are required)

Hostname Port
my-active-directory.example.com 389 -
Username

MyDomain\Administrator

Password

Group Base DN

DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com

ﬂh%ww,w‘%wwwmww

e
"t EIEER"

'28 T OpenLDAP{aI AR 23Ry £ A"

% EOpenLDAP{EAR23HYZER
NRIEEFEHOpenLDAPREIIRZFEITE st B BEER ~ BlAZBTEOpenLDAP{AIAR2S L& E
ERIE ©
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olcDbIndex: objectClass eq
olcDbIndex: uid eq,pres, sub
o0lcDbIndex: cn eq,pres,sub
olcDbIndex: entryUUID eqg
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2. B RS ERSS" ©
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EEEIEESEHE o

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

’ o

Hame = m = Type = Access mode =
Applications 22cc2e27-BBee-4461-38c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-03ad-{229534Tc4dB Local Read-write
1
BRI B o

%Hy*ﬁ%ﬁ'%ﬁ*?gl*%ﬁw@ﬁzmmﬁ « BIEAC I B G 1B 1A BRI S R SR AR

YN StorageGRID EHNRMEAAE—F A (SSO) ~ BRNAWEENERAEREZEANREEREX - F
BMFIRT LURIEEHEMER ~ ER AR HRAEREEEFHNER °

. B ABHELTE o
° AR  MABTRRIBNE—RE o A LUHRBRERTAME -
o BAERB¥AR . B AME—4FE o ¥HtActive Directory ~ ME—2 782 BIMERAIHBYETE sAMAccountName &
% o HHOpenLDAP ~ ME—% 182 EAERANIAILTE uid B -
IR o

RIS, - MREAEENSERAE - BEMRARTAS  AIERER AN AR ENAER
MBI ©

R (BR)  ERAETUBAEAEIRER | 1 EEE AR -

° MERE © EREREERREMINEE - thfiE AR BER S P EEAPIRETERE B MITER
R - SEMEEERETUEEE IR

AL AFERVBE AR o
2 RE P EEERAERER -

EEEE -
- EEEFHEIRA ~ DFV BB A AL B HE A IR LES3FENAENR o

° #ES3TFEY | FARR o ILAHMEPRIEAERASIERIFIE « RIFEABERBREIR TFIE o I1FIER
IE3EIA ~ FER R A rootEAE R LUIFINSIEIR ©
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° MEETFEY | IEBHEPREREEASIERBMEEFEVE - fIU0 « IEHERRIERE RIS L+ 158
YHFER ~ PREERAIR o EEULEEIRR « MEEHERRIBJsonF R FHIREXF HIRF  MEER
BEILF & o

° SERFH | IEBHEPRERE T TEEFISIER « BiEH#EFE o ERULEIER « §EXF A RPERT
EEIEHERARJIsonF & o MEAREILF S o

° BF] | BHEPRERE SRR TIEXF HIRPIEEREIR - MFBEHERAFFMEEN - BEESH
P « FSRBFSIARIRRAENET o

10. yNRITEE BT ~ FRARFAERED - SEBERAFIA/NLERAS5 « 12017T4E © SR AR MATIsont

RF o

FEUEsEHIP ~ BEAME RV LRI S EERERE (ZMAEN) BERK - TEEENFHEETE
F o 3R ~ WREBLERIRAIETAER « FEE BHEMBHERRNHEEFERAAFEER o

Mo 53 Access E e

"Statement"; |

Read Only Access
P Aot "Effect”: "Allow",
"Action": "s3:ListBucket”,
@ Custom "Resource": "arm:aws.s3::department-bucket”,
(Must be avalid JSON formatted string:)

"Condition": {
"s3:prefix": "S{aws:username}/*"
}
!
L
i
"Effect”: "Allow",
"Action™: "s3:"0bject”,
"Resource”: "arm:aws:s3::department-bucket/S{aws:username}/*"

M. RBEEET R RBHEAKEE « BN IRAV %

- REREHE | ERIIBHE
o AHBHE |
BT AMENE  (EOEREE T % RS T NEEE) o BERATREETILSE -

12, ERUS NS ERHANSERREZEUT IR « AR EHE"
ORI LURIZREFEHE « MAIEERE - CRILINRITEEREEE « SIS EREREIEE

13. JgE4BsERy o

22



TR RS HIRARHERET - ARREY - @B AR 2150 EABEER o

HERIE
"t R EIEER"

"fEFES3"

A Swiftil 5 I B4R

eI DAPE ARGk BE B AR S B L AN B A ~ SREIESwiftiE P iR A BFEVEIR - =/ D —(EEFHL

JAE A Swift AdministratortE[R « E 2 EESwifttH Bk BB 24 EFrERIRERR o
CRBNES

 TANEE T IEN R E AT B1EE o
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1. S FEVEE > E¥E" o

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

Hame = £ S Type = Access mode =
Applications 22cc2el7-EBee-4461-a8c6-30b550besecl Local Read-write
Managers 8b15b131-1d21-453%9-9353d-f229334Tc4dB Local Read-write

1

: o

2. BEEUEIIEFAR"

3. EEVAEE RS |IRB LRI AEHE  SUREC R EREFAE RS IIRE « REAIRENS D HBIHREAR

#H o
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials




3 EHEREAE" - AREECIEERE" -

Manage users

You can add users to this group or remove wsers from this group.

Displaying 1 resul
Username = Fulllame = Denied
User_ 02 User_02 Managers
4. ENCEMMEEERHANMERE - ARBEAIEERE" -
Add users X
Select local users to add to the group Applications.
Q Displaying 1 result
Username = Fullhame =+ Denied +
User 01 User 01 Applications

Cancel
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters

‘ Ita[:-|.'-5 cations

Cancel
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: o

Mame = m = Type = Access mode =
Applications 22cc2el7-EBee-4461-a8c6-30b550besecl Local Read-write
Managers 8b15b131-1d21-453%9-9353d-f229334Tc4dB Local Read-write

1
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Users

View local and federated users. Edit properties and group membership of local users.

Username =~ Full Name =~ Denied = Type

root Root Lecal
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

= HH || MM AM

Cancel Create access key
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.
Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGuS+XeACtnOWQYFdbzmgmpgVXXDvCkSOzT10s5z9K |_D

¥, Download .csv m
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My access keys

Manage your personal S3 access keys. If a key will expire soon, you can create a new key and
delete the one it is replacing.

4 keys Create key

Access key ID ¥ Expiration time =
**************** OTLS 2020-11-23 12:00:00 MST
R AR ONAS 2020-12-01 19:00:00 MST
e eteY None

**************** IREP Mone
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Delete access key X

Are you sure you want to delete key ****r*erarinistDBGAT
This might take a few minutes.

When you delete a key, you can no longer use it to access objects and
buckets.

Cancel Delete key
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

= HH || MM AM

Cancel Create access key
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.
Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGuS+XeACtnOWQYFdbzmgmpgVXXDvCkSOzT10s5z9K |_D

¥, Download .csv m
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Manage access keys

Add or delete access keys for this user.
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Delete access key X

Are you sure you want to delete key ****r*erarinistDBGAT
This might take a few minutes.

When you delete a key, you can no longer use it to access objects and
buckets.

Cancel Delete key
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Contact Grid
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Create bucket with S3
Object Lock enabled
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Ingest object versions
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legal-hold settings
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object settings
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = 53 ObjectLock @ [+ Region =+ ObjectCount@ = Space Used @ = Date Created =

bank-records o us-east-1 0 0 bytes 2021-01-06 16:53:19 MST
1
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Buckets

Create buckets and manage bucket settings.

0 buckets Create bucket

Name % S3 Object Lock @ * Region = Object Count @ = Space Used @ = Date Created +

No buckets found

Create bucket

2. ARG o
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Create bucket

Enter bucket details

Enter the bucket's name and select the bucket's region,

Bucket name @

Region @

us-east-1 A4

Cancel

@ MREMAZESMIMHERTE « BIUFFR) EEIF_ETH - UEERFEENSY
HEHRE ©
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788 ~ FMENREGFEEE G EPREIL us-cast-1 @ °
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() muptewes  rEreEEs -
5. 342~ Create Bucket 8§ Continue * ©

° %%%E&Fﬁ%iﬁs%@#ﬁﬁi%ﬁi CRRENRIUMEFEE” - ILEUERIINEE B BELRE
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Create bucket

I';f:l Enter details

e Manage S3 Object Lock
Optional

Manage 53 Object LOCk | This step is optional)

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use S3 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable 53 Object Lock after a bucket is created.

If 53 Object Lock is enabled, bucket versioning is required and will be enabled automatically.

Enable $3 Object Lock

Previous Create bucket
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Buckets

Create buckets and manage bucket settings.

2 buckets Create bucket

Name 3 S3Objectlock @ + Region < ObjectCount@® % SpaceUsed @ +  DateCreated =

bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
1
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Buckets = bucket-02
Overview 4
Name: bucket-02
Region: us-east-1
53 Object Lock: Disabled
Date created: 2020-11-04 14:51:59 MST
Bucket options Bucket access Platform services
Consistency level Read-after-new-write v
Last access time updates Disabled W
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write {default)

Change the consistency control for operations performed on the objects in the bucket. Consistency level makesa

trade-off between the availability of the objects and the consistency of those objects across different Storage Nodes
and sites.

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability
or consistency requirements, change the client application's behavior, or set the Consistency-Control header for an
individual APl request, which overrides the bucket setting.

I Al

Provides the highest guarantee of consistency. All nodes receive the data immediately, or the request will
fail.

Strong-global

Guarantees read-after-write consistency for all client requests across all sites.

| “5trong-site

Guarantees read-after-write consistency for all client requests within a site.

@ Read-after-new-write (default)
Provides read-after-write consistency for new objects and sventual consistency for object updates, Offers

high availability, and data protection guarantees,

Note: If your application attempts HEAD operations on keys that do not exist, set the Consistency Levelto
Available, unless you require WS 53 consistency guarantees. Otherwise, a high number of 500 Internal
Server errors can result if one or more Storage Nodes are unavailable.

Available
Behaves the same as the Read-after-new-write consistency level, but only provides eventual consistency
for HEAD operations: Offers higher availability for HEAD operations than Read-after-new-write if Storage

Modes are unavailable. Differs frem AWS 53 consistency guarantees for HEAD operations only.
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write ~

Last access time updates Disabled ~

Enable or disable last access time updates for the objects in this bucket.
When last access time updates are disabled, the following behavior applies to objects in the bucket:

® Requests to retrieve an object, its access control list, or its metadata do not update the object's last access time. The object is not added to ILM evaluation
queues,

® Requests to update an object's metadata update the object’s last access time. The object is added to ILM evaluation queues.

* Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the source object to the LM
evaluation queue. However, the last access time is updated for the destination copy, and the destination object is added to ILM evaluation queues,

® Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new object is added to ILM evaluation

queues.

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.

Enable last access time updates when retrieving an object

© Disable last access time updates when retrieving an object
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<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

WNZECORSHEAEXMLAYEEARE N ~ 552 R "Amazon Web Services (AWS) {4 : Amazon Simple Storage
ServiceRE A EEF"

- A EERER D  EECEERE (S3) >*MF e

- BB RE o
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. 3E$E* Bucket access*>* Cross-Origin Resource Sharing (CORS) * o
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Bucket options Buchket access Platform services

Cross-0rigin Resource Sharing
(CORS)

Disabled ~

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If you want that bucket and objects in that bucket to be accessible to web
applications inother damains,

Enable CORS

rmins="http:/ /33 amazonaws.com/doc/2020-10-22 /">
<CORSEnle>
ZA1lowedOrigins*< Al lowedlrigins
<A1t owedMethod -GET< /Al 1 owedMathod
<hllowedHeader>*< /Al owedHeader>
«/CORSRules
<CORSEule:
<]l lowedCrigin>http: //wwd.example., coms fAl T owedOrigins
<4l TowedMethod>GET< /K] TowedMethod>
<A1l owedMethodr-POST< /Al lowedtethod>
¢RllowedMethod>DELETE</Allowedtethods|
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Buckets
Create buckets and manage bucket settings.
Name = S3 Objectlock @ 5 Region 5 ObjectCount® % SpaceUsed @ &+ DateCreated =
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
1
2. EIVEEMIFRZ ZE R RETFAEAIZEN S 1R ©
MEh{E1 THEERERA °
3. 1t TEhfE) THRERAR ~ EEE THIBRZEARL * o
Delete empty bucket
SRS S3 Object Lock@ + Region 5% ObjectCount® 5 SpaceUsed @ +  DateCreated %
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST

BEENFR T FESDEE o

Delete empty bucket

Are you sure you want to delete empty bucket bucket-027

Cancel
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e Unable to delete the bucket because it is not empty. You must delete
all objects before you can delete this bucket.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ ~ Lasterror @ = Type @ =~ URI® = URN® =

Mo endpoints found

Create endpoint

2. BRI IRRL" o
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Create endpoint

. uthentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel

WARTRME - SRR RERR

BB T ARSI TR L EEE « MRS R (A EEALBTEaR
i, o
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Create endpoint

@ Enter details

e Select authentication type

Authentication type @

Select the method used to authenticate connections to the endpoint.

EAnonymous v
Access Key
Basic HTTP
IR HAOR N ARE B HHE R B ARIR o
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Create endpoint

@ Enter details Select authentication type

Cptional

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

@ Use custom CA certificate S

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service

(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints

Display name @ =  Lasterror @

T Type® =

URI® =

Create endpoint

URN® =

my-endpoint-1

53 Bucket

my-endpoint-2 € 2hoursago Search

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

EIECE RSB RRIRES o

IR A E R R EPEEN IR -

Overview

Display name:

Verify connection @

resolved error, select Test connection.

Test connection

my-endpoint-1 #

Type: 53 Bucket

URL: http://10.96.104.167:10443

URN: urn:sgws:s3:::bucketl
Connection Configuration

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Display name @ = lLasterror® = Type® = URI® = URN® =

my-endpoint-1 $3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my—endpoint—4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. ERUCBARERIIRES o
ImF A E R R EPERN R -

3. BEEMERE o
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Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. BEEVEEMFZ SERRBIIZET IR

NREMERERPBIT SRS InEs ~ RIERIRR N EITREE S (F AR T S iRFS o ([
@ MR E R ERIEE o N EEESE A FE2BEMRNURNZ A  Hee
EEEMHRNENR © KELEERRER/FAIRIENTER © StorageGRID

3. EEEY: [EhiFr) > THIFRIRRS o

%Eﬂaﬁl‘rﬁﬁhuﬂﬁ ©

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint

4. EEMIERIRRL" o
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B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

BRR LERVERERTEHIRE [TakHind EEAIRE - 2R EFMAERAS -
1. HiRELBER  EEVATHERIIRES ©

2. EiRRGEHAIER EE L« EECER o LR |IRB R GRRIRRRITEERHR « TIsHHEREENRBE
BEA - A BXERER @ BE7TRAEE -
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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* STANDARD IA: (FRE-JFFERFE) ILFEFHENEANRFIVERRE « BNEETEERIREFRN
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STANDARD {77485

° YRITIETE Role THAHREXMLA ~ GG ZBRILIER o H{EFHStorageGRID TFEE A :

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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6. BERE

REXMLEEEI F 75 1R ~ AR EEC R EE" -

Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

& Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Rules>
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: Sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
< /fDestination
</ Bules>
</Replicationfor f1g“¢at10ﬁﬂ

®
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

- R EERENP  ERRTERE (S3) >*F o
- ERCRIRFEFER R o

e ERR TEAFEER) Bme
EE T ERE > EHEA -

ERC RSB ZE IR o
- REERAEREXMLAS I F A 1R ~ ARIERHFEE

:sgws-topic</Topic>
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Bucket options Bucket access Platform services

Replication Disabled v

Event notifications Disabled ~

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

ZNotificationConfigurations
<TopicConfiguration>
<Id>Image—creacedd/ Id>
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>

@ £{EFH iR A &84 ZEH StorageGRID ﬁﬁﬁGrid Manager‘}ZGrid Management APIFYEIE S EX
BT AR - MREFHFABXMLEFE L EER 55048 StorageGRID EHEIES o
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a. BWRRHFEPFTSEEBENERIHFRITEE « MAHRBRXMLAFTRTE °
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90



b. e BAIGAE B HISNSEE o

BN ~ ARG B pYth B2 EEEH TAWS Simple Notification Service (SNS) L ~ BRI EARFSITE

MIREREXEFHMHGE -

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

YNSRTE B Rt W ENER] « KRB IR ERIRENLLLHStorageGRID # HE ISR o

g
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1ERAE N
" EESRIZAREXML"

R REAI P B R R
IS E AR ERISON’
RERBEARE

"EFES3"

HSESRIHEREXML

ESESRFEERAPEIHN—HEREIRRE
<MetadataNotificationConfiguration>
</MetadataNotificationConfiguration> 1Z:C o SERBEFZIsEREBERHNY)
4+ + StorageGRID MK FEHE Y4 4 B RHMEX ZIHHE B rYh o
MRl R IBRVRT B ST TERE © AN ~ B UEEABREBZYHNFPEER /inages E—EBEH
#~ UREBRERBZMEFNFEEN /videos FIF—E - EEEERIEMBVAEREN « TIEXFEEIE
8o flul ~ FE—EREFTHREIBVAER test MEZERL - BREERIEBIYIY test2 RARFF ©

B 3% B FIStorageGRID EAESE A IRSRIIN—ERIMURNRISE o B2 2 e ElasticSearch
B FERHZE FIER o
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRMRAPEEFENBREXMLANITE °

by 2B
Metadata NotifyationConfiguration  FjA 5 E R E RHEER YA B A9t 2~ 3B B 2312
ﬁ&o

BE—HSERATE -

gLl MABAZRITEC « AR ERS P EE RIS =157E
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B fEEMetadata NotifyationConfigurationJc & ©
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B EERuUleTTET ©
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EStorageGRID E& B4 ARIHFAEIURN :

*es WWBRE=(EITE °

* URNEMUERS|4ERE ~ EREPEAPESERN
{#1FE domain-name/myindex/mytype ©

inae EAEF EEENNER BEAPIRRE - EF
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®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>

<Destination>

<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>

</Destination>
</Rule>
</MetadataNotificationConfiguration>

BN RAAEEmIFARR

TELEEBIR ~ YR EZE R G EFI AR /inages BEXE—EENM « MYGPESHRIE R E5EE

T /videos HEEFE _(EBRIM o

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

(D F{EFE F iR A EB4ZBH StorageGRID fFHGrid ManagerziManagement APIFEIEE A HEL
TSR - MREFEFABXMLE LR 5548 StorageGRID BN EIES o
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b. RS PEBRIEL M Ison XA EFIE BiRE RIS ENES RG] o

FER &

97



MBEKE ~ BRI UERTIE—RERERRFFENESES !
* EEMEERE (S3) >MHETFERME - RRECHERRAESES IR
* MRICEZEMRS3 API ~ SAERAMERR R FEBERIENENX - F2RBEFSIARIRRARENAET o

HERIE
"R S E AR

"RESESRAEBXML"
"fEFES3"

"I B AR IRRL"

FIE SR AMRIEELAIJISON

BB RREEFENESE SRS - S3EIE - B G PE SR o R « 8g
EEA Json X4 X E B Bt s 2 o

It FIEERIsonZi Al ~ sZEEH A EEE WM EEREL sGws/Tagging. txt ERANERPEIL
test o o test (EEFEERBREA ~ At versionId fEAZ%EH ©

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}
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GET /bucket/object HTTP/1.1

Date: date

Authorization: <em>authorization name</em>
Host: <em>host</em>

Consistency-Control: strong-site
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2. HAPREBEBRR T AR EBNYIMY category2/ ° ° Expiration 28IEEM SRR TERE
% 100KiBHA o
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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e B EREHEE
B EaBAMERER R « SIS TRABEAL £aEHEX - REERERES -
IEEKREREBHAERTRERBIEEERELBIETFETRIHN testbucket : 18

aws s3apli —-—endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

AERGEBERESEMINEREMERE « 553 Get BucketEaniEHA) Z3K o HI40 :

aws s3api —-—-endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

PRIV EIFEE S hGEIE AR E e B AR o

et B IRE R EAEN s ERAZIHA

RIS L TREWF) ~ TESRYIM) 30 TESYDMR) 2REs « HIErEspB AR R ZIHRRRI R T AR
BEMMH - NRBERRA ~ EIFEEE S Expiration IeHYHFEIHARE RS EIHIRAINSE o

(D ERHEFRERBIHEIRAILM expiry-date BETHEYHRRNERBER - MFTFMAER -
B2 R #1TStorageGRID STRRVFREAFRY MNEIREMHRES o

BIgn ~ IEPut¥IFERZE2020F6 B22B % ~ WHEFHREYMH testbucket #E3} o

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FINEIERTYIGEE100KX (20205E10818) %iBH « B a 4 enBHAARERIFRAI2 o

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fgn ~ it MEERYIMF ) BERZ2AREISE— B+ EtestBucket#FEFRIFAEE K] o
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RUTHEIFE BLFE AR E R  F5HHISTE 100K B « BRFSRAN2 -

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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S

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT

Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345

Content-Length: 127

Content-Type: application/xml
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<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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S ZBEHS3 ¢ PuttBucketConsistency RS R F root R ~ 7 BESTRUILEIEEE o
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° x-ntap-sg-consistency 2¥WBEER T HEP—EE :
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Z&0 PREERERE M ANRINE R « TRIERGERM
SRR BB IRA Bl REEFMAILEME AR IRERNBEAREN—HIE -
SRTUAELG REEUE A NFTE AP IR ERIIB A BB
SR ARER (fasR) AHMYHRESARBIN—RE « W&

R EN— - IRt BERENRERE © 17

& Amazon S3—E4(REE o

*Hizk MR ENEBAREXERFENYH LEREE
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WEI AR ZE500BAERFIARESIEER o B ERRIELEER -
A —RMIEHIERA (AIB) ~ RIFCEEE
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RARRBERM—EBMAITAH o MREFHREAE
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g o AEFAmazon S3—EMRE « (BB AN ERIGE
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FREEEEf
PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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RN BEBSS . GetBucketLastAccessTimetEfRI IR S IRREIR « A BETTRLLIEZE ©

Rl

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

i
B IR E St R ERA LRI EA

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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- WEYH | SEFHPESHNNERNKEYHFIZCER « hEEH_ EREFIER - YEFSHIEETYILLE
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—EEEM EREFNFERE - DHEARGIEE(THILEETILMETE ©
* SERREZEN D EEERER _ ERFEER o ST ST E (T LUETTILMETE ©
FRzEEED
It EE 5 BT R A7 @AY _E R TR ENEF R E R
PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

LA EFRREEFERY_EREFEERE

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

e
“EREAKRE"

fHIPREFER AR E B A AARR K
MIFREE (I P4 B LB AR Z R AR IGMIFRAEREXML ~ LUERERI BN RSB SRS o
T BB HIFERSS | MiFfBucketMetadatafBHIHER « SEIRFIRMER « A AESERILLIESE o
EE
IR FRERIVESESRRT -
DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

EViSBucket P £ B REBERNAAREE R
FGet BucketdP#£ &kl | BAAAREE R AEEHEEVESEXML « LEREENFEFENESES
T JBEEAS3 | GetBucketMetadatai@XNHERR ~ SR root ~ A SESERYULIEZE ©
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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A 8 S #EFENPESBNER - PESHNBENERRIREFREFENESE
ERRERAEZRIURS FH  URERYHPEE FHEIX EMME RS,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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Metadata NotifyationConfiguration FMSERESREENYENBEN 28
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BE—HSERATE -
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ID :domain/mydomain/myi
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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i~ UWRBEBREBRYMY /videos BIS—1E ©

BAEEREREREY « ARXFEEIUEER - At « SAMEFTTYHRRINAER test B ZERAY -
R EBREBRNYIMN test2 FREF o

B AUt /A fE StorageGRID A EIREFIURNIRIETE - EFREFFIBENERERR « HERUKBH AR

BF ~ IRBAAAZETFTE 400 Bad Request ° fasR:TLE35H | Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEFIG ~ MR EERN S EFIBEAER /inages BEXZE—EB M - MG PEZER S S5 ERE
T /videos BXEF _EBRM o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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test o ° test fHAFERERRA « FUt versionid 1Z;

"bucket": "test",
"key":
"versionId": ""
"accountId":
"size": 38,
"md5":
"region":"us-east-1"
"metadata": {
"age": "25"
by
"tags": {
"color":

}

"yellow"
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BiSRHEFEREEXK

lGet Storageft A& EXRGEHEREBIRFFAERNRHEESE - UNEZRPEEBNSEFEESE -
IRAFERANRERERERFR  AIEBENENGet Service (BUFAREE) EKEUS x-ntap-sg-usage &
2 - EENFRETEAMKEIENPUTNDELETEE R D RIEH - (EAEN S TRIEERKIEE « FHR
BTEHIE - CHERMEHFIBEER -

IR1ETEE StorageGRID ~ INAEE G E S FEHARAN I — M REEERE N - MREXEZIRANDIR—
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S ZERBS3S | listAllMybiF #R ~ I =EMRFroot ~ 7 BESERIEIEZE ©
EREAEa

GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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"NetAppHI#/E © WA EEStorageGRID ZIREEMFIHE « 3520 (FHMEXE
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SGCompliance XMLTTE BB o %Al A LUiEStorageGRID IEE R KB BHET TEANA T EMXMLER A
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@ FRIRANFZE (ZEAREEK) it « IREBSIHHERN © StorageGRID
StorageGRID
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CECEBEIUMA NEARERE) BUMEN - MREESER TERR EXERURTEERER « LGB T
FFEER 1 AIgERTERAS

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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BB | Get Bucket ComplianceZ3Kk
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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PEEMHRARE—F (5256007018) - (EWHFEEEIEMRGEILE - LEUBRRARERE - SEMHE
TE—FREFMEF -

HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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i) - (RBHAMZ I FRENE ARG o
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FAzZAl ~ BMEREBHAR AR ~ thim A mIBRLLEE
FEHayiH o

* ] LB BRIKREERA o WWiEFERIMGR

RSB EAEEHRBFMIBR o

SEALES * B IREFERIYM SR RBEARE R BB

b~ BRIFREFEEN GIERAME

© T {REBHIRIEIERS « IR R a8
% o MRBEMIRELE « CABEFBMIRE
B o

174



$EERMIE
NBEREERIULATEEREK « BIEIEMHTTPAREERIES 404 Not Found' BIS3EHERMHS

"XNoSuchBucketCompliance °

HERAE N
“ERILME B4

“EREARE"

BBk | RUBERBEAREREX

TRARER | EREREREBE - N8 « KR LMEEERILERRENERAERER R EREERE

o~ WA LGRERANITRER GAFANRRE - RLERMAREHME -

@ FRIRANFZIE (ZEARFEEK) e « IREBSIHHERN © StorageGRID
StorageGRID

"(E S EHE"

"ERILMEIRY 4

"NetAppHI#EE : YNl EEStorageGRID ZREERHAE « F2H (FHMENE"
S ZBEHES3 ¢ PuttBucketCompliance#fR ~ S @R Froot ~ A BESTAULLIEZEE ©
TR THAELL FRBEERE - MU AREREERENSERGIEE—EE -

FAsRE P

o

7l

IEEEABRGENL A EFEAVRIERTE nybucket o TEUESEFHH ~ ¥ mybucket IREFFREME (
1051~ 200788) ~ MIF—F ~ IEMHEARBRGEEILE - WEMIRBERERE - SEMHRERNER B M

B

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:::mybucket/*"
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* {ERILEEARIEESIEIRARN :

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key

* AR ERIEES D HBERARN (EREMEHE)

arn:aws:iam::account id:root

arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name
arn:aws:iam::account id:federated-group/group name
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"Resource": "arn:aws:s3:::mybucket/*"
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"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
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"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

* LEEERFIEATHPIRFID 27233906934684427525 ~ HAREI 1R ArootFltk A RRIFFEEAE !

"Principal”: { "AWS": "27233906934684427525" }

* WRAEEFEERPIRE &

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* SRR ENBBAEAE ( TAlex) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* WRILUEESERIERRHE ( M) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* TWRILUEEERERS :

"Principal": "*"

* BTEIES - LALUERFEREVUID « TIEERERTE !

arn:aws:lam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013
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IS0 - {BRRAIxEBIBMANERERTE ALex EMIR - MBAFEAXIALS - BISTRAHALERIAR
Alex BERELTE « MEMETEBFNLBETET FIBEREORIR -

* FREFAMEE R EFERAE R ARFEREHE/ERERTE

R PIEEREIR

ZREIT « GfEAActionTTER A ZF/AEBE RMER o EalUTE/RAIPISE—4EHER « LUITE MAction) &/T
L NotAction] FTTBEPREERR o BETTRAPHEEFERIS3 REST APIfEE ©

BLEXRRIIHERERFFENER - UREREMHIER -

@ Amazon S3IR7EfERAS3 : PuttReplicationConfiguration R H{TPPUTHIDELETE BucketiE&
BI1E - S ETENMERFRENER « EHFERIAMmazon SIFMEIERT © StorageGRID

() wmPUTESIAES « BRI -

EREITREAVEIR

R S3 REST API{E% ZHStorageGRID 1bLA{itH5EE

S3 : B MASE}

S3 : MIPRE R fIBRBSF EX

S3 : flBRBucketMetadatai@%]l R E FRAE B RHE R4 RR =8

S3 : fiB&BucketPolicy il B B 1L R A

S3 : MFRERAERS RIFREFERAE =0 EEE TREL M OTRER
3B EHERR

S3 : GetBucketAcl E¥fSBucket ACL

S3 : GetBucketCompliance RSB RFERER (BBE) =

S3 : GetBucketConsistency ESEM—2% =/

S3 : GetBucketCORS ERUE(IEE 2R

S3 : GetEncryptionConfiguration  EX{§Bucket/ilZ

S3 : GetBucketLastAccessTime — ERfSEFER - 7ZENESRS =1

S3 . GetBucketLocation EVSIRAE (I B
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HERR
S3 . GetBucketMetadatai®E4]

S3  GetBucketNotification

S3
. GetBucketObjectLockConfigurati
on

S3 : GetBucketPolicy

S3 . GetBucketting

S3 ! GetBucketVersion

(U1

S3 : Get&Ean HEHAMERS
S3 : GetReplicationConfiguration

S3 : ListAllMybi#

S3 ! listBucketMultiPartUploads

S3 ! listBucketVerions
S3 : PuttBucketCompliance
S3 . PuttBucketConsistency

S3 : PuttBucketCORS

S3 : PuttEncryptionConfiguration

S3 REST API{EZ

HViSBucketh i B 1B A4

B3 EEFMAEA

rm

ES¥I R E RS

BSEEFEEBER

ESEIIRED

BiShRA~EE

EiSEeniEHA

BISE(ER

* S ARTS
- NSHEERE

* Get Bucket (FlH4¥14)
. $E3
* POSTHIHEIR

* FIHZEER D LE
* POSTYIHEIR

EX{8Buckethir s

NEERRERE (BiBk)

BREM—RE

* MFREIEE
* BMAEAL

* MIFREFERANER
* ERERBINE

ZHStorageGRID 1L i 5EE
=1

B ERRREHERAEERE

[

EHY
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HEPR S3 REST APIfE% % #5UStorageGRID {LLU{HHEIE

S3 : PuttBucketLastAccessTime I EBREMIIREZINER =1
S3 : PuttBucketMetadatai@Xl MER P EE RHER AR =0
S3 : PuttBucketNotification B RFER B A
S3 1 8E L AT —H#E x-amz-bucket-
- PuttBucketObjectLockConfigurati opject-lock-enabled: true
on ERIZEE (thWEEES3 | BIrEER
)
S3 : PuttBucketPolicy BIRREER
S3 : PuttBucketting * MIBRENIIRS

* EAER

S3 : PuttBucketVersion BABBERRASEIE
S3 : PuttFH[# 234HAE * MHIBREFER 4 dniEHA

* ASESEaniEHA

S3 : PuttReplicationConfiguration MAEBRIREER =M~ sEE Y TE) M TR
7RI EREPR

EREYHRIRR

FERR S3 REST API{E% ZE&StorageGRID b fitiEiE

S3: HItZEABLE * PIEZES E1EF

* POST¥IHEIR

S3 : MBI * MER¥1F
* MERZ1EYMF
* POSTHIHEIR

S3 : filBRObjectTagging B4 AR5
S3 : MikRObjectVersioniZs iBRIHESE (MRS ERRES)
S3 : fiIBRObjectVersion MIBRYIE (B ERRAR)
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REPR
S3 . GetObject

S3 ! GetObjectAcl

S3 ! GetObjectLegalHold
S3 . GetObjectRetention
S3 : GetObjectTagging

S3 : GetObjectVersioniZsi
S3  GetObjectVersion

S3 ! B EZH LEZRM

S3 : PuttObject

S3 ! PuttObjectLegalHold
S3 : PuttObjectRetention
S3 : PuttObjectTagging

S3 : PuttObjectVersioniZz

S3 REST APIfE%
© RS
© 1RSI
* POST¥IfHEIR

ESHI+ACL

RISt a/aEE

BSYHRE

BS¥IIHIRS

ESYIMHREE (MBS ERRES)

Get#ft (MBI ERRZS)

FIHZH « POSTYMHEIR

© MEYF

© MEYM-ER
* POSTHIHEIR
* BEZHHLE
* STAZERMD £
© EEZH

© LETH-ER

RIHRE R EIA

B

REV RS

MEYIHREE (MRS ERRES)

ZHStorageGRID 1L i 5EE
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HEPR S3 REST API{EZ£ ZE&IStorageGRID {CLA{HtEEE
S3 : PuttOverwriteObject * BEYH =

* MEMG-ER

* MEMHTE

* RBR¥IHARES

* FTERRZEMD LE

S3 : RiE¥IM POSTHIHEIR

fEAPuttOverwriteObjecttEfR

S3 : PuttOverwriteObjectt#PREEStorageGRID FEEII N EMNH Z EEEETINEE o LEREPRAVERERTE
Fin@ErIUBRMENER « FAEERNPESK SR

HEHEPRAY R BERR E B4

* R5F L BRIHEAUBRYM - EEFERKE °
* 1BAE | BRImEABRYM - /% TEXE) K - PuttOverwriteObjectiERAVEIFAS VAT :
° MRER—BEHREREDM -
* EAERYMGHEN - EREEERNPEBER SR
* (EEEEITHR R ERE G ECH « WAEOFERR o

" MIRENFASIHRAEIE - B ME48) REALE TEYIHE:C) 3¢ TRBRYEIER) (EE BRI
KEIEBEAHIRAEB TagSet ©

- MRHATIRENME - LIRS TR -
+ HICHIRTIFER « R (A% REIER o
MR BAMSIRAIAFHFEE ~ MEPuUttOverwriteObjectiElR:RE2A B4R, ~ AR RELIES
() memEs  CREEROTEENMEER - 15  IRRR TR RER RIS (
{ARE>-HEIRIEIE) © REEER [PuttoverriteObject) HEIBAIRTE o
R
"SSRHARAIFA
e RBI R
P R E R BN - (OB B T AR R ERS -

FAHERSIRERHETE o RETHRUUEIZERS - MASERGTIUEISESRELY  FHER
fERATBI
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Condition: {
<em>condition type</em>:

{

<em>condition key</em>: <em>condition values</em>

ETHEHIF ~ ipAddressi& - {FE R Sourcelpl& & o

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
}o
TENREERT

IR ERFHIDEMT ¢

* FE
2

* miME
* IP it
* nullig®E

HESE T
HINEFEER

#EENNotEquals

StringEqualsignoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

e

RiETE2ET (BOANT) ~ ReiRlFREET
EE#Z o

RESELSR (BANNR)  RERBEFHEET
EE#Z o

RETE2ATHER (BRBRANE) - RERERFH
BETHER -

RESELLH (BRANE) - REBETHREEST
EE#Z o

RIETE2ET (BOANT) ~ ReiRHlFREET
EE#R o PIAEE M ? BRAFTT

RESELR (BONNR)  REREFHEET
EE#R o FIXEE M ? BRAF T
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IR EREF siLPH
&=

NFEE RIET2ETNER - REREBEETHER -

NumericNotEquals RIFETERNLLE « R RAREEITIER

HEEH RIE TR B~ BEREBEETIER -

NumericGreaterThang Equals RIE TRIER) L~ RE\EBEETIER -

#FLessThan RiE Vi) BB~ B2 IREBEETIER -

NumericLessThang Equals RIE DINREER) L~ RE\EBEETIER -

il REE Mrue orfR') LE¥Y « S EIMEHMEEITLER o

[232ubls b s B P hE SR IP (I HE SO o

NotlppAddress T:E;FE', DERLLE 5 B IPAut st Pt SEEETT
% o

null BEGRHERESFENRENERRES

SRR ER

Rl BANFRGER 55

IPEEE AWS : ZKiRIp o G BFIXERAVIPIHETTEE

¥ o BT RAREUSAIHEE o

Myt : *MNRSIBR BB EIEN
AL 8 ERG_E Y& BT A3 ARES
BX - e S Rla#H TSRS L
RV IPAIUEESTEEER

MisE : MMREAF=F ~ FEBEBW
BHTHss - gtz a s T
2AYIPi[3E © EfA] X-Forwarded-
For FAMEAEERBHNENE
[EIt & 2 BEAEEE o

BEIRIS5#5) AWS : ERERTE S LEREEENEAERME L
WEPREER o ATAREMSYIF
fEEE o
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$a5!

S3 : BEAEEEM

S3 : listBucketVerionstEfE
S3 : RERFEM

S3 : listBucketVerionstEfE
S3 : BERFEM

S3 : listBucketVerionstEfE
ERBIEEEH

BANRGER
S3 ! DRI

S3 : &% LR

S3: HIE

=R EH

ELEER Get Bucket) ¢ Get
Bucket Object versions] E3RH35

ERDIRFTIRSH -

@t TGet Bucket) 3 Get
Bucket Objecthids] ERAIEEH
BAZEBSY -

ZEEE [Get Bucket] o Get
Bucket Object versions] EXKAi5
ERNHIEF T2 °

EEIE R E R ~ ERAITT AREARAE SRR ERRAIEH Resource FITTRMTFH
EE#R condition JTZ ©

TEUEEEHIH « BB s {aws:username} BEIRTTREN—ES !

"Resource":

"arn:aws:s3::: bucket-name/home /${aws:username}/*"

TEUESEBIR ~ B2 S {aws :username} BIFHFEIRPRMFEN—ES

"Condition": {

by

)

"StringLike":

"s3:prefix":

${aws:Sourcelp}

S{aws:username}

${s3:prefix}

${s3:max-keys}

${*}

"S{aws:username}/*"

87
R ACRIpE SR E A RS o

fEFAUserName &g AIR RS o

ARG EBNA BN E AR HATES

ERRBEBNRATIRIFSRENEH -

BHRFTT o ERFTMAXFFIT ©
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=2
${?}

${s}

BIURERHEENERR

e

BHFTT o ERFTHMAFRE ?FT -

BHRFTT o ERFTHMAXFSFIT

ERFZRATFETIREZ 2GR ERRRERR « LUBEERNITIEE « HIINEHEHIRE MrootfEAE o 1ERAIER:E
HARS « Af&Amazon * StorageGRID $11T %#8S3 REST APl BIFRHIED « B7EFRE ML EARIEIARERAR o

[FEAIZRAR
$E48roottR B BUE A HERR

BB ERE/EHERERE
el PR

SEFINERR A BRAEE R (T
eI HEPR

FAEFSMNERIR A rootEX {52 A
BVEATAER

REFEEAGSBERNI TR
BEfF

1BXBPR A NS FREEIFRY
FERR

FRENFENEREN
i)

BRETFENSHEEFER

FReR AR
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§E =}

Amazon{T4

B4 Ha&H ~ {BrootfE
ERBREFAESIHEER
[FRAEZEBIRER

B E &

EUBIERS

B3~ ERAISEES  Ff
ASIHEERAIERE R
PREFBEE (R
FR405T5 3£ $E3R

BN~ BFFES3HEER
BIEERERA S E R 2
IRERBFMERAERD
FF8Y T405755%) $532

B4 Ha&H ~ {BrootfE
ERBREBFAAESIHEER
[RAEZEBIRER

EESVENES:

B

EmUBVERS
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AEE]

B BRAISRFE - F
A St BRRAMFRIE
PREFE (] TR AREFHE
FR405757%1 558
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[FRI5RER [RREER AmazoniT# E{EH T StorageGRID

R FIRERERE () B - HHRIERE BN - YHHEMEEE
BEERIRF) REWH A - BEURAATE  RA%ES - BREMKR
BYRER F o BIUERPMAFER We
YIEACLIRIZ A VT
EVHEIR o

—RBAZ:E (WORM) fR:#

TWRAILEZII —RBAZREN (WORM) HEFE ~ UREER - EREERNMHPEER « USSR
&0 © A AREWORMBEFE ~ UAFFRILMYMG « LHLEBRIMFIREAS  SEARXFAHNEF—E
J3ik e

7T REAERKEREKIERE » G

* 1£Grid Manager® > #%/* Configuration (BCE) > Grid Options (48t&3%EIH) > FAEEED Prevent Client
Modification (Z1EZEFERR) #EEE o

* ERTSIFRAIAISIRE
° H#&PuttOverwriteObjectiEAB {E2EFTIE = SIRA ©
° BIERYIHEAB EEIE = S3/RAY o
° g TRFFMEMG) FEESIRA o

@ ATESIRRFRMBR 2RI ~ AIRNEERTE B0XRBHEZTHRA) FRAK » [HLEILMMIER
it e

@ EMEERAAEERAMRA ~ tEZMLELETREA G2RIERA) o EfEEENLLEGS
MEER (R2RIERB) -

BRA L EITRA (RZFRE)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-—————- > OK

BRB : EETHER (Bsh)

/mybucket/important.doc
PUT#1 —-—-—————- > PUT#2 ---X (denied)

HEREEER
“FEHILME Y4

"B EE R IER R
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"W F FRILMR AR E Y4 StorageGRID"

"S3EHERRIEL A"

S3/R A&l

AT AAEIREER) « $H¥StorageGRID EIMEFAARE R BRITHFEURA!

SIEEEEEHHI

#EERAFIEERMMNNEFRFEVER o #F&/RAIZEEAS3 PuttBucketPolicy APBETTERIE °

RIFETFE< « AIfEAAWS CLIRERFERE !

> aws s3api put-bucket-policy --bucket examplebucket --policy
<em>file://policy.json</em>

P . AFSEARBENFEE

EULERF - BEAN (BEESR) MAILILRFEFETHYMG « WHHEFEPHFREYHHIT Get Objects  (
St (8% - FRAHMIEREASELE - 5F5EE « WRAFISELAFRIE R ~ EARTIRPIRLUSN « REHEM
ABEARARFEAER -

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

#h © AFFRE—ERE FRSEABER TEFRE « UREMIRS FEYSEA REFEEL

FEULEEAF ~ REEERS PHSEABAIUTEFZREEFEFE « A —EEERS FRSEAREES HZi#
FE - LRI HEFERPRIHHITGetObject{F2E shared/ ¥ EIRATER ©

@ EINAEE HStorageGRID ~ IFEREIRFFMEIINYMG (BEEERIRF) - HREEEERR
#H - EURRBRREEYMT -
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

P . AFSEARBENEEE - LHRIEEHEETTEBEFN

ELLESR « BEA (BEESR) MAILYILREFE - LERFEFHFIEYMA LT

%) 6% « MARABBREFHERERE Marketing TEIEENIRF S « RFFEERFR

[Get Object]

(B34
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

A MRAPIRUNRIPEE « BIAFFSEABIRE AREFERFEVE
TSP - SEA (BiFER) HILGIHFHFE « LEEEFEEPHNMENHE LRITEEAYEEE « AiiREE

KIKRBISEWIPEE (54.240.143.05854.240.143.255 ~ {854.240.143.188FF5M) o FREHMIEXEE G ERIE
A8~ MEIPEELSMNIFIEEREB G B EIELE -
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"Sta
{

["arn:

tement": [
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
aws:s3:::examplebucket”,"arn:aws:s3:: :examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

8P . AFFRERBEREERTEETNHEE

TEUEZEAH

« BHEREFAEAIleX AR IF X examplebucket RFEEKEYMY - FREHMERE - G4F T
root]  ZPEPAFEIEABPIAIER « RiBFEEE ~ Troot) KIET GRIEBTFEUERIRINE/BUS/MIFR

BucketPolicy °
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

&35 : PuttOverwriteObjecti#[R

#EUL#EHIH Deny PuttoverwriteObjectfIDeletef HI3 BRI FZEM A BEE B ERMISMAER « (%
TP RIS ZET o
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
HERAE R
"{EATRE L1
S3EFABIRAIEEHI

EHERB SIS RAIFTMIIN 2 B¥AHAVTFEUEIR © 2B Principal REIFNTE - ARERASHY o BHERAIZE
fEAE R EEENSHAPIRRE ©

#H) : ERE,REEEARERERA
ERER EEENMESARER AR « A LUERGETBHERANG R « WERIEFHEFILESSFEERNE
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I HEAREHERR ~ INTFFR -

* EES3TFEY . FAREIR o ILBHETRIEAERASIERIFIE « IRIFEABERBRERRIR TFIE - INFE

B tE3ETE « FEEE R BrootE BRI LAFENS3E R ©

AR : UIEBHETRRIERE A SSEIRIIMEEFEVE o 140 « EEFAERRIERE AT LS Y ML B AR 4
iﬂ s RAEBERIANRGT o BERULETRR « MERHERAINIsonF R EHIRENFHIRT « SEAREILT

* SERFH  IEHEPHERE T EEFISIER « BiEREFE o EBULEERR « SENFHRTERTER

EEHER AR JsonF & o ITEAMREEIL T & o

* Bi] | BHETRERE SRR T ICEXF HIRPIEERIEIR

FEUEEEAIR « AN B REERRENRFFERIERFRESEEMRX (ZREH) -

Mo 52 Access 7 A

"Statement": |
Read Only Access

"sid™: "AllowListBucketOfASpecificUserPrefix”,

Full Access "Effact™ "Allow”
"Action™: "s3:ListBucket",
@ Custom "Resource": "arn:aws.s3::department-bucket",
[Must be avalid JSON formatted string:) "Condition™: |
"Stringlike"™: {
"s3:prefix”: "Slaws:username}/™"
}

}
L
i
"Effect”: "Allow",
"Bction™: "s3:"0Object”,
"Resource”: "arn:aws:s3::department-bucket/${aws:username}/*"

A AFRHETEERFIARER

TELEEEBIR ~ FRIFE(LRRIPRHELEAE « DRIBHANFIA B E R USTEEZIE R IRP A FTAESL -
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

) . AFFRHEMRTIFEFEEER

TEUESEBIR ~ FRIFEIREERRPAREIEAR « TRIBHERIFRE B S ER A SSEIRAIMEEFEVE - FI40 ~ LEEHEFRY

ERE RS LI REW B R  REERIAIRR -

"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1y

"Resource": "arn:aws:s3:::*"

FH © AFFEHENRE REEREFIEEFETH Molder”)

FEULEAF ~ BHEME REEIREENRFEPILRFREABEERRK (RREN) FHIE5  TRAEEEEHR

IRAFRTAERS « FEE B H thBHE R HEEF ' RAAFEHER o
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

e
"ERERRA"

"f& FiPuttOverwriteObject#fR"

—RBEAZ#E (WORM) fRE"

L TEREST APINZ 2
G REZI ST HIREST APIZEN L 2181 « W ERRIARERRKEL R ©

YN ZAREST APHE{E% 2 M StorageGRID
1EFEsZBR R StorageGRID 1 BEILRAAREST APIBELZ 2  BRsBMNME -
fER %2 o StorageGRID
* MREHHEHTERHERTEHTIPS » AL inEa & T E2sRBHENEFERHTTPS ©

BICRTEBH T H2nEF « AJLOEZERAHTTP © fIg0 ~ Eel s B EFEAHTTPE TR EMIEER (FE
FB#R o UNStorageGRID FEHAHE ~ s52H (RAMNEIEA E’J‘ﬁEH>> °

* R¥RFEsR StorageGRID ~ {EFFHTTPSEAEEZEREITH P im@a - W ERFE RS L F B CLBARTS ©
IRAI LU M A S LB AR RRAAHTTP o U0 ~ SR EFMAHTTPET IS EMIEERFERR -
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== |ngest rate Retrieve rate

Object Counts
Total Objects 0
Lost Objects ]

53 Buckets and Swift Containers 0
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08:50

53 Buckets and Swift Containers

The total number of 53 budkets and Swift
containers known by this grid node.

Queries - Successful
Queries - Failed (timed-out)

Queries - Failed (consistency level unmet)

Verification
Status No Errors
Rate Setting Adaptive
Percent Complete 0.00%
Average Stat Time 0.00 microseconds
Objects Verified 0
Object Verification Rate 0.00 objects / second
Data Verified 0 bytes
Data Verification Rate  0.00 bytes / second
Missing Objects 0
Corrupt Objects 0

Quarantined Objects 0
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