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Sign in with your organizational account
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Dashboard

1 Buckets Platform services Groups User
View buckets endpoints View groups View users
View endpoints
Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913,425
® Bucket-04 937.2GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details
@ Bucket-06 812.5GB 193,843
Name Human Resources
Bucket-10 413.9GB SLERSS o 4955 9096 9804 4285 4354
@ Bucket-03 403.2GB 9E1,226
® Bucket-07 362.5GB 420,726
View the instructions for Tenant
® Bucket-05 294.4 GB 785,190 Manager.
@ 38 other buckets 14TB 3,007,036 Go to documentation o2
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T00.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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ﬁ Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.

YNREBHACER ~ MEA LERY

9 The quota has been met. You cannot upload new objects.
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B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

EHAPIEK
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@ TERAPIXAHEBRRITRIEAAPIERE R ANRHESE o /WO ESRMET « BRTSMIPRAERE
B HEMER -

. f— FHTTPEELIE BB MER) o

2 IHBERETEEEMBY  FHIBANERSED « ARISELME - CEBEAEHTENAPIZR -
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3. HBTCREREERRABRAY ° MR - CANE— T EE FRES B INER -
4 B—TEm o
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o RPEMBENSE - NRTBEIERPER -
6. B—TH]IT* °
7. BRI ARSUFIEERE DA

e
"BrE AL ERAE (CSRF) "

"&I2StorageGRID"
AR EIEAPIIRAEIE
P EEAPIERRAEIERZ IR AP ETEERAA

FIgn ~ tERequest URLE35EAPIHRZ3 ©

https://hostname or ip address/api/v3/authorize

EET AR NEER « SEEFREEAPINEIERALERESR - EME-RERBTNEER BRE

EAPIHREBRRASEHIRTT - HHAMNE T G FEIILIREEIB M o THEEH:R PR ISR AV S B a8 2kiR
SAPIRRZS ©

AP E4ER] EhR7s b
BERRER 2.1 2.2
BERRAFHEE 2.1 3.0

F—RLER « DERARNIRAATEE BEIEAP| o StorageGRIDAEStorageGRID ~ B XIEINEEA R EHTH
AERRZARET ~ (RN 4B TFENEE RRBVAPI ~ LUEVIS E /D —1EStorageGRID HRZASBISZBINAE ©

BEFNERG LTI AR T A EBE

* [OIFE1ZEE2A (deprecated : truel
* JsonElfEZAX B S ldeprecated] : true
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

IEEERMAPIRRZS

R] LAE R RIS S BERIEEAPIRRZS (/api/v3) SUIREE (Api-Version: 3) o MMREFEFHEMEMEE « 8
RRESERREE- -

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

PrEiEsuLE RIS (CSRF)

&StorageGRID FILAfEEFCSRFHEM ZRIRIEEE A CookieFIERETAE ~ BN EREEHIAE R
& (CSRF) KZ o Grid Managerf2tH R B2 & BERAIL L2 TNEE « HthAPIFF
imH P EER S EEAREA -

;%%g%%ﬁ%ﬁﬁ%égﬁi:%?\ﬁﬂﬁﬁﬁ (BIMNHTTPREPOST) - EIRE G EREREAEAERICookieZE HITEE

FI|FACSRF1ER H#BNBASECSRFINE © StorageGRIDEXARF ~ $¥7E CookieFIA B AR ST E IR T EPOST
TXBHEHIAR °

EERALEINGE « 5555 csrfToken 2E true Eu:5HAM o TAR{ES false ©

curl -X POST --header "Content-Type: application/json" —--header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

WNRIEFE ~ BIZBA GridCsrfToken CookieBAMBIE{ERE ~ A E AGrid Managerfll AccountCsrfToken
CookieZ UMBIERTE - ANEAHFPEEER -
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B35 RIR o

o This tenant account uses the LDAF server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

HER
1. SR EWMEE> G2 RIHE
2. ERU RN B BB o
3. fELDAPARFSAERI @ EL P « 5EHY* Active Directory + OpenLDAP*Eg*Efth* o

UNER#EEHE* OpenLDAP* 5538 T OpenLDAP{aIfRES ° s52B0penLDAP{EIARES & ET5/ ©
EE H AN LU SR B Oracle Directory ServerfJLDAP{EIREHE ©

4. NREFHM* « F5IEE LDAPEMY) EEPAVRILQL o

° EEMW—%TE | IBLDAPEREM —HABHNE M AT o LLBMMEER saMAccountName EFH
it Active Directory#l uid M OpenLDAP o Y REEELTE Oracle Directory Server ~ s5#iA uid °

° *MERAFZUUID * | B LDAPERE KA —HRIEREERTE o LLBIEMEER objectcuID EHA
i Active Directory#] entryUUID R OpenLDAP o YR {EE L E Oracle Directory Server ~ s58iA
nsuniqueid ° IEEBMHNSEFRAEELER16(TANFERAN2MUHH/NEMUHET « EFRE
2B o

o BHAHME—1E | ©ZLDAPEHAEM —HAISH B M ATE o LLBMAEER saAMAccountName EAActive
Directory#l cn L OpenLDAP ° YR K E L E Oracle Directory Server ~ 55#iA cn ©

o *BHHUUID * . B ZLDAPEHE/KAM—H RIS E 1418 o LEEBMAEER objectcuIDp EARActive
Directory#l] ent ryUuUID R OpenLDAP ° UNREE L FE Oracle Directory Server ~ sH8#IA
nsuniqueid ° I§EBHNSERFEBNER16MTHATFERN 22U/ NEMUHRT « BFRER
7B o
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* sAMAccountName 3 uid
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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenlLDAF Other

Configure LDAP server (allfields are required)

Hostname Port
my-active-directory.example.com 389
Username

MyDomain\Administrator

Password

Group Base DN

DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com

e
"t EIEER"

'28 T OpenLDAP{aI AR 23Ry £ A"

Par—]
X E

an
E

EOpenLDAP{AIRZSHIZER]
NRIGE B OpenLDAPEIARZSEITE 73 s B ER ~ R ZETEOpenLDAPEIARES L E
B -

[+

ﬂh%ww,w‘%wwwmww

5
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olcDbIndex: objectClass eq
olcDbIndex: uid eq,pres, sub
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olcDbIndex: entryUUID eqg
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

’ o

Hame = m = Type = Access mode =
Applications 22cc2e27-BBee-4461-38c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-03ad-{229534Tc4dB Local Read-write
1
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° MEETFEY | IEBHEPREREEASIERBMEEFEVE - fIU0 « IEHERRIERE RIS L+ 158
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° SERFH | IEBHEPRERE T TEEFISIER « BiEH#EFE o ERULEIER « §EXF A RPERT
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Mo 53 Access E e

"Statement"; |

Read Only Access
P Aot "Effect”: "Allow",
"Action": "s3:ListBucket”,
@ Custom "Resource": "arm:aws.s3::department-bucket”,
(Must be avalid JSON formatted string:)

"Condition": {
"s3:prefix": "S{aws:username}/*"
}
!
L
i
"Effect”: "Allow",
"Action™: "s3:"0bject”,
"Resource”: "arm:aws:s3::department-bucket/S{aws:username}/*"
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- REREHE | ERIIBHE
o AHBHE |
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

Mame = m = Type = Access mode =
Applications 22cc2e27-BBee-4461-38c6-30b550beeech Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4d8 Local Read-write
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Manage users

You can add users to this group or remove wsers from this group.

Displaying 1 resul
Username = Fulllame = Denied
User_ 02 User_02 Managers
4. ENCEMMEEERHANMERE - ARBEAIEERE" -
Add users X
Select local users to add to the group Applications.
Q Displaying 1 result
Username = Fullhame =+ Denied +
User 01 User 01 Applications

Cancel

BEA LAGHIRERAE o AR - @B AJERE157EA LM ©

MREEEFAELTE

TR AREERHER R R o (CEARERFEAIE—RTE -

CRENEM
* B RERAERNIEREARAEEEL -
* B EBRARA MREFEL ERHERERE -

1 B IEE > A o
2. ENCEIREHBATATE 2 BHERNZES IR
3. BEMRE>RERERTE o

MmeEEsAERTE HEEFHEREENLIR -
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters

‘ Ita[:-|.'-5 cations

Cancel
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4 o ¥72OpenLDAP ~ Mi— 182 ELAARANKAI RS uia BIE o

6. B E -

7. SRREEULEHERIIER o

8. B EE o

0. MERE « MREEEHSIHANEHE « A HESIIRAEIBRHRTEIERRMNRE - MRLENBETR

B « AR EEEHJsonFHh o
10. ZEEV*FEITB¥4R" o

HERIEN
"7yS3THP I AR

"ASwifttl P I BE4R"
"tHE SRR

fHpRE+4E

TRILE RGP RIFREFAE - IR ZEFANEAERERFEABEARF EEENAER
HEIRS o

CRENESR

- CRACERRENNERE AR SRR o

- CRABKAR TR EROEAERE -

S5

1 P EEEIE > B o

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

’ o

Hame = m ¥ Type = Access mode =
Applications 22cc2e27-BBee-4461-38c6-30b550beeech Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4d8 Local Read-write

1

2. BEEVCEMIBRZ BHAERIIZENT 1R o
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Users

View local and federated users. Edit properties and group membership of local users.

Username = Full Hame = Denied = Type =

root Root Local

User 01 User_01 Local

User_02 User_02 Local
BUAKERE

TCRILEB A HERE « R R — NS EAEE - LUERIEFEER -
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7EERAE o
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

= HH || MM AM

Cancel Create access key

4. EEVEIUFINER" o
MRS IR TFEEFINEE) HeEAR 5 HENERE IR DA MEFIER

S BEFIEMIDMNZEFNERENIREME « SUER TH . csv UFFASFIERIDNWEFIEHRN
AFRIEE o
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.
Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGuS+XeACtnOWQYFdbzmgmpgVXXDvCkSOzT10s5z9K |_D

¥, Download .csv m
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MR EFIER BEMBEENHIR « W5 HEMRERFIER

My access keys

delete the one it is replacing.

4 keys

Access key ID =

Manage your personal S3 access keys. If a key will expire soon, you can create a new key and

Create key

e

Expiration time

****1***********01"445

RS2 S S R RS ****EBQJ

2020-11-23 12:00:00 MST

2020-12-01 19:00:00 MST

None

Mone
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3. BEEVMIPRIAES" o

PEENRE SO SR T 1R

Delete access key X

Are you sure you want to delete key ****r*erarinistDBGAT
This might take a few minutes.

When you delete a key, you can no longer use it to access objects and
buckets.

Cancel Delete key
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

= HH || MM AM

Cancel Create access key

O. EEVEIUFIEIR" o
LERFEHIR TREEFIRER] HeEA R  JHERER DMMEFINER
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.
Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGuS+XeACtnOWQYFdbzmgmpgVXXDvCkSOzT10s5z9K |_D

¥, Download .csv m
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = 53 ObjectLock @ [+ Region =+ ObjectCount@ = Space Used @ = Date Created =

bank-records o us-east-1 0 0 bytes 2021-01-06 16:53:19 MST
1
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Buckets

Create buckets and manage bucket settings.

0 buckets Create bucket

Name =% S3 Object Lock @ = Region % Object Count @ % Space Used @ = Date Created =

No buckets found

Create bucket

2. BEEVEIIN® ©
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Create bucket

Enter bucket details

Enter the bucket's name and select the bucket's region,

Bucket name @

Region @

us-east-1 A4

Cancel

@ MREMAZESMIMHERTE « BIUFFR) EEIF_ETH - UEERFEENSY
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5. 342~ Create Bucket 8§ Continue * ©

° %%%E&Fﬁ%iﬁs%@#ﬁﬁi%ﬁi CRRENRIUMEFEE” - ILEUERIINEE B BELRE

* MRERAEESMHHERE « sSFEINMEE" - HIRT 2 TEESIYHHES -

Create bucket

I';f:l Enter details

e Manage S3 Object Lock
Optional

Manage 53 Object LOCk | This step is optional)

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use S3 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable 53 Object Lock after a bucket is created.

If 53 Object Lock is enabled, bucket versioning is required and will be enabled automatically.

Enable $3 Object Lock

Previous Create bucket
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Buckets

Create buckets and manage bucket settings.

2 buckets Create bucket

Name 3+ S30bjectlock @ + Region + ObjectCount® < SpaceUsed @ <+  DateCreated +

bucket-01 Vg us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
1
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Buckets = bucket-02
Overview 4
Name: bucket-02
Region: us-east-1
53 Object Lock: Disabled
Date created: 2020-11-04 14:51:59 MST
Bucket options Bucket access Platform services
Consistency level Read-after-new-write v
Last access time updates Disabled W
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write {default)

Change the consistency control for operations performed on the objects in the bucket. Consistency level makesa

trade-off between the availability of the objects and the consistency of those objects across different Storage Nodes
and sites.

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability
or consistency requirements, change the client application's behavior, or set the Consistency-Control header for an
individual APl request, which overrides the bucket setting.

I Al

Provides the highest guarantee of consistency. All nodes receive the data immediately, or the request will
fail.

Strong-global

Guarantees read-after-write consistency for all client requests across all sites.

| “5trong-site

Guarantees read-after-write consistency for all client requests within a site.

@ Read-after-new-write (default)
Provides read-after-write consistency for new objects and sventual consistency for object updates, Offers

high availability, and data protection guarantees,

Note: If your application attempts HEAD operations on keys that do not exist, set the Consistency Levelto
Available, unless you require WS 53 consistency guarantees. Otherwise, a high number of 500 Internal
Server errors can result if one or more Storage Nodes are unavailable.

Available
Behaves the same as the Read-after-new-write consistency level, but only provides eventual consistency
for HEAD operations: Offers higher availability for HEAD operations than Read-after-new-write if Storage

Modes are unavailable. Differs frem AWS 53 consistency guarantees for HEAD operations only.
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write ~

Last access time updates Disabled ~

Enable or disable last access time updates for the objects in this bucket.
When last access time updates are disabled, the following behavior applies to objects in the bucket:

® Requests to retrieve an object, its access control list, or its metadata do not update the object's last access time. The object is not added to ILM evaluation
queues,

® Requests to update an object's metadata update the object’s last access time. The object is added to ILM evaluation queues.

* Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the source object to the LM
evaluation queue. However, the last access time is updated for the destination copy, and the destination object is added to ILM evaluation queues,

® Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new object is added to ILM evaluation
queues,

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.

Enable last access time updates when retrieving an object

© Disable last access time updates when retrieving an object
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<CORSConfiguration

xmlns="http://s3.amazonaws.com/doc/2020-10-22/">

<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>

</CORSRule>

<CORSRule>

<AllowedOrigin>http://www.example.com</AllowedOrigin>

<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>
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Bucket options Buchket access Platform services

Cross-0rigin Resource Sharing
(CORS)

Disabled ~

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If you want that bucket and objects in that bucket to be accessible to web
applications inother damains,

Enable CORS

rmins="http:/ /33 amazonaws.com/doc/2020-10-22 /">
<CORSEnle>
ZA1lowedOrigins*< Al lowedlrigins
<A1t owedMethod -GET< /Al 1 owedMathod
<hllowedHeader>*< /Al owedHeader>
«/CORSRules
<CORSEule:
<]l lowedCrigin>http: //wwd.example., coms fAl T owedOrigins
<4l TowedMethod>GET< /K] TowedMethod>
<A1l owedMethodr-POST< /Al lowedtethod>
¢RllowedMethod>DELETE</Allowedtethods|
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Buckets
Create buckets and manage bucket settings.
Name = S3 Objectlock @ 5 Region 5 ObjectCount® % SpaceUsed @ &+ DateCreated =
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
1
2. EIVEEMIFRZ ZE R RETFAEAIZEN S 1R ©
MEh{E1 THEERERA °
3. 1t TEhfE) THRERAR ~ EEE THIBRZEARL * o
Delete empty bucket
SRS S3 Object Lock@ + Region 5% ObjectCount® 5 SpaceUsed @ +  DateCreated %
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST

BEENFR T FESDEE o

Delete empty bucket

Are you sure you want to delete empty bucket bucket-027

Cancel
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e Unable to delete the bucket because it is not empty. You must delete
all objects before you can delete this bucket.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ =+ Lasterror @ = Type® = URI® =~ URN® =

Mo endpoints found

Create endpoint

2. JEEVRRILURAL" o
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Create endpoint

. uthentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel
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Create endpoint

@ Enter details

e Select authentication type

Authentication type @

Select the method used to authenticate connections to the endpoint.

EAnonymous v
Access Key
Basic HTTP
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Create endpoint

@ Enter details Select authentication type

Cptional

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

@ Use custom CA certificate S

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service

(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints

Display name @ =  Lasterror @

T Type® =

URI® =

Create endpoint

URN® =

my-endpoint-1

53 Bucket

my-endpoint-2 € 2hoursago Search

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

EIECE RSB RRIRES o

IR A E R R EPEEN IR -

Overview

Display name:

Verify connection @

resolved error, select Test connection.

Test connection

my-endpoint-1 #

Type: 53 Bucket

URL: http://10.96.104.167:10443

URN: urn:sgws:s3:::bucketl
Connection Configuration

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Display name @ * Llasterror@ = Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3:ibucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my—endpoint—4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. BEEVCEIREERIRAS ©
imFh s SR R EPERN TR -

3. BEEHARE o
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Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. BEEVEEMFZ SERRBIIZET IR

NREMERERPBIT SRS InEs ~ RIERIRR N EITREE S (F AR T S iRFS o ([
@ MR E R ERIEE o N EEESE A FE2BEMRNURNZ A  Hee
EEEMHRNENR © KELEERRER/FAIRIENTER © StorageGRID

3. EEEY: [EhiFr) > THIFRIRRS o

%Eﬂaﬁl‘rﬁﬁhuﬂﬁ ©

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint

4. EEMIERIRRL" o
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SEHPHRT & IR In R iER

MREEHBT &R IREL @ NF 5 £ $5:2StorageGRID ~ &FRIR L ZREETR—AIFIE
7£ TPlatform Services Endives] (FRRFIRE) BHE L - RE—(EfE2EAUZISHEE
REERFEEAZA o NRIHETENERERAR LR « B REEEREER o
HET R R iER

B 7 AR T & B TSIREES I IR SRR BRSNS o A S [T ARSI
B B BEERNEEEL o

B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

BRR LERVERERTEHIRE [TakHind EEAIRE - 2R EFMAERAS -
1. HiRELBER  EEVATHERIIRES ©

2. EiRRGEHAIER EE L« EECER o LR |IRB R GRRIRRRITEERHR « TIsHHEREENRBE
BEA - A BXERER @ BE7TRAEE -
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

mm

BEHERE TS NARMRE

BESERAR A GHERTT TRE—EHEZR) A AIEEEHRERR - EEEEHERES A ERHER « 258
HITERBPIBIREMRRVIER

g

1. BERNIRES o

imEh A E R R EPEEN IR -
2. B Em > B o
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# T"AccessDenied] 3 IMnvalidAccessKeyld'] ©

MRIEEEREILRRADATER | B AR #FEE g EStorageGRID EFBYInRLER:E « WHESTAILUER B

AIHYERBIEE o BB RS AL A M — BB o
1. BEERIREL o

2. (EBLEHAE B L A4S o

3. RETIREEHEEAERE o

4. iEaEg > AIRER o

HIRT RIS E5058

EE5REE T A IRTSIREET « RESIRAAIE B A ARBHEEMER « WHITESERIRZE © StorageGRIDAF
i#BStorageGRID ~ NEgERE T AIRFBIEEFIRRFAAER ° it - MRICEESERT & RFBRE R

B (fl#n 4003 Forbidbididbididbide") - i5i% s B iR 2L sR:EHRERIHEIR o
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BRI T A RFHEMENR « 552R (R E3EStorageGRID INEERYEREAY) -
"&EIEStorageGRID"
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& ECloudMirrortf &

CloudMirror#E 5 iR 752 StorageGRID =IBINAE T =M F S IRFEZ — o B LUfE
FACloudMirror€ & ~ i$¥1 BEMER FIIMNEBS3EFE o

CEENER
* F AR ERStorageGRID BIEEAKETAR RS °
* BAEERRI—EREER « MAEEERIR -
* ISITE M # CloudMirrorfE B B HI#tBV IR ERNBEREE « MBS EEE EHIURN ©
c B EBR AR TEEMAENL = MBFEU #IRMERERA - AcSEHEAIRE PFRASIEMINE
E o BEHREEERAFEEEARTERERR  BREFANRFERFIVERRZE °

FAREELF

CloudMirrorfE 5= SR IE SRR #TF BAE R B InRt P ERY B HIMRETF&E - EERMHEFERACloudMirrori
B B AR T ERANMHEEFEEERERXML - EFHERXMLLAH I E(E H M ERSHEFRIRR
AJURN
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NMEFFERBEAEZTEAFRN—MEN « 2B AmazoniEEIFHERE (CRR) Xff o #1%EStorageGRID A
IAIBIESHEFERERALAPINEN « F2RBFSSARRRAEMET °

MREEBESUEEEFE LB ACloudMirorE R ~ RISEREMIEEREFEIFHYNG - EREFEFNREMMH
AIREER - CUAEMRAMMN - TERRER -

MR EIERBAHBRXMLAIEE #7485 ~ StorageGRID BIE &%} B 9tISIImEE I TIEZERT ~ FEAZEER) - B
Ryt i Rt A A ST RIS E M FETRER - SATSWBTE B Rt R R R PR (AU (R T e o
1. BARRFFERNER !
FAXFRESREVFMEIEEHEBEXML - UEKASEEAPIFISENEER o SREXMLEF
° #AEEStorageGRID ~ EZBV1RE RS o EXRStorageGRID ~ RZIEMEMH Filter FRATE I
EIEMIFRM R ABIVAIER] o WIFEFFAE ~ E2BIAmazontE BAHRE X M4 -
° {EFS3ETARIREEAIURNYEZ B A o
o FEIEMMNINIY <StorageClass> JT& ~ WIEE FYIEHA—IE !
* STANDARD : TER{ETFLER o MNRIGTE L EYHERISE #7485 sTANDARD EEAEFER o
* STANDARD IA: (FRE-JFFERFE) ILFEFHENEANRFIVERRE « BNEETEERIREFRN

* REDUCED_REDUNDANCY : It{#F4ERERNIFRMBEAIEREENER - HBEENIER
STANDARD {77485

° YRITIETE Role THAHREXMLA ~ GG ZBRILIER o H{EFHStorageGRID TFEE A :

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2 IR SRR « EACHERE (S3) > o
3. ERURRGHF BRI o

IR EER TEAFAER Bl e
4. B TARE>ER o
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o EH TEURER ZEUTLE -

6. BERE

REXMLEEEI F 75 1R ~ AR EEC R EE" -

Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

& Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Rules>
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: Sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
< /fDestination
</ Bules>
</Replicationfor f1g“¢at10ﬁﬂ

®

7. HEEAER

a. BRIEERERTAIEEZER

{ETH 5 IR P &R 7B StorageGRID f#Grid Manager:EGrid Management APIFYEIE S EX
AT AR - MREHEFABXMLEFE £ EEER « 5548 StorageGRID EHEIES o

SRELEHE
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=SSRV TIE ERREGER o

EREFrREEAS - SEFERER '20201 BFFEDM -
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FAAREXMLA B E(E B Ayt F RSB HEEAIURN °
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MBSHBENRERZEA N —MREN ~ 528 AmazonX 4 T StorageGRID BXEH RAUIAIE(ES3H#EE
BAAEREAPIRVE « FF2RBFS3A R IKEARINIET

MREAESVHNREFERBSEHEN  MENES HIHHFENEREFIAITIEEEEX

1. BARRH#EFENEN :

© AN FHRESBIASEMHENEIAEMAERXML « YISIBEHAPIFTIERE °
° REXMLES « ;5 EAEMHENmREIURNIES BRIt E/E o
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

- R EERENP  ERRTERE (S3) >*F o
- ERCRIRFEFER R o

e ERR TEAFEER) Bme
EE T ERE > EHEA -

ERC RSB ZE IR o
- REERAEREXMLAS I F A 1R ~ ARIERHFEE

:sgws-topic</Topic>
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Bucket options Bucket access Platform services

Replication Disabled v

Event notifications Disabled ~

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

ZNotificationConfigurations
<TopicConfiguration>
<Id>Image—creacedd/ Id>
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>

@ £{EFH iR A &84 ZEH StorageGRID ﬁﬁﬁGrid Manager‘}ZGrid Management APIFYEIE S EX
BT AR - MREFHFABXMLEFE L EER 55048 StorageGRID EHEIES o

7. WESRE MBI E ERE
a. BWRRHFEPFTSEEBENERIHFRITEE « MAHRBRXMLAFTRTE °
EHAF - SEERBRIUMME - MEEEFEMHEXN inages/ ATERS !
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b. e BAIGAE B HISNSEE o

BN ~ ARG B pYth B2 EEEH TAWS Simple Notification Service (SNS) L ~ BRI EARFSITE

MIREREXEFHMHGE -

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

YNSRTE B Rt W ENER] « KRB IR ERIRENLLLHStorageGRID # HE ISR o

g
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* MERRPES FEBRAERRES

HERAE N
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ISR AR A EHIISON"
"RERBEARE
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HERSIRFBEEAPESN—HERAIREE
<MetadataNotificationConfiguration> #l
</MetadataNotificationConfiguration> 1Z&C o HERBE ZsEFRE BRI
4 ~ StorageGRID LUK FEAG S Y4 HpAE B RHEX 2 WRE B B9t o

MR R L BIRI B EITEE ° Al ~ A UEEARREBZMHNHPEEZE /inages E—EBEW
#~ UREBREBZMHFNPESR /videos BIS5—E - EAEERBHNAREN « TIRRFEEIIE
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E=E FEENRS|FEDE o
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRMRAPEEFENBREXMLANITE °

by 2B
Metadata NotifyationConfiguration  FjA 5 E R E RHEER YA B A9t 2~ 3B B 2312
ﬁ&o

BE—HSERATE -
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B fEEMetadata NotifyationConfigurationJc & ©
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BEERUETTES ©
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B EERuUleTTET ©
urn EXYHPEBERNBEN 2 — o B

EStorageGRID E& B4 ARIHFAEIURN :

*es WWBRE=(EITE °

* URNEMUERS|4ERE ~ EREPEAPESERN
{#1FE domain-name/myindex/mytype ©

inae EAEF EEENNER BEAPIRRE - EF
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®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BRI AA A MIFRA

TEUEEEH P ~ MHNPEER G RAEFET /inages EFEE—EBRIM « MY PEB R G EFEE

T /videos EEEFE _(EBRIM o

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

HEREE
"{EFHS3"

"SR SR EERISON"

"RELSESRE"
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

(D F{EFE F iR A EB4ZBH StorageGRID fFHGrid ManagerziManagement APIFEIEE A HEL
TSR - MREFEFABXMLE LR 5548 StorageGRID BN EIES o
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MBEKE ~ BRI UERTIE—RERERRFFENESES !

* EEMEERE (S3) >MHETFERME - RRECHERRAESES IR
* MRICEZEMRS3 API ~ SAERAMERR R FEBERIENENX - F2RBEFSIARIRRARENAET o

HERIE
"R S E AR

"SR ARHEBRXML"
"fEFS3"

"I & AR iR
HESESIRFEEERNISON

ELRARFENESESRER « B8IGNE - ENZMFY G PESH IR « &g
EEE Json X L {REX ZE B BYMhimaEs o

It EEFIRE R Json&E B ~ ZEHIRIIE A A S EE R ESL SGWS/Tagging. txt FRAMNBEEREIL
test © © test (EAEFERERA ~ AUt versionId {EsA%EH ©

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}
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HEENYHENR bucket : IBVETE

key . MMFEI8LTE versionID : {RARZA > BARARAZESIRPIER
region Ul : Bucket @I RPEER

‘us-east-1

size ! HTTPRRIFA REMIH R nds @ ¥HHE
Iy (LTTAB A3 EEAT)

fEREPEER metadata ! HREFFERFPTHIE ((FREESH)

key:value

tags : FTERMFERNYIMHIREC « BAERELY

key:value
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