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AR FA 4L & B AN A& 4R StorageGRID E&EATUL o PIAe & HIRIERAR « THEARFLUBR o

NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation

2. INREEEFDHCPEVSIPALL « (R LAEFREAE AELR o
a. ERZKFERER - IR ECH BINEIZERESG6000-CN-ZEHISR R A RIFIRI-45EIZIE
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Network Link Configuration

0RO @@

SR T T TR gﬁ- ;ﬂg] é"llﬁﬂ?% i
ll . Lerbnaans e

| &
| s m] o
5)(®)

ﬂl You might lose your connection if you make changes to the network or link you are connactad through  you are nof reconnected within 1 minule, re-
onter the URL using one of the other IP addresses assignad o the appliance
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FEAEIRAE ) RYYIHERFEIFRAELEREE (E/F) FMEZE (1/10/25/40/100 Gbps) °©

Link Status
Link State Speed (Gbps)
1 Up 10
2 Up 10
3 Down N/A
4 Down N/A
5 Up 1
6 Up 1

B RIFIUEEEE

o

EELEIRE 5%y 10GbE * ©

EIRIRE AR R AEE

AR AR E SR T R A BB

© BIEMEERA - ARESENRTERSEIL o
° *FR AR B o
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Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

(@ Fixed |

(@) Active-Backup

| 10GHE

() Aggregate

Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1
and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

=

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

@ Independent {T) Active-Backup

C.enneet the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use

all of these MAC addresses in the reservation to assign one IP address to this network
interface.

()

'E'n'eblingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

2. NREITE(FFH25-ChEF AL R E HGEIZ IR EIFIE « 31 NEEERE ] ThIUBEHER M 25GBE*) °
R Grid NetworkF1FE B 1
M T ISFP28 UL 328 o

AR PR SRS A AT IR W SR TE ULIRE o (A 7R EFASFP28 S B4R Bl 't

3. B =i {Z A StorageGRID &t &AM IEAE o
AR A NMETER o ISEAE AR o
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a. MRmERE

REEIEMERE

Admin Network

b. yIRBHEEE

iR BUH AN S TR AR RR BV B AR AZ AN T 3R

Enable network

ERER P IRAES

A TRPImEER) By TERBHERR. ZEUTHR o

REGRTERERENAP IRERKRE

- FR2R% -« REERIBEEREAMMRESEN

IEEEAIRET

° * Aggregate M lacp *EZEEAN Gridf A Fim4EE o S BASEERRIEEM —HIVLANAZSS o ERTL
EEEN0F4095 7 R ©

° BEAEIRHERERActivelH ) ©
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Link Settings

Link spesd 10GLE j

Part bond meosde { Fioed {+ Aggregate

Choose Fied port bond mods if

Grid Network

Ensble network p

Network bond mods {~ Active-Backup e LACP (802 3ad)

Enable VLAN (802.19) [
tagging

VLAM (B02.1q) tag 328 =]

Admin Metwork

Enable netwark p

Network bond mode {~ Independent v Active-Backup

Connect the Admin Metwork to ports 5 and 8. 1f n

ary, you can make a3 temporany

@, then connecting to port &

Client Metwork

Enable network F

Network bond mode {— Active-Backup v LACP (802 3ad)

If the port bond mode is Aggregate, all bonds must be in LACF (802.3ad) mode

Enable VLAN (802.19) |7
tagging

VLAN (80213 tag 332 -]

°. ZEEHMEABAREIRER « FR—T T#E -
IR CEFFrERBFERSELS « AIREEREER - IREE1DERRBEERE

#R ~ StorageGRID sAfERIERGERAEENEMIPILLY — « EMWAZEAEENURL : +
https://SG6000-CN Controller IP:8443

FEREE
"SG6000-CN-1ZEHI 23 AV E IR E LS IR
"&% TE StorageGRID BFEEIP{iL"

5% € StorageGRID AFAEIP{iziit

eI LAfEFStorageGRID TR EZEETRZTN ] K& E StorageGRID FEFREE B E1FEIE,



T Es ~ TEER) M TAPmAR) ERYIPABEAMERBEN

FRERLIIF
T A7 SRS AR AR L AIFE PSS BHETRARARIP ~ A DHCPAIARES LAY HHERKAFEER

MRECELFBEAR « S REFESG6000-CN-1EH S AL HRRRIET ©

1. £ {SectionApplianceZ#£#2() StorageGRID A ~ #EY* Configure Networkingl (GREHEEE) > P
Configuration]  (* IPAEER) * o

e NPAERS) HE °

2. EERTEARER  FEREN MERER) BRPENFREE* DHCP *
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

3. WNRCEEEEFAE" ~ SFIKIR T 5D BRER E AR AR
a. {EFACIDRETERAFFERYIPVANLLL o
b. #MARIE o

NRCHIREER R B FIE - SBENBAERBVFFREIPvAIIL o

C. MRECEEAERER « FRMTURIEERESERERIVE - H1219000 - B « HREERE
1500 ©

@ MERBIMTUE AT S EREPTER 2 SIS EIRIR PR ERVE - TR » AIAEE S/
MAERE S BEK o
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AESREMERMEE - FAA S EERFEEEGrid Network/ T E LR EHBLHIMTUME © dNR1E
@ B &i25_EGrid NetworkIMTUREEBEZER « BIZ#HEE* Grid Network MTU mismis*&
R o FREMHERERNMTUEERA—EMHER o

d f5—TF (R,
ST P RSN FER A S A REE -

YNRITK A StorageGRID T EZEmE 2T AVELR « A EA S KAVTARRIPAIUL ZHEAURL © A
40~ + https://services_appliance IP:8443

e. FEDHEMSAERS TR R R IE M SRR o
MREHBEFHER - MFEERPREE - 5ERPTERERFRERSOBESBILFES EER - 2K

B4aStorageGRID Z4E6F ~ AZBTE F EEIREEEAYIGrid Network Subnet List (488498 F 48R B EE)
FEHIELEGrid Network FABER o

() FouTmRese - MBRERFF A  BITARIESFERICH NetworkRi -

C FEIS TR C SRR —TEAET 4 RE—EHAM ©
* EEBRAREANTFRER « AR —TRRER % ©
f¥—T T f@EE*] o
4. YNRITIEEEY* DHep* ~ sAIKER 7! F BF & EGrid Network :
a. ¥ DHep*EiEIRiNE » BBEFRE" -

AAEEBEA IPvAuikr) ~ TRE) & IFHER) WM - MRDHCPRERSBREAIERMTUE
A" MTU "I SEAZE « BRUEEmMEE -

(MRS5S B B I StorageGRID E2HFEIIPALAE ~ LUEER o
b. FERRARAAEEE TR N RS o
MR TR - BB ERRE - SRS N TR A BB RIE SR B

FAtAStorageGRID LR « i BE T EEIREIEAAIGrid Network Subnet List (481&48ES FARRRBE)
hE&HRIELEGrid Network FAFER o

() FoUtTEREsE - MBSREUFRF S MEE  BITARIEESFERIGH NetworkRii -

* AR TR - BER—THERART 4 RE—ENAR -
* REBIRARERN TR « FE—TRIRET %

C. MREECEABERER  FRMTURIEZEABESERERE « H1IN9000 - [ ~ SARETERE
1500

@ MERBIMTUEA AT S EIREPTERR 2 ISR EIRIR PR ERVE - TR ~ AIAE S /IR
MAERE S BEK o
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BB BAEERIAE « FAMESMAEEE Grid Network/ E_E S EAELBIMTUSE » ISRAER)
()  #25 EGrid NetworkIMTUREABEZR ~ BIZHEE" Grid Network MTU mismis & «
AR EROMTUEE R —EARR ©

a

T

+

5. %

EEE

AN
@5  ETEEEN TEIRMER) BRTIEE (S 3 1 DHCP o

() =oxewnEy CUAE NEGEAE) SECREEREN -

Admin Network

The Admin Metwark is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to ke routable between sites.

P
Assignment

[Pyl Address
(CIDR)

Gateway

Subnets
(CIOR)

MU

@ Static (O DHCP
10224 3. 72/21
10.224.01
0.0.0.0/32 +
1500 =

6. YNERMAGEEVERAE” « SAKIB T T EFR E E IR ¢
a. 7T581#% _FAMManagement Port 1 (BIREIEIR1) g AFREMIPVAIILE « FACIDRETRE ©

BIREFIR1 2R EAIEM{E1-GbE RJ45EIZFIBAIAMA] o

b. BMARE

)

MRERERLARE « SFEHMABRBIFFRRIPvALLL

C. MIREECEABERER « FHRMTURUEELBESERERAE « F119000 - B ~ FRETARE

1500 °

®
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d B—TF M) o
SICEBIPAILE « EHF AR TSN GEE -

MRITKZEStorageGRID 7 BEZEmTRZNNVELR « BAERABIEKBVEFRIPALER#EAURL © I
U~ + https://services appliance:8443

o REREIBMAI T HBRS B E TR
10 R R PR O R AR BT A T ABRA A ET LSS
() mxmmErcReRERRE

* ARSI SRR MEART 4 ZB—IEHAA -
* BEBIRRERNFHER « FiE—TRIRET %
fR—T T*fEfFE~1 o
7. ANERITIEE DHep* ~ IR TP B E B IR
a. JE$Z* DHep BB RE - BERYFRE" -

RFAEEEAA MIPVAfiit) ~ TRIE & r?’ﬂﬁ%J 1R - Y1RDHCPfRIARER R E S IRIKMTUE
A* MTU "R SEAZE - BERIEE MRS

(RS BI B 58 B B B AT S Storage GRID E2FAIIPAIAE « AP o
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Client Network

The Client Netwark is an open network used to provide access to client applications. including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client Metwiork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static () DHCP
Assignment
IPvd Address A7 AT T 183/21
(CIDR)
Gateway 47.47.0.1
WTL 1200 =

9. MRMGEREFFAE ~ SAIKER T 5P 50 E A P IR ARES
a. {EACIDR&TT AR AFFRSAIIPVALL ©
b. ##—TF T*fFE~1 o
C. MR P iR ErRIERIP AL IEFE MR o

@ MRERARAP AR - AISERTAREH - EREREEEARFIREREFEE - BERA
AP ImERRE « SR EREME o

d. MREEEAERER « FERMTUBMZERBESERMERAE - fIE019000 - B « FRERRE
1500 °

@ MERBIMTUER AT G ERREPTEIR 2 IR IEIRIR PR ERV(E - TR ~ AIE S IR
MAERE S BEK o

e B—TF [*fiE ] o
10. NRABEY- DHC* ~ FAKER 545 SR8 P 5 48R -
a. JEE* DHep* BIEIRSATE » B RTE" o

R EENEA M IPvAfilt*) 1 TRAE) (L - NERDHCPRIARESREAISRKMTUE ~ BJ* MTU *i§
NIEEAZE - B SEHM:E -

TR ERE BEENE M StorageGRID E2FAVIPAIIE ~ UHEER o
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@ INREERA AP imAEE E'JﬁﬁETi‘Ean%EEI TS EAAP IREREE « BERA
PR ImAERE T ~ SO EREMT

b. INREEEAERER « FRMTURMEERBESERERE - F1E19000 - [ « FREFERE
1500 o
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e &EE;’J\ E A LTt StorageGRID ﬁ%ﬁ CEFIFMEANERRE - BB B BARE
BHIERA ~ [SFEZAIE StorageGRID BB AEFAIRS ERY (RS RLEELEIPILZ
FIRYELREES] o AT LABEEEMTUSRRE ©

g
1. %% TSectionApplianceZ #3121 HITHRER Y StorageGRID 1 ~ 32— T4HREAEER ) > ™ PingdMTU
Test*] o

PingfIMTU Test (PingFIMTURIE) BEmEPEEIHIR -

FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through. and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the netwark to
the destination, select Test MTU

Ping and MTU Test
Metwark Grid pd

Destination [Pvd
Address or FQDON

Test MTU [

2. fe AR MRS « EIEERAENER | % - BEXEXAR o
3. B AZABRR £ EHMIPVAUN ST REEE TS (FQDN) o

BIgn ~ A SRR Eping FRE B = E EIRENRL_ERIFIE
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4. (FIEE) 3Eh* Test MTU* GRIEMTU) #HEEAEL SRR BERCEBMRTIERHAIMTUR
g ~ eI ORI R R B ENRL BN [E) 14 & B RL 2 IRV ERTE o

S B—T TRIEERES o
NRAERFLRBAR ~ EHIR Ping test passed)  (PingRIE@i8) S - A5 Hpingds LH#iH o

Fing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP addrass of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTL

Ping and MTU Test
Metwork: Grid |

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 19.96.164.223: icmp seqg=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms
rtt min/avg/max/mdev = 8.318/0.318/8.313/6.008 ms

Found MTU 1568 for 18.96.1604.223 via bre

"SREHHERELE (SG6000) "
"ESHEMTURE"
RS EBEBRNERES

A7 fE{RStorageGRID RZ AN EEREE « 55MERStorageGRID (AEA) EEZIEEINA
BARE R EIPAIUE (A B AR ETCPEIZIR T EIRIRE o

RIRERI(E
TR LUfEFStorageGRID  (BRRARLZERZRN) PiRMAvERHREE « AIS AR EEGrid Networkh ELA1Ef
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b2 FEIRYEEARBES] o

HESh ~ S ET LITE EIRAERRAN A P In8ER £ DU 7RIS MEBNFSEDNS A AR 23 Fr e A RYudpidiz i bRl 4R
AE] o WIRBLEIFERIFE « 52 KStorageGRID  (RAREIHENEH) SmPRIEHIR2TER o

@ EIRIREARRPTSIRIGrid NetworkU%ﬁ@ﬁ]‘StorageGRlDH&ztﬂ 508 - £ERESEHN
BHABRVE BB R R IERE - sA75 2 R8StorageGRID BRIARASHY (4BERTERT) o

1. %% TSectionApplianceZ 32y & + #— T StorageGRID T4HREAFRR >*E 0@ AR (nmap) *1 °

BEENFRT NERsRiEgla) Bm o

EIRIBEGRY| N EEEKAAR ETCPERIETRAIEE! - HHHSBEMER - RIEZIHIEHEREERET]
ZENAIGrid NetworkiZEIE18 o

The following node types require TCP connectivity on the Grid Network.

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

e] LRI RGP PRS | FE R $E B 118 B Grid NetworkFR ELfthBiEs 2 FEIAVEARAE S o

2. 1R M HITVRE D « EIVEERAENER | % - B SCRR -
3. AR LR EMISE —RTIBIPVEfiIiLt

g0 ~ AR E R E R B = B E IR FRIRE
fEREFIRIEEHLE « WEBHIFTT o
4. B ATCPEIRIRIRNS « LUBSRDFRAVEIRRZE « SERIREE -
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The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

o B—T TRAIEERES o
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° UNRFEERYEIZIBE AR AR ELR AN ~ Port connections test passed)  (GEiZiREAR R EB)
BRI EBAIED o nmapf LEHZYIERIE TS ©

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds

° YNSREEIR B IIEIRIR B AR ERIER - BEMRBR—ESSEREAVERE B MPort

E:H: I%\

Connectivity test failed] CGEIZIBEFAFELKR) AEGRETERBEET c nmapin TEHIL Y EEE

T

FHKIFRME R ERIREGEET Closed) (SRIR) ARAE - HliD ~ &
L EEARRE ~ StorageGRID B EiBE EHRBIT TEHIRTE) B~ KA EIESEEBRKRIE
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

° MREER—NSEEMNVERIRRIIERHEE RBVFERRELR « B TPort Connectivity testZ i
FERTEALERRIET o nmapss T &SRR R 7 ©

AEE

anl

ALERIERNTCPERENERRR T LAERE  BRREARBTEEEEE - SIRABLEE
B~ ERIRRARES TEEE) - AJREERI ARSI -

() @3 TClosed) (BRIE) fomie .

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
15@6/tcp open uted
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds

R
"REAEAL

1ZEX R % E SANtricity THAE

& a] LU B SANTtricity NetApp R4 B IR TSR BRI (AR IR 2B IV TEIT IS ~ RETEN
PR B EBRE TT A AREE o IS AT LAER EE &S AutoSupport Z1ERIProxy ~ :E{&
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Set Up SANtricity® System Manager

Welcome to the SANtricity® System Manager! With System Manager, you can...

* Configure your storage array and set up alers.
» Monitor and troubleshoot any problems when they occur.

s Keep track of how your system is performing in real time.

®
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Home Hardware

HARDWARE
Learn Mare »
Legend v I Show status icon details )
Contraller Shelf 99 - ﬁ} [+ ﬂ& EI Show front of shelf
Fan Canister 1 Power Canister 1 ’:J Fan Canister 2
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Powrer Canister 2 ’:J
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Baseboard Management Controller Configuration

User Settings
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Confirm Root Password | seess
4 #H—T T*f#E*]1 o

52 EBMC & IEEIZIEAYIP ALt

EFEBMCITEIZA] ~ B 7AEFtESG6000-CN-1EH28_E 5 EBMCEIREZFIRRVIPALIL o

Ks

TEENER
* BEIEARIRFERAZIENAERIESS
* R IETEFEREM A EAR StorageGRID EZABRNEIEA AR o
* BUCEERERESEGETITEHERNEIRMEE o

RINERTI(E
77 %% « BUCEIRERE R FHERE RAVEERSTFE

@ TRAERILERREREZ 2 « (BSERIIANEEIEMER - IRRAILEMEREA - SHIRFBMC
BIRIRARIBIREETH  PRIFRATSTIR A FIZRBMCIEAR -

TR
1. 1A Fim#a A StorageGRID URLIAMH{ER ~ B4 © + https://SG6000-CN_Controller IP:8443

RS SG6000-CN_Controller IP ™ 7EStorageGRID {EH{A—{EFZIERIAERE AR EMIPAIL
EMTHIR TtheREBE %% StorageGRID 123 BE °

2. FEE R EHERE > BMCAERE"

74



4.

NetApp® StorageGRID® Appliance Installer

Home Configure Networking Configure Hardware - Monitor Installation
( BMC Configuration )
Home Storage Controller Metwork Configuration

H3R Baseboard Management Controller Configuration (EREHREIEITHIZSAEE) |

. 5 T BENRERBYIPVAfLL ©

DHCPRIETRIPAIHALLE S I TER 5 o
()  IaBEELSEERIA SR RDHCPIE -

Baseboard Management Controller Configuration

LAN IP Settings

IP Assignment " Static & DHCP
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Baseboard Management Controller Configuration

LAN IP Settings

IP Assignment &+ Static " DHCP
MAC Address d8:c4:97:28:50:62
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NetApp® | forgot my password
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2. BB RERERE > EIR N o

NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking = Configure Hardware - IMonitor Installation Advanced -

Node Encryption

Mode encryption allows you to use an external key management server (KM3) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption o

Kev Manaaement Server Details
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Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different external ports. For example, you
might need to remap ports because of a firewall issue.

Metwork | Grid j Protocol | TCF j

Remap Direction  Inbound j Original Port | 1 =
Mapped-To Part| 1 =
Network Protocol Remap Direction Original Port Mapped-To Port
 Grid TCP Bi-directional 1800 1801
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation
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2. tEBIRTWE ZAePEERAVEE o

C 1o RERTRE

TEUCREE: ~ ZEBNGEREMEFERER  BIREMRARVER - BASANtricity 12 REAS A AR E MR

& ~ DURREEHRE °

° 20 BREERM"

TEUEBEER ~ REBR N ERERIFERMIREEREStorageGRID [EREEHRLUMEER -

3. MIBERS LAt - HEI* %8 StorageGRID Sid*P
ManagerfE BIREIRE_EAZELEERRL - BITET—H o

EE EIL =
EEGE(S

WHERBREZESETANS « mEERGrid
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4.

BENEE

Home

Configure Networking -

Monitor Installation

1. Configure storage

=

2_Install OS5

3. Install StorageGRID

4. Finalize installation

Connected (unencrypted) to: QEMU

platform.typen:

[Z017-

ontainer data

[2017—
[2017—
[2017-
[ze17-

[2017-

O7-31T2Z:
O7-31T2Z:
O7-31T2Z:
O7-31T2Z:
O7-31TZZ:

O7-31T2Z:

Q09:
09:
09:
09:
09:

09:

Device or resource busy
12.

12.
12.
12.
12.

12.

3625661
3662051
3696331
5115331
5700961

5763601

of node configuration

[Z017-
[ZO17-
[ZO17-
[ZO17-

A11¥Grid Manager ~ #Z/EBERREZEEIR

O7-31TZZ:
07-31TZ2:
O7-31TZZ:
O7-31TZZ:
-07-31T2Z:
-07-31T22:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T22:
-07-31T2Z:

Q9:
09:
09:
09:
09:
09:
09:
09:
09:

09:
min Mode GMI to proceed...

1Z.
12.
12.
12.
12.
12.
12.
12.
12.

.b1609851

.b145971
12.

h813631
5850661
5883141
5918511
5948861
2983601
6013241
6047591
6078001

6182821

Configure Hardware -

INFO —-

INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

E1GGrid Managerig—T* Install*BF ~ PEEZ35EAL

%ﬁl%%&% °

==

#% E\IIH

TR BEERENE

RIRERI(E

BEhfcZE

Ig o

88

E

+
3]

Bi4

[INSG]

[INSG]
[INSG]
[INSG]

[INSG]

[INSG]

[IN3G]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]

PEER4 *5E

IMonitor Installation Advanced -

Complete

Complete

Running

Pending

NOTICE: seeding ~wvar~-local with c
Fixing permissions

Enabling syslog

Stopping system logging: syslog-n
Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A

SR8 e StorageGRID BEM R EFEfT o

PR3 Rt o EREERATTRE  IEHIREE

14HRE « MUK EE{EStorageGRID EE RAAHIARRERE ©

EZARE D] (AR BFE 2 StorageGRID {EhR AR ZH1TERS - e —E AR B#EHStorageGRID 89l



FEEFCREEAER  FEA TS ERER :

* BirJsontER ~ LUSE AR ERMARRTE - (£fStorageGRID (FEEMARAZREZN] LfJsontd

%o

() cauERERNERERES ERARE -

* {FAStorageGRID IlEI8Econfigure-sga.py Pythonie <5 « Al HENRERERESE °
* {EFEBIMIPYthoniE S HE AR EE E B EStorageGRID BIZRAMEMTH ( T4@i&1 ) o
&AL StorageGRID EiZfE BEEPythoniE < HE ~ thE] LU E/EA SR « REBUN{T

(i)  StorageGRID #B1&HIBAI X 1TRIB AR T AR (BPAEZMEREST APy o 358
BStorageGRID IS4 SBR[ TR REMEERZENL) HERIH -

{EF3StorageGRID {The ChoicefEFTEX L2121 | HENLERIEEHA

SR LUEA B S 4EREMIIsontEZE « KRR ENARREENE o alUfE
FiStorageGRID (AR —1xHUsREZEEIETN) LEEZR o
CEENEMR
* EHREFREEE XA BAStorageGRID BERHTARAHIEENEE « A SEBEB N EARASAIRRAS
. S BEFIStorageGRID SERVEIEESS « BT EREIMARE L (The) ( (The) ) MEMSE
TR o
RAREELTE
SR BEMEERASEARRTE « fINERE THEE -

* ERRARE ~ EIRMEERAN AR iRAEER Pkt
* BMC/TH

© BIBBEBERI

° HERREAEIRT

© BISIRE

5 L 1EMNJsontE RN EFERLEE « B H tEStorageGRID AL ERAN S EEEmFHHNITHES
BNE - LEHRURRESESEE - SO B—RERSEMRBIERRE -

@ HEEHCRETEAABNEFERE ~ AIMUER configure-sga.py 159 | +'F
Fconfigure-sga.pyie < s B BN L KRR E RIS B/

SR
1. R THNER—EREEEJsontER :
° ConfigBuilderfEFRF2T

"ConfigBuilder.netapp.com”
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automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
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automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
https://configbuilder.netapp.com/

° o configure-sga.py FEFAEEBEHREIESHS | I LA StorageGRID {Sing Appliance Installer)
_((Help) > (RFBHEREISLHE) ) THIELH - F2REMconfigure-sga.pyfa < HE B ENLABRERVIE
o

"fEFconfigure-sga.pyis <t BB ZEE KR EFE A B EL"
JsontEEHIEIEE RN AR A TYIEK !
 NERAMMEHELTE S E/MERRBAREFTT
° RHFERFTHE  BFMNEFTR
° REELUEF MBS RE « U FERBSHT

@ FAEE JsontE R AEIRERTE (R LERTE) WY - BRICHEEEERJsontEFRK
REZEER ©

2. BEER > EATRBAER o

LR g hIR TEMmEER Bm o

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON
JSON Browse
configuration
Node name - Upload afile v

3. EIVEE HEZ AR JsontEEE o

a. BB o
b. M EEENFEZE o
C. #EHY* MOpen* (BHER*) 1 ©

EREE LENERE - BEEFTTARE - ERLE SRR BRI
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AR IsontEZZHAHREEE TLINK configl ~ rnetworksJ FMENEE: IR ELE
() mmmeEmEs . MROE1HEAIAEER | AERE AR ENEMIPI
i — BB ARAREURL -

Upload JSON

JSON Browse appliances.orig.json
configuration ; '

Node name --Selectanode v

MR iE THNBEEFEAJsontEERERMNIRE R o

@ MREREN - BRLBEUAIEET - UASERBERESRAR - BEZREREMRE
BEE - A LUEA ConfigBuilder RFE{RIER B XA JsonfEZE o

4. 1% TERELTE) THITUBEEhEEENEREY o
TERJsonfBfE ) #ZEACEA °
Upload JSON

JSON Browse appliances.orig.json
configuration ‘ )

Node name Lab-80-1000 v

Apply JSON configuration

5. EHV*E M JsonfBAE* o

IEAHRE B B A EBEENRYENRY ©

£ configure-sga.pyis <5 BB R KR E FE S B R,

,.;':_JL,(@% configure-sga.py &< 15 « A EE){EStorageGRID % A RAERE N EIE,
LB T - BT ERKRETESIEMNE o ZID%&E?(E* BEEERTE - 15T
BEER - St UERIESIERELE S EREERREENNIsonfER -
TEENER

* FEFREEE O TR « EIRE ICHAEES ~ WEREEIR

* BfffStorageGRID (BERAREAZERER) AT ECIEMNRMRTHELMIPAIIL
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* MREELET IR ~ MAEHEIPALE o
* MREERERRZEHMER - RIEEZEZEIRHR « MEALRERIPIL -

N T ESIREELISMIFFE IR, « StorageGRID FRESITE OraclefEFEEZ &2 IPAERE ) BEE L
BIGrid Network F43E% ~ #iE 1T = EEIREIZEMIGrid Network Subnet List (48184888 FABIREEE) HES ©

* B TH configure-sga.py X | EXGESELERED « [ UZStorageGRID — T SZ1E*
1> TEREEREIETHE ) (EX) RKEE -

IREFERARAEEFERG SN ERERIVERERE - & u‘lﬂ_IL/(@ﬁ%StorageGRlD (
() FERESREER) REBER o+ EREStorageGRID (The ChoiceEFERZt 2R
| BB AL R

Pz
1. ZEAERAERHNITPythoniE L HERILINUXILES o
2. NBIETHE AN —RRMRMIBKR T R2EEE « BRA T &S -

configure-sga.py --help

[e}

configure-sga.py IEXHBERAEFHT -

° advanced AJETT#EPEStorageGRID FYTNEEMFER ~ B3EBMCARRE ~ UREIL B3 EAREE BRI
ByJsontE %

° configure AN ERAIDIET « EIRALTBM A2 E
° install LAB#4StorageGRID #iTEE

° monitor AN EEIEStorageGRID &4

° reboot UEMBIERALKE

MREEMAFRL CERS « RE ~ BF - BEIENEMEE) 518 ABEA --help BEEREFIFEN
FREAX T ~ sFAMERAEsZ F e < A FHRVIEIA ¢ + configure-sga.py subcommand --help

3. AEMNEARKEMEMBRAEL « FRWATIIE sca-install-ip SEAKEMBAIMERIPALL | +

configure-sga.py configure SGA-INSTALL-IP

HERETRENERIPEN « B EEIEMMMIPALL « MUKEIR - A8 A P inERAEREHR o

Connecting to +https://10.224.2.30:8443+ (Checking version and

connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system—-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received
200
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2021/02/25 16:25:11: Performing GET on /api/v2/networks...
2021/02/25 16:25:11: Performing GET on /api/v2/system-config...

200

StorageGRID Appliance
LAB-SGA-2-30
storage

Name:
Node type:

StorageGRID primary Admin Node

IP: 172.16.1.170
State: unknown
Message: Initializing..
Version: Unknown

Network Link Configuration
Link Status
Link

Down

Link Settings
Port bond mode:
Link speed:

Grid Network:
Bonding mode:
VLAN:

MAC Addresses:

Admin Network:
Bonding mode:
MAC Addresses:

Client Network:
Bonding mode:
VLAN:

MAC Addresses:

Grid Network
CIDR: 172.16.2.30/21
MAC: 00:A0:98:59:8E

Speed (Gbps)
10
10
10
10

N/A

FIXED
10GBE

ENABLED
active-backup
novlan
00:a0:98:59:8e:8a

ENABLED
no-bond
00:80:e5:29:70:f4

ENABLED
active-backup
novlan
00:20:98:59:8e:89

(Static)
: 8A

00:20:98:59:8e:82

00:20:98:59:8e:81

Received 200
Received
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Gateway: 172.16.0.1
Subnets: 172.17.0.0/21
172.18.0.0/21
192.168.0.0/21
MTU : 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)

MAC: 00:80:E5:29:70:F4

Gateway: 10.224.0.1

Subnets: 10.0.0.0/8
172.19.0.0/16
172.21.0.0/16

MTU : 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

S i i
#HH#4 If you are satisfied with this configuration, FHH4H#
##### execute the script with the "install" sub-command. #####
iFE sz Ea s ELsL s EL ST EREE SRS ELELELELELELEEEEEELELELER

4. DD%‘S%EQEEHU% EFRAYERME ~ 3B51EH configure FpSETER o HIU0 - MRCEEREREE
B E T ECIEMEMIPANETAS 172.16.2.99 s BIATS&< | + configure-sga.py
configure --admin-ip 172.16.2.99 SGA-INSTALL-IP

S. MNREEREREEHBHEMNEIsontEZE ~ 55FA advanced M backup-file Fan< o HU0 ~ ﬁﬂ%fsg
ﬁﬁﬁlPT_Lthﬁf’\‘nﬁE'Jﬁﬂ & SGA-INSTALL-IP E#AMIIEZE appliance-5G1000.json ™ BA TS
.+ configure-sga.py advanced --backup-file appliance-SG1000.json SGA-INSTALL-

IP
BEERENNIsontERERANITIECHRIER B

@ BERESJsonfERZTNEBHELBE T HERE Efé%ﬁ*ﬁ%or‘%aﬁﬁ%% R 2 EHEH
& - M B2 f##StorageGRID HILEAP| ~ FRIFEDE ILEZRE TS

6. ZICHERIEEHREREMER « 55FMH install M monitor KEEREEMNFHST | + configure-
sga.py install --monitor SGA-INSTALL-IP

7. NBRICESEHHEENRME - BWATIGS | + configure-sga.py reboot SGA-INSTALL-IP

HE1bStorageGRID Ih5EARAE

B STAINRENE 2 8  [SE]LIE#1{EStorageGRID % 7E 7% #4
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CRBNES
(R RSP A THURRMOLE -

ST =5EA
configure-storagegrid.py Pythont5 < S BENCARRE
configure-storagegrid.sample.json Bte < IERYEEHI4A RS
configure-storagegrid.blank.json B S IEABCF AT H4RREE

* R8BI configure-storagegrid. json 4HRERE o BEEIUCIEZE « KA LUEREEHI4HRER

(configure-storagegrid.sample. j son) S{ZTEHAARERE (configure-storagegrid.blank.json
o

Huk

RIRERI(E

o] LAER configure-storagegrid. py Python}§<i5#] configure-storagegrid. json 4BRERE ~ XL
BE){EStorageGRID (AR A4RAE o

()  GtEUEREGHd Manager & APISRE E Rk

IR
1. B AL ARMITPythonts S BERMILinuxi&ss -
2. PR E RN ERENEEE o

540 : + cd StorageGRID-Webscale-version/platform
Hrh platform i@ debs ™ rpms 3 “vsphere ©
3. #11TPython¥E < HEIL (5 R R I AVARREAE o

fgn

./configure-storagegrid.py ./configure-storagegrid.json --start-install

TR TR

WEEMN .zip ERGHEREFIHEES « Y THECRTLZREARREFNBE - TUARHD TEEMH
TEZ ~ WU BStorageGRID £ — B ZEADIE EREHPERT ~ IIEZ AR © AN ~ BEERE L2 M B K AR
B URZENEIHHEFLUE

()  LARSHEELHER  BARTESTRIIES0ReORID BRABIFHHNME R BN
-

WMRICISEEZAE L MBS « BIFEEREE Passwords . txt g E{FEStorageGRID S I8 R ARFAE
HYZRH ©
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FHHH AR AR R
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#4 ./sgws-recovery-package-994078-revl.zip #h#H#
#HHH4 Safeguard this file as it will be needed in case of a FHHH#
#HH#4 StorageGRID node recovery. #HH4##

R A A A A A A A AR AR AR AR AT RS
AR EERATRET A SR ZERRELHIRLAR o StorageGRID

StorageGRID has been configured and installed.

ZHEREST API4E2E

REMEREST APIZRMITRETIE | (ZIRLE) APIN (IEFEAEIERRAE
) API o StorageGRID StorageGRID StorageGRID

5 MABAPIERE A SwaggerBAMURIAFEAPITE & SRIBMHAPIS 4 o Swaggerm] :ERI2E A EFMIEFARASEFEREN

EHEAPIE S ~ RAFAPIZ{AICIFE 2 EHEIR o AR EHEZEEWebiFiiMJson (JavaScript Object
Notation + JavaScript¥)f41Zsc) BERHER o

(D TEERAPI BB RITRMEAAPIER AR RANRFEE o S/ WOARESERMIET « ERTSMIPRAERE
BrlaEMER o

S{EREST APISs <& B ZAPIFJURL ~ HTTPENE ~ (EfAIAESEANURLBE « UKTEHARIAPIEIFE o

£API StorageGRID

28
EET—HERTEEN—ERRR URERENTEEEIEMMINER « ZA5EER ThRAERZEAP
1 StorageGRID StorageGRID ° ZE#APIR[EBEHTTPSHEGrid ManagerfzEX ©

LEEFENAPIXMH « BRI T EEIEMEL EHNREFEE  ABIINRERSPEEE Help > API Documentation * ©
(FENEZEAPI) B3 T5%E © StorageGRID

E

ABRE : BEEMIRASRAPIFERARIIERE o A LUF HZhRAS PSR B E kR4S EZ2APIRRZS

* * GRID *-MA&EMRAREIEE o (SR LIEVS I ERARRE « BEIEERFEER - ERE0 7R « BT
B ~ LURNTPHIDNSEIARS] Pt

. Eﬁﬁ%&i ENRLEARAVAERE(FEE o IC LURBVEMSENRE S B ~ MIBRABISENRS « SREMIASENRS « WRAREMENRS ~ X
RS ERRERYAERE o

* BERECE-BREEFE - CALIBEBEREEFE « WRRERECEFRAUARAE

* RIE-EEEERMIEIRIE - LA UEREN « LEMEEN - RIBWIE « URIEHRIMIEEERIRAE
* MEEM-THINEEMHFRIFESE -

* IhE-IHEEARRVABREIEZE o ERIIURRIL ~ 1848 ~ MIBRRAECR A8 -
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FERTE X Z 22 LAPI StorageGRID

AT UAREGEBHTTPSTEER (ZiBFERTEEATEZNAPI StorageGRID Controller IP:8443°

EEFHAPIXMH - 5578 EStorageGRID FEFREE A (Some Appliance Installer) (3EX) ~ SABEIIBERS!
FRiEEY Help* (*#LEH) > I*API Docs] (*APIXf#) o

(ZiEEREXERZEXEATEILAPI : StorageGRID

* * Clon*-s& & M IEHIEIRER BRI o

© INE . BEME RARRINEARREAEE o

* TERSARRS-TEMINNEERS LR E R MR ERIEE ©

© L HEEAREREREIEREIRENEE o

* 4BER-EAGrid ~ BIE K AP InAEER 4B REAERE AV (EZE StorageGRID ~ BN (AR B R ER M B EIFIBS

T o

RIE © BBIBEARERERENIEE « BRENGARENRENTEEEHMFIPHENX -
IR ERTREIERIS R B SO BV ©
© FHR-EFA R R R ERRSERIBEE o

* t{&sg- F{#StorageGRID B LIEEREIZMIEE -
SREEDHRIERS 28

MRAELREAREBEIRE « S sE S SRR R Ie R E M =R B AR R SR R HE AR AT
REE -

R
AR T S

"RERE AR AR R

%178 SG6000-CN-1= 23 A FIIL LS

BEEREAKEMEBE « BUCERE#:SG6000-CN-1EH 23— R 5B RS o ERILUS
SRS TVIRARE LS

CRENEM
* BN EIFEBMCERR ©
* MRCBEERZOEERESE (KVM) ~ ERASENERKVMERIZNAVEER
* MREBEFEALANLFS] (SOL) - BIAERIPMI SOLEZE S FEMAZTUAAEES

TR
1. BN TSI — B AR R B S80I LS © MU EEFRRATRME o
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98

- MREEANZVGAEES

7%
VGAZEZES

KVM

s lrets-3d

BRI EE

BERE
* XIEVGARIES1RER
* VAR

* KVMFEFRTER,
* RJ-454845

* DB-9F%!) 443
© ERFYAR IR

* ERFYE IR

“ AT TAIDER -
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x70 MRC . ERR_DIMM_channel

X74 MRC : ERR_BIST_Check

xf6 MRC : ERR_SMBUS

xF7 MRC : ERR_PCU

xF8 MRC : ERR_NGN

xf9 MRC : ERR_Interlet_ferress
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a. FHERFH BRI SANricity HE—FEFZESIZZMIPAIILRpingFEALE « UFBIT (ZIRZARERE
8) ! +ping Storage Controller IP

b. 4NRping’R B EIFE - FHREDEERRIZ ERRIPAILL
EE—fEEES S LR ERERR1MIPALE -

C. YNRIPAILIERE - SHIRERFHERMNBERRTE o
MR EAMERRE ~ SEBHS AT S IR EBPT o

d. UNRpingmih « FARIRVEERRIEESS o

€. B ASANtricity URL for the URL for the URL for the NemeSystem Manager:+
https://Storage Controller IP

EMTHIR & ASANtricity B ~ MUHER o

2. fNRTELELF ESG6000-CN-1ZH128 ¢
a. B EASG6000-CN-#ZEHI23 8Pt SpinglEFEEE | + ping SG6000-CN Controller IP
b. #NRping’BE[CIFE - HERTCERN R ERAIPALE

&R LATEGrid Network ~ B IB4EE8 oY B B in4HER L (F B ERE ERIIPIL o
C. NRIPNALIEFE « AR ERBEEL - SFPUREESIF A RE ©
UNRE L BRRIRE ~ sAH AR R T ST 48RP

d. MNRpingAlTh « FARRAEERIEESS o

e. #j AStorageGRID The URL for the URL for the RS2 1EFEFTZETN Z2EF2T( - +1 https://SG6000-
CN Controller IP:8443

BEENEETREE o

ERKELEEXA T TRRIRTE

MBIEELIEESGE060HIIEFEHE ~ EStorageGRID R HIRTE (SomefEAIER 22 )
h ~ (CEZERHIRIEE R 2 TR T FRER °

RAMEIETL(E
&AL 7EStorageGRID {NetAppfE A B ZHEREL !

B8 EEESETERNAERAE -
€ The storage system contains 2 expansion shelves.
MERE>* RAIDIRT ) BEESKREREBEIELRAERSESETE - At « T ESENEESETM
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EISSDA1178EHDD > SG6060ECEMIEHEFTHE « #83L B B4k 180 EMAIEE o

Configure RAID Mode

This appliance contains the following drives.

Type Size Number of drives
S50 800 GB 2
HOD 11.8 TB 178

R StorageGRID %) BERETIEET B ELLER ©

1. U A M EREBRIYEIEEEE o

2. R EREBIETIENER

3. MNRTEEMREIERIIRED - AR AR MTSZIE PP -
HEREER
"SG6060 : ZERERVIETTAEMRAR"

"EiREIRRIITE EEIR (SG6000)

EHENEISG6000-CN-1ZHI25  [FFFStorageGRID MiTRHEINEARERZEER

o] SR E EFTENENSG6000-CN-1ZH23 ~ [FIFRFStorageGRID #11T {SESSAppliance
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A2 P2 A 1 SG6000-CN-1EH 251 1TStorageGRID FIZ T—EEARENRERR) - ZE=W
1% ~ StorageGRID ItF R RHEE « BA R EABERZILEARASHINetAppFE I B 248125 o
1. # Tthe Some Appliance Installer] StorageGRID #%—T TR > TEHFMEIERIZE) ~ AREINTIE
FR—{E%EIE -
o AV BRI E StorageGRID SESW* ~ LUEFTENEIEHIZS ~ M EENRAEIIAAIMN - REE1EEE
BERX TR TT(E - W EFRFRERLREE EEE « AERULEES o

o RV ERFIE AR « IERENESIER « ERRIFMEER - MREEMMAEE Z AR
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation

Reboot Controller

Fequest a controller reboot.

Rebool inlo SlorageRID Reboot inlo Maintenance Mode |

SG6000-CN-= 23 EHTBHE ©

#ESG6000fEREEE

IEAIREEEE1ESGO000FE L B FHITHERRT o AEHRMIRFRE
#5StorageGRID i B{E R ARV ETZENES ©

SR
* RRERRE BN EEER
* "FH4RSANTtricity fFEFIERI2R EREER A"
* "{EFSANtricity (ZIRAMRBIEEIN) FARBFEEEIRE"
* RHE TS E S ERISG6060"
* GRS RARA 288 5 LED"
* RERIRSEMIEER AL
* "EEHARRTF ISR
* "EIARTFIESI S IE P A RE R ST
* "I RS AY6 ORI IR FEAE P IO R RS ST
* "BABASG6000-CN. 124 23"
* "E{EISG6000-CN-FEH 230 BR 5 /E 2"
* "E#1SG6000-CN. 124 23"
* "EHSG6000-CN-1EH 23 Ay B R FESs"
* "REHIB IR P IEBRSG6000-CN. e 33"
* "KSG6000-CN-1EH 28 B L B MRS 22 R
* "EITFSG6000-CN-# | gs € ="
* "ERREESG6000-CN-1EH 3 EE"
* "EE#1SG6000-CN-1EH 23 AIFibre Channel HBA"

Advanced -

RAID Mode
Upgrade Firmware
[ Reboot Controler |

REAKECERE
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* "E B SG6000-CN-HEH 8RR EAEAE A"
* "EBEMTURE"

* "REDNSRARAZAEAS"

* TEMEREIR T T BRI I

REREEENHERR
W AR M EN AR « TRERITITERHEERR -

CEENEMR

BB SZIRRYEIEE 285 A Grid Manager ©

© SERBREENIREIER o EHFMAEN « A2 (R EEStorageGRID IHAERIEREA) o
RAREIETE
#StorageGRID R EEAERENEEERE « Il FERENEAIERERN

(D) #stmtcnRERMREREHAEESHStorageGRID BB HERRNEIEN TR SHIAR -

HER

1. #£Grid ManagersRi5EEY*EA2L* o

2. WEEEEEAEARRIR A « R EREE o
3. RV T(F* o

Cwerview Hardware Metwork: Storage Objects ILIM Events Tasks
Reboot
Shuts down and restarts the node. Reboot

Maintenance Mode

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

4. AR o

PEENEE T FERDE RE /T 1R ©
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A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID semnvices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click OK.

Provisioning Passphrase

S. MAE R EBRADS « ARERCHEE"
HEEYF—A5)EStorageGRID ~ B lRequestsent] (ZEXRBEX) + [Sting the Sfor)  ((FLEHIT
) # Trebootingl (EHEEN) ~ RNEBIETETHEAEEERNLER o

Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent

BB B RN EEEIE - FHIE—RRESIEE « 7 H G AR FEStorageGRID  (ZiEEAE N ZEE12
HURLY o
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Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode
This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance procedures.

= hitps 72 16.2.106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
=  hitps /169254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. HEFHStorageGRID (M RHFEREREN)  FHRBERTRAIERURL °

YA TTAE ~ SBERO S DA SIEERIEEHE PAHHIURL o
()  #Bnteps://169.254.0.1:8443 REEBERERBEIBES o

7 W (EREREEREN (the A ZREM) @ HBEMBENAEEE o StorageGRID

A This nodeis in maintenance mode. Perform any reguired maintenance proceduras. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. BUTIEMMERMETIE

9. TERMEETIEZE - cAfAREEERN I REEEEIRE(EE o i€ Tthe Some Appliance Installer
1 StorageGRID 3EEY ERS> BTS2 ~ ABEN SR EStorageGRID *) ©
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Request a coniroller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID ] | Reboot inlo Mainlenance Mode |

BB SN ERINAGR A SER Z 202 2R - SEMPEMFEEET « B S EMIIALMERE -
s5iR[EGrid Manager » 8% IRBEFERESRE « HRERARENR - RRAEAETEIEAS
ARG ~ BERRGE IR EMRE o

NetApp& StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« |DC1-ADM1
«'|DC1-ARCH
«|DC1-G1
»|DC1-51
»|DC1-52
»|DC1-53

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

Network Traffic @

6.0 Mbps

FH#RSANtricity FETFIEHIZS EREER R

A7 RREFEDISBIEREINE [ BEFRSANTricity ZR/F 5 StorageGRID IR S
MEMBISHNRMIREERREERZL o F2FENetApp EBEMHERTAIMT (NetApp
Interoperability Matrix Tool ~ f&§#8 2EE:M1 ) ~ HETREZERMERZE - MREE
B8 - BB AEMTSZ IR IR ©

HRIESANtricity BRTZEERINRES ~ R T EP—ERER :

* YNRIFETFIEHI S SANtricity RUZ ETARARIER 74708.42.20.00 (11.42) ~ FFEEAGrid Manager#ifT
FHAR o

"f& FAGrid ManagerfESANTtricity 4771528 FFHRIEX R 4"
* U RGETFIEEHI2S{E A SANtricity B ERRASFEH08.42.20.00 (11.42) MUEHAR « FAEAEEENIRNITFHR ©
"5 FH SANtricity #f MR U TE TR HI2s EFHRIEE R A"
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2. R ENBIESS S AGrid Manager ©
3. BB UEE o IREBTEINRERDY System (ZR#) 1 &E&RH ~ BEHY ™ Software Update (*BREEEEFT) | o

LR tHIR TREEER Bl o

Software Update
You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity O5 software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

+ To apply a hoffix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

« To upgrade SANtricity OS5 software on a storage controller, see "Upgrading SANtricity O5 Software on the storage controllers” in the installation and maintenance

instructions for your storage appliance, and then select SANtricity OS:
SGE000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

rageGRID Upgrade StorageGRID Hotfix SANfricity O3S

4. % —T* SANtricity (E2ZR#E) * o
S EEHIR NZEREXERHK EESANTtricity ©

SANrcity O

You can use this page to upgrade the SAMtricity 05 software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage contrallers are Mominal (Nodes = appliance node » Hardware) and ready far an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM is automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
corplete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OS software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browse
2]

Passphrase

Frovisioning Passphrase
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S. IEEVENE NetApp SZ1BATIL T EHEY SANtricity {EERMARARIEE

a. B—TRE" -

b. i I SEENAEZE o
c. ¥—T THRBu o

HERE LENEE - BERFTAR  ERREEE AR

(D)  srusnsesE - BACREREFN—$H o

SANricity O3

You can use this page to upgrade the SAMtricity O software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage contrallers are Nominal (Nodes > appliance node > Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based an the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OS software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browwse RC dlip

12

Details & RC dlp

Passphrase

Frovisioning Passphrase

24

6. BMAZRECE BT
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SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File

SAMtricity O3 Upgrade File Browwse v RC. dlip

2]
Details €&  RC dip
Passphrase
Frovizioning Passphrase
2]

7. ¥&—F* Start* °

LR HIR—EEE 71 © i5h EEMRE A RBVENRE L BURRTSET « BB 2SRV ERPI A & E Ry Pl o

A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
=[]

8. #%—T THETE. -~ #ESANtricity (P2 RFKFRIERZBA T EIREEL o
R A GTHREIAPESANTricity :

a. FITREREE - WIEF ST RAMMINREZESS Needs Attention (REER) 1 °
()  WRMETEMSS  ARAELS  ABEE—T [ Start (BIE) J o

b. EEMEFHIR IBIEERR EER o SANtricity lbREE AR RAVFT A RETFEIRS ~ UK SESRAE AT
FHRREES
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TRETFIAREFNR - SFRREREER o KURIEFEEEFEHRAIFR ~ Bl
@ fESANtricity FARIR A7 ERAS R HFEIRS  HHHRRRAE RFHRERINA RS
7 TSANtricity RERILEIREBER ARG R ©

SANtricity OS Upgrade Progress

A Storage Modes - 0 out of 4 completed

Q
Site IT Name It progress Il stage Il Detaits Il Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you o approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve
RTPLab1  DT-10-224-1-183-53 Waiting for you to approve | Approve |
RTPLab1  NetApp-SGA-Lab2-002-024 Waiting for you to approve
£« »

0. & ~ AT LURIE UGG « 218 « EE « BEEC S HEER « DURESIERIBFBEFEEREE - & « 7
B HIRPRAFE « USSR EHR o

AR ERE TANAARRESRRBE
10. 2B EFHIFTE EARITIIR R ERS o HEREMZERRE —RAR—E o
PRIESANtricity 15 E BiRL B EAITF L B « SRR IZERBRE#EFNREN

() & SANtricity BH0ES L BCEFHBIRIEERGES « BB LRIRRRRISL - 21 - BEBFH
GIS | EE U T T R e L3 s BT R I

© B—TF T2EE Rz — - RATAREFEIRGTESANtricity B TSXIR(FERMR) FARITY ©

@ NREFFRIBEFREE » F—RIZE—(EREEREHE - W EESEMR_ LA RT
pY1& ~ Bz N —(EERS o

° B—T—RBSEE R « K—ESZERGTIESANtricity E TXEREZERMR) FARITS

15 A] BE B AEE R SANtricity FBRRASBIEERGF R EEIEL ~ (ESANTtricity FRIFEZ
@ )F%SANtricity FREY|HB TR LRVERTAR « TRIEIATRAARARIFR R ARIZ
% o

#—T* Approve *2 1% + FHRIEF GRERETTMFHRENE:  MRHETTUFHR - BIGR L EA R
550 o +

SROSLEETDE « FRREVFHRISR ISP AR « (EATLUE R AR S R BA O R R Se AR o
SRR FHRAVENES - IR RTE TSHEER) M REIRSCRISE « REm R AR —RIHE :
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1.

12.

T REEEEFR o
* REAR I E R EE R A ARSANLricity ©
" (EERFIERE L ERE R AEA SANtricity ©

'SANtricity NERNILERIIEERG AR S RTEIRLL A StorageGRID BJHZ IR I IHAERI TR
25 o JEEAEERTFHA ERARILAR o SEESANtricity AR S AVENER « BN ST EMIEER
AEVAERF o +thIR TSANtricity A& HERIMFERFERLULHE AR S » FTonENEEFEESANtricity £
ETREREFERCENIEERRIER - STRRERISANtricity FIEMIRIEERFK 2% - 55 FESANtricity B
RN ERMARIEERA « AREERITHRIZET ©

g%ﬁ%%‘&ﬁESANtricity IXIBEERRA FHRITYIPBIREIRSFAAER « 5Ri%—T B 3 12518
7

MEBFIFAT ~ EFEEBHITHIR « TR RIBERE - CEEBREBRBERSANtricity 2 TXIEARFS) #+
RIZFH o

- Q

site 11T Name 11 Progressli Stage 1T petails IT Action
Raleigh RAL-S1-101-186 Queued
Raleigh RAL-82-101-187 - Complate

Raleigh RAL-33-101-198 Gueued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve
Sunnyvale SVL-S3-101-94 Waiting for you to approve m
Vancouver VTC-S1-101-193 Walting for you 10 approve
Vancouves VTC-52-101-184 Waiting for you o approve
Vancouver VTC-S3-101-185 Watting for you to approve | Approve |

sATH{ESANtricity ~ 1§ ERHTARE B ESEZER R ENRS o

@ Y0ZRSANtricity {EMERREEE BB MhRBVEREPRRIEAFSE « RNZERGAVFHRAK - &l
AJAER B ENHEEIRET « AR EEEPINE - RS RIS IR A BB -

MNERENEE ERIFNREKE  FIAFEAGrd Manager1THH4R ~ ENBH R REREERMSER « WRENGHEER - T
JB(E M EETURFH AR SANricity LEETRL FRVEE R o sE2RIREBIVRIEEBEERA - ARz & ~ EEIY
FERLLARENETREFR o 1 EEMRAULIESR  FRIT LR -

a. fESANtricity BB HRPEERAIENEE | ~ (MR ARA R TIENEE R

b. {FFGrid ManagerZE #EXEN SEALSANTtricity FEROSF 4K ©

EFfAERNEE FVERTSTERET « R TEMEERR) EER - U EHIRGEEE « BRTHR
EHVEE R R H HAFNEFR o SANtricity SANtricity SANtricity
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SANINoTy OS epgrade compleled ot 2020-04-07 132602 EDT

SANuricity 05 Upgrade Fila
SANtneily 0F Upgrade Fie @ Ercege
Passphrase

Froveoning Fassphrase o

13. W FEERESANtricity FERTEREMETR: « FEERILARER -

() RS Needs Attention (BEEE) 1 MM « HEFAMEEERIHTAE o

TERAE
"NetApp Bi@MHRFZTA"

"fE FISANTtricity MR TUE RTF RIS EAHRIEERAT"

fEFSANtricity #E R TE FFERIS EARIERRA

EH1FIEHI28 B ATfER SANTtricity F9:208.42.20.00 (11.42) ZHIRRASHITEE R - T4
ERHEERERRERAR -
TEBNESR

s IEE5INetApp BB HFBR T EIMT  (NetApp Interoperability Matrix Tool ~ f§%8 M2£%&:, ) &
#0SANtricity R AR EZE R R RA BRI EREEES °

* YR StorageGRID %EmEEStorageGRID —AARZIRII AR HIT ~ BISG6000-CN-1EH 2R EIE A A EIR

T o
()  wsmmRterEismrrssns -
R E B R

REREIET(E
F507ESANTtricity EZ&53ZHI28AYStorageGRID ZEZEBIRIEF « —RFAR—ELUL LHIFERIRIE o

@ fiStorageGRID EREEXNMILMRRITE » —RARZENERNEAEERSETERTHEE
fEM °

1. WARFEEVE LAV ERSTFENSANtricity TNetAppRAEIRFZR) WLHEA °

2. 2 SANTtricity FISKETOSERBSHEZRFNVSRAMMER THEIEERA A ©
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CD NVSRAM/SRAM/SRAM/VRAM/VRAM/VRAM/VRA StorageGRIDzE 7] FIIZZERINVSRAM
T o

3. $EIE_FHESANtricity B ESISHISISANicity (SHEXIEXIBARES) HUEAE - FHRBIBAINVSRAM.
() uHEBEARER - AMEERD -

4. FHREETTRE ~ FBEREEIEILS o ¥ Mthe Sof the Sof the Some Installery 2R 3 >* 2 HRH 125 28
*| StorageGRID ~ ZATRERN 5 H A —(@EZEIS !

° RV BRI ZE StorageGRID SESW* ~ LIS #TR(ENZERISS ~ WM EEREEFMARRE - IREEEHEE
BIVTEM T « MEFIT RN MEIER(FE  5FEBULER -

o JERCERMIME A MERT  IERENERISS « EEIRRIEEED - MREEHMABRZAE
%Eﬁﬁ%ﬁtﬁﬂﬁﬁfﬂ%ﬁ%ﬁfﬁ% © SAEENILE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a controller reboot. l Reboot Controller ]

Rebool inlo StorageGRID | Reboot nlo Maintenance Mode: |

R ES MMM ERMINAMRIIERZ20 7K E - SZENEMRMETTH - BEREENRMALE
% « 553R[EIGrid Manager  THiF:) RBEBERERRE « HINERAKEDHR - RNRBEEAETRRE
RERFIARE « EEREZEREMEE o

NetAppa StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard o Alerts - Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
«'|DC1-ADM1
«|DC1-ARCH
«|DC1-G1

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

«|0C1-51 Network Traffic @
«|DC1-52

«|DC1-53

6.0 Mbps

R
"NetApp Bi@MHEBRTA"

"f&E FAGrid ManagerfESANTtricity 771528 FFHRIEX R 4"
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° {£AStorageGRID (SuseZH#i2I() - ABIEEERE>* SANtricity (RABIES*)
° {EFAGrid Managerilli 5##Z*81%5*> appliance Storage Node >* SANtricity (Z#AEIEEZE) *

WREBLLEEIBRAER « ISANtricity KEET [ZERAMREIERRZN ZAEME » SANtricity
() FREzRmDHEP  UER (REAREEE)
https://Storage Controller IP

2. UNSANtricity BRE « FHA [RREES) EESERERENEE o
3. BB fTr R R E T Bl R AV RE #BEAR S

a. it TRIFEERETN) PEEV SR > FHHRF0 SANtricity o
b. 7 THAEREZIEEAAR) T - B TBRIAFAR -

FHREIR LIRS G B B A RERVHIR LRI REAE S
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Upgrade Drive Firmware

] Select Upgrade Files

Review your current drive firmware and select upgrade files below..

What do | need to know before upgrading drive firmware?

Current Drive Firmware Associated Drives

MS02, KPI‘.-'.I51VUGBDUG1f View drives

Total rows; 1 oD

Select up to four drive firmware files Browse

FELEEEHI

* BRI R RERR A 2~ MS02* ©
AR RRE A KPM51VUGS00G* ©

#EEY TAssociated Drives (tHRGHEREE) 1 HPAY TView drives* (BRARRAREIE*) | ~ MUBETRELEHIIRILE
HERERETHUE -

a. FARAFAARMAFRIREIRERE ©
4. TFHEE T AR SRR AR -
a. 7f THERRHSRNREF AR T ~ 2EEX ™ NetAppZiE*l ©
b. ENetAppziE4EUL E ~ EHY* Downloads (&) ZF31ZH - SARIEE ERYHREEERE o

BERNEERE R 5 HARREIRS R o

C. ESHFRETRENSE HIREHERNE « WD SERIRE RS EE RTHIREEIRES o
* WRIBERRAARBIEL  BULLHLBRIL A RIS B A R BVEIRShRAS

* WNSRY BRI R B — B S SRR T ARk © RIS LR P LUETTRIBE A AR © 1F]
VUERREAEAG 2R T 3 EIRHE

2o
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PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v COMMUNITY v~ DOWNLOADS v TOOLS v CASES v PARTS v

Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier 5 Firmware Rev. (Download) Notes and Config Info Release Date

KPM51VUG800G Firmware Rev. (Download

MS02 Fixes Bug 1194908

E-X4041C 55D, 800GB, SAS, P KPM51VUGB00G M503 -~ 04-5ep-2020
MS03 Fixes Bug 1334862

d. IR HEFAAVEIRERRZS  HEEEIRERRAFRELSE (TH) BTH .zip B2 EEZMERE -
€. {tSupportfBuLHREY (FRER4E) & T E BRI R RS ERIEREZE o
S. ZETBIRMBRET AR -
a. 7t TERBhESEIEEHA4K. TH TRAEEIERE) & - ZEE TBEIRF4R) SANTtricity o
b. BEEVSZIEE* « JABIERVENESupportd8ih T AT AL BT RERESE o

FERE I S REIE 2RV B TBAAMA+ D _HUC101212CSS600 30602291 MS01_2800 _0002.dlp°

T &% AT LUEEN L BRERR L ZIRSIE S « —R—1E - MRS ERGFREEIISIE SR AR —ERREES ~ &g

IREIMREREE - ATBARFH RIS  AEBRE—E -
c BB T4

SRR B (T DU R P VR SR TR AR AR o

R AR BB -

PRI S B R - MRELERBILE  HEW L5 o
o BEBER (TAT) FHR-

CRIUERRER AR A - IRERRERNHERN - RSN A HIRER/OEBE EFLIE -

e ERBHNFE—RHF  ENEETFHREVEEERE -
REBHBHERR B — AP A R A R EBR R FIEE RS o

LB Start (B1AY) ~ ABEBICEHITAR o

MREFZF AR « SFEECF L - BRIEEETHEMRRE THIEE M < EREARFEBIFEE T

WAGEY -
() EiusseEr R A S SRR R SRR A o
o (%F) EESECAMERNEEL  WERHEE -

SCEEE UL IBEGFEE SR THBENKH latest-upgrade-log-timestamp. txt ©
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" ERBERR SR B

BENRE 2 —FI e BRI R A
all » FAEHAR RIS ERARFT ©

i3

HEE R - ER T ENVHIRERIRENHEERY - MFFES

EIRIRILRT  SRTEE BN R E SN AN CE E RIS EHIRE
1o A] ATE (BT P 43U O B B HA K P A BiR 14

° IREHERET)
* FERE B IPIHE RGBS EERIES o
* RREREEGSRAF A BRI RIAR o
* MEFTAEREEREEE -

° BANRERIEERE

T ASFAELE IEFRERARTT ~ 7 REF AR ETES o
° *AR5EEHIVolume Groups *

MR —EHZEVolume B AHS IR E @ 5T E ~ M AFIEIEILIERIANR ~ A REFARIEE o
° BRIEEAEEEEE ERITHBRLEE (FRERBMITEERSM

MREFEET—NZEREIEE  AIDARTTHRIEE « A BEFHRBIRE o EASystem ManagersREsHE{FE
EE o

° ERHEE
ERBFAEEBERIHEIREARR 7 REFHARENRS o
° fE—EHIRAIRAE R 2 0ptimal (R1E)
Hh—(EA7FRETIERIR R TR o ABRBELR - AEFHREEE o
° ERISRYHFEIR Z R HE D BIEAARER
RSB EHI2R _ ER BRI S AR SRR o SRR ST IR AR PI AR R IL R RE o
° * SPMBRE B I BRI G T R
Petles R ERED DB B EEREILR o AIARRAT B EPIAR R ULRERE
° MERSERIEERE (NREFREDHIERIRRALE)
Vel 88 F IR AR BT ERER o SRS T ST IR SR PI AR RIL RERE o
° * MELAERAIRE*

AR B AR T ST IR BRPT AR L R RE -
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6.

122

© BERTRAIRE THBE10ERY EFEEM) 20 TRAEMEL) F¢F
AR B AR T ST IR BRPT AR LR RE -
© BEATRANREEBBE2H2CEAMELE M
AR B AR ST R BRPT AR LR RE -
° BETRAIRGEBE21EF AR IR B EREMELS 4
RIS BT ST B BRPI LA R ILE RS RE o
© BETRRNBAMEN EHNEEMELIER
R AR BT ST HR BRPI LA R ILE RS RE o

FHR{ERSTRE ~ SFEHREIERLEE o £ Mthe Sof the Sof the Some Installer) EEEY EPE>*EE 2RI
#l25*) StorageGRID - ZABER 5 EHA—{EEEIE :

° VBT EStorageGRID SESW* ~ LIEHTRIENZERSS « WAEERAERIAMNE - MRIESEHEE
BRIV I « MEFFREOIEET (FE « 5HEMULEIR -

o ERCERMAME A MGERT - IERENERISS « ERIRLRITMHEEIEL - MREFENMARBZAE
%Eﬁﬁ%ﬁtiﬁtﬁﬁfﬂ%&%ﬁfﬁ% © EREENILE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. Reboot Controller '

(| | E——— | |

R ES MMM ERMIMNAMRR I SERZE207ERRE - SZENEMRAMKETTH - BEMEENRMALE
% « 53R [EIGrid Manager o T8i%) REBEERESNRE « HREAREENR « REEREEETE
RAERFIARS « BRI EZERERES -



NetApp& StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard o Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« | DC1-ADM1
« |DC1-ARC1
«|DC1-G1

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

| DC1-51 Network Traffic @
«|DC1-52

| 0C1-53

6.0 Mbps

e
"FHARSANTtricity fETFHEERIER LRITERRR"

nEFEAERTIE EAEERISG6060

EBMNMHEE « SR — ST ERTE E 5B StorageGRID {ERER SR
AISG6060 °
CEENER

s N EREE R E @S o

* R4 BT StorageGRID M A BERITEFhRZASHIRRZS ©

* SEREFTERRBETENMESASELR o

* RERBFEFEREEEREEEN OIS ETENLE

"N H 28 E AL TE B R

RIMNEEIE
LEMILIETE « AT T EETER

* (BT 2R AL RERS o

* KISGB0B0B I HEEET, o

* BB IBEIZ EE28601FH 23 AE o B TTAE o

* {#FStorageGRID (FHBEANERERZERER] HBER

* B AOMTAVHIR @ STRRE ©
e — M EEFTHARERIE T « SERAREEMRFARNE R DI — N - RERERRERE - TP
REIEMICTERSGE060EMN MR Z Al « SR EMNRTENIRY - SERAEXEMRNERIROE20
E3054E °

pg
1. SBIKIRIE TS 6 OB REIR B 2 R BB IR -

"SG6060 : iF60fERETRE B E 2 AR 2R
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2. FERERIETN RS HARR I o
"SG6060 : LREEHAREH"
3. 1£Grid Manager® * #SG6000-CN-1Z423 B i 4 EE T, o
"HEAREE N EER
4. YNEIFAT ~ S EIETAREE EE28601EH S3H4HE o
IEERERMEETEANE - MNREIE—E - FBiFIOM ABIZEIEFIZRA « SABIEIOM BEZEEH238
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5.

6.
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2. E2860%2% 2514 A

3. FEHIZZA

4. Pl 238

S. YETTAE.

6. FAREFEHE19IOM A
7. FAREFEAE1R9I0OM B
8. ¥ETTHE2.

9. FRETEAE29I0M A
10. FRRETEIE20I0M B
EIZEIRR - RETHEME -

a. JERGRD B ERESERFTETHIMEERHESRET -
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* MRKEREETCAE « AIFZRERARR ©

© BEESNEERES R TETRE S EHBTHES

* tEF S &5 StorageGRID [E/EERIFFIETHMESE o THiMN) FnERIZIRERE
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(D)  tHREToaCHBNRAIE - SEEHRIER0H NG OaELES -



* MRKRETAFERIRTTHARAE « BI RS ERIEARR o

€ The expanzion isready to be started, bake sure this page accurately indicates the number of neve storage shalves you are trging to add, then clidk Start Expansion:

@ The storage system contains 2 expansion shelves.

This Hode
Mode type Storage v

Mode name Metbpp-SGA

Primary Admin Hode connection
Enable Admin Mode discovery

Primary Admin Mode P 17216471

Connection state Connection to 17216471 ready

Instaliation

fCurrent state Ready to start configuration of 1 sttached but
unconfigured expanzion shelf.

Start Expanzian

. MEBEXE « HRRE BE PP EFIRRE o
40 ~ R SANTtricity NetApp System Managerf#Z R (E {77 ERERIRE -

8. W E LT R E B R BAR -
() mERENHFEOMIHIIE  ERRCHE ERERES T CRIRER

0. #—T TAMLIN) LB « SAEE AT TR o
10. BB FEIAAREIOETE -

EEYGRRIMEEL « IEERRERRE K -

Monitor Expansion

1. Configure storage Rurning

Step Progress Status

Configure volumes s s 1 Creating volume StorageGRID-obj-22

Configure caching Pending
Configure host settings Pending
2. Complete storage expansion Pending
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MERESTRR « FEREE S BB EMFAN « LUSRAEEETSMIMARES - EFRZSAIETE200E -

MRFEREBEREMIMALE  :5711EStorageGRID The) (EEX) (The) (EX
(D) ) (The) @EX) (The) (EX) (The) (X (The) () (The) (3
) (The) () (The) (X)) o

SRR - TR RIEBRFETNTERRR !
Overnview Hardware Metwiork Storage Objects ILM Events Tasks

Reboot

Shuts down and restarts the node. Rebooi

Maintenance Mode

Places the appliance's compute controller
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¢ (SectionApplianceZ#£F2) StorageGRID #1 ~ #EHY* Configure Networkingl (GREAE) > I Link
Configuration] (E4EAERE) o

NetApp® StorageGRID® Appliance Installer

Home Configure Networking « Configure Hardware - Monitor Installation Advanced ~

Link Configuration
Home IP Configuration
Remap Ports
Fing Test

B Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)

i) Th{

- WIEIEARRETTAREREE -

FRBRVHAEN  SF2H "REMERELS (SG6000) "o

EEHPMERERERER  FR—T #EFE -

MRCLBFEGHERNEL « AAERREER - MBI DHVRABIE
() % StorageGRID $EEMISARMEBNEMIPAALY — « BHBAZERLENURL | +
https://Appliance Controller IP:8443

MRCETTVLANRTE « RENFHERAIEESEE - MIRECHFEZLERARENIPAML « FREBIETR
TIP3t o

"SR E StorageGRID FBAEIP{iE"

eTheERPEEEY TAARRAHRE>* Ping Test*]
EAPIng Al TRRIGE AR LAYIPAMIELRES « BLEMERAIAEER FGEPAMEGEREEN

BT ISEESITRE R E MR Z 5 ~ AR R MU pingi® = EBIRHIREAIGrid Network Pk ~ MUKk E D
—EEfhEFEIREAIGrid Network IP{iit - IAME « 55RE] EAEEREE SRS EEHERRR

R o

EICREEGHEEE FEEER  SAEMBEIEIR, o i€ Mthe Sof the Sof the Some Installer) #EEY [
P>+ EHTRAILIZH23* | StorageGRID ~ JABIEEN 5! Hh—(@EEIE :



° RV BRI E StorageGRID SESW* ~ LIS HTR(ENZERISS ~ M EENREEMMARRE - IRECEHEE
BIVTEM T « MEFIT RN MEIER(FE - FFEBULEE -

o ERCERMHIME AMERT - IERENERISS « EEIRRITEEED - MREEHMABBRZAE
%Eﬁﬁ%ﬁtiﬂﬁﬁﬁﬂ% REIFEE ~ FRIERULIE

NetApp” StorageGRID® Appliance Installer

Configure Networking - Configure Hardwars - Menitor Instaliation Advanced -

Home

RAID Mode
Reboot Controller Upgrade Firmware

l Reboot Controller ]

Feguest a coniroller reboot.

Reboot info SlorageGRID

| Reboot nlo Maintenance Mode: I

B S MM ERINA M AT AE R =207 $2RY R

o AEMREMFMKEET - BRI EEMIMAL

% « 53R [EIGrid Manager ° T8i%) REBEERESKRE « HREAREESNR - RTEEEEETE
RAERFIARS « EEREZERERER o

Help ~ | Root ~ | Sign Out

NetApp® StorageGRID®

Dashboard " Aleris -

A StorageGRID Deployment

# Data Center 1
« |DC1-ADM1
«'|DC1-ARC1
«|DC1-GA
»|DC1-51
»|DC1-52
»|DC1-53

BEMTURTE

Tenanis

ILM - Configuration « Maintenance -

StorageGRID Deployment

Netwaork Storage Objects ILMm Load Balancer
1 hour 1day 1week 1 month
Network Traffic @
6.0 Mbps

TRIUE B A RAKEHRREIPAURFHEKEIMTURE °

CRENER
EmBEARERL -

"IERRE B EER
pg

1. %% (SectionApplianceZ#£F2) StorageGRID A ~ #EHY* 'Configure Networking

Configurationy  (* IPAEAR) * o

2. $§Grid Network + B2 B A IHERAIMTUR EEITAIFRRIEE o

Support ~

Custom

(REMER) > TP
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 kB

@ MERBIMTUEA AR S ERREPIIER 2 SRR IEIRIR LR ERVE BRI ~ AIAEE 3 EERRKL
FERIREREHBIERK -

AERREMEAEE - FRA BRI EGrid Networks TH_ERELHBEIMTUE © 21R(E5!
@ BiR5_EGrid NetworkIMTUREBREEZR ~ AIEHHE" Grid Network MTU mismis“&7R © Fi
BHRERERHNMTUERF—EER -
3. BENCHREREIMER  REIRE"

4. EHEIFNENEL o ¢ the Sof the Sof the Some Installer) #EHY [#EPE>*EFTRAMITHI2S*) StorageGRID
ABIERN T T A —(EEIE -

° EHV BRI EStorageGRID SESW* ~ LIEHTRIENZERSS  WAEERAERIAME - MRIESEHEE
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R TEM IF « MEFIF RN NEERERE « SFEBULER -

° RV ERMFIME AMERERT « LIS RENERIES « ERIRGRITHEEED - MRESEHMARBZAE

%Eﬁﬁ%ﬁtﬁﬂﬁﬁﬂﬂ%&%ﬁfﬁ% © SAEEENILIE

NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. l Reboot Controller ]

[ Rebool into StorageGRID ] | Reboot into Maintenance Mode: I

RE S AR EMINAMRIIEREZ207 K - SEEIEMRNETTH - BEREENRMALE
% ~ 53R [EIGrid Manager o 8% RBEERESNRE « HRERAEESNR - RTREREMETE
PAERHRRS « BEIREEEEREREMS -

NetApp® StorageGRID® Help ~ | Root - | Sign Out

Dashboard o Alerts - Tenants ILM ~ Configuration ~ Maintenance Support ~

A StorageGRID Deployment StorageGRID Deployment

~ Data Center 1
' |DC1-ADM1
+'|DC1-ARC1
«|DC1-G1

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

»|OC1-51 Network Traffic @
«|0C1-52

| DC1-53

6.0 Mbps
e
"&EIEStorageGRID"

12 EDNSAARSAERE
TRLgEN HREEILRAREENERERRAELERSE (DNS) [ARSS -

CRENEM
EmBEARERL -

"B E BN HER

RAREERTIE

MEMBZERLEGECHREIEMARES (KMS) FKMSEE « EAIfeHREEFEDNSHAREERTE « AAKMSH
TR ERISE AR « MIEIPALL - SHEAEEDNSREMMINEMEEMIEEEN - BEEREE
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EXEREIEK - BEXKABFESLEETE « :57EGrid Managert 5 EDNSFEIARES (4EE>*495%*>* DNSTEIARES
*) °

DAMRNERBERTRENSETE (MIFIPALL) REZRKMSEIRSNEHRZHEE « 7 FEGREEDNS
AERE o

© EERIIIEREEREERBEREKMSE « AREREHP—EREEREZRNDNSHERRES - 4% « Hh—
EIDNSAIAR 2 B i A8 AR 2 A3 P ©

* WNRENRLEAEGR EMRAIDNSERSS « R EMRMBAEARENRMGRESE 7R EMERAIDNSE
E ~ BIZENREI A E R EKMS o EAADNSRIE Z Al ~ BIARERARE LRINEER o

EERRBKMSELZRIDNSRIRE « 5572 StorageGRID  (FEARERERR) PI5E —ZEDNSFHEAREZAIP
ik - ST FADNSRE FIREAREEREKMS « WERER EHER] o

BIan ~ WNSRTENNE ENRLREARET « EMSBIDNSREIAREREELE « RIEKMSEFEMRE; « BIRGR EABIREKMS
EAEERKATRIDNS(E © 7£StorageGRID (HREBARELZEEN) PHRAFKIDNSHERSSIPAILL -« 7
R RHIKMSER R BB o

1. 7% {SectionAppliance%#F2x) StorageGRID H - 3#HY* Configure Networking)] (FRE#HEE) > [ DNS
Configuration] (* DNS#BAE) * o

2. FEERIEEHIDNSAIARES EFE MR o
DNS Servers
A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x

Server 2 10.224 223136 +x

3. MMBHRE « FHEDNSAMRES ©
@ HDNSHEFMMAVEE S ERIEN « EREREERIRFER °
4. BHEFADNSHRTEREIMER « sHED#E" °
RS AL EE _ EIEERIDNSAIARES R E EFEREKMS ~ UERZEIR EHEK o

S. ENFAERHRE R ~ SAEMRNENERL o 1 Tthe Sof the Sof the Some Installer) 3ZEEX TH#ERE>*ERTFEITHISS
*| StorageGRID ~ ZARER T HAP—{EEE !

° VB EStorageGRID SESW* ~ LIEHTRISNZEH|2S « WAEERAERIAMNE - MRIECSEEE
BRIV T « MEFBFROIEET(FE « SHEDULEIR -
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° EEVERMFME AMRERT « LIERENERIES « ERIRLRITMHEIEL - MREFHMARBZATE

%Eﬁﬁ%ﬁtﬁﬂﬁﬁﬂﬂ%ﬁ%@’ﬁ% © EREENILE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. l Reboot Caniroﬂer]

[ Rebool into StorageGRID ] | Rebool nlo Maintenance Mode |

EIEREATE AR BTN AMBARES « FEFIGH Manager 3|t H2 R MDNSTIARES -
()  EFMABHE - EStorageGRID EAREMNEHERE  RERERFBERE (
SBIBIEZHETE (Choice Appliance Installer) | H3EERE FADNSTEARES ©

K EEMBESMER ARSI SERE200 BRI - EEMIENMMAIKETNK - BEHEEMMAS
1% ~ 5A3R[EIGrid Manager © TEIEL ) {ZHRERERIESERE « HREREENE « RNRBENERRE
RIERSIRES « BERE @R ELE o

NetApp& StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard o Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
«'|DC1-ADM1
«|DC1-ARCH
«|DC1-G1

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

| 0C1-51 Network Traffic @
«|DC1-52

«|DC1-53

6.0 Mbps

TEMEEIE T T BRI RN

MREELEREARAREERAHREMNE « AU TS ERARE SRR
&~ BIEERIINERENSREIEFMRSE (KMS) HMEEF -

CHRENER
* REQRELREBEBMARINE - RREAKER « CEZRAHRINE o
* EMBEAMEEL -

"B E BN HER

161



TR

1. # (SectionApplianceZ#£F2) StorageGRID A ~ 3#HY* Configure Hardware) (FREFFERE) > ™ Node
Encryption1  (BRREINZEE) o

Mode Encryption

Node encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 7]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abccedb1facfcel1b1bd870ae1c1ecbbd5e3849d790223766baf3bchT
Hostnames 10.96.99.164
10.96.99.165
Part 5696

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any dafa on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |
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a. TERRFEC BN FRRERRIES

b. #iA StorageGRID LEURLLLERTE The URL for the Choice Appliance Installer : + ( {The URL for the
TERK https://E5700SG _Controller IP:8443
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

|

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation

3. UNERE5700SGHEH! 23 A FEFADHCPEYSIP{L :
a. A KAREL  BIRTSE LA B EEEES700SGHIEHI2s ER S IREIFIE? o

l="'-
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b. fERRFEE A EN AR ERIESS o
C. #j AStorageGRID IlEURLLAER4S {The URL for the Choice Appliance Installer : + ( {The URL for the
AEFAN https://169.254.0.1:8443
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Network Link Configuration

@@@@

A You might lose your connection if you make changes to the network or fink you are connected through. if
you are not reconnactad within 1 minuts, re-enter the URL using one of the other IP addresses assigned o
tha appliance

FEAEREE ) RYIHEBRFEIFENESENRE (L/F) FMEE (1/10/25/40/100 Gbps) ©

Link Status

Link State Speed (Gbps)
1 Up 25

2 Up 25

3 Up 25

4 Up 25

5 Up 1

6 Up 1

B REFIUEEREE

° ELEIRE A 10GbE * ©

o EIFIREMAIR R A ETE o

° MMM AR AR TR A B o

- BIEMAEERA - ARESEREAEIL o
° AR AR BIFA o



Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

(@ Fixed |

(@) Active-Backup

| 10GHE

() Aggregate
Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

@ Independent {T) Active-Backup

C.enneet the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

()

'E'n'eblingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

2. NRCITHEHFE A 10-25 GbEEIZIER25-GbEFEALIRE « AN EARE ThHI /BB EEE 25GBE* o
R Grid Network#1 B &1

o

AR PR STHASR N AT IR W SR TE L3R o SFP28UREE B3 AR BT IR

3. BYAE{=AStorageGRID st 2 FEAMZIER o
MR A METER o ISERE A AR -
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a. MRREREGEEZ RN  sABUHENEIRRER BB B 1ZE5 1R o
Admin Network

Enable network

b. INRRFEEEREMFIHMAR « FEN TARKMR B9 TRRER) ZE5HE o
REGHT10/25-GbEERIBH A P InERERE o
4. FEREK - TREEBRESEANERESRNS -
FHHRET -

° * Aggregate M lacp *EZEEAN Gridf1 A P im4EE o S BASEEIRIEE —HIVLANAZSS o &R
EEAN0F4095 7 R ©

° BEAEIRERERActivelH ) ©
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Link Settings

Grid

Adm

Clie

Link spesd

Part bond meosde

Metwork

Ensble network

Network bond mods

Enable VLAN {B02.1q)
tagging

VLAN (B02.1q) tag

in Metwork

Enable netwark

Network bond mode

nt Metwork

Enable network

Network bond mode

Enable VLAN {B02.1g)
tagging

VLAN (B02.1q) tag

10GbE j

{ Fioed {+ Aggregate
Choose Fioed port bond mods if you want to use ports 2 and 4 for the Grid Metwork

{~ Active-Backup (o LACF (202 2ad)
If the port bond mode is Aggregate, all bonds must be in LACP (B2, 3ad) mode.

F
328 =]

v

{~ Independent v Active-Backup
Connect the Admin Netw

and using link-loca

v

{— Active-Backup (o LACP (202 . 2ad)
If the port bond mode is Aggregate, all bonds must be in LACGP (B2, 3ad) mode.

v
[ez2 =

°. ZEEHMEABAREIRER « FR—T T#E -

FERAER

IR CEFFrERBFERSELS « AIREEREER - IREE1DERRBEERE

#% « StorageGRID FfEBE K GIEAERENEMIPANLZ — « EMEAZERKENURL :

https://E5700SG _Controller IP:8443

"E5700S Gl S B i IR RV B IR IR ISR ("

HLTEIPAEAS

T e] LAfEMStorageGRID TR EZLERTZT ) JRERTE StorageGRID FERE B (17 ENRS
- TEE) M TRARRAER] ERIPAIARBAER -

£ T8,
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FRERLIIF
T A7 S EE AR B AS BIERERRRIP « 34 DHCPAARES LA ISR K ATHER

MRECEGSTEBEMAR « A2 RS EES700SGIEH SR BAEARAVIET ©

TR
1. 7£ {SectionAppliance%#£F2m) StorageGRID H ~ #EHY* Configure Networkings (GREABER) > TIP
Configuration] (* IPAEER) * o

tERF g NPAERS) BHm o

2. BEREMBER « FEEEN MERER BRPIERFFE S DHCP * o

Grid Network

The Grid Metwork iz used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must ke able to
talk to all other hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
sernvices. such as NTF, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192.168.0.0/21 + %
MTU 1500 &
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3. WNRCEEEAVEFAE* ~ SFIKIR T 7D BRI AR AR
a. {EFACIDRETARAFFRRYIPVANLLL o
b. BARIE -

IR TRV IR AR ~ SREMNBAERRIFFRRIPvALLLE

C. MIREEFEABERER  FRMTURIEEABESERERIE « H1I09000 - [ » SARETERE
1500 °

@ MERBIMTUE AT G ERREPTEIR 2 IR IEIRIR PR ERV(E - TR » AIAE S IR
MAERE S BEK o

BESRIEMIRAEE « FRE EELERFETE E Grid Network Y LR ELHUMIMTUE ° S1R1E
@ AIERRE_EGrid Network IMTUSR E B RBEEE ~ BIEHEE* Grid Network MTU mismis*&
T o FRAMRRERMMTUEEA—EER °

d f#—TF M) o
SEET PO N FEREShAAREE -

YNER1TSk A StorageGRID 7 B ERTERNMIELR  AERBISRAVFEFAIPLIHEEHMAURL o F
U~ + https://services appliance IP:8443

e. MESDARIRIEES THERR BB IEMEARRR o
MREHBEFHER - AFEERPIREE - I5ERPTERERFRERESOBESBILFES EER - 2K

A StorageGRID Z4EEF ~ th4ZB7E F EEIREIELAIGrid Network Subnet List (A48 T4HE&REE)
FRE S LEGrid Network F43ER o

() FouTmRese - MBRERRF B  BITARIEEISERGHI NetworkRii -

* BEIG TR AR —TEAERR 4 RE—IENAA -
* BERIRAKEANTFHER « FFR—THRER % ©
fLg—T I~@#E*1 -
4. YNERIEIER* DHep* ~ :BKER 52 ERE& E Grid Network :
a. 8%~ DHep*EEiEIRiRTE » BERE"

ARG EEAA IPVAIIL) ~ TRE) K TFAEER) L - IRDHCPEIARES RE BIEKMTUE
A MTU “BI EEAZE - BRI EE MRS o

TR 2B RS BEEME M StorageGRID EEFRYIPALLL « LUHEER o
b. FESDEMS AR F AR B IEFERER o
MREHBEFHER - AFEERPREE - 5ERPTERERF RSO BESBILFES EER - 2K

B4aStorageGRID Z4E6F ~ AZBTE F EEIREEEAIGrid Network Subnet List (4818498 F 48R B EE)
FEHRIELEGrid Network FABER o
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() FouTmRese - MBREURFF R  BITARIESHERGHI NetworkRii -

* ARSI SRR MEART 4 RB—IEHNAA -
* BEBRRERNFHER « FiE—TRIRET %
C. MREBHEAERER  HFRMTUBMIEERBESERERRE « AIF19000 - [ « FIREBTERE
1500 °

(D MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR » AIAE S SR
MAERESH BEK o

RIERREAMEGE - FTAEREBREIEEGrid Network/THE_ERELBIEIMTUE © 2R (E5!
@ EhRE LGrid Network FIMTUR ERREEZR ~ RIFHEEE Grid Network MTU mismis*&7R © Fft
BERERMMTUEER—EERE

a BT [*f#fE* ) o
5. ETNTEIREH « BEEEN [SRER) BRSNS DHOP -

AERTEEEMER « CwAE NEGER) RE ERAEERER -

Admin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to be routable between sites.

I @ Static () DHCE
Assignment
IPvd Address 10224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 =

LE

6. UNRMIEEEFRE « ARB TP R E BB :
a. 7% EAManagement Port 1 (BIRERHIE1) FEAFFRENIPVANIL « ECIDRERTRIE ©

210



ERERB1ERERImMIE1-GbE RI4SEIZIBAIZM
b. BARIE -
NRERERRR A RIE  SFENEAERRIFFRRIPvALLE

C. MREBFEAERER  SHRMTUBMEERBESERAEZRRYE « HI709000 - B[R « FRBERE
1500 °

@ MERBIMTUER AT G ERREPTEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAEE SR
MAERESH BEK o

d T Mg o
EISEEIPALES « BIER FER A B A g RS -

MNREREStorageGRID T EZEMBZERINVER « s5EABIERRHFFRRIPAIULEREAURL © 4
40~ + https://services_appliance:8443

e. M EEMEN RS EIEMER -
s 7R fE FAFTIR BV RE SREESDFT A F RS ER AT LUEAR ©

() mmmmseRERERE -

- BB TEY  BR—TEART + BE—ENER o
- EEBRKERNTEE « BE—THRET x -
fE—T () o
7. SISRERY DHop* ~ $AIKIE 515 R e EERARRS :
a. 112 DHop BRI - BE R -

RMEGEHEA IPvAuil) ~ TRE) &k TFHERK) B - MERDHCPREARSREAIERMTUE
A MTU “BI SEAKE - BRI EEMMEE o

THAERERE EHENENStorageGRID EEFMIPALUE ~ LUHEAA o
b. FEREIRMR FRERKBBIERRSR o
A 7R fE FFrIR BV RAE SREESEFT A FHEER ER AT LUEAR ©

() EmmmmERERERmE .

* AR TR - BE—THEART 4 RE—EHAR -
* BEBIRRERNFAERE B —TRIRET %

C. MREECEABERER  FRMTURUIEZEABESERMERE « H1I19000 - [ ~ SAREERE
1500 °
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MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
MAERESH BEK o

©

d T Mg, o

EERTERRIRER - C4A7E NEEHER) BEE LA TRRIEER -

Client Network

The Client MNetwork is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client MNetwork does not become operational until you complete the: StorageGRID configuration
steps

P (® Static (O DHCP
Assignment
IPvd Address AT AT T 18321
(CIDR}
Gateway 47.47.0.1
WTL 1500 =

9. MNRCEEEAVEFRE" ~ SHIKIR I T RRE A P IR :
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a. fFFACIDRF AR AFFRERIPVA{IL o
b. #—T M f#FE*] o
C. MR A P imAERR R E R IP AL IEFE#ERR o

@ WMRERAARIRERR « AIESETTRREE - ERBASEAAFIRAERES - BERA
PR IR ~ SO ERME o

d. MREEFEAERER « FRMTURMIZERBESERMERRE -~ fIE019000 - B « FRERRE
1500 °
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10. YNSREEE DHC ~ FBK IR TP BRER E A P IR ARER
a. 3EF* DHep B EIRERE » BEYRE" o

AGGEBIEA [ IPVARHE) A TRBE) B - IEDHCPAMRISREAISRMTUSE « I MTU *H
fI BRI « BRI R o

TR R E RS B EEHE B StorageGRID E2FMIPALAL « LUHEER o

a. FESDRE ERE o

@ RERARP IR « AISERTAREH - EREREAEEARFIREREFEE - BERA
AP inERRET « SRR EHMNE ©

b. NRICEFEAERMER « FRMTURMIEERBESERMERME « FIIN19000 - [ « AREERE
1500 °

@ MEERBIMTUER AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
AR BEK o

FERAER
"B ES5700SGHERIZRRY S RE"
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o

G

[ETERR-E ARk AR

RN B AT U StorageGRID FERSEEFENFTERANENAE o &2 E B
BRVEEH - RFEEZRIE StorageGRID R ARFHEE LAY (BRRARZEREAIPAIIEZ
Fﬁﬁﬂggﬁiﬁg ° :&T‘(‘mﬂlxm “"%ﬁMTU%&EE o

1. #¢ TSectionApplianceZ #3231 FITHRER T StorageGRID A ~ 32— T4HREAEER) > ™ PingfIMTU
Test*] ©

PingfIMTU Test (PingFIMTUBIE]) BEmEBERIHIR o
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to

the destination, select Test MTU
Ping and MTU Test

Metwork Grid v

Destination [Py
Address or FQDN

Test MTU [

2. fe AR MR SRS « EIEERENER | % - BXEIARI o
3. B AZABRE £ EHRIPVAUN ST EAEE LTS (FQDN) o

fBgn ~ SERE EpingBR e F EEIREIRL_FRIRGE

4. (FIEE) 3Eh* Test MTU* GRIEMTU) #HEEAEL SRR BERCEBMRTIERAIMTUR
g ~ eI ORI FE R B ENRL B R [F) 04 & B AL 2 IRV ERTE ©

S B—T TRIEERES o
MRFEREREN ~ GHIR Ping test passed)  (Pinglfllsi@i) R « WFHpingdn T Hit ©
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Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre

TERAE
"RIEHHREELE (SG5700)

“'%;'%EMTU_RH_‘"

IEERRRIE IR B ARV RR AR

A7 fE{RStorageGRID R AN AEEREE « 55MEEStorageGRID (AEA) EEZEREIA
BEARE TIPS (A EEE AR ETCPEIZIR T EIRIRE o

BAREETLF

TR LUfEFStorageGRID  (BRRAREZEHER) PiRMAvEREE « AIE AR EEGrid Networkdh EL1Ef
B EIRVEEARRE S ©

1tl:5’|~ SR T EIRERRA A P UnAER b~ DURTEFEINSMEBNFSEDNS AR Fr i A RudpiE 1238 _ERIGE R
AET] o BB LEIFIERIFE « 52 KIStorageGRID  (RAREIFENEH) 5mPrIEHIBE2EER o

@ EIIREARRPAAYHGrid NetworkU%iEE%StorageGRlDH&ZIW 5.0 - EEREESEN
PHERIREIBIB 2 R/IERE « 5550 2RB1StorageGRID ERIRRZASHY (HARRTSEE) ©
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S
1. #¢ T'SectionApplianceZ #3201 A ~ #— T StorageGRID T4BAEAEER>*EiZBELALAE (nmap) *1 ©

BERNEE T MEiREGAE) BmE -

BIFIREARY | HEBERAR L TCPEFAEIELET - HHESEMIER « KRB EHERKE SRR
ZENAIGrid NetworkiZE1E18 o

The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API| Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

e] LURIE R A& PR e R 48 B 1518 B Grid NetworkHR ELthEfiEs 2 FEIAYEARRE S ©

2. e THIZUE B « ERNEERRNER | 4% - B SCRRE o
3. I Mnﬁﬁg_tﬂ’]ﬂ‘:*%* E_§§IJWIPV6{TLHJ: °

fIan ~ R AE R E R E R B E E B IR AR EARE
fEREFIHEERE ~ MEBHIFTT
4. B ATCPERHEIRNS « LUESRDIRAVEIERE « SEIREE -

The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

S. ¥—TF TRIEARAESIL ©
o WNRFTEMEIZIBEBARMEIRELRAEM - TPort connections test passed)] (EIFREAFAIRERA) R
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GRETEAAERIETD c nmapi LHEEEIITEREB T ©

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (9.00872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.80860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds

° YNSR BRI F MR EIRIR B ARV ARESELAR  BEEKRIZE (AN S EBEERAYEREE « B MPort
Connectivity test faileds (GEIHBREFAR LK) AEGEREEBEREEP o nmapds vﬁﬁtﬂgﬂﬁﬁémg
TFH o

FHRIZIERNERIEREERHERT Closed) (BRI KR o @Jtl C BECESERIERENTR
FREARRE « StorageGRID B2EiRG LHARNIT IEMRE B CAEEEIEESERIE -

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e bre@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in @.59 seconds

° MREES B EFERNAVERIRIE L EZIRE RAVARELR ~ B TPort Connectivity test2B
BTEABKEIESR c nmapin TEHBFERIR TS ©

HEE

il

AL ERIBERNTCPERERNERRL T LAVERE  BRREMARNBEEEEE - EIRABLEEE
By~ ERIRRGARES TEEE) - AJREERM NS o

(D) @3 TClosed) (BRI fomie .
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: 0@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 202@ -- 1 IP address (1 host up) scanned in 1.6@ seconds

R
MR AR

1ZE 2 55 E SANtricity IhAE

& BT WA fEEFASANTtricity NetApp 4R & ﬁ&‘tiﬁ SR EEESEMER R REIESIES ~ [EE
PR R B AR RS TTHFARRE © ,‘dtﬁ',__fl—/( FEEZ5AutoSupport Z#ERIProxy - :E&
AAutoSupport F{F A EIREIFIE 7'1'JE ENCFEFREE B HRAFREENE o

B ERIFIXSANtricity (RAEERER)
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RS o
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2B > (BR) RREERERA o
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° {FEAGrid Managerilli 5##Z*81%5*> appliance Storage Node >* SANtricity (Z#AEIEEZEZ) *

MREBLEEBERAFER - AEAEEREIR « KO BFBFEEFEERIZINIPAIL o BIBEE
FHEHI23IP @ SANtricity + ~ BIRJZE TRAEIEET
https://Storage Controller IP

219


http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html

o

HEHIR MRAAEEREN NEAEESANLricity °

2. SEHWAEEESTS o
() suEEEERE—SRaEE  FEERE BT © SANtity
BERNEE SR ERRE ©
Set Up SANtricity® System Manager b ¢

Mare (10 total) »

Welcome to the SANtricity® System Manager! With System Manager, you can...
® Configure your storage array and set up alerts.
s Monitor and troubleshoot any problems when they occur.

o Keep track of how your system is performing in real time.

7 ™\
| | Cancel Jj
W=
3. BB B LIRARSE -
(D) #msmstorageGRID RETEERBBEIINAE «

HIR TRHMEEER) §E ° SANtricity
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IPvd Address Assignment i Static w DHCP

IPvd Address (CIDR) 10224 .5 16621

Default Gateway 10.224.01
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Default Gateway 10.224.0.1
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NetApp® StorageGRID® Appliance Installer Help +

Home Configure Networking - Configure Hardware ~ IMonitor Installation Advanced -

Node Encryption
Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the

appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption |

Kev Manaaement Server Details
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Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different exdernal ports. For example, you
might need to remap ports because of a firewall 1ssue.

Metwork | Grid j Protocol | TCF j

Remap Direction | Inbound j Original Port | 1 =]
Mapped-To Part = 1 =]
Network Protocol Remap Direction Original Port Mapped-To Port
©  Grid TCP Bi-directional 1800 1501
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CD MEEEE—REELERAEEEHNE « JUFERARBZERZRFBHE configure-sga.py FEF
HETRIEIH -

* MREENTERAVEREE  FERBEEET -
© AERERREHEHNEFIEEIRE StorageGRID MIIMAEE - 552 RIHEFEStorageGRID IHAERIERAA o
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p
1. FREIEESS « AREA AR EETZEGIZRME P —(EIPAiL  + https: //Controller IP:8443

EMETHIR NtheFHBE % & StorageGRID 2201 BE °

NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Conneclion state Connection to 172.16.4.210 ready

Mode name

Mode name MNetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation
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automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
https://configbuilder.netapp.com/

° o configure-sga.py FEFAEEBEHREIESHS | I LA StorageGRID {Sing Appliance Installer)
_((Help) > (RFBHEREISLHE) ) THIELH - F2REMconfigure-sga.pyfa < HE B ENLABRERVIE
o

"fEFconfigure-sga.pyis <t BB ZEE KR EFE A B EL"
JsontEEHIEIEE RN AR A TYIEK !
" WEREMMEHLTE 5 E/MERRBAREFTT
" AFERFTHE - BFNEFTR
* FEELUEFSRABESGLERE « U FREREBSHT

@ AT JsonfERAMEIRIRTE (R LERTE) BHE—/Y - BRICHEEEERIsoniER
K& E ZERNRS

2. BEER > EATR B AR o

LR g hIR TEMmEERS Bl o

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON

JSON Browse

configuration

Node name - Upload afile v

3. EIVEE HEZ AR JsontEEE o

a. BB o
b. M EEENFEZE o
C. #EHY* MOpen* (BHER*) 1 ©

EREE LENERE - BEEFTTARE - ERLE SRR BRI
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AR IsontEZZHAHREEE TLINK configl ~ rnetworksJ FMENEE: IR ELE
() mmmeEmEs . MROE1HEAIAEER | AERE AR ENEMIPI
i — BB ARAREURL -

Upload JSON

JSON Browse appliances.orig.json
configuration ; '

Node name --Selectanode v

MR iE THNBEEFEAJsontEERERMNIRE R o

@ MREREN - BRLBEUAIEET - UASERBERESRAR - BEZREREMRE
BEE - A LUEA ConfigBuilder RFE{RIER B XA JsonfEZE o

4. 1% TERELTE) THITUBEEhEEENEREY o
TERJsonfBfE ) #ZEACEA °
Upload JSON

JSON Browse appliances.orig.json
configuration ‘ )

Node name Lab-80-1000 v

Apply JSON configuration

5. EHV*E M JsonfBAE* o

IEAHRE B B A EBEENRYENRY ©

£ configure-sga.pyis <5 BB R KR E FE S B R,

,.;':_JL,(@% configure-sga.py &< 15 « A EE){EStorageGRID % A RAERE N EIE,
LB T - BT ERKRETESIEMNE o ZID%&E?(E* BEEERTE - 15T
BEER - St UERIESIERELE S EREERREENNIsonfER -
BIREIE T

* FEFREEE O TR « EIRE ICHAEES ~ WEREEIR

* BfffStorageGRID (BERAREAZERER) AT ECIEMNRMRTHELMIPAIIL
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* MRECERETEIREHRS « IAEHEIPALE o
* MREERERRZEHMER - RIEEZEZEIRHR « MEALRERIPIL -

N T ESIREELISMIFFE IR, « StorageGRID FRESITE OraclefEFEEZ &2 IPAERE ) BEE L
BIGrid Network F43E% ~ #iE 1T = EEIREIZEMIGrid Network Subnet List (48184888 FABIREEE) HES ©

* B TH configure-sga.py X | EXGESELERED « [ UZStorageGRID — T SZ1E*
1> THEAREREIESHE (X)) KER -

EFERR AEERHSSIN EERERERE - 2E LA ERSorageGRID (T8
() mEREEER) REBHLAAR o +@MStorageGRID (The Choice AR ZRE | BRI
EREEALE

1. B AL AR#MITPythoniE S BEMILinuxiias o
2. NBIETHE AN —RRMRMIBKR T R2EEE « BRA T &S -

configure-sga.py --help

° configure-sga.py I5SBERAEFHS :

o

° advanced AJETT#EPEStorageGRID FYTNEEMFER ~ B3EBMCARRE ~ UREIL B3 EAREE BRI
HyJsontEZe

° configure FARERERAIDIET « S4B AR 2

° install LUBHYAStorageGRID #i{T%4E

° monitor AN EEIEStorageGRID &4

° reboot UEMBIERALKE
MREEMAFRL CERS « RE ~ BF - BIENEMEE) 518 ABEA —-help BEEREFIFEAN
SREAXE ~ FAMERAAZ Fen S A FMYIEIE | + configure-sga.py subcommand --help

3. EEMDERAREMMMBAAERS  FRATIIE sca-install-ip EREAKEHRIEMIPALL : +

configure-sga.py configure SGA-INSTALL-IP

ERBTRHHENPEN - BETTERHBNIPIL  UREE BRI HER0ERE -

Connecting to +https://10.224.2.30:8443+ (Checking version and

connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system—-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/networks... Received 200
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2021/02/25 16:25:11: Performing GET on /api/v2/system-config... Received
200

StorageGRID Appliance
Name: LAB-SGA-2-30

Node type: storage

StorageGRID primary Admin Node

IP: 172.16.1.170
State: unknown
Message: Initializing...
Version: Unknown

Network Link Configuration
Link Status

Link State Speed (Gbps)
1 Up 10

2 Up 10

3 Up 10

4 Up 10

5 Up 1

6 Down N/A

Link Settings

Port bond mode: FIXED

Link speed: 10GBE

Grid Network: ENABLED
Bonding mode: active-backup
VLAN: novlan

MAC Addresses: 00:a20:98:59:8e:8a 00:a0:98:59:8e:82

Admin Network: ENABLED
Bonding mode: no-bond
MAC Addresses: 00:80:e5:29:70:f4
Client Network: ENABLED
Bonding mode: active-backup
VLAN: novlan
MAC Addresses: 00:20:98:59:8e:89 00:20:98:59:8e:81

Grid Network

CIDR: 172.16.2.30/21 (Static)
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1
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Subnets: 172.17.0.0/21
172.18.0.0/21
192.168.0.0/21

MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

FHA AR A AR AR AR R
#HHH4 If you are satisfied with this configuration, #HHHH#
##### execute the script with the "install" sub-command. #####
FHA AR A AR AR A AR A A R R

4. MREFEEES T BAARPIERE « B5EA configure FaSEITER © ANl ~ MREEELEAKE
BRiEGEF EEIBMRMIPAIETES 172.16.2.99 ~ A TSRS | + configure-sga.py
configure --admin-ip 172.16.2.99 SGA-INSTALL-IP

S MNREERZEAEBHAEENEIIsontEZE « 35F A advanced fl backup-file F&< o fldl ~ INREE
ERIPAIAED R EVARRS SGA-TINSTALL-TP B AHINESE appliance-5G1000. json ™ BIA TR
.+ configure-sga.py advanced --backup-file appliance-SG1000.json SGA-INSTALL-
IP

BEERENNIsonERERTANITIECHER B -

(D WEMEEJsontERTPNREHFLEESHEREARERBRT - [RIFCEEREEHEA
& - AT ZE#EStorageGRID HILEAP| « BRISE7H ILEREITEMEE -

6. BECHEREESHREREIMER « 55 install M monitor REEAEBENFHT | + configure-
sga.py install --monitor SGA-INSTALL-IP

7. NRECESTHEERME « BFWMATIEGS | + configure-sga.py reboot SGA-INSTALL-IP

BH&h{5StorageGRID IhAE4HAE

IRESTHMEII Z 18 ~ o] LA B&{EStorageGRID REZRAR ©
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CRENEM
* BRI ZEREPSN TIMERNMUE -

TERATE A
configure-storagegrid.py Pythonis <SR BEEAERE
configure-storagegrid.sample.json Bte< B EEHI4R RS
configure-storagegrid.blank.json B ISR ACFE AR B 4EREAE

Hak

* MBI configure-storagegrid.json HHREAE - EERIILEZR ~ oI LB SR EEHI4ERER
&

(configure-storagegrid.sample. j son) FZEE4LERE (configure-storagegrid.blank.json

o

RIRERI(E

e LAER configure-storagegrid. py Python}§<EE#] configure-storagegrid. json 4BRERE ~ LA
HE#1{EStorageGRID R EEE R A4RRE o

()  EhALUERGHd ManagerS AP E 4

1. BAERRHMITPYthontE L BERILInuxti2s o

2. I E BN R REN B R -
fBI90 : + cd StorageGRID-Webscale-version/platform
Hih platform i debs » rpms '3 “vsphere °

3. #1TPython¥E < HEIL (6 R R I AVARREAE o

fgn -

./configure-storagegrid.py ./configure-storagegrid.json --start-install

e EE

WEEMN .zip ERGEEREFIHEES « U THECRTLREARREFHBE - LRARHD TEEMH
HEZE ~ LUEStorageGRID T — B ZEERERREHERT ~ IRIEZ R - HIUN ~ REBEREIZ 2 HEHH BRI
B URZENEIHHEFLE

O LAREREEER  BARRO TR 0ageCRID HARREHHNMESHIE

RIS EMEZEEPEHEENS « BJEEM Passwords . txt FELE7FEStorageGRID EHZ IR A HFAT
AYZRES o
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FHHH AR AR R
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#4 ./sgws-recovery-package-994078-revl.zip #h#H#
#HHH4 Safeguard this file as it will be needed in case of a FHHH#
#HH#4 StorageGRID node recovery. #HH4##

R A A A A A A A AR AR AR AR AT RS
AR EERATRET A SR ZERRELHIRLAR o StorageGRID

StorageGRID has been configured and installed.

ZHEREST API4E2E

REMEREST APIZRMITRETIE | (ZIRLE) APIN (IEFEAEIERRAE
) API o StorageGRID StorageGRID StorageGRID

5 MABAPIERE A SwaggerBAMURIAFEAPITE & SRIBMHAPIS 4 o Swaggerm] :ERI2E A EFMIEFARASEFEREN

EHEAPIE S ~ RAFAPIZ{AICIFE 2 EHEIR o AR EHEZEEWebiFiiMJson (JavaScript Object
Notation + JavaScript¥)f41Zsc) BERHER o

(D TEERAPI BB RITRMEAAPIER AR RANRFEE o S/ WOARESERMIET « ERTSMIPRAERE
BrlaEMER o

S{EREST APISs <& B ZAPIFJURL ~ HTTPENE ~ (EfAIAESEANURLBE « UKTEHARIAPIEIFE o

£API StorageGRID

28
EET—HERTEEN—ERRR URERENTEEEIEMMINER « ZA5EER ThRAERZEAP
1 StorageGRID StorageGRID ° ZE#APIR[EBEHTTPSHEGrid ManagerfzEX ©

LEEFENAPIXMH « BRI T EEIEMEL EHNREFEE  ABIINRERSPEEE Help > API Documentation * ©
(FENEZEAPI) B3 T5%E © StorageGRID

E

ABRE : BEEMIRASRAPIFERARIIERE o A LUF HZhRAS PSR B E kR4S EZ2APIRRZS

* * GRID *-MA&EMRAREIEE o (SR LIEVS I ERARRE « BEIEERFEER - ERE0 7R « BT
B ~ LURNTPHIDNSEIARS] Pt

. Eﬁﬁ%&i ENRLEARAVAERE(FEE o IC LURBVEMSENRE S B ~ MIBRABISENRS « SREMIASENRS « WRAREMENRS ~ X
RS ERRERYAERE o

* BERECE-BREEFE - CALIBEBEREEFE « WRRERECEFRAUARAE

* RIE-EEEERMIEIRIE - LA UEREN « LEMEEN - RIBWIE « URIEHRIMIEEERIRAE
* MEEM-THINEEMHFRIFESE -

* IhE-IHEEARRVABREIEZE o ERIIURRIL ~ 1848 ~ MIBRRAECR A8 -
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FERTE X Z 22 LAPI StorageGRID

AT UAREGEBHTTPSTEER (ZiBFERTEEATEZNAPI StorageGRID Controller IP:8443°

EEFHAPIXMH - 5578 EStorageGRID FEFREE A (Some Appliance Installer) (3EX) ~ SABEIIBERS!
FRiEEY Help* (*#LEH) > I*API Docs] (*APIXf#) o

(ZiEEREXERZEXEATEILAPI : StorageGRID

* * Clon*-s& & M IEHIEIRER BRI o

© INE . BEME RARRINEARREAEE o

* TERSARRS-TEMINNEERS LR E R MR ERIEE ©

© L HEEAREREREIEREIRENEE o

* 4BER-EAGrid ~ BIE K AP InAEER 4B REAERE AV (EZE StorageGRID ~ BN (AR B R ER M B EIFIBS

=

E [o]
BRE . MEIVIREARETERTENEE  GENSARENAENTESIEHHIPHEX o
* 1B | ERTRRENIE 2 R EVSACERRIIEE ©
© FHR-SIHH AR FE AL B S REAERARVIER o
* t{&sg- F{#StorageGRID B LIEEREIZMIEE -
SREEDHRIERS 28

MRAELREAREBEIRE « S sE S SRR R Ie R E M =R B AR R SR R HE AR AT
REE -

R
AR T S

"SRR AR AR R R
PEREsR E U E

N RIE RS M PR S B AR TR R E B ES700SGIEHI 2R i VA STAk BIME BRI ~ R nI Se ARt =M
Z4EF23( o StorageGRID

1. RECRERS LRS-

EEREEREHRGER - MECREBTEET—RIINE - BIEMIIFREE - tRETHRGHEEEE
H SRR REBIAES ©

2. tREIES700SGHERI#s Femas L AIFURS o
() =EARFRERERME - $HREMBETEHSorageGRID FABHMNIETRE LA -

MR EFHR « CtERETSGLUERSEAAIANS « Attt -
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3. EEHMELERNABNESR  F2RTIER

23 2EEN
E5700SGiZ! 25 * TE5700SGHEHIZZ ERIKASIERIE
MHE$EER © BASANTtricity STIBERIEE RAAEEER
RS TEER |
E28001% 425 E570081E2800% 425145 m

Pi¥sE : ERFIEST00EERIZRFABYRES A E AN R A
FREYE5700SGIEHI2S ©
4. MNRBEEMREIRE « SBHHASIRMTZIRERFT

HERAE RN
"E5700SGiZ ! 28 _EAIARREFERIE"

"fhiEsR - AP SANtricity EVF¥E R ENAErF S £ 52"
"NetApp ERFI RS HAFuL"

fhEgsR | P SANtricity EFERFIRERF £ i8R

1S StorageGRID A RETaZHSANtricity {FERMEBEFID « BHEZHIE L9t R
T E AT o

BAREIET(E
YNREETRHESERAUHS ~ SBHITULIEESNE ©

1. B EWEESSE 2 B MR EEER « WD ESEMSFP+IE R ERE =R -
2. REEEH— U WIREBRISFP+UREEES « ABBE—R -
3. MNREBEERRARIE « FHHERMIREBPT o

SERHF AR AR IR
gN5RStorageGRID £ & &BIETBEEREE « LRZNITHHAEEITEND R o

RS ERARE
MRCEIERERAKE « FIEEEREE - JUERIRERRARMINTTH
B

1. MREEIEFELZSANtricity B (RABIEE)

a. FEE A SR _EE2800EHIA3HYIPIkping AL E SANtricity ~ MIFIFIT (RAEERN | +)
(32X) ping E2800 Controller IP
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b. 41Rping’R B EIFE « FHESTITERRZIERAYIPHAIALL
fEFIE28004%H 288 _E EIREEHR 1 AYIPi L o

C. yNRIPAILIERE « SRIRERFHERMBERRTE o
SNRAEERORRIRE « SEAE RIS IRARFT -

d. MNRpingmIh ~ FBEHEARERES

e. &) ASANtricity URL for the URL for the URL for the NemeSystem Manager:+
https://E2800 Controller IP

EmTHIR 15 ASANtricity B ~ WUHER o

2. MR A EREES700SGIEH2S
a. EElFRES700SGIEH23RIIP{iIitsRpingFEFA4EE | + ping E5700SG_Controller IP
b. fNRping’ZELIFE « HFERERNSIERRIPHLL

AT ATEGrid Network ~ EIEMERE S P in RS L2 AR A ERIIPMIL o
C. YNRIPAILIERE - SHIREREER - SFPUREE SRR RE ©
SNRLEEMERRIE ~ SEBHE AT S IR AT

d. fNRpingmIh ~ BB E R ES

e. #iAStorageGRID The URL for the URL for the AT 1EFERTE LR | +)
https://E5700SG _Controller IP:8443

BERNEETREE o

7£811T7 (The Rebooting the Controller (StorageGRID %181 #23)

A REFE E21E StorageGRID #1T (FAIBMAIEARENLEREZEIN WERT - ENMRENER
PEHIES o HIT0 ~ MRLERKW ~ EAISERE2EMENIEHIES ©

RIRERI(E

IR R 2B E E T 85#11TStorageGRID #92 Choice ApplianceZ 4121 o ZEE5ER#% - StorageGRID
IS BRREABENE - AAELBERIIEARAIINetAppERAZEE ZEEER o

1. # Tthe Some Appliance Installer] StorageGRID #%—T TR > TEHFIMEIERIZE] ~ ARENTIE
FR—{EE18 -
o AV BRI E StorageGRID SESW* ~ LU EFTENEIEHIZS ~ M EENREEIIAAIMN - MR E1E4EE
B TSR TIE ~ W EHTEMMIMEIESEEE « FFERULEIS o

o BEEVEMBIME AMEEIRTU - LUERTRRENERIES ~ EERMRITHEREER - MRTEEMMAFEE ZAIHR
ET‘E”%J:%?‘TEWJ”E FEVEZE ~ SREAULEE
I8 o
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upagrade Firmware
————
Fequest a controller reboot. Reboot Controller

) ()

SG6000-CN-= 23 EHTBHE ©

#ZESGH700fEFRILE

{EEIREEEFH 4R SANtricity E2800124158 FHISESEOSEREE « BEE5700SGIEHISRMIZ K
MR AL AHRE ~ SFHAE28001EHI23ERES700SGIEEHIZS « EHMFETH - ANETHRERER
R FEREE B B EfE A StorageGRID IR BERAHIHIFEILY

TR
"R E BN EEEL
* "FHARSANtricity RETFIEHIZE EREERR"
* "EFSANtricity (ZBAASTIEREN) FHRMEIEHKEIRS"
* "EBIIE28004% 423"
* "EIRE5700SGIEHIZ3"
* "R EEERR T
* "EAEES700SGHEHI SRR E AR RS
* "SEMTURE"
* "1 EDNSElARESARRR"
 TEAEEAR T TR IEER N A

P

b

AR EENEEER
RS REENEERN - 7RI T ERMEERRF °
TEENESR
* B ZIRAV 2B 28 E A Grid Manager ©
* AR BHEESIRFEVERR o tFRFAEN « 52H (R EEStorageGRID IHAERIERER) ©
RAREIET(E
##StorageGRID REEAREXENHEER « AJac S FERENBAIEHEZE
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()  wmstnRERRREREEITHESMSorageGRID BB HERBNEHATMSHIAR -

BER

1. #£Grid Manager 3 EiEE* o

2. WENEEEAEARRIRT « EEERREE RFE o
3. BERCT(F* o

Cwverview Hardware Metwork Storage Objects ILM Events Tasks
Reboot
Shuts down and restarts the node. Reboot

Maintenance Mode

Flaces the appliance’s compute controller Maintenance Mode
into maintenance mode.

4 EEEEET o
PERNRERREAREE 1R o

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click Ok

Provisioning Passphrase

S MABRICERRATS « RBREIVTHRE"

HEYF—&R5)EStorageGRID ~ &1 lRequestsent] (EXRBEX) -+ [Sting the Sfor)  ((FLEHIT
) # Trebootingl (EFENEN) ~ RTMEBIEETHREAMEERIIIDER
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Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent

EEAEBRNEEEE - FHIB—RRESTE « 7 H G AR FEStorageGRID  (ZIEFEAIRH 2712
HIURL) o

Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. BZETFHStorageGRID (M RERERER)  HRAERERAEMRURL ©

HIATTAE « SBERO S DB ESIEEREEHE PAHHIURL o
()  #Bnteps://169.254.0.1:8443 REEBBRERBEBES o

7 W (ZEREREEREN (the A ZREM) @ HBEMBENEEE o StorageGRID
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. MUTIEMLERMEETIE o

9. SERMET(EZ1& ~ SAERHEEE T INEIE B EEEZE o % Tthe Some Appliance Installer
1 StorageGRID #EEY [ERS>*EHFMEIESRIZE*1 ~ ABEN SR EStorageGRID *) ©

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID l | Reboot inlo Maintenance Mode |

BB SHRMNERMINABKR A SERZ200 205 - SRR MK E TR - BEFEEMMAGES
#53R[EIGrid Manager » THi#) REBEETESKE « HREARENR - RRAEAETERERAS
AARE ~ EERRGE R EME o

NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADMA1
«'|DC1-ARC1
«|DC1-G1

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

| DC1-51 Network Traffic @
«|DC1-52

«|DC1-53

6.0 Mbps

FHRSANtricity {#F1EH2: LREE R

A7 HEREFERSRBIEREE « KU BF4RSANtricity 2T & StorageGRID B ARE
REMBERNRITIRIEFERGHERE o :528INetApp BB M HBRTAIMT (NetApp
Interoperability Matrix Tool ~ %8 2EF & ) ~ HEMCEZERMERRE - IREE
E13Bh ~ AR TST IREBPT o

* R FHEFEHIZ3E A SANTtricity N EMARABEFE £ 4£08.42.20.00 (11.42) -~ :EfEAGrid Manager#ifT
FHR o
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"fEFAGrid ManagerfESANTtricity {77128 EFH4RIEE R 4"
* YR HTFIZ 235 I SANtricity FURRRASFH208.42.20.00 (11.42) MUEHTAR - A AAEERAITHLE o
"f$E FISANtricity 4EsEIE T FHARE28003% 428 FMUIBMER A4

TERAE
"NetApp Bi@MHRFZT A"

"NetApp T & : SANtricity 715"
"BEIE LT ; RREEERA"
fE£MGrid ManagerfESANTtricity {#1F1%5588 FFHRIFE AL

%ﬂ‘ﬁ’:\ﬁfaﬁﬁﬂéSANtricity AT B E IR FEFEEZESIES ~ (S BEHAGrid Manageri&EfTH
CRENES

* IEE5INetApp BB HFBR T EIMT (NetApp Interoperability Matrix Tool ~ f§#8% M2£%&:, ) &
#0SANtricity R AR EZE R R RA BRI EREEES °

* AR BHEEER o

* B IRRVRIEE 285 A Grid Manager ©

SRR B IREC B BRI o

* R JERESNTFEXNetAppYSANTtricity (BAMAZIRIVEERFN THERL o

FAREETL(F

RS ENER « 4R TH MBS E#StorageGRID  (EHTARAVE ~ EFAREIERFETL) SANTtricity
o YNRITTEStorageGRID SR EHIZ 7 2 A1 E A BIENEMZ NS ERTARAYINEE « SANtricity IS B ER/ME
[ESANtricity 2| MEXiREMR) B °

EFAERANER ERThERTEMRIEERFZA « ILIZFEAETEMSANtricity ° FESANTtricity SE&IES
éﬁkﬁfﬁﬁ%%ﬁﬂﬁ%—ﬂ%?&oﬁﬁéut » AT AERR B0 8 REE MRk EN & StorageGRID B = ETF RS
TS EMEBRAREAGrid ManagerflfTAHARAVIEI © WNSRIZEHIZE(EA SANtricity FIZRRASF

(D 108422000 (11.42) BIEERS - BUFEEFRGHA ManagerFHRSG5700 R SR B RAyE:
TS -

@ IR E BEMENVSRAMFA4R ESANtricity BAFFTHRB R ERITIRE « EARAEEERER!
BINVSRAMFA4R HE2E o

1. EARFSEUESC RS « WESANtricity THIABHE FE MBI ARIFHE R REREIEZENetApp SZIEHFLL !

AT UAEFESANtricity E28001#1F1EH23RISESSIDEEE R AR S o

"NetApp F& : SANtricity 748"
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2. R ENBIESS S AGrid Manager ©
3. BB UEE o IREBTEINRERDY System (ZR#) 1 &E&RH ~ BEHY ™ Software Update (*BREEEEFT) | o

LR tHIR TREEER Bl o

Software Update
You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity O5 software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.
+ To apply a hoffix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

« To upgrade SANtricity OS5 software on a storage controller, see "Upgrading SANtricity O5 Software on the storage controllers” in the installation and maintenance
instructions for your storage appliance, and then select SANtricity OS:

SGE000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

rageGRID Upgrade StorageGRID Hotfix SANfricity O3S

4. % —T* SANtricity (E2ZR#E) * o
S EEHIR NZEREXERHK EESANTtricity ©

SANrcity O

You can use this page to upgrade the SAMtricity 05 software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage contrallers are Mominal (Nodes = appliance node » Hardware) and ready far an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM is automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
corplete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OS software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browse
2]

Passphrase

Frovisioning Passphrase

12

250



S. IEEVENE NetApp SZ1BATIL T EHEY SANtricity {EERMARARIEE

a. H—TFBIE o
b. i I SEENAEZE o
c. ¥—T THRBu o

HERE LENEE - BERFTAR  ERREEE AR

(D)  srusnsesE - BACREREFN—$H o

SANricity O3

You can use this page to upgrade the SAMtricity O software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage contrallers are Nominal (Nodes > appliance node > Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based an the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OS software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browwse RC dlip

12

Details & RC dlp

Passphrase

Frovisioning Passphrase

24

6. IMAZRECE B o
° Start* (FA%R*) %HEBERNA
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SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File

SAMtricity O3 Upgrade File Browwse v RC. dlip

2]
Details €&  RC dip
Passphrase
Frovizioning Passphrase
2]

7. ¥&—F* Start* °

LR HIR—EEE 71 © i5h EEMRE A RBVENRE L BURRTSET « BB 2SRV ERPI A & E Ry Pl o

A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
=[]

8. #%—T THETE. -~ #ESANtricity (P2 RFKFRIERZBA T EIREEL o
R A GTHREIAPESANTricity :

a. FITREREE - WIEF ST RAMMINREZESS Needs Attention (REER) 1 °
()  WRMETEMSS  ARAELS  ABEE—T [ Start (BIE) J o

b. EEMEFHIR IBIEERR EER o SANtricity lbREE AR RAVFT A RETFEIRS ~ UK SESRAE AT
FHRREES
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TRETFIAREFNR - SFRREREER o KURIEFEEEFEHRAIFR ~ Bl
@ fESANtricity FARIR A7 ERAS R HFEIRS  HHHRRRAE RFHRERINA RS
7 TSANtricity RERILEIREBER ARG R ©

SANtricity OS Upgrade Progress

A Storage Modes - 0 out of 4 completed

Q
Site IT Name It progress Il stage Il Detaits Il Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you o approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve
RTPLab1  DT-10-224-1-183-53 Waiting for you to approve | Approve |
RTPLab1  NetApp-SGA-Lab2-002-024 Waiting for you to approve
£« »

0. & ~ AT LURIE UGG « 218 « EE « BEEC S HEER « DURESIERIBFBEFEEREE - & « 7
B HIRPRAFE « USSR EHR o

AR ERE TANAARRESRRBE
10. 2B EFHIFTE EARITIIR R ERS o HEREMZERRE —RAR—E o
PRIESANtricity 15 E BiRL B EAITF L B « SRR IZERBRE#EFNREN

() & SANtricity BH0ES L BCEFHBIRIEERGES « BB LRIRRRRISL - 21 - BEBFH
GIS | EE U T T R e L3 s BT R I

© B—TF T2EE Rz — - RATAREFEIRGTESANtricity B TSXIR(FERMR) FARITY ©

@ NREFFRIBEFREE » F—RIZE—(EREEREHE - W EESEMR_ LA RT
pY1& ~ Bz N —(EERS o

° B—T—RBSEE R « K—ESZERGTIESANtricity E TXEREZERMR) FARITS

15 A] BE B AEE R SANtricity FBRRASBIEERGF R EEIEL ~ (ESANTtricity FRIFEZ
@ )F%SANtricity FREY|HB TR LRVERTAR « TRIEIATRAARARIFR R ARIZ
% o

#—T* Approve *2 1% + FHRIEF GRERETTMFHRENE:  MRHETTUFHR - BIGR L EA R
550 o +

SROSLEETDE « FRREVFHRISR ISP AR « (EATLUE R AR S R BA O R R Se AR o
SRR FHRAVENES - IR RTE TSHEER) M REIRSCRISE « REm R AR —RIHE :
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1.

12.

254

T REEEEFR o
* REAR I E R EE R A ARSANLricity ©
" (EERFIERE L ERE R AEA SANtricity ©

'SANtricity NERNILERIIEERG AR S RTEIRLL A StorageGRID BJHZ IR I IHAERI TR
25 o JEEAEERTFHA ERARILAR o SEESANtricity AR S AVENER « BN ST EMIEER
AEVAERF o +thIR TSANtricity A& HERIMFERFERLULHE AR S » FTonENEEFEESANtricity £
ETREREFERCENIEERRIER - STRRERISANtricity FIEMIRIEERFK 2% - 55 FESANtricity B
RN ERMARIEERA « AREERITHRIZET ©

g%ﬁ%%‘&ﬁESANtricity IXIBEERRA FHRITYIPBIREIRSFAAER « 5Ri%—T B 3 12518
7

MEBFIFAT ~ EFEEBHITHIR « TR RIBERE - CEEBREBRBERSANtricity 2 TXIEARFS) #+
RIZFH o

- Q

site 11T Name 11 Progressli Stage 1T petails IT Action
Raleigh RAL-S1-101-186 Queued
Raleigh RAL-82-101-187 - Complate

Raleigh RAL-33-101-198 Gueued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve
Sunnyvale SVL-S3-101-94 Waiting for you to approve m
Vancouver VTC-S1-101-193 Walting for you 10 approve
Vancouves VTC-52-101-184 Waiting for you o approve
Vancouver VTC-S3-101-185 Watting for you to approve | Approve |

sATH{ESANtricity ~ 1§ ERHTARE B ESEZER R ENRS o

@ Y0ZRSANtricity {EMERREEE BB MhRBVEREPRRIEAFSE « RNZERGAVFHRAK - &l
AJAER B ENHEEIRET « AR EEEPINE - RS RIS IR A BB -

MNERENEE ERIFNREKE  FIAFEAGrd Manager1THH4R ~ ENBH R REREERMSER « WRENGHEER - T
JB(E M EETURFH AR SANricity LEETRL FRVEE R o sE2RIREBIVRIEEBEERA - ARz & ~ EEIY
FERLLARENETREFR o 1 EEMRAULIESR  FRIT LR -

a. fESANtricity BB HRPEERAIENEE | ~ (MR ARA R TIENEE R

b. {FFGrid ManagerZE #EXEN SEALSANTtricity FEROSF 4K ©

EFfAERNEE FVERTSTERET « R TEMEERR) EER - U EHIRGEEE « BRTHR
EHVEE R R H HAFNEFR o SANtricity SANtricity SANtricity



SANINoTy OS epgrade compleled ot 2020-04-07 132602 EDT

SANuricity 05 Upgrade Fila
SANmcty OF Upgrade File @ Erowae
Passphrase

Froveoning Fassphrase o

13. W FEERESANtricity FERTEREMETR: « FEERILARER -

() RS Needs Attention (BEEE) 1 MM « HEFAMEEERIHTAE o

HERAE
"fEFISANTtricity #EEE T FHARE28001% 428 ER T B EE A"

fEFISANtricity #EETUFARE280015 583 EZIBIEE£ R

HiHTEES23 B A SANtricity BYZ208.42.20.00 (11.42) ZAIRRARIEERLR ~ EA
EREEETIZEFRERANR

TEENER

* BB FBANetApp @M H BRI EIMT  (NetApp Interoperability Matrix Tool ~ f§#§ M2£&:,) ) - &
#aSANTtricity AR ARBEE R FhR AR ICHIEREEESR ©

* L ZERIEST00SGIERIZR B AR T « LI EREAE28001%EH B3RV EAR S (ERE A2 & StorageGRID
RMEERT ~ e SRR E R ARIREFI

"B E BN MER

RIRERI(E
5B /7N7ESANtricity ER 1 8389StorageGRID ZAEZIEIRIEH « —RABR—EU LHERIRR o

@ fiStorageGRID EBEEXMILMEREITE » —RARZENERNEARETETEREREE
i -

1. ERRFS RV E R A ERSIZAXSANtricity NetAppRABIRFZT) WEA
2. 2 FSANTtricity FISKETOSEREIEZRANVSRAMMER TEHEIEIERA L ©

@ NVSRAM/SRAM/SRAM/VRAM/VRAM/VRAM/VRA StorageGRIDz5 7711 FA1ZZEFINVSRAM
TE o

3. $AIEfE_E2800£2E5700 SANtricity {VMware EHERAEELZIAEIERT) T SANtricity (VMware R EIETE
) 43 _EEREACRAYFSTR ~ WUFHRE28001% 4] 23RV REEAINVSRAM.
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() uBREFARIER - ATIEERD -

4. FHREETTRE ~ BEEEIELS o ¥ Mthe Sof the Sof the Some Installery 2R I3 >* 2 FRH 125 28
*] StorageGRID ~ ZAREEN 5 Hh—(E%E1S -

° RV BRI ZE StorageGRID SESW* ~ LIS #TR(ENZERISS » M EEREMMARRE - IREEEEE
BIVTEM T « MEFIT RN MEIER(FE  SFEBULEE -

o ERCEMIME A MGERT  IERENERISS « EEIRRITEEED - MREEWNMABBZAE
%Eﬁﬁ%ﬁtﬁﬂﬁﬁ{mﬁéfﬁ% © FAEENILE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Uparade Firmware
Feguest a controller reboot. l Reboot Controller ]

Reboot into StorageGRID

| Reboot inlo Mainlenance Mode: |

R ES MMM EMINAREFIIEREZ20 72K E - SZENEMRMETTH - BEREENRMALE
% « 553R[EIGrid Manager  THi%:) RBEBERERRE « HINERKENHR - RNRBEEANETRE
RERFIARE « B EZERERER -

NetApp& StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« |DC1-ADM1
«'|DC1-ARCH
«|DC1-G1

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

«|0C1-51 Network Traffic @
«|DC1-52

«|DC1-53

R
"fEFAGrid Manager{ESANTtricity #1788 EFHARTEE R 4"

fEFSANtricity (SIBRMEIRER) FHRMNFLEEE
CRILAFH AR BERR IS BIRE ~ ARE(REER P A RITBVINAEMI SEERIETE o
CRENES
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* REFEAKENRES TRfE)

* FREHEREIIEN RIEMARS ©

* R SRy B EIGRY AR ASAE R R ERFTSANtricity IREVERTHR (R4AEIETZHStorageGRID ) ©
* 5B StorageGRID ZEmENAHEEET

R E B R
(D “sssstanrsprr s S eEs  SLLATEIOED) « LRFTARIISER B -

@ 557])—StorageGRID RIEZER R —ERY IR H _E AR EEEREEIRE - REBERAMILMER
AIMZE ~ SRS ERNEREAMER -

1. fEASANTtricity FTHEA—RESEREFR (RABEER)
° ffEfiStorageGRID {(SuseZHIZR) ~ ABEEEER>* SANtricity (RABIEE*)
° {EFGrid Managerilli ##Z*81%5*> appliance Storage Node >* SANtricity (ZAEIEEZEZ) *

INRBLEEIEE AR « i SANtricity KRBT ZRBRAKREIEEN] B AEME » SANTtricity

() AREzREEHEP  UER (RERAREEE
https: //Storage_Controller_IP

2. MNSANtricity BFHRE « FBIA [RREES) EEEFERERBNEE
3. BB AR E T Bl R RV ERE #BEAR S

a. 1t TamEER PEECHR> AR 0 SANtricity o
b. 7 THAEREEIEEA AR T - B TBRIAFAR" -

FHRUAERE RIS S R BRI R R AVHAIR IR BN RS 1E S o
C. F AR TERTHIRIERIRE HREY B RIRAIR L B RE AR AS N RARRAK S8R B o
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Upgrade Drive Firmware

] Select Upgrade Files

Review your current drive firmware and select upgrade files below..

What do | need to know before upgrading drive firmware?

Current Drive Firmware Associated Drives

MS02, KPI‘.-'.I51VUGBDUG1f View drives

Total rows; 1 oD

Select up to four drive firmware files Browse

FELEEEHI

* BRI R RERR A 2~ MS02* ©
AR RRE A KPM51VUGS00G* ©

#EEY TAssociated Drives (tHRGHEREE) 1 HPAY TView drives* (BRARRAREIE*) | ~ MUBETRELEHIIRILE
HERERETHUE -

a. FARAFAARMAFRIREIRERE ©
4. TFHEE T AR SRR AR -
a. 7f THERRHSRNREF AR T ~ 2EEX ™ NetAppZiE*l ©
b. ENetAppziE4EUL E ~ EHY* Downloads (&) ZF31ZH - SARIEE ERYHREEERE o

BERNEERE R 5 HARREIRS R o

C. ESHFRETRENSE HIREHERNE « WD SERIRE RS EE RTHIREEIRES o
* WRIBERRAARBIEL  BULLHLBRIL A RIS B A R BVEIRShRAS

* WNSRY BRI R B — B S SRR T ARk © RIS LR P LUETTRIBE A AR © 1F]
VUERREAEAG 2R T 3 EIRHE
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d.

e.

a.

b.

PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v COMMUNITY v~ DOWNLOADS v TOOLS v CASES v PARTS v

Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier 5 Firmware Rev. (Download) Notes and Config Info Release Date

KPM51VUG800G Firmware Rev. (Download

MS02 Fixes Bug 1194908

E-X4041C 55D, 800GB, SAS, P KPM51VUGB00G M503 -~ 04-5ep-2020
MS03 Fixes Bug 1334862

MRS HEFBIFEERR A - A EINENREAR A ELE (TH) BTH .zip BESEREEREMNEE -
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 kB
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1. 7% {SectionAppliance%#F2x) StorageGRID H - 3#HY* Configure Networking)] (FRE#HEE) > [ DNS
Configuration] (* DNS#BAE) * o

2. FEERIEEHIDNSAIARES EFE MR o
DNS Servers
A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x

Server 2 10.224 223136 +x
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TR

1. # (SectionApplianceZ#£F2) StorageGRID A ~ 3#HY* Configure Hardware) (FREFFERE) > ™ Node
Encryption1  (BRREINZEE) o

Mode Encryption

Node encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 7]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abccedb1facfcel1b1bd870ae1c1ecbbd5e3849d790223766baf3bchT
Hostnames 10.96.99.164
10.96.99.165
Part 5696

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any dafa on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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B RERIEE10-GhEB RN E E EFHER RN (FERARE) & -

1308 Hogt

B ERIR
c SNRERULAEERS ~ AR IRMERIERRINIGEEE—E -

G BB 24 S E4E 2= Grid Network ©
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tEEIFE RN {AITEAggregateE IR E AR T P 4E IO1E 10-GbEEIZIR ©

LA -.FlL 5@ Lrk @

‘ ‘ l l I Ao -
[[=

-_‘ X DE =

BT ERIR
1. PR EZEIZB AR SE PR BE—LACPEL T ~ FILPRA EEIEE A A Grid Network#IClient

Network;fiiE

TFRIEEHAREME10-CoERZRAEE - MREECAIFERRE - IREE EEHEE BELRER
E o

*BE (FAm) ERBEGEREN

PEEREAEES APIRREREER (8% R iH4ER B A
FHED FB8 - EER2MN4EAEANGrd Networkf9E  * EIHB24FE A AR Grid Networkf93E
%) EEDELS - (0B o
© REREZIB1FS o s EIBBMMERR P IRARNEIHED
AL o

* VLANIZSE A ERIEE o
AR EREREIES Al AMEHARS
EVLANFZSE o

LACP © FIZIR2MAFHALACPEGLIEIZFERE  « BB 2F4FEFLACPELL REIZAIRAE
(802.3ad) 2K o B o
* NMEHEZIB1FI3 0 s EIFIBIM3EHALACPEL EIZE AR

* VLANIZSC A HIEE o
AR EREREIES « Al AMEHERS
EVLANFZSE o

* * AggregateiBiFIREALE T

EiREAEN ARREREEE (F8R) R iR4ER B A

EZE)EE  EIFIB1-4ERE—LACPEA AEZ o EIFIB1-AERE—LACPEL KEIZE

WLACP FRAFER o IRAFREFN B P Im AR RS o

(802.3ad) * BE—VLANAZEC I 345! Grid NetworkEt * WMEVLANAZEZ B :EGrid NetworkEt 2
o EiClient Network¥t G fR i o
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2R TE5600SGIEHZRAY10-GbEERKIR | ~ MBS EIBREENMEREGRANFEEN -

Z[EIFERES5600S G 23 _EFYME 1-GbE B IR E IR N A A T BN RN EREGEIVEL = TR -

1. %% TSectionApplianceZ #3121 MITHAERS!StorageGRID & ~ 38— T4RAEAERK ) > TEE4E4ERE) o

MEREGERE ) EEERRRENER - EPpERN SRR

Network Link Configuration

are nol reconnacied within 1 minute, re-enter the URL using one of the other IP addresses assigned to the

applance

FEMEIRRE) R LERFERRNEGSKE (L/F) FERE (1/10/25/40/100 Gbps)  ©
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Link Status

Link State Speed (Gbps)
1 Down N/A

2 Up 10

3 Up 10

4 Down N/A

5 Up 1

b Up 1

B RFIUCEREE

o

EAERE R4 10GbE * o 5 EE5600SGIEH| 83 M — ] FARVELERE o
BIRIBEERIVR S BE °

MR R R EERIV SRS B REMD -

- BEIEPERERMA  EREEEIRES I

° *FRRIHERBER -

o

o
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Link Settings

Link speed | 10GbE

Port bond mode (®) Fixeﬁ.:} () Aggregate
Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Network
Enable network ]
Metwork bond mode ;@} Active-Backup D LACP (802, 3ad)
Enable VLAN (802.1q) [ ]

tagging

MAC Addresses ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable netwaork E|

Metwork bond mode ' (@) Independent y {T) Active-Backup

Connect the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:c4:9723:24:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network |:|

hE’ﬁ'é‘inngthE Client Metwork causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

2. By { A StorageGRID st E AR IER o
AR A EIER o SRS AILLAEE o
a. NR[BEBRBHEZ IR « ABCHEN SRR A AR AZE S I o
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Admin Network

Enable network

b. IRBHEEERE AP IHAERS « SAEIN THFIRAER) B9 TRAMERK] ZEGR
LERF & BB 10-GhEEEIZIR MY A P I AR RE 2R E o

. EA2RR - TR EERREERAMARESES o

BB

° * Aggregate # lacp *EZEBFE IR Grid 1 A P imdHEg o (S BA B ERRISEEHE —BIVLANAZSE © KA1
1ZEEN0Z4095 27 [EIRYME ©

° BAEIRHERENACctivelH (D ©
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Link Settings

Link spesd 10GLE j

Part bond meosde { Fioed {+ Aggregate
Choose Fioed port bond mods if you want to use ports 2 and 4 for the Grid Metwork

Grid Network

Ensble network p

Network bond mods {~ Active-Backup (o LACF (202 2ad)
If the port bond mode is Aggregate, all bonds must be in LACP (B2, 3ad) mode.

Enable VLAN (802.19) [
tagging

VLAM (B02.1q) tag 328 =]
Admin MNetwork

Enable netwark p

Network bond mode {~ Independent v Active-Backup
Connect the Admin Netw

and using link-loca

Client Metwork

Enable network F

Network bond mode {— Active-Backup (o LACP (202 . 2ad)
If the port bond mode is Aggregate, all bonds must be in LACGP (B2, 3ad) mode.

Enable VLAN {B02.1g) p
tagging

VLAN (80213 tag 332 -]

4. BEHFMEREREIMER « BR—T T#F -
IR CEFFrERBFERSELS « AIREEREER - IREE1DERRBEERE

#R ~ StorageGRID sAfERIERGERAEENEMIPILLY — « EMWAZEAEENURL : +
https://E5600SG Controller IP:8443

FEREE
"E5600SGiEHl asEF IR AV EIZ IR B AT IE "
HLTEIPAEAS

T e] LAfEMStorageGRID TR EZLERTZT ) JRERTE StorageGRID FERE B (17 ENRS
£ sy ~ TEE) M TRREER EIPUAAERBE o
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FRERLIIF
T A7 S EE AR B AS BIERERRRIP « 34 DHCPAARES LA ISR K ATHER

MRECEGSTEBEMAR « 52 RS EES600SGIEH SR BAEARAVIET ©

TR
1. 7£ {SectionAppliance%#£F2m) StorageGRID H ~ #EHY* Configure Networkings (GREABER) > TIP
Configuration] (* IPAEER) * o

tERF g NPAERS) BHm o

2. BEREMBER « FEEEN MERER BRPIERFFE S DHCP * o

Grid Network

The Grid Metwork iz used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must ke able to
talk to all other hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
sernvices. such as NTF, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192.168.0.0/21 + %
MTU 1500 &
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3. WNRCEEEAVEFAE* ~ SFIKIR T 7D BRI AR AR

a. {EFACIDRETZAMAFFARIPVAALIL o
b. EARIE

IR TRV IR AR ~ SREMNBAERRIFFRRIPvALLLE

- MRECEFERABERER - FRMTURMIEERESERMERRE « 119000 - B ~ SARETERE

1500 °

@ MERBIMTUE AT G ERREPTEIR 2 IR IEIRIR PR ERV(E - TR » AIAE S IR
MAERE S BEK o

BESRIEMIRAEE « FRE EELERFETE E Grid Network Y LR ELHUMIMTUE ° S1R1E
@ AIERRE_EGrid Network IMTUSR E B RBEEE ~ BIEHEE* Grid Network MTU mismis*&
T o FRAMRRERMMTUEEA—EER °

BT T

ECEEIPAUE - FEMN FRRBELRIEEEE -

YNER1TSk A StorageGRID 7 B ERTERNMIELR  AERBISRAVFEFAIPLIHEEHMAURL o F
U~ + https://services appliance IP:8443

SOMETEAEER FARER S B IERR ISR o
MREHBEFHER - AFEERPIREE - I5ERPTERERFRERESOBESBILFES EER - 2K

A StorageGRID Z4EEF ~ th4ZB7E F EEIREIELAIGrid Network Subnet List (A48 T4HE&REE)
FRE S LEGrid Network F43ER o

() FouTmRese - MBRERRF B  BITARIEEISERGHI NetworkRii -

* ARG AR - SRR MEART 4 KB —IEHNAR -
* AEBRAERNTFHER  FIE—THRET x

LT Tz o

4. YNRITEEEY* DHep* ~ sAKER 757! BR & E Grid Network :
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a. 3EF* DHep B EEIRERE » BEYRE" -

ARG EEAA IPVAIIL) ~ TRE) K TFAEER) L - IRDHCPEIARES RE BIEKMTUE
A MTU “BI EEAZE - BRI EE MRS o

AR RERE BHENE N StorageGRID EEFMIPALIE ~ LUHEAA o

- FESDMEMS RS FARER B B IERE R o

MREEFEFAR « AIREERBEREE - I5ENME S F ARV EEBILREAEER - B
FAfAStorageGRID ZEERF « i BE T EEIERIZEAIGrid Network Subnet List (481848ES F4HRRBE)
FE&RIELEGrid Network FATER o



() FouTmRese - MBREURFF R  BITARIESHERGHI NetworkRii -

* ARSI SRR MEART 4 RB—IEHNAA -
* BEBRRERNFHER « FiE—TRIRET %
C. MREBHEAERER  HFRMTUBMIEERBESERERRE « AIF19000 - [ « FIREBTERE
1500 °

(D MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR » AIAE S SR
MAERESH BEK o

RIERREAMEGE - FTAEREBREIEEGrid Network/THE_ERELBIEIMTUE © 2R (E5!
@ EhRE LGrid Network FIMTUR ERREEZR ~ RIFHEEE Grid Network MTU mismis*&7R © Fft
BERERMMTUEER—EERE

a BT [*f#fE* ) o
5. ETNTEIREH « BEEEN [SRER) BRSNS DHOP -

AERTEEEMER « CwAE NEGER) RE ERAEERER -

Admin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to be routable between sites.

I @ Static () DHCE
Assignment
IPvd Address 10224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 =

LE

6. UNRMIEEEFRE « ARB TP R E BB :
a. 7% EAManagement Port 1 (BIRERHIE1) FEAFFRENIPVANIL « ECIDRERTRIE ©
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ERERB1ERERImMIE1-GbE RI4SEIZIBAIZM
b. BARIE -
NRERERRR A RIE  SFENEAERRIFFRRIPvALLE

C. MREBFEAERER  SHRMTUBMEERBESERAEZRRYE « HI709000 - B[R « FRBERE
1500 °

@ MERBIMTUER AT G ERREPTEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAEE SR
MAERESH BEK o

d T Mg o
EISEEIPALES « BIER FER A B A g RS -

MNREREStorageGRID T EZEMBZERINVER « s5EABIERRHFFRRIPAIULEREAURL © 4
40~ + https://services_appliance:8443

e. M EEMEN RS EIEMER -
s 7R fE FAFTIR BV RE SREESDFT A F RS ER AT LUEAR ©

() mmmmseRERERE -

- BB TEY  BR—TEART + BE—ENER o
- EEBRKERNTEE « BE—THRET x -
fE—T () o
7. SISRERY DHop* ~ $AIKIE 515 R e EERARRS :
a. 112 DHop BRI - BE R -

RMEGEHEA IPvAuil) ~ TRE) &k TFHERK) B - MERDHCPREARSREAIERMTUE
A MTU “BI SEAKE - BRI EEMMEE o

THAERERE EHENENStorageGRID EEFMIPALUE ~ LUHEAA o
b. FEREIRMR FRERKBBIERRSR o
A 7R fE FFrIR BV RAE SREESEFT A FHEER ER AT LUEAR ©

() EmmmmERERERmE .

* AR TR - BE—THEART 4 RE—EHAR -
* BEBIRRERNFAERE B —TRIRET %

C. MREECEABERER  FRMTURUIEZEABESERMERE « H1I19000 - [ ~ SAREERE
1500 °
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MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
MAERESH BEK o

©

d T Mg, o

EERTERRIRER - C4A7E NEEHER) BEE LA TRRIEER -

Client Network

The Client MNetwork is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client MNetwork does not become operational until you complete the: StorageGRID configuration

steps
IF (® Static () DHCP
Assignment
IPvd Address AT AT T 18321
(CIDR)
Gateway 47.47.0.1
MTU 1500 =

9. UNREUEEVERAE” « BB TP R E A P ImAEEg -
a. fEFACIDR&RTEMAFFRERIIPVA{ILLE o
b. #%—TF M*f#F*, o
C. WEsRF P iR AR RIE R IPAI L IEFEMRER o

C) WMRERAARIRERR « AIESETTRREE - ERBASEAAFIRAERES - BERA
PR IR ~ SO ERME o

d. MREEFEAERER « FRMTURMIZERBESERMERRE -~ fIE019000 - B « FRERRE
1500 °

C) MEERBIMTUE AR & RIRGFTER 2 STIRAEIRIE LA ERI(E - TR - FIRe S HAERER
AR REEE BB ©

e —T M*f#fz*) o
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10. YNSREEE DHC ~ FBK IR TP BRER E A P IR ARER
a. 3EF* DHep B EIRERE » BEYRE" o

AGGEBIEA [ IPVARHE) A TRBE) B - IEDHCPAMRISREAISRMTUSE « I MTU *H
fI BRI « BRI R o

TR R E RS B EEHE B StorageGRID E2FMIPALAL « LUHEER o

a. FESDRE ERE o

@ RERARP IR « AISERTAREH - EREREAEEARFIREREFEE - BERA
AP inERRET « SRR EHMNE ©

b. NRICEFEAERMER « FRMTURMIEERBESERMERME « FIIN19000 - [ « AREERE
1500 °

@ MEERBIMTUER AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
AR BEK o

FERAER
"B E5600SGHEHIZR RS RE"

1=
(=]

o

G

[ETERR-E ARk AR

RN B AT U StorageGRID FERSEEFENFTERANENAE o &2 E B
BRVEEH - RFEEZRIE StorageGRID R ARFHEE LAY (BRRARZEREAIPAIIEZ
Fﬁﬁﬂggﬁiﬁg ° :&T‘(‘mﬂlxm “"%ﬁMTU%&EE o

1. #¢ TSectionApplianceZ #3231 FITHRER T StorageGRID A ~ 32— T4HREAEER) > ™ PingfIMTU
Test*] ©

PingfIMTU Test (PingFIMTUBIE]) BEmEBERIHIR o
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to

the destination, select Test MTU
Ping and MTU Test

Metwork Grid v

Destination [Py
Address or FQDN

Test MTU [

R TR AR  EEUSE RIS AR | 48 - BIEAR o
. B AGZAEER MY IP VAT I B SRR 414278 (FQDN) o

fBgn ~ SERE EpingBR e F EEIREIRL_FRIRGE
(FI38) 2R Test MTU* CRIEMTU) #EEMUERERERTREMEEIZEBNBIMTUR
g ~ eI ORI FE R B ENRL B R [F) 04 & B AL 2 IRV ERTE ©
B TREERES) o
MRFEREREN ~ GHIR Ping test passed)  (Pinglfllsi@i) R « WFHpingdn T Hit ©
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Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwork: Grid >

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre

TERAE
"RIEHHREELE (SG5600) "

“'%;'%EMTU_RH_‘"

IEERRRIE IR B ARV RR AR

A7 fE{RStorageGRID R AN AEEREE « 55MEEStorageGRID (AEA) EEZEREIA
BEARE TIPS (A EEE AR ETCPEIZIR T EIRIRE o

BAREETLF

TR LUfEFStorageGRID  (BRRAREZEHER) PiRMAvEREE « AIE AR EEGrid Networkdh EL1Ef
B EIRVEEARRE S ©

1tl:5’|~ SR T EIRERRA A P UnAER b~ DURTEFEINSMEBNFSEDNS AR Fr i A RudpiE 1238 _ERIGE R
AET] o BB LEIFIERIFE « 52 KIStorageGRID  (RAREIFENEH) 5mPrIEHIBE2EER o

@ EIIREARRPAAYHGrid NetworkU%iEE%StorageGRlDH&ZIW 5.0 - EEREESEN
PHERIREIBIB 2 R/IERE « 5550 2RB1StorageGRID ERIRRZASHY (HARRTSEE) ©
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S
1. #¢ T'SectionApplianceZ #3201 A ~ #— T StorageGRID T4BAEAEER>*EiZBELALAE (nmap) *1 ©

BERNEE T MEiREGAE) BmE -

BIFIREARY | HEBERAR L TCPEFAEIELET - HHESEMIER « KRB EHERKE SRR
ZENAIGrid NetworkiZE1E18 o

The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API| Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

e] LURIE R A& PR e R 48 B 1518 B Grid NetworkHR ELthEfiEs 2 FEIAYEARRE S ©

2. AR T HITVRE D « EIVEERENER | %« B SCRR
Az RS B EISTE —RFIYIPveiL o

fIan ~ R AE R E R E R B E E B IR AR EARE
fEREFIHEERE ~ MEBHIFTT
4. B ATCPERHEIRNS « LUESRDIRAVEIERE « SEIREE -

The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

S. ¥—TF TRIEARAESIL ©
o WNRFTEMEIZIBEBARMEIRELRAEM - TPort connections test passed)] (EIFREAFAIRERA) R

333



334

GRETEAAERIETD c nmapi LHEEEIITEREB T ©

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (9.00872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.80860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds

° WIREERIRF B IBIZIBERAERER - BERRERR—ESEZEBVERE - B TPort

Connectivity test faileds (GEIHBREFAR LK) AEGEREEBEREEP o nmapds vﬁﬁtﬂgﬂﬁﬁémg
TFH o

FHRIZIERNERIEREERHERT Closed) (BRI KR o @Jtl C BECESERIERENTR
FREARRE « StorageGRID B2EiRG LHARNIT IEMRE B CAEEEIEESERIE -

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e bre@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in @.59 seconds

° MREES B EFERNAVERIRIE L EZIRE RAVARELR ~ B TPort Connectivity test2B
BTEABKEIESR c nmapin TEHBFERIR TS ©

HEE

il

AL ERIBERNTCPERERNERRL T LAVERE  BRREMARNBEEEEE - EIRABLEEE
By~ ERIRRGARES TEEE) - AJREERM NS o

(D) @3 TClosed) (BRI fomie .



© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 202@ -- 1 IP address (1 host up) scanned in 1.6@ seconds

R
MR AR

R ESANTtricity IhAE

,.;'t_Jl/(ﬁFHSANtrlmty NetAppfEE S IETE T KBS 1% StorageGRID B fE A TE T P TE AR
FIBEE AP RORAE - EEFEULIRES - O BRIBE2700125128 (RIS BRI 2!
2%) LEEREEBINIPLL o
HER

* "REE27003EH 23 IP{ALHE"

* "R FE R ERIESANLricity & (The StorageManager) "

* "SRIESANtricity IHEER 2 fEfF BRI

REE27004Z K23 BYIP{iLE

E2700$’“”rﬁ]%§J:E’JAiELT;ci$1TH%J?EFH t B E 12 E SANtricity BIRAEER « LRI
T (E2700(FBIEER) o EMNBEAE27001TH 23R EAFEIPALLL « LIFBERAZ KL
StorageGRID PRSI T2 RN E IR AR o

TEENEMR
TEANEERNEREE

FREETLE
DHCPHEIRBINIAL FIAERERTEATE o =R HEIRERRRIPAIL ~ IAFEMRIFEN—2 o

1. 1 F P s A StorageGRID URLLAEER ~ B0 © + https://E5600SG_Controller IP:8443

A E5600SG Controller IP~ 7EStorageGRID EA—{ERZIBRIAEEE 1A RERLE B RIPAIIL o
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2. 3%83Z* Hardware Configuration (FFE24HAE) * Storage Controller Network Configuration (f#77iZ%H2548
Eg HE!: o

IIEBF & B8R Storage Controller Network Configuration (f#77iZ52348ER40R8) BE

3. WRIBERVMEERAERE « BE TERAL * ~ BARIPV4 - IPVEEME ©
4. ST FEENEETRAIIPVANQLLL o

DHCPE15KIP{I 45 It R RITRRR J5 04 ©

()  FIABE R SERROHCPE o

IPvd Address Assignment i Static w DHCP
IPv4 Address (CIDR) 10:224 .5 166121
Cefault Gateway 10.224 01
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a. EIE* Static (FFRE) o
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IPvd Address Assignment & Static DHCP
IPv4 Address (CIDR) 10.224.2.200/21
Default Gateway 10.224 0.1
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1. BIRUAEERIEESS A AIP{IHEE#S SANtricity URL for the URL for the NetApp Storage Manager : +
https://E2700 Controller IP

EZEEHIE [+48StorageManagerfiy& A B SANtricity ] ©
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t are in-b d gut-of- 3 m i 7

A ollers with more than met

What if my system only has one controller?

Select a management method:

® Qut-of-band management
Manage the storage array using the controller Ethemet connections

Controller (DMNSMNetwork name, IPv4 address, or IPvE address)

Controller (ONSMetwork name, IPv4 address, or IPvE address)

) In-band management:
Manage the storage array through an attached host

Host (DNSMNetwork name, |IPvd address, or IPvD address

[“ads | [ Gance | [ i |

4. £ THEIMVERR) HiRdh s MATHES—EE !
° fFFHDHCP .| DHCP{allR2§EIK4AE27008 25 B IR EIFIB 1 MIIPIE
° RMEFHDHCP : 192.168.128.101
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"NetAppX {4 : SANTtricity NetApp Storage Manager"
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& AutoSupport IHAE

LEINRERIIEFEAEBEWERT R IEERETHRIER « I BB E FHEE AR 3R ER
[ o AutoSupportsZ X AutoSupport 3z 1IN SE Pl BTS2 18 A\ BT imce 2 HF AR R
Ttfr o

CEENER
* WZETEEm RS FFERENLEINAE © AutoSupport
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SRR 55
EHAE c REERARERLTESMRER

© BERGERNZEENR
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BEMAR * EfERERENEHEBFERN - SEERARERN
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© BIEERMARRAREEN

1. #%¢ TEnterprise Management) ({E#EIE) & SANTtricity B9 'Sing Storage Manager) (BRHRESIEZ
) A EE TRRE) RSIEE « ABERN ERRIINGHEFRET) o

2. 842" Tools > AutoSupport S16*>* Configuration * ©
3. NBHE « AFEASANtricity MZIBHO 4R ESRPAZRSERL TIE o

e
"NetAppXf¥ : SANTtricity NetApp Storage Manager"
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1. AifE NetApp XB48uL © "mysupport.netapp.com” ~ A% & AActive 1Q Z1EZE 4814 o
2. §NER AutoSupport RIEHE ~ (BITRARIERE « 5558 5P ¢
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2% M) > Set Password (BEZREE) ©

3. BREZE ©

4. MNBHE - FEASANtricity IEFL 4R EERBARSTATIIE ©

ER . BAERINE

NRICEARERINE - KEFNHRIZAZETREERRE (KMS) NIERIFRE - &
FEIRERN LSRR o S ATRE R EAFENTEANMMNE « MEEKMSINE
EFEENE « EABUHENERMNE
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528 (B3EStorageGRID $5/) FHEBMKMSHE ©

RIRERI(E

BB BRI B B @IS A StorageGRID HIs SRS SIS BRERARSE (KVS) © SEKMS
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@ REEFAKMSRIBNEE « BETERIARNKVSSE « B LREEALERRE o

2. B RERERE > EIR N o

NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking - Configure Hardware - IMonitor Installation Advanced -

Node Encryption

MNode encryption allows you to use an external key management server (KM3) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KIMS

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption |

3. RV RUARERRL IR o
CRIABCH R R B RE N « MA S AERIERNER « HEIGEE TSaves (#F) * - BERAXE
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Hr £5600SG_Controller IPEE5600SGHEH|23RIEMIPALL o
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AR THITN AR « AEEEIHEEZIRERNELE | GRID « BERAFIR ©

e Ewtpe TR AR  EEUPEE®IGE | TCPudp °

WEEEA A T ARP - BERCESHMHELLEZENTRESE | @A - SHRER -
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- B HERERE  ARA TS ANERRRER o

- RIS ERA
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WEERHREH G INE ERE « EMBREEILANER
Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different external ports. For example, you
might need to remap ports because of a firewall issue.

Metwork | Grid j Protocol | TCF j

Remap Direction  Inbound j Original Port | 1 =
Mapped-To Part| 1 =
Network Protocol Remap Direction Original Port Mapped-To Port
 Grid TCP Bi-directional 1800 1801
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation

2. 71 MEEEEMHRER) BRP  HETCEETERETEEIRMRIPAL o

MREFRET LB R OREEMETRS « StorageGRID AIE X BRI HE D E—(ECREADD_IPHIH
B ENRE HIRTEE —(E 7488 LA « BIR] BEERRILIPAI4L o

3. MNRKREETRULIPIL « EHRBHEE « sFIEEMML
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1. FEEERRER  FR— M EERE -

MEEiRan i) HHSERREEE -

Monitor Installation

1. Configure storage Running

Step Progress Status

Comest o strage centoer N o

Clear exsing confgration —

Configure volumes Li E = Creating volume StorageGRID-obj-00

Configure host seftings Fending

2. Install OS Fending

3. Install StorageGRID Pending
Pending

4 Finalize installation
BT g5t BAIETEETHNIE - A BARETIRTEMINTTRAITIE o

(D LZERNABFARNGER N TR ZERTHN T - MREEFEEHFRITLE  JIFEE
ERATHEMIERERETGERETN B0 R -
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4.

BENEE

Home

Configure Networking -

Monitor Installation

1. Configure storage

=

2_Install OS5

3. Install StorageGRID

4. Finalize installation

Connected (unencrypted) to: QEMU

platform.typen:

[Z017-

ontainer data

[2017—
[2017—
[2017-
[ze17-

[2017-

O7-31T2Z:
O7-31T2Z:
O7-31T2Z:
O7-31T2Z:
O7-31TZZ:

O7-31T2Z:

Q09:
09:
09:
09:
09:

09:

Device or resource busy
12.

12.
12.
12.
12.

12.

3625661
3662051
3696331
5115331
5700961

5763601

of node configuration

[Z017-
[ZO17-
[ZO17-
[ZO17-

A11¥Grid Manager ~ #Z/EBERREZEEIR

O7-31TZZ:
07-31TZ2:
O7-31TZZ:
O7-31TZZ:
-07-31T2Z:
-07-31T22:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T22:
-07-31T2Z:

Q9:
09:
09:
09:
09:
09:
09:
09:
09:

09:
min Mode GMI to proceed...

1Z.
12.
12.
12.
12.
12.
12.
12.
12.

.b1609851

.b145971
12.

h813631
5850661
5883141
5918511
5948861
2983601
6013241
6047591
6078001

6182821

Configure Hardware -

INFO —-

INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

E1GGrid Managerig—T* Install*BF ~ PEEZ35EAL

%ﬁl%%&% °

==

#% E\IIH

TR BEERENE

RIRERI(E

BEhfcZE

Ig o

E

+
3]

Bi4

[INSG]

[INSG]
[INSG]
[INSG]

[INSG]

[INSG]

[IN3G]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]

PEER4 *5E

B4R RE A AR 2B % StorageGRID ERRASHIAR —#iT1ERE

IMonitor Installation Advanced -

Complete

Complete

Running

Pending

NOTICE: seeding ~wvar~-local with c
Fixing permissions

Enabling syslog

Stopping system logging: syslog-n
Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A

SR8 e StorageGRID BEM R EFEfT o

PR EEFYA o

14HRE « MUK EE{EStorageGRID EE RAAHIARRERE ©

EFEERATTRE « IERIZREE

i —EAE BEHStorageGRID 894l
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FEEFCREEAER  FEA TS ERER :

* BirJsontER ~ LUSE AR ERMARRTE - (£fStorageGRID (FEEMARAZREZN] LfJsontd

%o

() cauERERNERERES ERARE -

* {FAStorageGRID IlEI8Econfigure-sga.py Pythonie <5 « Al HENRERERESE °
* {EFEBIMIPYthoniE S HE AR EE E B EStorageGRID BIZRAMEMTH ( T4@i&1 ) o
&AL StorageGRID EiZfE BEEPythoniE < HE ~ thE] LU E/EA SR « REBUN{T

(i)  StorageGRID #B1&HIBAI X 1TRIB AR T AR (BPAEZMEREST APy o 358
BStorageGRID IS4 SBR[ TR REMEERZENL) HERIH -

{EF3StorageGRID {The ChoicefEFTEX L2121 | HENLERIEEHA

R UAEF S 24 E NN JsontEE « ZEAEERAAEBHE o [EATLUE
FAStorageGRID {(F—1xMREZERE] HIBEIEE o
ERENES

* [CHFERIE BN B(FERSStorageGRID EFhRASHIEFENRE « A REMEA N EHAREBIRARE ©

© (SR E{EFStorageGRID FIERVHIES « BGSITEIERENEMEE LK (The) ( (The) ) MEMLEE
PR, o

RNERI(E
TR B CREMEEARRT(F « AINRE FHIEE !

* ERRARE ~ EIRMEERAN AR iRAEER Pkt
* BMC/TH

© BIBBEBERI

° HERREAEIRT

© BISIRE

5 L 1EMNJsontE RN EFERLEE « B H tEStorageGRID AL ERAN S EEEmFHHNITHES
BNE - LEHRURRESESEE - SO B—RERSEMRBIERRE -

@ HEEHCRETEAABNEFERE ~ AIMUER configure-sga.py 159 | +'F
Fconfigure-sga.pyie < s B BN L KRR E RIS B/

SR
1. R THNER—EREEEJsontER :
° ConfigBuilderfEFRF2T

"ConfigBuilder.netapp.com”
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automating-installation-configuration-appliance-nodes-configure-sga-py-script.html
https://configbuilder.netapp.com/

° o configure-sga.py FEFAEEBEHREIESHS | I LA StorageGRID {Sing Appliance Installer)
_((Help) > (RFBHEREISLHE) ) THIELH - F2REMconfigure-sga.pyfa < HE B ENLABRERVIE
o

"fEFconfigure-sga.pyis <t BB ZEE KR EFE A B EL"
JsontEEHIEIEE RN AR A TYIEK !
" WEREMMEHLTE 5 E/MERRBAREFTT
" AFERFTHE - BFNEFTR
* FEELUEFSRABESGLERE « U FREREBSHT

@ AT JsonfERAMEIRIRTE (R LERTE) BHE—/Y - BRICHEEEERIsoniER
K& E ZERNRS

2. BEER > EATR B AR o

LR g hIR TEMmEERS Bl o

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON

JSON Browse

configuration

Node name - Upload afile v

3. EIVEE HEZ AR JsontEEE o

a. BB o
b. M EEENFEZE o
C. #EHY* MOpen* (BHER*) 1 ©

EREE LENERE - BEEFTTARE - ERLE SRR BRI
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AR IsontEZZHAHREEE TLINK configl ~ rnetworksJ FMENEE: IR ELE
() mmmeEmEs . MROE1HEAIAEER | AERE AR ENEMIPI
i — BB ARAREURL -

Upload JSON

JSON Browse appliances.orig.json
configuration ; '

Node name --Selectanode v

MR iE THNBEEFEAJsontEERERMNIRE R o

@ MREREN - BRLBEUAIEET - UASERBERESRAR - BEZREREMRE
BEE - A LUEA ConfigBuilder RFE{RIER B XA JsonfEZE o

4. 1% TERELTE) THITUBEEhEEENEREY o
TERJsonfBfE ) #ZEACEA °
Upload JSON

JSON Browse appliances.orig.json
configuration ‘ )

Node name Lab-80-1000 v

Apply JSON configuration

5. EHV*E M JsonfBAE* o

IEAHRE B B A EBEENRYENRY ©

£ configure-sga.pyis <5 BB R KR E FE S B R,

,.;':_JL,(@% configure-sga.py &< 15 « A EE){EStorageGRID % A RAERE N EIE,
LB T - BT ERKRETESIEMNE o ZID%&E?(E* BEEERTE - 15T
BEER - St UERIESIERELE S EREERREENNIsonfER -
TEENER

* FEFREEE O TR « EIRE ICHAEES ~ WEREEIR

* BfffStorageGRID (BERAREAZERER) AT ECIEMNRMRTHELMIPAIIL
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* MRECERETEIREHRS « IAEHEIPALE o
* MREERERRZEHMER - RIEEZEZEIRHR « MEALRERIPIL -

N T ESIREELISMIFFE IR, « StorageGRID FRESITE OraclefEFEEZ &2 IPAERE ) BEE L
BIGrid Network F43E% ~ #iE 1T = EEIREIZEMIGrid Network Subnet List (48184888 FABIREEE) HES ©

* B TH configure-sga.py X | EXGESELERED « [ UZStorageGRID — T SZ1E*
1> THEAREREIESHE (X)) KER -

EFERR AEERHSSIN EERERERE - 2E LA ERSorageGRID (T8
() mEREEER) REBHLAAR o +@MStorageGRID (The Choice AR ZRE | BRI
EREEALE

1. B AL AR#MITPythoniE S BEMILinuxiias o
2. NBIETHE AN —RRMRMIBKR T R2EEE « BRA T &S -

configure-sga.py --help

° configure-sga.py I5SBERAEFHS :

o

° advanced AJETT#EPEStorageGRID FYTNEEMFER ~ B3EBMCARRE ~ UREIL B3 EAREE BRI
HyJsontEZe

° configure FARERERAIDIET « S4B AR 2

° install LUBHYAStorageGRID #i{T%4E

° monitor AN EEIEStorageGRID &4

° reboot UEMBIERALKE
MREEMAFRL CERS « RE ~ BF - BIENEMEE) 518 ABEA —-help BEEREFIFEAN
SREAXE ~ FAMERAAZ Fen S A FMYIEIE | + configure-sga.py subcommand --help

3. EEMDERAREMMMBAAERS  FRATIIE sca-install-ip EREAKEHRIEMIPALL : +

configure-sga.py configure SGA-INSTALL-IP

ERBTRHHENPEN - BETTERHBNIPIL  UREE BRI HER0ERE -

Connecting to +https://10.224.2.30:8443+ (Checking version and

connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system—-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/networks... Received 200
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2021/02/25 16:25:11: Performing GET on /api/v2/system-config... Received
200

StorageGRID Appliance
Name: LAB-SGA-2-30

Node type: storage

StorageGRID primary Admin Node

IP: 172.16.1.170
State: unknown
Message: Initializing...
Version: Unknown

Network Link Configuration
Link Status

Link State Speed (Gbps)
1 Up 10

2 Up 10

3 Up 10

4 Up 10

5 Up 1

6 Down N/A

Link Settings

Port bond mode: FIXED

Link speed: 10GBE

Grid Network: ENABLED
Bonding mode: active-backup
VLAN: novlan

MAC Addresses: 00:a20:98:59:8e:8a 00:a0:98:59:8e:82

Admin Network: ENABLED
Bonding mode: no-bond
MAC Addresses: 00:80:e5:29:70:f4
Client Network: ENABLED
Bonding mode: active-backup
VLAN: novlan
MAC Addresses: 00:20:98:59:8e:89 00:20:98:59:8e:81

Grid Network

CIDR: 172.16.2.30/21 (Static)
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1
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Subnets: 172.17.0.0/21
172.18.0.0/21
192.168.0.0/21

MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

FHA AR A AR AR AR R
#HHH4 If you are satisfied with this configuration, #HHHH#
##### execute the script with the "install" sub-command. #####
FHA AR A AR AR A AR A A R R

4. MREFEEES T BAARPIERE « B5EA configure FaSEITER © ANl ~ MREEELEAKE
BRiEGEF EEIBMRMIPAIETES 172.16.2.99 ~ A TSRS | + configure-sga.py
configure --admin-ip 172.16.2.99 SGA-INSTALL-IP

S MNREERZEAEBHAEENEIIsontEZE « 35F A advanced fl backup-file F&< o fldl ~ INREE
ERIPAIAED R EVARRS SGA-TINSTALL-TP B AHINESE appliance-5G1000. json ™ BIA TR
.+ configure-sga.py advanced --backup-file appliance-SG1000.json SGA-INSTALL-
IP

BEERENNIsonERERTANITIECHER B -

(D WEMEEJsontERTPNREHFLEESHEREARERBRT - [RIFCEEREEHEA
& - AT ZE#EStorageGRID HILEAP| « BRISE7H ILEREITEMEE -

6. BECHEREESHREREIMER « 55 install M monitor REEAEBENFHT | + configure-
sga.py install --monitor SGA-INSTALL-IP

7. NRECESTHEERME « BFWMATIEGS | + configure-sga.py reboot SGA-INSTALL-IP

BH&h{5StorageGRID IhAE4HAE

IRESTHMEII Z 18 ~ o] LA B&{EStorageGRID REZRAR ©
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CRENEM
* BRI ZEREPSN TIMERNMUE -

TERATE A
configure-storagegrid.py Pythonis <SR BEEAERE
configure-storagegrid.sample.json Bte< B EEHI4R RS
configure-storagegrid.blank.json B ISR ACFE AR B 4EREAE

Hak

* MBI configure-storagegrid.json HHREAE - EERIILEZR ~ oI LB SR EEHI4ERER
&

(configure-storagegrid.sample. j son) FZEE4LERE (configure-storagegrid.blank.json

o

RIRERI(E

e LAER configure-storagegrid. py Python}§<EE#] configure-storagegrid. json 4BRERE ~ LA
HE#1{EStorageGRID R EEE R A4RRE o

()  EhALUERGHd ManagerS AP E 4

1. BAERRHMITPYthontE L BERILInuxti2s o

2. I E BN R REN B R -
fBI90 : + cd StorageGRID-Webscale-version/platform
Hih platform i debs » rpms '3 “vsphere °

3. #1TPython¥E < HEIL (6 R R I AVARREAE o

fgn -

./configure-storagegrid.py ./configure-storagegrid.json --start-install

e EE

WEEMN .zip ERGEEREFIHEES « U THECRTLREARREFHBE - LRARHD TEEMH
HEZE ~ LUEStorageGRID T — B ZEERERREHERT ~ IRIEZ R - HIUN ~ REBEREIZ 2 HEHH BRI
B URZENEIHHEFLE

O LAREREEER  BARRO TR 0ageCRID HARREHHNMESHIE

RIS EMEZEEPEHEENS « BJEEM Passwords . txt FELE7FEStorageGRID EHZ IR A HFAT
AYZRES o
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FHHH AR AR R
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#4 ./sgws-recovery-package-994078-revl.zip #h#H#
#HHH4 Safeguard this file as it will be needed in case of a FHHH#
#HH#4 StorageGRID node recovery. #HH4##

R A A A A A A A AR AR AR AR AT RS
AR EERATRET A SR ZERRELHIRLAR o StorageGRID

StorageGRID has been configured and installed.

ZHEREST API4E2E

REMEREST APIZRMITRETIE | (ZIRLE) APIN (IEFEAEIERRAE
) API o StorageGRID StorageGRID StorageGRID

5 MABAPIERE A SwaggerBAMURIAFEAPITE & SRIBMHAPIS 4 o Swaggerm] :ERI2E A EFMIEFARASEFEREN

EHEAPIE S ~ RAFAPIZ{AICIFE 2 EHEIR o AR EHEZEEWebiFiiMJson (JavaScript Object
Notation + JavaScript¥)f41Zsc) BERHER o

(D TEERAPI BB RITRMEAAPIER AR RANRFEE o S/ WOARESERMIET « ERTSMIPRAERE
BrlaEMER o

S{EREST APISs <& B ZAPIFJURL ~ HTTPENE ~ (EfAIAESEANURLBE « UKTEHARIAPIEIFE o

£API StorageGRID

28
EET—HERTEEN—ERRR URERENTEEEIEMMINER « ZA5EER ThRAERZEAP
1 StorageGRID StorageGRID ° ZE#APIR[EBEHTTPSHEGrid ManagerfzEX ©

LEEFENAPIXMH « BRI T EEIEMEL EHNREFEE  ABIINRERSPEEE Help > API Documentation * ©
(FENEZEAPI) B3 T5%E © StorageGRID

E

ABRE : BEEMIRASRAPIFERARIIERE o A LUF HZhRAS PSR B E kR4S EZ2APIRRZS

* * GRID *-MA&EMRAREIEE o (SR LIEVS I ERARRE « BEIEERFEER - ERE0 7R « BT
B ~ LURNTPHIDNSEIARS] Pt

. Eﬁﬁ%&i ENRLEARAVAERE(FEE o IC LURBVEMSENRE S B ~ MIBRABISENRS « SREMIASENRS « WRAREMENRS ~ X
RS ERRERYAERE o

* BERECE-BREEFE - CALIBEBEREEFE « WRRERECEFRAUARAE

* RIE-EEEERMIEIRIE - LA UEREN « LEMEEN - RIBWIE « URIEHRIMIEEERIRAE
* MEEM-THINEEMHFRIFESE -

* IhE-IHEEARRVABREIEZE o ERIIURRIL ~ 1848 ~ MIBRRAECR A8 -
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FERTE X Z 22 LAPI StorageGRID

AT UAREGEBHTTPSTEER (ZiBFERTEEATEZNAPI StorageGRID Controller IP:8443°

EEFHAPIXMH - 5578 EStorageGRID FEFREE A (Some Appliance Installer) (3EX) ~ SABEIIBERS!
FRiEEY Help* (*#LEH) > I*API Docs] (*APIXf#) o

(ZiEEREXERZEXEATEILAPI : StorageGRID

* * Clon*-s& & M IEHIEIRER BRI o

© INE . BEME RARRINEARREAEE o

* TERSARRS-TEMINNEERS LR E R MR ERIEE ©

© L HEEAREREREIEREIRENEE o

* 4BER-EAGrid ~ BIE K AP InAEER 4B REAERE AV (EZE StorageGRID ~ BN (AR B R ER M B EIFIBS

=

E [o]
BRE . MEIVIREARETERTENEE  GENSARENAENTESIEHHIPHEX o
* 1B | ERTRRENIE 2 R EVSACERRIIEE ©
© FHR-SIHH AR FE AL B S REAERARVIER o
* t{&sg- F{#StorageGRID B LIEEREIZMIEE -
SREEDHRIERS 28

MRAELREAREBEIRE « S sE S SRR R Ie R E M =R B AR R SR R HE AR AT
REE -

R
AR T S

"RERE AR AR R

PEREsR E U E

N RIE RS M PR S B AR TR R E B ES600SGIEH 28 /A STAL BIVKERIE ~ B mI SEME A (F R ILL AR
FiEZERT o StorageGRID

HER

1. BEFE—EHI25_ EMNeeds Attention (FEEFE) LEDIETE ~ WEAETA EMBVTERH o
ERIRAARE  BERSTIA1EET - FAFFRIARTEENE) N TEEMIREHN(E] LEDESIE - T AT L&
(184 _FEILED ) thE=iE - tERBERA TR TMEIEFEFEAN—RYIRE - ERIEERR - 1IEE
%‘%E’J&)T% RS RN ThREMLRS ~ TARFS{TE) LEDZRAR ~ MEE RSB RERLERs) o

2. 13RES600SGIxH 2SR BERas EAIAES o

(D) =#ARFREBERME - HHREMBETRESorageGRID FABHMIBHBE LA -
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MR ER - RS GLUEBEEIAC IR - fluft -
3 EERMELERNABNESR A2 TIER

125 2EER
E5600S G425 « MHE$EER : BASANtricity ST1ERITEX A FKEBER
B SEER
FE5600S G283t ERBER S
E27003% 25 ERYIXH

Pzt © ERFIES6004EH 23 AT AV CEE N ER I R
FEHIES600SGHERIZS ©
4. MNRBEEMREIRE « SBHHASIRMTZIRERFT

1ERAE RN
"E5600SGiZl2st EREERUEE"

"th$EsR | [F5 SANtricity EFE R EEER 4 $5:8"
"E27003Z I 2SFRE I [ R A BRI R AR [ 2 2535 "

"NetAppX {4 : E2700%7%!)"

fth#ds2 : R SANtricity E{FERFRBSRF L FER

YN5RStorageGRID HZA i #ER 28 EASANtricity {EEE RMAEFSFD « ERIEHSS LRVt ER
Més & B ERER NS o

FREETLF
MNRBERHESHRUEE ~ SARITUILIEESN(E -

1. BEMRSASEEBEETENY « WHEDBHREREERE
2. REEEH—RWMIFER - REBH—R -
3. MNREEEMRARE « BHERIMTIREBPT -

SEREHF AR AR R

gN2RStorageGRID T ZEBIZTEZFREE « LEZATIIHIMEETEDER
#;£StorageGRID BB ES TR A S ENRALE

MRCEFERERAKE « AIEEHREE - SUEERLRARMINTTH

* [ERE
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* BIE1TH
a. PingfEF4EE © + ping E5600 controller IP
b. BIEVRIEE SR A 55 < ~ BIE]77EXStorageGRID {The Wis-Appliance Installer (TheIhfE : +
https://Management Port IP:8443

#t¥iManagement_Port_IP « #i AE5600SGHZl2s L EIREFB 1P (EERZERIPHELE) ©

C. ¥—T TREEBEMER)  AEBEBEIP o

d. YNREULEIZR BpingHIEIFE ~ SEEE A MAEH R EIFIR8443 2 B ERRK ©

e. EHREIRRARKE -

f. EEBIBLEEE o

g MNREBE LM RBLEIE > B4R NetApp TIBAFLE | "mysupport.netapp.com"” o
HERAE
"E5600SGHEflI288 - Fr B UhS"

7£811T7 (The Rebooting the Controller (StorageGRID 1&1E#H23)

A REFE E21E StorageGRID #1T (FRIBMAIEARENLEREIN WERT - ENRENER
PERIAS o BIE0 ~ MNRLER ~ ErIREFEEEMRRENERES o

RIRERI(E

2B AN B E I HI25#11TStorageGRID B92 Choice ApplianceZ #1211 o R 5T « StorageGRID
LEF R A BEE - RABREIBERRILARAHINetAppFEREE B ZHEFET o

1. £ Tthe Some Appliance Installer] StorageGRID $#&—T &R > TEMBMIZERIEE)  AREINTIIH
i —{EEIH
° B BRI E StorageGRID SESW* « LISERTRIENERES « M EERAERINAME - YIRICEEHEE
BT TIF « MAEFITRERMBIER (FE « SREBULER

o BEEVERNBIME A MESEIRTU - LUERTRRENER]ES ~ EERMRITHEREER - MRTEMMAFEE ZAIHR
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http://mysupport.netapp.com/

NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. l Reboot {.‘.on:ro{leri]

[ Rebool inlo SlorageRID ] | Reboot inlo Maintenance Mode: |

SG6000-CN-= 23 EHTBHE ©

MESG5600fERREE

oI SEFREF AR SANtricity E27001%H28_EFISESEOSERES ~ FIRE27003%H2%
BYE5600SGHEHI23 ~ EHISFE T - AEIFNREFRREARE B EE A StorageGRID
IR BERRRHEFERS
TR

"R EE R R

* "“{FFGrid ManagerfESANTtricity FE1FIZH 28 EAHRIEE R

* "fEFISANtricity AEEIETUAARE27001EH 28 ERVEERAR"

* "{EFSANTtricity NetApp Storage ManagerFH 4R R &) pa"

* "BHAE27003F 28"

* "EHAE5600SGHEH 23"

* "B MRS T

* "EATEES600SGIEHIZR B AR RS"

* "EEMTURE"

* "R EDNSEARERAHAS"

 TEAECERE T T R IR ER RGN

)

G

REREEENHERR
AR R M EN AR « TRERITISERVEERR -

CEENEM
* A EIE R SZ IR Y2 BE 835 A Grid Manager ©
© BAEEBEENIRFEER o INEFMEN ~ 528 (R EEStorageGRID THAERIEREA)
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FAREETLE
¥ StorageGRID FERARAENHERRN « S EXEARENEEERFH

()  wEmtrnRERMREREEITESMSorageGRID BB HERBNEHATHMSHIAR -

LR

1. #¢Grid Manager g EY &I 25" o

2. WERE AR « EENERREE R o
3. EEECTIE o

Cwerview Hardware Metwork Storage Objects ILIM Events Tasks
Reboot
Shuts down and restarts the node. Reboot

Maintenance Mode

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

4. BB o

PEENFR R FESDE SE /T 1R ©

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID semnvices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click OK.

Provisioning Passphrase

S MABRICERRTE - ARBEICHEE"

EEF|FN—ZYFEStorageGRID ~ f1#E Request sent (ERBfHX) - TSting the Sfory  (1ELE#IT
) # Trebootingl (EHENEN) ~ RNEBIFTETHEAEEERNLER o
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Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent

EEAEBRNEEEE - FHIB—RRESTE « 7 H G AR FEStorageGRID  (ZIEFEAIRH 2712
HIURL) o

Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. BZETFHStorageGRID (M RERERER)  HRAERERAEMRURL ©

HIATTAE « SBERO S DB ESIEEREEHE PAHHIURL o
()  #Bnteps://169.254.0.1:8443 REEBBRERBEBES o

7 W (ZEREREEREN (the A ZREM) @ HBEMBENEEE o StorageGRID
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. MUTIEMLERMEETIE o

9. SERMMETIEZ %  sAERHEEEN L INEIE EENEEE o £ Tthe Some Appliance Installer
1 StorageGRID %Hﬂ FERS>*EMRTRIESISR ) ~ JAREN EFA%EStorageGRID *) ©

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. [ Reboot Controller j

[ Rebool info SlorageGRID l Reboot inlo Maintenance Mode I

HE SN ENINAESIEEE202ENRRE - EERDEMFKETHR - BEEEEMMALE
#AIR[E]Grid Manager o &%) {ZRERETRIEERE « HRNEREEHE « R VEEEMERERIERF
ﬁkﬁb - BETEEEEAR TG o

NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADMA1
«'|DC1-ARC1
«|DC1-G1
»|DC1-51
»|DC1-52
«|DC1-53

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

Network Traffic @

6.0 Mbps

e A A

fEFGrid ManagerfESANtricity {#771%523 FAREX AL
A Grid Manager?RE FISANTtricity fEE£ R4 FH4

. ,‘.3 FRINetApp BB M HIBR T AIMT  (NetApp Interoperability Matrix Tool ~ f5%8 M2£&M, ) &
SUSANTtricity SR FHRIEE A SR AR ITHEREBRR °

© BN ERRHEEER o
© S BERAZIRIEIE 2SS AGrid Manager ©
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* B AR BRI EBRES
* [ JARE59TF EXNetAppRISANTtricity (RARMABIERRGRITHERL o

FAREETLE

RS ENER « A REHITHMEBEE#StorageGRID  (EFARMVE ~ EFARSIEHFETL) SANTtricity
o YNR{EFEStorageGRID e E 2R Z Al E SBENEMIZ TS EATARAIINAE » SANtricity K EHREFTE
[ESANtricity 2| ME¥FhREHMR) BE °

A ERANESE ERThERREFIRMNEE RS A  ILIZFEARE M SANtricity ° FESANTtricity SEETZS
é%ﬁ)\%?ﬁ%%%ﬁﬂﬁ%%?&%ﬁﬁut W R BEEEQ0 D #E 7 AEE#TENEN S StorageGRID B m i F R L

(D THSHEBERREMGH Managerfi{TFHRIIER «

@ IR FE BEIHENVSRAMFA4R ZESANTtricity EAEFTRA BIMRHRE - EAREEZEAED
RINVSRAMFA4R &2 o

1. IRFSELER M FHSAN ricty 2ITEOERE AT R ENetApp SBABIS ~ 1 The S BIBISNIS BB
T o

AT U 75 SANtricity E2700fHTFIERISH EIETIRIIIFERIFRRES -

2. fEALERIBIESSE AGrid Manager ©
3. FEIBMEE o ABTEINAERM System (R&) 1| BEERH ~ 3EHY ™ Software Update (*BXBEEEHT) | o

IR g tHIR TeREEER Bl o

Software Update

You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity OS software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

« To apply a hotfix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

« To upgrade SANtricity OS software on a storage controller, see "Upgrading SANtricity OS5 Software on the storage controllers” in the installation and maintenance
instructions for your storage appliance, and then select SANtricity OS:

SGE000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

StorageGRID Upgrade StorageGRID Hotfix SANTfricity OS

4. #—F* SANtricity (EERLR) *o

365



SHEEHIR IXEBFERF) BEESANtricity o

SANricity O35

You can use this page to upgrade the SAMtricity OS5 software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Mominal (Nodes » appliance node » Hardware) and ready for an upgrade. A
health check is automatically pedformed as part of the upgrade process and valid MWYSRAM is autornatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OS software for each type.

SANtricity 05 Upgrade File

SANtricity 05 Upgrade File Browse
e

Passphrase

Frovisioning Passphrase

©

S. EEVITIE NetApp ZIRAYIL T EAY SANtricity {EE R ARIESR ©
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SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File
SAMtricity O3 Upgrade File ‘ Browwse RC_ dlip
o N |

Details € RC dlp

Passphrase

Frovisioning Passphrase

L2

6. BMAZRECE BT

° Start* (FAtR*) %HEBERA

SANMtricity OS5

You can use this page to upgrade the SAMtricity OS5 software on starage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Nominal (Nodes = appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM = automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OF software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File ‘ Browwse RC dlp
o e —

Details & RC dlp
Passphrase
Fravisioning Passphrase
24

7. ¥—T* Start* o
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IR HIR—EEE 1 « i5h EEMRE A ROVERE EBURRTSET « BIEE2RAVER P & Ry hlf o

A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?

8. #—T THETEL - #&SANtricity (EERMARIERZATEIREE o
EFERRARFIERFSANtricity :

a. HITRBWRIRS - IWEFTHREENUIWRERES Needs Atiention (BETE) | -
()  ORBETEMSS  FRASLEE  ABEE—T St (B8 1 -

b. EEMEFHIR EMIEERM EER o SANtricity ILREETAAE RBVFRA REFERS « UURSEEFRIB AT
FHRPEER o

TRETRFERZEE  QERIR GRS o CUBRERTE I BETHR B
() tESANtricity FHRER B/ SHERBE LA RIS - St ETBRBET (rr UBEBIEI0FH 1L
% TSANtricity TBRR LERIEERAGF R o

SANtricity OS Upgrade Progress

A Storage Modes - 0 out of 4 completed

' Q
Site IT Name It progress LI Sstage I1 Detaits LI Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you to approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve | Approve |
RTP Lab 1 DT-10-224-1-183-53 Waiting for you o approve m
RTP Lab 1 NetApp-SGA-Lab2-002-024 Waiting for you to approve

.l
-

9. FFE - A LURIE A G « 218 « EE « BE S HEER « DUEESIERIRFHEFERNEE - & « 71
B HIRRRARR « LSS ESR -
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TRIUERERE TANEARHEERNFE
10. 2 B EEIF I EARITS AR ERS o MEERAZ SRR —RAR—E o

F2IESANTricity #EREE BREE DA (7S L 3 BEARSHE « RS iR A ME i B e HRk T3
() kR - SANtricity HEI%S ERORFHRARIEE AU - BEDES EROIRBITRELE - 2 (& - BERF
URES « S BN BRI B AR o L T A R A SR SR A P S DR BRSO o

© B—T T2EE itz — - B ARFERGTESANtricity & TXIRIEERF) FHRITS -

@ NREBEREARBFRER « F—RIZE—BEIREEIREE - W F 2 SEMR_ERIFARST
B ~ Bz T —{EERS -

° B—T—EHSEMRE LR  K—ENSEHREESANtricity £ TSXIBFERF) AHRITT

1G] SEE R SANtricity FABRRASBIEE RFFH AR EETRS « {ESANtricity BRI
E o

15—+ Approve *2 1  FHRZF @AERETIMFHRETES o MREESAILIHE - Al QIS AR ETHR
550 o +

BN FLLEZ  FRENARERTIEZEER « B UERFRE LS EHZEMIE R TR ARIER ©
HRZISRARVERRS « ILBFEE FHEER BUPRBRTTREE » LR FHEP—BFE @+
T REEEEA AR ©
* REARILERREREE R R ARSANTricity ©
" (EERFIERE L ERE R IEA SANtricity ©

'SANtricity NERNIEREERGA R S RTEIRLL A StorageGRID BJ 2R I IHAERI TR
28 o JEEAEERTHA ERARILAR o SEESANtricity AARRERILASMVENR « BN ST EMIEER
AEVAERF o +thIR TSANtricity 'R & HERIMVFERFERLULHE AR S » FTonENEEFEESANtricity £
ERRAREFERLENIEFERRIER - TR BATSANtricity BWEMIRIEERAZE « 35 FESANtricity
X ERRARVEERTAR(EE R ~ AR EERITABRIER -

1. g%ﬁ%E%SANtricity IXIBEERA FHRITIPBIREIRSFAAER « 5Ri%—T (B 3 2518
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A Sorage odes 1o of 8 compte

Q
Site I Name 11 Progressli Stage 11 petails IT Action
Raleigh RAL-S1-101-186 Quaved
Raleigh RAL-52-101-197 | Compiste
Ralaigh RAL-53-101-198 Queued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve m
Sunnyvale “SVL-§3-101-94 Waiting for you to approve | Approwe |
vancouver VTC-§1-101-193 Waiting for you to approve
Vancouver -VTC-52-101-194 Waiting for you o approve m
Vancouver VTC-53-101-185 Waiting for you to approve m

12. SERYIESANtricity ~ 45 EHHRE A S S B R BB ERLS o

CD Y0ZRSANtricity {EMERREEE B EMhRBVEREPRRIERAME « RNZERAIFHRAK - &fh
AJRER B ENHEEIRET « AR EEERINGE - SRR RIS IE A B BMEE -

SNRENEL_ERYRNBEANE ~ HUAMEMGrid Manager 174K ~ EiFA G RERIARIEER « WEIREFAER @ T
AfERHEERIURF R SANtricity IEEIRE ERVEERAL - SH2BIRBRIR AR - FHRZE ~ AU
ERIEARRREIVETRIEAR - 1 EEMRILIESR « FRITTIITER

a. TESANTtricity BETRE5-2REERAIENEE | ~ R EE AR IBNIEERM
b. {# M Grid ManagerZ# EX&h:1t Se M SANtricity 3BROSFH4K °

EFMTEIEER FNERTITERE « SR TEMEERA) EER - U EHIRGEEE « BRTR
EMEERLAAY B HAFNRFR o SANtricity SANtricity SANtricity

SANNoTy 0SS upgrade compleied at JO30-04-07 13 2602 EDT

SANuricity 05 Upgrade Fila
SaNtrcity 0F Upgrade Fie @ Ergwae
Passphrase

Froveaoming Fassohrase o

13. W FEERESANtricity FERTEREMETR: « SFEERILARER -

@ HICARRES TNeeds Attention (FREER) 1 BVEMER « SAEMRMERIURAITAHR ©
TERAE
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TE o

3. FA%E1E_E2700F1E5600 SANtricity Sz ¥ReRAEELETBEF 4R ERAH_ZLSANTtricity {VMware Storage Manager#z_t
FREA) HAYET ~ WHARE27008EHIZZHIETRS « NVSRAM/EEMRE o

@ MRIEEEAARE27003ZH]23FHINVSRAM ~ & X BRESESANTtricity & FEHNEARIEE R
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upagrade Firmware
Fequest a controller reboot. [ Reboot Controilﬂf_'

Rebool inlo SlorageRID Reboot inlo Maintenance Mode: |

RE SN ERMINABR A SERZ 200 205 - SERMREMFAEKE T « R EE/MIMALE
% ~ 55R[EGrid Manager o TEi%) REERARERRE « BRERREHNR - KNRBEEMETRE
RERFIRRE « EEFEEREMEE -

NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ m Tenants ILM ~ Configuration « Maintenance ~ Support ~

~ | StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADM1
«'|DC1-ARC1
«|DC1-G1
»|DC1-51
w|DC1-52
»|DC1-53

Network Storage Obijecis ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

Network Traffic @

6.0 Mbps

TR A A

fEFISANTtricity NetApp Storage ManagerFH4RbEHE&E] B2
ISR AF SRR ENRS ~ U REB A RATEITHREMEEERETE o
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1. BRI EBIEESS B A IPIIE{EZA SANTricity URL for the URL for the NetApp Storage Manager : +
https://E2700_Controller IP
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Select the drive firmware packages you want to transfer. If you have more than one drive type, you can select up to four packages
to transfer at one time.

i Current firmware packages:

HUH728080AL5204(MEDD) View Associated Drives

Packages to be transferred:
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PRODUCTS v  SYSTEMS v  DOCS&KNOWLEDGEBASE~  COMMUNITY v DOWNLOADS ¥  TOOLS v  CASES~  PARTS v

Downloads > Firmware > E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier Firmware Rev. (Download) Notes and Config Info Release Date
Drive Part Number Descriptions -HUH728080AL5204;3

EX4073A HDD, 8TB, SAS, 7.2K, PI HUH728080AL5204 NEOL NEOL Fixes Bug 1122414 26-Jul-2018

E-X40T4A HOD, 8T8, SAS, 7.2K, PI HUH728080AL5204 NEOL NEO1 Fixes Bug 1122414 26-Jul-2018

E-X4127A HDD, 8TB, SAS, 7.2K, PI HUHT728080AL5204 NEOL WEQI Fixes Bug 1122414 26-Jul-2018

E-Xd128A HOD, 8T8, SAS, 7.2K, PI HUH728080AL5204 NEOL NEQ1 Fixes Bug 1122414 26-Jul-2018
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrads Firmware
Feguest a coniroller reboot. [ Reboot Controller I

Rebool info SlorageGRID Rebool inlo Mainlenance Mode I

EEWFMEAR - SHIRTHER :

Owendiew Hardware Metwark Storage Objects LM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

This node is rebooting from maintenance mode to rejoin the grid. Monitor the node stafus to
determine when the node has successiully rejoined the grid.

FEREESEMRAKILEMMALES  EFRZSAIERE207E -
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Help ~ | Root -~ | Sign Out

NetApp® StorageGRID®

Dashboard o Alerts - m Tenants ILM ~ Configuration - Maintenance - Support -

~ StorageGRID Deployment StorageGRID Deployment

# Data Center 1

| DC1-ADM1 Network Storage Objects ILM Load Balancer

«'|DC1-ARC1
1 hour 1day 1week 1 month Custom
«|DC1-G1

+|0C1-51 Network Traffic @
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«|DC1-53
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Home Configure Networking - Configure Hardware - Monitor Installation Advanced -

Link Configuration

Home IP Configuration
Remap Ports
Ping Test ) ; } )
O Th o Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation

Reboot Controller

Reguest a controller reboot.

Advanced -

RAID Mode
Upgrade Firmware

[ Reboot Controfler ]
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2. ¥1Grid Network ~ EIR4ER AL IHERIMTUR CETFAENEE o

Grid Netwaork

The Grid Metwork iz used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must ke able to
talk to all other hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
sernvices. such as NTF, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192.168.0.0/21 + %
MTU 1500 ;.'
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RAID Mode
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Configuration] (* DNS#BAE) * o

2. MRS EHIDNSTRIARSS IEFEEESR ©
DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers

Server 1 10.224 223135 x

Server 2 10.224 223 136 +x
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1. # (SectionApplianceZ#£F2) StorageGRID A ~ 3#HY* Configure Hardware) (FREFFERE) > ™ Node
Encryption1  (BRREINZEE) o

Mode Encryption

Node encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 7]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abccedb1facfcel1b1bd870ae1c1ecbbd5e3849d790223766baf3bchT
Hostnames 10.96.99.164
10.96.99.165
Part 5696

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any dafa on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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NetApp” StorageGRID® Appliance Installer
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Maonitor Installation Advanced -

Home

This Node

Nede typs Gateway e

Meode name | xirBe-10

Primary Admin Node connection

Enable Admin Node ]
discovery

Primary Admin Node IP | 162.188.7.44 |

Cennection state  Connection 1o 132,188.7.44 ready

Cancet
P R

Installation

Current state  Ready to start instaliatien of xir2s-10
inte grid with Admin Mede 132.185.7.44
running StorageGRID 114.0, using
SterageGRID sofiware downloaded
from the Admin Node,
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° SG100&E R

Network Link Configuration

A You mi ight lose your connection if you make cha % 10 the nalwork or link are connected through. If you are not reconmected within 1 minwte, re
anter the URL using one of the othe r|I addresses assigned to the appliance
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Network Link Configuration

A Yau m ight lose your connectio n i you make changes 1o the natwork or link you are connected through i you are not reconnected within 1 minute, re
enter the URL using one of the other IP addresses assigned to the appliance

TGRS R LRSRERIRRVESKENEE (8

Link Status
Link State
1 Up
2 Down
3 Down
4 Down
5 Up
6 Up

B REFIULEREE

C BRRERAEE -

C EIRREERIVRSERE

* ERER R EGEIUR S EBED

* BEERERA  EREGEIREASEIL
* RRIHEREEA -

;RSG1000)

Speed (Gbps)
100

/A

N/A

N/A

1
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Link Settings

Link speed | Auto

Port bond mode | (@) Fixed | (") Aggregate

Choose Fixed port bond mode if you want to use ports-2 and 4 for the Grid Metwork and poris 1
and 3 for the Client Network (if enabled), Choase Aggregate port bend mode if you want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Network

Enable network R

Metwork bond mode | (@) Active-Backup () LACP (802 3ad)

Enable VLAN (802.1q) |:|
tagging
MAC Addresses 50:6b:4b:42:d7:00 50:6b:4b:42:d7:01 50:6b:4b:42:d7:24 50:6b:4b:42:.d7:25

If wou are using DHCP, it is recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable network E|

Hetwork bond mode @ Indep&nﬂent () Active-Backup

C.unnect the Admin Network to port 5. Leave port 8 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port & and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:.c4:97:2a:24:05

If wou are using DHCP, it i= recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network | |:|

.'E'ﬁﬁbling the Client Metwork causes the default gateway for this node to move to the Client
MNetwork. Before enabling the Client Metwork, ensure that vou've added all necessary subnets
to the Grid Network Subnet List. Otherwize, the connection to the node might be lost,

2. 1 TEAARE) THUBEBEERAARERIENEGRE o
1R Grid Network#1 F B in 48 ER FUAB R 3SR es M BT IR I s RE IR E o IS AFERE SN IR I UEE
BRBEEAEIRE - MROIAE  AEAESEGRE - AALEES A SER MR AEERENEXE
BMEE (FEC) 183 o

3. B Si{Z A StorageGRID &t EFE AN IEE o

ERER A RIER o CEAFRAILLAER -
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a. MRREREGEEZ RN  sABUHENEIRRER BB B 1ZE5 1R o
Admin Network

Enable network

b. INRRFEEEREMFIHMAR « FEN TARKMR B9 TRRER) ZE5HE o
LERF S BRERINICEIZIR I A P RS SR E o
4. FEREK - TREEBRESEANERESRRS -
HESE AT

° * Aggregate M lacp *EZEEAN GridHl A R im4EE o S BASEERRIEEH —HIVLANAZSS o &R
EEEN0F4095 7 R ©

° BEAEIRERERActivelH ) ©
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5. &

/R

o0

Link Settings
Link spead

Part bond mode

Grid Network

Enabie network

Netwerk bord mode

Enable VLAN (502, 1q) tagging

VLAN {202 Tq) tag

MAC Addresses

Admin Network

Enable network

Network bond mode

WAC Addresses

Client Metwork

Enable network

Network bord mods

Enable VLAN {802, 1q) tagging
VLAN (B0Z. 1q) tag

MAC Addresses

SHFEETE B AR © &

| auto

()Fxed :_" reg.a.te y
Choos= Fooed p-DJ'tE-am Tode if you want to wse ports. 2 and 4 for the Gnd Metwork and ports 1 and 3 for the

Client Network (if enabled). Choose Aggregate port bond mode if you want all connected ports to share a single
LAGF bond for both the Grid and Client Networks,

k]

‘Active-Backup '@}LACP{MESad}
Iiﬂyepantondnmie&.ﬁwe;a‘ﬁe “all bonds maest be in LACP {802 2ad) mode.

m o8

Y

|
)
=

ENBbdb:42:dT:00 5XEb:db:42:d7:01 ElBbodb 424724 BDBb4b:42:d725

I you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use all of these
MAL addressec in the reservation to assign one |P address fo this network interiace.

o~ =
(O)Independent i ive-Backup )
Connect the Admin Network o ports & End B If neCESSaTy, You can maks 3 temporany direct Ethemst
connection by disconnecting ports 5 and &, then comnecting to port & and using link-local IP addreses 1692584001
for acoess.
dB:cd:5T 2a0e4:55

If you are using DHCP, it is recommended that you configurs 3 permanent DHCP reservation. Use sl of these
MALC addresses in the reservation to assign one |P address fo this network interfzce.

%

Aotive-Backup @LAEP {&BEM
IFﬂ'eparttonunw:bEE.ﬂ\we;a’be ail bonds mast be in LACP (02, dad) mode.

b
R

5D:8b:4b:42:dT:00 ED:6bidb 42:d7:01 BQBb:4b42.d7T:24 5lGb4b:42:d7T:2E

If you are using DHCP, it = recommended that you configure 3 permanent DHCP reservation. Use all of these
MAC addrecses in the reservation to assign ong [P address to this netwerk interface

—F TR

NRCEFFERBIFERRSEL « FAIEEREER - IREE1DERRBEERE
#% ~ StorageGRID AfEAIERGEAEKENEMIPAINLY — « EMEAZEREENURL © +

https://services _appliance IP:8443
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1. 7£ {SectionApplianceZ#£F23) StorageGRID A ~ #EEY* Configure Networkingl (GREAEE) > I'IP
Configurationy  (* IPAEAS) * o

tERF g NPAERE) Hm °
2. FERTEARER - FEEEN MERER) BERPEIFFE S DHCP *
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

3. WNRCEEEEFAE" ~ SFIKIR T 5D BRER E AR AR
a. {EFACIDRETERAFFERYIPVANLLL o
b. #MARIE o

NRCHIREER R B FIE - SBENBAERBVFFREIPvAIIL o

C. MRECEEAERER « FRMTURIEERESERERIVE - H1219000 - B « HREERE
1500 ©
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AESREMERMEE - FAA S EERFEEEGrid Network/ T E LR EHBLHIMTUME © dNR1E
@ B &i25_EGrid NetworkIMTUREEBEZER « BIZ#HEE* Grid Network MTU mismis*&
R o FREMHERERNMTUEERA—EMHER o

d f5—TF (R,

ECEE PR « BN FRRBENRSEEEE -

YNRITK A StorageGRID T EZEmE 2T AVELR « A EA S KAVTARRIPAIUL ZHEAURL © A
40~ + https://services_appliance IP:8443

- FESDHEAS RS FARER B B IERE R o

MREEREFAR « AIFREEREREE - I5ENME S F ARV EZBILREAEER - B
FAfAStorageGRID ZEERF « 4 B1E T EEIERIZEAIGrid Network Subnet List (4818488 F4HRKBE)
FE&RIELEGrid Network FATER o

() FouTmRese - MBRERFF A  BITARIESFERICH NetworkRi -

* ARSI SRR MEART 4 RB—IEHNAA -
* BEBRAERNTFHER  FER—TRHRET x

Lgg—T T o

4. YNRITIEEEY* DHep* ~ sAIKER 7! F BF & EGrid Network :
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a. #EF* DHep B EEIRiRE » BB REF" o

AAEEBEA IPvAuikr) ~ TRE) & IFHER) WM - MRDHCPRERSBREAIERMTUE
A" MTU "I SEAZE « BRUEEmMEE -

THARRERE EHENEMNStorageGRID EEFMIPALLE ~ LUHEA o

b. FesBABIAHBRA T HBRL B IERERAR o

MRETE AT ~ AIREASERREE - 5ENME AR T RSN EEBILREA SEELR - BK
FAtAStorageGRID LR « i BE T EEIREIEAAIGrid Network Subnet List (481&48ES FARRRBE)
hE&HRIELEGrid Network FAFER o

() FoUtTEREsE - MBSREUFRF S MEE  BITARIEESFERIGH NetworkRii -
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“fEErL e
MRS SRTEEER (SRR BERAPENFFRE S DHCP * o

() =oxewnEy CUAE NEGEAE) SECREEREN -

Admin Network

The Admin Metwark is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to ke routable between sites.

P
Assignment

[Pyl Address
(CIDR)

Gateway

Subnets
(CIOR)

MU

@ Static (O DHCP
10224 3. 72/21
10.224.01
0.0.0.0/32 +
1500 =

6. YNERMAGEEVERAE” « SAKIB T T EFR E E IR ¢
a. 7T581#% _FAMManagement Port 1 (BIREIEIR1) g AFREMIPVAIILE « FACIDRETRE ©

BIREFIR1 2R EAIEM{E1-GbE RJ45EIZFIBAIAMA] o

b. BMARE

)

MRERERLARE « SFEHMABRBIFFRRIPvALLL

C. MIREECEABERER « FHRMTURUEELBESERERAE « F119000 - B ~ FRETARE

1500 °

®

MERBIMTUER AR & BIRGFTER 2 STIRAEIRIE FPRRERIME - TR - FIRE S MR
AR E BB o
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d B—TF M) o
SICEBIPAILE « EHF AR TSN GEE -

MRITKZEStorageGRID 7 BEZEmTRZNNVELR « BAERABIEKBVEFRIPALER#EAURL © I
U~ + https://services appliance:8443

o REREIBMAI T HBRS B E TR
10 R R PR O R AR BT A T ABRA A ET LSS
() mxmmErcReRERRE

* ARSI SRR MEART 4 ZB—IEHAA -
* BEBIRRERNFHER « FiE—TRIRET %
fR—T T*fEfFE~1 o
7. ANERITIEE DHep* ~ IR TP B E B IR
a. JE$Z* DHep BB RE - BERYFRE" -

RFAEEEAA MIPVAfiit) ~ TRIE & r?’ﬂﬁ%J 1R - Y1RDHCPfRIARER R E S IRIKMTUE
A* MTU "R SEAZE - BERIEE MRS

(RS BI B 58 B B B AT S Storage GRID E2FAIIPAIAE « AP o
b. FeERE B4R T 4B B EFEAAR o
(O B R PR O W SRR BT A T ABRS R LSS -
() ExmmEreRYRERmNE -

AEMEFER - SFR—THEART 4 RE—BNAH -
EEBFAERNFRER « FR—THERET %

C. MREBFEAEIER  SHRMTUBEERBESEREZRRYE « HIZ19000 - [ « FRETERE
1500 °

@ MEERBIMTUE AR S EIRGFTEIR 2 ST EIRIE LA ERIME - TR - AIAE S MR
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Client Network

The Client Netwark is an open network used to provide access to client applications. including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client Metwiork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static () DHCP
Assignment
IPvd Address A7 AT T 183/21
(CIDR)
Gateway 47.47.0.1
WTL 1200 =

9. MRMGEREFFAE ~ SAIKER T 5P 50 E A P IR ARES
a. {EACIDR&TT AR AFFRSAIIPVALL ©
b. ##—TF T*fFE~1 o
C. MR P iR ErRIERIP AL IEFE MR o

@ MRERARAP AR - AISERTAREH - EREREEEARFIREREFEE - BERA
AP ImERRE « SR EREME o

d. MREEEAERER « FERMTUBMZERBESERMERAE - fIE019000 - B « FRERRE
1500 °

@ MERBIMTUER AT G ERREPTEIR 2 IR IEIRIR PR ERV(E - TR ~ AIE S IR
MAERE S BEK o

e B—TF [*fiE ] o
10. NRABEY- DHC* ~ FAKER 545 SR8 P 5 48R -
a. JEE* DHep* BIEIRSATE » B RTE" o

R EENEA M IPvAfilt*) 1 TRAE) (L - NERDHCPRIARESREAISRKMTUE ~ BJ* MTU *i§
NIEEAZE - B SEHM:E -

TR ERE BEENE M StorageGRID E2FAVIPAIIE ~ UHEER o
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a. DRI IERE o

@ WRERAARIHER « AIESETRERIE - ERBASERAAFIRAERES - BERA
PR ImMERE T ~ SUEASEREME o

b. MNRICEFEAERER « ARMTURIEERBESERMEZRME « F1E19000 - BRI « FRETAERE
1500 o

@ MRRBIMTUEA AT S EIREPTERR 2 IR EIRIR PRI ERE - TR » AIAE S IR
AR RAEE B ©

MERAER
"4 B AR TS R R A B RV A AR R
[ETEBRE AR AR

REHBR T U StorageGRID IR B MATERNENME - BERBIEBBHM
JEABAE ~ EEZ AR StorageGRID SURAR T L (AP RRERXAIPHILZ
RIOEARAE )  (TANPTIBRIEMTUSRRE -

1. %% TSectionApplianceZ #3121 MITHAER ! StorageGRID & ~ ##—T T4HAEAEER ) > ™ PingfIMTU
Test*] ©

PingfIMTU Test (PingfIMTURIE) EmPEENHIR o

Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through. and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the netwark to
the destination. select Test MTU

Ping and MTU Test
Metwork Grid ~

Destination [Py
Address or FQON

Test MTU [

2. AR TR A R « BEEVEE RGP | 491 - BIERARI o
3. B AZABRR £ EHMIPVAUNE SR EE %S (FQDN) o

BN ~ 1R AERR EpingHERs S E EEIRENRL ERIRE o
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4. (FIEE) 3Eh* Test MTU* GRIEMTU) #HEEAEL SRR BERCEBMRTIERHAIMTUR
g ~ eI ORI R R B ENRL BN [E) 14 & B RL 2 IRV ERTE o

S B—T TRIEERES o
NRAERFLRBAR ~ EHIR Ping test passed)  (PingRIE@i8) S - A5 Hpingds LH#iH o

Fing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP addrass of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTL

Ping and MTU Test

Metwork: Grid |

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 19.96.164.223: icmp seqg=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms
rtt min/avg/max/mdev = 8.318/0.318/8.313/6.008 ms

Found MTU 1568 for 18.96.1604.223 via bre

"SR EAIRRELE (SG100M1SG1000) "

"EEMTURE"

IETERRRR iR B AR BV AR R AR

%TEET?StorageGRID RZFHNHEPERT « 55fEsEStorageGRID (RER) HEBELERER A
AR EREIPAME (A EEE AR ETCPEIZ IR EIRIRE o

RIRERI(E
ICRILUfEFStorageGRID  (BRRARLRIZR) PIRMHAVERIREBE « AIEEAEEEGrid Networkdh ELA1E
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b2 FEIRYEEARBES] o

HESh ~ S ET LITE EIRAERRAN A P In8ER £ DU 7RIS MEBNFSEDNS A AR 23 Fr e A RYudpidiz i bRl 4R
AE] o WIRBLEIFERIFE « 52 KStorageGRID  (RAREIHENEH) SmPRIEHIR2TER o

@ EIRIREARRPTSIRIGrid NetworkU%ﬁ@ﬁ]‘StorageGRlDH&ztﬂ 508 - £ERESEHN
BHABRVE BB R R IERE - sA75 2 R8StorageGRID BRIARASHY (4BERTERT) o

1. %% TSectionApplianceZ 32y & + #— T StorageGRID T4HREAFRR >*E 0@ AR (nmap) *1 °

BEENFRT NERsRiEgla) Bm o

EIRIBEGRY| N EEEKAAR ETCPERIETRAIEE! - HHHSBEMER - RIEZIHIEHEREERET]
ZENAIGrid NetworkiZEIE18 o

The following node types require TCP connectivity on the Grid Network.

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

e] LRI RGP PRS | FE R $E B 118 B Grid NetworkFR ELfthBiEs 2 FEIAVEARAE S o

2. 1R M HITVRE D « EIVEERAENER | % - B SCRR -
3. AR LR EMISE —RTIBIPVEfiIiLt

g0 ~ AR E R E R B = B E IR FRIRE
fEREFIRIEEHLE « WEBHIFTT o
4. B ATCPEIRIRIRNS « LUBSRDFRAVEIRRZE « SERIREE -
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The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

o B—T TRAIEERES o

° YN RFEERYEIZIBE R ANIRELR B ~ Port connections test passed] GEIZREAZAIFEB) A2
GEEREARBEIER c nmapis LR B ERIE T o

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE

22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds

° WRBRIR T HEIEIFIRERINERELR - B HKRIRE (A2 EERRERE « B TPort
Connectivity test failed] CGEIZIBEFAFELKR) AEGRETERBEET c nmapin TEHIL Y EEE
A

FHKIZFRIE R EZIRE G EET Closed) (BRAE) AREE o HIUN - BREABENEZENTE
L EEARRE ~ StorageGRID B EiBE EHRBIT TEHIRTE) B~ KA EIESEEBRKRIE

IJ
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

° YR EA— I B EENIERBEEIEIRIEBRAERRELR « B Port Connectivity testse B
BETRTIALEBAEIER o nmapis SEHIH ZHEREIBE TS ©

HEE

il

ALERIERNTCPERENERRR T LAERE  BRREARBTEEEEE - SIRABLEE
B~ ERIRRARES TEEE) - AJREERI ARSI -

() @3 TClosed) (BRIE) fomie .

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
15@6/tcp open uted
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds

HERIE
"R ZER"

HRTEBMC/TE
IRFSFEREE FREMIREIEIESIZS (BMC) FREN MIRHIEIep I e E T « nl:E%
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EEBMC/ I EMIRZHE

ATLZEER ~ KN BEEBMC rootfF &R o

1’_'FE'EEEE’JEIIIEI
EERAPRERAENERZES
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RERERME R ©

HER
1. A F iR AStorageGRID URLIAH{EF ~ B4 © + https://services appliance IP:8443

R services_appliance IP * {EStorageGRID {Efal—{ERZIRAVAEEE L FRRERLEENIPALL o
EETHIR Nthe B ZREStorageGRID 1211 BHE °

2. L TEHPRE > BMCAEAE*

NetApp® StorageGRID® Appliance Installer

Home Configure Networking + Configure Hardware « Monitor Installation

BMC Configuration
Home Storage Controller Metwork Configuration

38 Baseboard Management Controller Configuration (EEEHREIRIZHISS4HAE) |

3. TEfRMAAYREMRE (I # ArootiR A BUFTERES o
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Baseboard Management Controller Configuration

User Settings

Root Password | seees

Confirm Root Password | seess

4 3—TF Ttz ] o
L EBMC B IEEIB P
RN B ERTSERER LR EBMCEIREZIBMIPALL « ABEFEYNBMCTTE o

CEENER
- EERPIRERAXENRERERES -

* CIETEEE IR 4R StorageGRID EZAFREIEA B s o
* BUCEEEREGERETITEERNEIRMEER o
* SG100 BMCEIZEIZIE*

PEITVIEZTOE
® 99090000608
sonssasase

RAREETL(F

@ TR BMC%E?@?%E%E#&F*&E’JEEE%T? o IMABERILERIRERER S  HIFEEN
REREIRME o IIRRBULBMER AR « FRFBMCERIEREMREIH « BRIFRMI IR FIE
SRBMCHEE4R o
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1. 1t F P im% A StorageGRID URLLAEfER ~ BG40 © + https://services appliance IP:8443

RN services appliance IP» 7EStorageGRID {H{a—{EFZ1EAIAERE L AR EMNIPAIL o
EMETHIR NtheFHBE% & StorageGRID 2201 BE °

2. SRR > BMCAA -
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking Configure Hardware - Monitor Installation
( BMC Configuration )
Home Storage Controller Metwork Configuration

HI¥ 'Baseboard Management Controller Configuration (ERENREIRIZTHIZ4ERE) |
3. s T EERERAIPVAfILE o

DHCPRIETRIPAIHALLE S I TER 5 o
()  IaBEELSEERIA SR RDHCPIE -

Baseboard Management Controller Configuration

LAN IP Settings

IP Assignment " Static & DHCP
MAC Address d8:c4:97:28:50:62
IPv4 Address (CIDR) 1
Default gateway 10.224.01

4. (A1) REBMCEIERIROMAFAIPHIL o
()  (EZABMCEREZSISRIEP  SADHCPEMRS FARHHE AR -

a. 3BiE* Static (FFRE) o
b. A EACIDRETAMIPVAILE o
C. BIATERME o
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Baseboard Management Controller Configuration

LAN IP Settings

IP Assignment &+ Static " DHCP
MAC Address d8:c4:97:28:50:62
IPv4 Address (CIDR) 10.224.3.225/21
Default gateway 1022401

BT
d B—T Mgz~ o
AR TR D IR A EREE

ZEXBMC/ T E
o] AfEFABMCE ZIBAIDHCPIEAFREIP{iLt ~ FENARTFSFEREE FRIBMCH T
EENES

- BIEAPIRFEASIENAERIERS
* IRIFFEREE FMBMCEIEEIRESESEE I EEANSIRMES o
* SG100 BMC &1 EIzie*

. R -;-.-,“::::: LT p

1. BIABMC/TEMIURL : + https://BMC_Port_IP

FRR "BMC_Port_IP"HIB9DHCPZFFREIP{LL o
e HIRBMCEAER ©
2. i Aroot{FFHERTBIEE ~ (FHEEE ETERroot B IERF R EMZEES | + root

password
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root

I- Remember Username

3 #%—T &AL

HER & HIRBMC&RZRR o

A % Sync 2> Refresh A root ~
*
Dashboard Control Fanel

# Home - Dashboard
# Dashboard

& Sensor

Device Information
BMC Date&Time: 17 Sep 2018

62d 13"

18:05:48 System Up Time

FRU Information More info @

EITEFIE Erie & Today (4) Details & 30days (64)

Details

® Threshold Sensor Monitoring

All threshold sensors are normal.

\ |
Settings
Login Info Login Info
m Remote Control 4 avents 32 events

Power Cantrol

~

Maintenance

® Signout

4. HE - ERRESEREEE  ARE-TEM [FH1 £8%  ITRIEMERE -
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e
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# Home - Settings

Settings Configure BMC options

& o B i
External User Services KVM Mouse Setting Log Settings Network Settings
Y © O =
Platform Event Filters RAID Management SAS IT Managemen t SMTP Settings
SSL Seftings System Firewall User Managemen it SOL Settings
=
—
—

SNMP Settings Cold Redundancy NIC Selection

S
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2. BB RERERE > EIR N o

NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking = Configure Hardware - IMonitor Installation Advanced -

Node Encryption

Mode encryption allows you to use an external key management server (KM3) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption o

Kev Manaaement Server Details

3. BEEVERFERRGINE" o
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4. 5 « HEZLKStorageGRID REIRAHIEITARAVERARZS « BB THISERIRIE
a. s51ENetApp FEIEE T8 REEFEStorageGRID XX ~ LUIHEER o

"NetApp T & StorageGRID"

b. HRENERE o

450


https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab

C. #t {Sile Appliance Installer) StorageGRID (33Z) = - ZEEC#ERE>*_E{EStorageGRID {Some
Software*) (ZEX) o

d. #B—T T#kk) LIBRBRIFREER

NetApp® StorageGRID® Appliance Installer

Home Configure Networking + Configure Hardware ~ Monitor Installation Advanced

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software
Version 1.3.0

Package Name storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amd64 deb

Remove

e B—TRE DS TSI RRENEIEE N « 2ARE— T3 E EUFChecksumigZ o

NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware = Monitor Installation Advanced «
|

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software
Version None

Package Name Naone

Upload StorageGRID Installation Software

Checksum File Browse ‘

f EEFHYREEH o
. EsREAIIREEZ Ready to start installation of primary Admin Node name with software version x.yl (2

EREFRBZERRRRAx yWEEEERRME) ~ HERA" Start Installation* (FA%RE) %5
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Home

O The msialiation i3 ready lo bo storled. Resasw the ssthings below. and then clhck Start Instoflation

This Node
Hode type Primary Admen (wilth Load Balancer) b
Hode nama xirgr-8
Installation
Current state Ready to start mstallatwon of «drBr-8 as primary Admin Node of 3

new gnd runming StorageGRID 1.3 0

BRIREEEES lnstallation is in progress ~ | ~ E8R Monitor Installation (B5#F%e4E) | Hm °
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NREHE—RHESEEMLBNL « TUSAGRERFEBIE configure-sga.py B
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b. FRFFMNEHRHIPAULEE o
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e. HRABIGRIE « EHTYIP(IAEE A o
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Bt 2B EIE k%A StorageGRID ILFERIE B EHEEAIINGE ¢ © B EERTEGrid ManagerfVEIZAEE (4EZS|
BE) L - MMREE « eI E T o

S. IE « BELEStorageGRID NREIRABIEFRRAVEF AR A ~ 55 KR 5T EIRIE :
a. :AENetApp FE B T & L2 EF1E StorageGRID X1 ~ LAHAEA o

"NetApp T &iStorageGRID"

b. #RENERHE o

c. # (Sile Appliance Installer) StorageGRID (#3) A ~ ZEEU S >* L {#StorageGRID {Some
Software*) (BEX) o

d. #%—T k%) UBKRERINREES

NetApp® StorageGRID® Appliance Installer

Home Configure Networking + Configure Hardware ~ Monitor Installation Advanced

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software
Version 11.3.0

Package Name storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amd64 deb

Remove

e H—TRE B E T HILAZRERNHRIEEN « ARIZ— T3 E LIS Checksumigse ©
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware = Monitor Installation Advanced «

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software
Version None

Package Name Naone

Upload StorageGRID Installation Software

Checksum File Browse ‘

f g2 rE REEE -

6. 7 TR B  RBEAIRES TEHBMBRE node name AT EEIEREHBHEAE admin_ip"
BERA RnRE 1%t o
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Home

© The installation is ready to be started. Review the settings below, and then dlick Start Installation.

This Node
Node type Non-primary Admin (with Load Balancer)

Node name GW-5G1000-003-074

Primary Admin Node connection

Enable Admin Node discovery O
Primary Admin Node IP 172.16.6.32

Connection state Connection to 172.16.6.32 ready

Installation

Current state Ready to start installation of GW-SG1000-003-074
into grid with Admin Node 172.16.6.32 running
StorageGRID 11.3.0, using StorageGRID software
downloaded from the Admin Node.

Start Installation

EAIREEEES nstallation is in progress ~ | ~ MFER Monitor Installation (BsiEZesE) | BHME °
() ORCESFHER ANRE) HE - BUEDERIE—T (BRSRE) .

8. MRERE L ERARENE  FHHSERAREER LR -
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1. BEEERRER  S5R— TSRS PR EiE R o

MEEiRaR i) HHSERREEE -

Monitor Installation

1. Configure storage Complete
2. Install OS Running
Step Progress Status

Obiain installer binaries T r—
Configure nstlle I Corvicts

Install OS
3. Install StorageGRID Pending
4. Finalize installation Pending

BB EI5H BATETEETRIIIE o SEREINRTEMINITEMBITIE
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REFEFL
o MNREE Hi[f“‘ﬁx

E”*ii'é'ﬁ%HHF“ﬂ ﬁ?th'fﬁ%'ﬁﬁ tEe (FA2RBERIERS SRS
1TEBIE10D8E - FFHEMEEREER -

Home Configure Networking -

Monitor Installation

1. Configure storage

2_Install OS5

3. Install StorageGRID

4. Finalize installat

ion

Connected (unencrypted) to

platform.type

[ZO017-07-31T2Z:

ontainer data

[Z2017-07-31TZ2Z:
[2017-07-31TZ2Z:
[2017-07-31TZ22:

[2017-07-31T22:

-07-31TZ2:

09:
09:
Q9:
09:
09:

Q9:

Device or resource busy
12.

12.
1Z.
12.
12.

1Z.

QEMU

3625661
3662051
3696331
5115331
5700961

o763601]

of node configuration

[ZO017-07-31T2Z:
[ZO017-07-31T2Z:
[ZO017-07-31T2Z:
-B7-31TZ22:
-07-31TZ22:
-07-31TZ22:
-07-31TZ22:
-07-31TZ22:
-B7-31TZ22:
-07-31TZ22:
-07-31TZ22:
-07-31T22:

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
Q9:

12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.

5813631
5850661
o883141
0918511
5948861
5983601
6013241
647591
6078001
6109851
6145971
6182821

min Mode GMI to proceed...

Configure Hardware -

INFO —-

INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

[INSG]

[INSG]
[IN3G]
[INSG]

[INSG]

[IN3G]

[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]

Monitor Installation Advanced -

Complete

Complete

Running

Pending

NOTICE: seeding ~var-local with c
Fixing permissions

Enabling syslog

Stopping system logging: syslog-n
Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the fA
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HERFE IR T ArER

Update Appliance Configuration
Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or

from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the

other IP addresses assigned to the appliance

Upload JSON

configuration

Node name - Upload afile v

3. EIEE HEZ4ARERIJsontEZE o

a. BHEYE" o
b. 4§, AV E o
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https://configbuilder.netapp.com/

c. EEEY* NOpen* (BHER*) 1 o
D LENERE - REIREFTHE « EELBYEREEEIZERTSESE o

AR IsontEZRHAHREEE TLINK configl ~ rnetworKSJ FMENEE: « AR LE
() aEmzBmEs - NROEISEREERES « AERISTARBEENEMIPI
it — B AR EURL o

Upload JSON

JSON Browse appliances.orig.json
configuration ; '

Node name --Selectanode v

MEghaiB) THUFEEEAJsontEZERERNIEE L ATE

@ MREREY - BXLBEUALERET - TUASCEIBREATESRNE - BIERAERERE
FEEE o {8 LUEH ConfigBuilder3RIE{R IR B X HIJsontEZE o

4. 1t TEnBEtE) THITUBE AR SEEERR, o
TERJsonfBfE ) #ZEACRA °
Upload JSON

JSON Browse appliances.orig.json
configuration )

Node name Lab-80-1000 v

Apply JSON configuration

S. EEEVE R JsonfHRE* o

AR S E A E BEERIENRS

fEAconfigure-sga.pyis S IE BN L E LR EEAE B

ﬂfﬂl&(ﬁﬁﬁ configure-sga.py 5<% « A EEN{EStorageGRID F %A RAERE N EIE,
S BZARE T1F « B2 AR ETEEIEHE o l‘ll]%,d,kﬁjtgmﬁ *RE s tEiES
BREER o St UERESIERELE SRR EHEEMNNIsoniEZE
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CRENEM
* EREEELZEFHRTD  EREERER « TERMER
* BfEfStorageGRID (BERARALZERN) AT EEIEHIREMBRBELEMIPALL
* MRECERR T EIRER « MAEEIPALE o
* MREERERREHMER « HIEEXEZEIRHR « MEALRERIPIL -

* BN T EEIREHILLIMNIFF A EIEL « StorageGRID FREFITE TOraclefEFE B R #&2IPAEAE ) BHE L
BYGrid Network F48E& ~ 3BT X EEIEHIELAIGrd Network Subnet List (48184888 FABIREE) FES ©

* B TH configure-sga.py X | EEGESELERED S StorageGRID —F SZ1E*
1> TEREEREIETHE ] (B RKEH -

BRI AEERRSSIN EERERERE - 2E  LHALERSorageGRID (T8
(D) mERZEER) REBLAR o +@MStorageGRID (The Choice AR | BRI
RS ERLE

1. B ALRAERHNITPythoniE S HERILINUXILSS o
2. NBIESHE AN — R R T R2EEE « FRA TS -

configure-sga.py —--help

° configure-sga.py IaBERAEFHT !

° advanced AJETT#PEStorageGRID FITHEEMFER ~ B3EBMCARRE ~ IR EI B SEAEE BRjALE
HyJsontEZE

° configure ARERERAIDIET « BIEATBABRSH

install UBHYAStorageGRID #iiT%4E

° monitor AN EEIEStorageGRID &4

reboot UAEMAEERES

o

o

MRICWMA TS GER « RE « 8« BIENENRE) 518 - ABBA —-help EELREFIFR
FINEREAX F ~ sHAHERBAZ Fen < R FHRVEIR © + configure-sga.py subcommand --help

3. BEMSTEAEEHMMNBEFAERS  SAWATIIE sca-install-ip BRAKEHEAEMRIPAL : +

configure-sga.py configure SGA-INSTALL-IP

HERETRENEAIPEN « @ETESEMMAIPAILL - DUREIE M8 A P iR AERAE R o

Connecting to +https://10.224.2.30:8443+ (Checking version and
connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
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automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html

Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/networks... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-config... Received
200

StorageGRID Appliance
Name : LAB-SGA-2-30
Node type: storage

StorageGRID primary Admin Node

TIP3 172.16.1.170
State: unknown
Message: Initializing...
Version: Unknown

Network Link Configuration
Link Status

Link State Speed (Gbps)
1 Up 10

2 Up 10

3 Up 10

4 Up 10

5 Up 1

6 Down N/A

Link Settings

Port bond mode: FIXED
Link speed: 10GBE
Grid Network: ENABLED
Bonding mode: active-backup
VLAN: novlan
MAC Addresses: 00:20:98:59:8e:8a 00:a0:98:59:8e:82
Admin Network: ENABLED
Bonding mode: no-bond
MAC Addresses: 00:80:e5:29:70:f4
Client Network: ENABLED
Bonding mode: active-backup
VLAN: novlan

MAC Addresses: 00:20:98:59:8e:89 00:a0:98:59:8e:81
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Grid Network

CIDR: 172.16.2.30/21 (Static)
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1

Subnets: 172.17.0.0/21

172.18.0.0/21
192.168.0.0/21
MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

E i i
#HH#4 If you are satisfied with this configuration, FHH4H#
##### execute the script with the "install" sub-command. #####
FHHHHHFHF A FAF AR A R AR AR AR AR AR AR AR

MRCEEEEBRAARRTAERE « 553FH configure FMLETERN o A0 - MBTEERERKES
Bl E T ECIEMEMIPAINETA 172.16.2.99 - BIA Y& < | + configure-sga.py
configure --admin-ip 172.16.2.99 SGA-INSTALL-IP

- MRECEREAREEAEBNEIsontES « HEMAERT backup-£file Fap< o HIUN « MRIECEFERIPL

B RERVABRE SGA-INSTALL-IP B AMIEZR appliance-5G1000.json ~ HIATIGS © +
configure-sga.py advanced --backup-file appliance-SG1000.json SGA-INSTALL-IP

B ERERNJsonEZRER ANTIECBENEREE

@ WEFEE JsontERAREER AR SRR AR ERMEAR o F??F?S%?%EA SENFER
% « MBS 2B StorageGRID BILEAPI ~ FRIE N E IS 2T IS E

- BICHEREEHABREIRER « 55 install M monitor REEEREENF< | + configure-

sga.py install --monitor SGA-INSTALL-IP

MBEEEHEENRE - BWATHES | + configure-sga.py reboot SGA-INSTALL-IP



BH#)1bStorageGRID LhAEARAE

IRBEAEISENRL 2B ~ [ERI A BE1{EStorageGRID s EZ R4 ©

TEENER

* BRI R EREP SN TIIERNE -

ey s e
configure-storagegrid.py Python5 <SR BENCAERE
configure-storagegrid.sample.json BRis < B FI4HRERE
configure-storagegrid.blank.json B IBRECERNZER4EE

A=Y= va configure-storagegrid.json 4HRERE - EEEIILEZ ~ oI LB R EEHI4ERES

(configure-storagegrid.sample. j son) S{ZTEHAHAEHE (configure-storagegrid.blank.json
o

HaE

RRERI(E

GBI LU# A configure-storagegrid.py Python§<iE# configure-storagegrid. json 4HREHE ~ L
HE#){bStorageGRID EHYEE{E R 44RRE o

()  EHAILUEMGHd Manager AP IHRRE R

1. B ALAR#MITPythondE < BEAILInUXI% 2SS o
2. IR E BN R REN B R -

g0 : + cd StorageGRID-Webscale-version/platform
Hih platform i@ debs » rpms 3 “vsphere ©
3. #1TPythoniE < IEL RS I HIABARAE o

fBgn -

./configure-storagegrid.py ./configure-storagegrid.json —--start-install

TR &

WIEEM . zip EEGEEABREFHREEL - T THELCHITLERAERREFHIBE - CARHD NMREEMH
&3 ~ LUfEStorageGRID £ —{EEZ BB ENREEERT « IRIEZRAL A1 « S EHEREZ 2RI
B URZENEIR#FIUE

@ %EET%EE'WEE#*%% » BAHEPE SR AREStorageGRID ZRAFEUSERINMNEZEIRNE
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INRITCISEEZE L PEILETNS « BIFEEHR Passwords . txt BN SH7FENStorageGRID YT 18 R4 E
B o

FHE AR AR AR A AR AR AR AR A AR AR AR AR AR A A A R AR AR R R
##### The StorageGRID "recovery package" has been downloaded as: #####

#HHH4 ./sgws-recovery-package-994078-revl.zip FHHEH#
#HH#4 Safeguard this file as it will be needed in case of a FHH4H#
#H4#4 StorageGRID node recovery. Hh#H#

igdddssadsaasiaaddiaddiaasdsasdiaadiaasdsasdiaasdadadaaadiaadiRandndii

AR ETRETERAERRREREZTELNRL o StorageGRID

StorageGRID has been configured and installed.

LHEREST APIEE

REMEREST APIZRMITRIEETIE | (ZIRTE) APIN (ZIEFEAEZIERRAE
) API o StorageGRID StorageGRID StorageGRID

& MAEAPIEEFASwaggerBAMIRIAFEAPI T & HIRIAPI 4 o Swaggerd] :2RH2 A EMIEFIRASEFEREN

EHEAPIEE) « REFAPIZ{AICIFEZEAIEIR o ANHERREHEIZZEWebHiTfJson (JavaScript Object
Notation + JavaScripti){4+1Zs2) BERHER o

()  CEBAPTUHERRGIERAPHEEBRAFIES - IO TRISSMAT - BRI
B EAEE -

B{EREST APl S EEFAPIFYURL ~ HTTPENE ~ EAMNEFHERIURLBE « LUK FERARVAPIEIFE o

ZH4EAP| StorageGRID

EEL—FREREEN—ERAF - URESEPITEEEIREMRINER - 78R ThRAENZEEAP
1 StorageGRID StorageGRID ° Z#EAPIAFEBHTTPSHEGrid ManagerfZEX ©

EEFWAPIXM « FRIT T EERHMF ENZEME « ARILTIAERSIHEET Help > APl Documentation * ©

(FENEZEAPI) B3 T5%E : StorageGRID

)

[

* AERE 1 BE RhRASKRAPIMERIRIVESE o [ERI UG HEZhR AN IR AV E mhR AN EZAPIRRZS ©

* * GRID *-#B&EARAAREIEE o ERIEVS I BRI « BIEERFEER « ERERFHER « ERE
B ~ LURNTPHIDNSEIARS] Pt

© BNRS . BNRLREARBVAERRIEEE o (CRILUEEVEMRENELEE « MIBREARENRS « SREMIMSENRS « AR ETRS « X
R E AR ERRARIARRS ©

* BRECE-BRECE(FE - MAILIBEREE(FE « WIRRERECE (FERUIREE o
* IE-EEIREEIEIRE - WA UEREN - LEWIEEN « BIBRIE « URERIEFEAIIRS
* IREEMF-TEIEEMEIEE -

e
& O

)y

5
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* IhR-UE B ERRVERRIESE o A LGRI « 817 ~ MIBRRIECR LY

FERE 472 0API StorageGRID

BRI UAEBHTTPSTFEY (ZiRFEAZENEATETVAPI StorageGRID Controller IP:8443°

EEFIAPIXMH - s EStorageGRID FEFEEE EAY {(Some Appliance Installer) (33X) - ABREIHEERS
FRIEEY* THelp*s (RRBB*) > M APIDocsy (*APIXff) o

(ZirrEREREREXXEATEILAPI © StorageGRID

* * Clon*-327E R I EHIERRAAE AV EZE ©

* INE . BEMNE RARRINEARREAEZE o

* WERSARRE-TEMIINDERE L5 E R MR ERVIEEE o

© ZEE | MEEAREE LRI EAREAEE

. ﬂﬁﬁ%-éﬁiGrid BB AR i E R 4R RS AERARY 1E X StorageGRID ~ AN BER AL S RERKEFEFIRG
=

©RE C BBVIRFEREERERTENFE « BENSARENKENEEEIEMEIPHER -

© IR | ERRRENESIRR RS SO BRAY R ©

© FHR-BRFAAR RS EFREERNEE o

* F{#sg- E{EStorageGRID B2 iEtEZRAI(EE o

SERE PR RS i

MRELEHRBEIRE « EA S H NG AAERS s E MR BRI R e 2 HHRR E 51
REE -

G
TR TR

"RERE AR AR R

IR R R B BRI AR

HOAMARERER  BUCH S — RIS © CAIMEEEEBMCEIREIIEH
G ERE CIRITHELEALES -
ERENES

* ISRIBAMAFIBMCHERR

* MRECBEERLOEERKE (KVM) -~ ERASENEAKVMERREZIURAEER

* MRECEEEALANLERFS) (SOL) ~ BAERIPMI SOLEZE S ERTZIIRIALER

55
1. SR TR R — T A AR PR B RSSO RIS RS TSRO0 o
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468

- MREEANZVGAEES

7%
VGAZEZES

KVM

s lrets-3d

BRI EE

BERE
* XIEVGARIES1RER
* VAR

* KVMFEFRTER,
* RJ-454845

* DB-9F%!) 443
© ERFYAR IR

* ERFYE IR

“ AT TAIDER -

a. R ABVCATIREN GRS ERERFBHEAIVCAERIR o

b. #1785 1R 28 LRARAIAES o

NREERNEBMC KVM ~ 3EH1TTHIHE -
a. FEFFEBMCEIREIFIE « JA%BE ABMC Web7TH ©

b. EEIE-RURIEH* o
C. BXEIKVM o

d. HRfRER B 1R As L AOFUAS o
- MREERANZRFIVERIBNR IR « FHIT TP

a. EEEEAEESENDB-IFFERE

b. EFHERE 115200 8-N-1°

C. ARFIENTERFF 4L it ERIFHS o
YNRITEAMESOL ~ SBRIT TSR -

a. EABMC IPIEAIE AR ELZ ZEIPMI SOL ©

ipmitool -I lanplus -H 10.224.3.91 -U root -P calvin sol activate

b. HRAREHR 5 AL ikt L AIACES o

A fEARREHEMBIAES o

12TUHS
Ui}

HP

58
FRAIEHEER® -

g;%ET‘ EREMRTER (NIC) FiER

FEE



12U &R

REREH ERIREEME - RMIETEHFEE -
FP R FRAIEEMRE ST o 2523 2 MRYE
ARFSIETERREN ©
EEe AIEERE A StorageGRID K& B} o
4F IEZESIETEHITH © StorageGRID
HA #1TH ° StorageGRID
HERAE
"ZEXBMC/ T E"

AR E AR B VRS

NIRRT 2 R FERCEEER  BMCESCEEER NS o IRFBE ~ LWAJLUEABMCT T EER
BEEFERRANS « REBERMSIRAPISELAERRE -

CEBNER
s fRENEANEFEEBMCERRMR ©

1. #BMCERIREI* BIOS POST Code* ©
2. WGERETRAEICHEA ST ER -
WNREETR FYME—ER NS « BT ISP S E AR RRIRE o
FZIEE ET
OE AT S
OxOF MR REH A
x50 SOIBREAIAMLEEER o SOIBRE ARV EN R IERERER
A o
051 SCIBRE YA EEEER - SPDBEYSEN o
x52 SCIBREAIIAMEEER o EMMIECIERE A/ B D IEREIEAR
THEFF -
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12U &R

x53 FCIREEIIATEEERR o RERIFI AT FARVECIRAS -
x54 FIsE RV IRRSHIIA1CEER

x55 RGBS

x56 M CPURBRI IR E

x57 CPUARETF

0658 CPUBTRIEKLM ~ SRIAESEE CPUIRENEESR
x59 HAZICPUSES ~ SRIMFE BT

0125A REBCPUSERR

x5B EAERERPPI

0x5C PeifEZBMC B Al KM

xDO CPU#I¥A1EEEER

0xD1 IE1B A 1EHER

xD2 South Bridge#J#81E#552

xD3 A FIBER I EREEA

xD4 PCIERECEER - BIRTE °

xD5 AT AR ERREIBROM

xD6 KA EEEHLEE

xD7 KA EEEHALS

xD8 G

xD9 A BIMSRIERI R SHER (LoadimagefE[ClEH:R)
xDA FIMEIEARL (StartimagefE[ElhsR)
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AN
xDB

0xDC

xDD

XE8

OxE9

xeA

XEB

XEC

XED

XEE

XEF

xFO

OxF1

xF2

xf3

xf4

xf5

x70

X74

xf6

xXF7

e Gn
FlashEB ki

EAERERBHE
DXERSEZBMC B F AKX
MRC  ERR_no_memory

MRC : ERR_LD_Lock

MRC : ERR_DDR_INIT

MRC : ERR_MEM_TEST

MRC : ERR_VENDO_SPECTRY
MRC : ERR_DIMM_compat
MRC : ERR_MRC_#8 &%

MRC : ERR_MRC_strstruct
MRC : ERR_SET_VDD

MRC : ERR_IOT_MEM_%4E &
MRC : ERR_RC_INERNERY
MRC : ERR_INVALID_RED_7%EX
MRC : ERR_SET_MC_Freq
MRC : ERR_Read MC_Freq
MRC . ERR_DIMM_channel
MRC : ERR_BIST_Check

MRC : ERR_SMBUS

MRC : ERR_PCU
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SRR =T
xF8 MRC : ERR_NGN

xf9 MRC : ERR_Interlet_ferress

FERE R E U T B

W RIS e s BRI TR E R B A A S R RIE - RIRISER
#3231 StorageGRID ©

1. 1RBIFEREEE ERILED ~ MUBMCHEERAYBAIE A FEERCES o

2. MREFERREBERIGE) « SHHAEEMTIRERPFT o

e
"t AR FE PR A B R RS

"R IE A B RV EE R RS

SEPFRERAR R
gNSRStorageGRID TR EBIZHBEEREE « LRZNITIHRMEETENDER

RS ERALE
MRCEIERERFERAKE « FIEEHEREAE - NEREREKR
B

1.
2.

472

EERAEREENIPAtpingfEFASEE  + ping services appliance IP
YNRping:2 AOIFE - FHHESDISIE AR ERERYIPALUL o

AT LATEGrid Network ~ EIEER A P indEEs L EAEAEERIPL -
MNRIPAIUEIERE ~ AR EREBER - QSFPESFPULEEES » URMERRE ©

NRDEAMERREE  SBBHE RS IR EBFT -

- WNRpingiIh ~ BEFRAMEERIESS -
. B AStorageGRID [The URL for the URL for the R ZiEFEAR N ZEERER | +J

https://appliances controller IP:8443

BERNEETREE o

AER (XEERE

RATATTRY ©



EMITAPERRY ISR T 2 EREN AR5 FE F2< & StorageGRID

TR REFE E1EStorageGRID #1T (ZERBEAREANFREE - ENRERBGEAEE
PIEn ~ MNRLZEKXY ~ EAI R EENMRBIRFERAKE -

RARERTI(E

2 {258 L ARFS FE FREE B #1117 StorageGRID ((EZ%@FH%S‘Z%@FE%S‘Z?ﬁﬁﬁﬁ%i’i?ﬁﬁﬁﬁ%i‘iiﬁﬁ’]P*J'T
LETTHE « StorageGRID YRR A BENF « AAEEBERZILIRAHINetAppEARE R KIZT ©
TR

1. %% TSing Appliance Installer] BYTHEERS!StorageGRID 1 ~ #&—T T&pE | > MEHEIEIZHIZE, -
LERFE IR TEFFIMEEHIZS) Bm o

2. it Tthe Some Appliance Installer] StorageGRID ##—T R > TEFHEIHEITHISS) - ABBENTIE
rh—{EEEIE -

° JERV BRI E StorageGRID SESW* ~ LIS HTRIENZERISS ~ W EETREEMMARRE - IREEEEE
R TEMIF « WG ENRNEEREE « SFEBULER -

° EECEFMEAEEEIS - LEREREIERIES « EERRITEERN - MREEWMMAEEZAE

%Eﬁﬁ%ﬁtﬁﬂﬁﬁlfﬂ%&%fﬁ% © REEENILIE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. [ Reboot Controfler |

| | ———

RFSEREE G S/

HEEEREE

TR FEERE LTHERF - AHTHEFERERKEELIZE R StorageGRID i
REBERSHIFER N EIERERS ©

55K

* AR EER R

-+ "BARRAIRARB RS2 BILED"

* BB E I E R AL

- EMRHEREE
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* "EHRFSE AR E PR E IR
* "EMRBEARERNER"
* "B HARRFSE P A B PRI R R

 "EEMTURE
* "I DNS{ARRSSAERE"

- IEMEEIE T TR

AL B BN EER

T BRRREENEERET - TERI TR ENHEERERS °

TEENER
* B IERVRIEE 285 A Grid Manager ©

* BARAMESIRFIER - MEFEEN  F26 (BN EEStorageGRID IHEERTERE)

RAREERTIE
¥ StorageGRID FERARABNHERRN « S EXEARENELERFH

(D)  wmmtrnRERRRESEETESMSorageGRID BB HERIBNEHATMSHIAR -

HER
1. #£Grid ManagertiSEE B E5* o

2. R R EREHIRSRIRS  EEER KBRS
3. B I o

Owerview Hardware Metwork Storage Objects ILIM Events Tasks

Reboot

Shuts down and restarts the node. Reboot

Maintenance Mode

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

4. BB o
BEEDRERERAREIE S 1 o
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A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID semnvices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click OK.

Provisioning Passphrase

S. MAE R EBRADS « ARERCHEE"
HEEYF—A5)EStorageGRID ~ B lRequestsent] (ZEXRBEX) + [Sting the Sfor)  ((FLEHIT
) # Trebootingl (EHEEN) ~ RNEBIETETHEAEEERNLER o

Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent

BB B RN EEEIE - FHIE—RRESIEE « 7 H G AR FEStorageGRID  (ZiEEAE N ZEE12
HURLY o
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Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode
This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance procedures.

= hitps 72 16.2.106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
=  hitps /169254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. HEFHStorageGRID (M RHFEREREN)  FHRBERTRAIERURL °

YA TTAE ~ SBERO S DA SIEERIEEHE PAHHIURL o
()  #Bnteps://169.254.0.1:8443 REEBERERBEIBES o

7 W (EREREEREN (the A ZREM) @ HBEMBENAEEE o StorageGRID

A This nodeis in maintenance mode. Perform any reguired maintenance proceduras. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. BUTIEMMERMETIE

9. TERMEETIEZE - cAfAREEERN I REEEEIRE(EE o i€ Tthe Some Appliance Installer
1 StorageGRID 3EEY ERS> BTS2 ~ ABEN SR EStorageGRID *) ©
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a controller reboot. [ Reboot Controller I

Rebool info SlorageGRID Reboot inlo Mainlenance Mode |

BB SN ERINAGR A SER Z 202 2R - SEMPEMFEEET « B S EMIIALMERE -
s5iR[EGrid Manager » 8% IRBEFERESRE « HRERARENR - RRAEAETEIEAS

AARE ~ BRI IR ERES o

Help ~ | Root - | Sign Out

NetApp® StorageGRID®

Dashboard " Alerts ~ m Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Daployment StorageGRID Deployment

# Data Center 1
« | DC1-ADM1

Netwaork Storage Objects ILMm Load Balancer

+'|DC1-ARC1

1 hour 1 day 1 week 1 month Custom
«|DC1-G1
W G Network Traffic &
«|DC1-52
«|DC1-53

6.0 Mbps

BIRRIRARA =28 MAULED
R EEMSENEEHRLEDA R « MIBBEER A OREIRARE -
CRBNES

1B BRI ISR EIBMC IPAZtL o

HER
1. FEUEHISIBMCATE ©
2. EE-EARARHAA o
3. BHZRIRL « REBEECHITENE"
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Server Identify

R
EHESEE (WEFR) MEENEEHRILEDE S SE

() s b TR - AR E S EEQBBILED -

el
EERARFEESI 23 BILED -

* FRTEHI SR E AR _ERYEAILEDRARE o
* {EEHIBSBMC EHIEE AR A  BECRER ~ RARIERCHITEE

RS EEMEENERRRILEDE IR
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1ERAERR
"HHEH S E LT B R

"fZEXBMC/ T H"
H I SR TE (A E R R
HENEEHES ~ BN THERSAR SR AR o

CRENEM

* KEREFZZEERTIERIES o
(ER) BEWBIXHERARCOHRESIZE « SARREE&MBILED o
" A RRAI B P42 Y 2358 A1 LE D"

1. FERPOSHEEMEEATIERES o

° TEIEHERIEE S S mS e EEHRILED o

AIEI AV AILED AR BSRIEIREE « At RBBFELES LR THER

° IREMINESEESIZF EEAVRE « UEUSHERTRIZ MRS o
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2. NRLHETIERIZRATER « FHREET « WFERIERIEFIERIETRE ©
3. BRI MREFEREGEHAILEDRSIHITHIZE « sAF R o
° BT RIS AN E AR L8R LEDRIRE
° {ERIEHISBMCITH °

"B R R B4 23 5 B! LE D"

EIRBERARE
MRREBEZEREFNNE « EAEEEERRE -
TEENER

B RN R E B R E QAR -

- AR TR S E AR RN SR -

- CEEENROEEREEHOARE S8R WIS R o
- ERDEAEEES o HRH ERAEEEREEER o

RIRERI
EEERERS « REEFEULENRS - StorageGRIDIRREEIFIER ~ LRI UTEAEFRIGR I TE BRI

MREETERE StorageGRID SEEIINGEZ AT E M ~ StorageGRID SERILIZEF# - RIREEE
T ENEE (EmZEEiE (FthZEER) | °§’E5’*StorageGRlD SR R A B (U [E—

@ FHERRHEM ERTFE (ENetAppfERRERHEZI) ~ BEEANHEM TR EHEE © It
BETE15D N B TR (%Eﬁéﬁ%ﬁﬁ%ﬁﬂ’\]fiﬂARP’fﬁHﬁEE?@E%E%) ~ HE TR A
E& 233K B F BRI ERARPIREVER ~ LAIZBEIERRIEART ©

1. BERBENEEELE  BRMERER
a. BAMERENES

i. IATHE% | ssh admin@grid node IP
ii. BAAPFRFIBZES Passwords. txt HEE ©

iil. B ATFER<S U aEroot & su -

V. B ASPFIYIBIZERS Passwords . txt HEZE ¢

B LArootBE AR ~ ETREWEE s E 4 o

b. BAEZEMEIR . + shutdown -h now
2. AEATIMER 2 —RKERERERESS SR
° ERIEANERENELEDE IR
° BMC/TEM MEIRIZER]) BEEFRREECRH o
3. U1 StorageGRID &% F|fE AL B RIAFREARER EFADHCPRIARES ~ 55 EFDNS/ABERFIPAIUEERRE ©
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a. HHRHBEEIMACTIHEE « Ak BT EIREIEISIMACHIL -
(D MACHHEHEFIHBMCEIBEIHSIMACIL -

EEHEEIRERERIERNMACALIL « EAZARE* 2 IMEERE_ER+7/VEUET - HII ~ MRFTHE

E’JMACLLthL/( 09 %5 ~ RIE EEL&iEE’JMAcf_LthH%’rLX OB*45E o UIRAZH_EBIMACHILELL* (y) FF*
MR~ RIEIRERBRIMACAIUER L (y+1*) %R o ERILIEWindowsHRBIRE T8 ~ iSHER

f.'. MEzlsestem) R0~ ;A THexy Em)\MACT_Lilt ABEAT+ 2 =" ~ EERRSTRIEETE o

b. FEMEREIES R ICTBIRIVE AR EDNS /R FIP{iE B AR A 52 B BIMACIIAE 2 37 RS o

CUBERTRIEEREEORTAIPIAHEER A AR RERRENE 50\ ¥
()  #mBat4Es - MGESHEIDHCP IPAk il 5 A4S A B 3724 StorageGRID EI3Y
@ o b R A R StorageGRID FAE EZEEAE BRI E AR o

() oREEERZEGRSEPL - AFEREES ABRACEROEREEIPLL -

4 TP ERER :
a. 1RECAEAR ~ ABRIN T BRI UL 3EES -

() mEessha  Amme B KRR HE o
b. MBS e A SR B R FE R B
C. BTEEELRES « (B A A S MESSDUHIER BB EERBE o
S REBID(AS T T o

d. RBMERZRIIEIRIRS
e. BRI CHNEEEs -
f. FRERER « WEITREMEELEDMBIEMALS o

fEFABMC T E 2R B FAREARAS o
5. HERDFERME BN IRTEGrid Managerd « B RBEREALER

HERAEER
"RERRERERRENI (SG100F1SG1000) "

"538SG100f1SG1000FE A E FRVAREEIERIE"
"1 15 FE PR 2L B OB CHE"

FRFEAREPNERERELS

ARF5FE R EAMEERMUAS IR AR - MRAEP—(EEBREMFEEFLE - LHARER
Fif - UEREREHEERET -
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CHRENES
* KEMRBEERNERMESS -
* BERRREREEENROANEZERERIESRNMUE

WS AR P
© IR BRI R B R RN -

RIRER T
B FERSG1008YmEERIHEIRET « It EmBEEFH °

.

ASEEEESS SN

(D sclooomeE RS 2ER -

1. WERMEERINTEBIRLR ©
2. 1ZFECAMIEIE o

3 T EGRH  RERMARN -
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4. BERERMESRBAKRE o
i EBAR R EEEANEAMA -

S. [ FHECAMBIELUE E EIRIHLFESS -
6. WERPERETERMAESS « WHEREEBLEDSRE
FRBERAKETHER

RFFERAEER/\ELAESE - MREP—ERRKRIE  KAURFBRER « LRFREMR
BEEMN AR o

CRENEM
* CER BRI RERLE
* BERRFEERRETENPOAEBRERNLE -

"IHERIZRE AT B L
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* CERRHMEARERRILIT o
* EmDEAMERT o

"REAREE N EEE

RIRERI(E
BERER « EATFIEREERR

EraRBEARENESE - REMmNIEEEEm LE TR « BeHEEESAEAR -

() mEERESEThSEETEE—EAR - LR TaaTEitRER .

1. BEMBENEERLE - ARAERER
a. B AN,
i. IATHE% | ssh admin@grid node IP
ii. &1 AFRPRSIBYZEHS Passwords. txt HEZ ©
iii. BATFER<S U Eroot & su -
V. A FFRFIBIZEHE Passwords. txt HEZE ¢

B LrootB AR ~ ETREWEE s E 4 o

b. BAEAARFEFEREEE | + shutdown -h now
2. BFERATIMES E2— « ERRBSEREENERERE
° EmEAENERIERELEDE R
° BMC/rEM MEIRIES]) BEEREECRA o
3. {RHETEE FMVREE  ABNERLETINE ©
4. FRHHPERN R ©
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6. BB HE R B ARG o
i AR Z RSN o lRR PEYASRIt GEE

7. B RFRERSFREMIEA BRI
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8. WIEERMERL « ARZT12H « HEZEEEEIN
O. FRNEREEEIR « M EIEIEHI2RLEDMIBAHAHS o

fEFRBMC T E AR BE 1 FAEAREE o
10. FESTFE AL B ERELHIRTEGrid Managerd « B REETEAET o

EHAARFSIE RS B PRV

IRFEFEREEEHRISSDE Z StorageGRID T ABHIEE R o JtI:S’I”E“'”‘TE L TE A5 B TRED
®iEs « SSD G B FIEIXECE: « EEMERER o HIREERARAIDETERST « LUEMH
IRINEE - MREP—EHEEMESE « CORERER « LUERRBIE

CRENEM

* CERRFEERBRETENPORNEEREIREIUE
"HHER S E ALE B R
* CEHSIIMEER IR « EHALEDIERIEZ HEEAE -

@ MRERERTEERE MR - S ERIFIEARERNR o 552 RIS EL R R
HERFE o

© [MEEUSE IR o
- RS B FERIR(RE

TR
1. BRI A RILEDE T 25 R -

&R LUEF Grid Manager?RESFESSDRYAREE o BEIZH2L* o AR 1EHY Appliance Node >*FERE* o YR
IR HE - TStorage RAID Mode (f£7ZRAIDIET) 1 ML EETRRA WMEREM I ZERIEE o

2. RFF BRI RGBT TR £« YRR KREEETE BB £ « BRELHE -
3. {TRERMIRENEER « UHEREERKEBFEREKTFNREL -

BT SRR o
4. P AR EOORBHRR o
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I, Press tha
redease button

= N Attertlipn. Ensune

= that the ey handis
is fulty apen before
you altempl o slide
li. Fiace the drive on a the drive cul

static-free, level surface.

HHRE ERVIRIE S S0 FARL ~ MR S1EIBIERREM -

o fTRER « RHEIRE L - ARREREEFERKTHRE L -
6. TEHREIARLBRIE TR A LRI IRAE Z A ~ SRSTIR TR

BT ER o

ii. Cloze the drive tray handle
Hode: Do not use excessive force
while closing the bandia.

7. S AREHE A SEE - A DIPARIRIE -
G)  meemimimss < smmiBREhES o

EHIRESERIMAR ~ 2R MR —8-
HARREE S BENA TEERR IS AVIRST BRI B2 o e LUEAGrid Manager?RiEE EFTE B RIARRS o BEEEIRL
* o JA18 35 H Appliance Node >*FEfg* o Storage RAID Mode (f#7FZRAIDIER) SRR IEEEE)
HE -~ BEMEEET2ERAILE -

8. WNEFHAMARENS AR AT lTSZ4R S0P ©

PRS2 1R EBPIR fR (AR [ BRPERARR IR TS o

SERFEARENEGEE

TR NS ERFBERAEEN K EREGER o M UNSFEFIBEGIET « HIREGE
IR EGRE ©

CRBENES

* MAER SR HEENHEELR - BEEERIENESStorageGRID IR EIET « AIfc S FEREE R LRIRT
HY o

"R EE N RS

487



RANEEIIE
SERBEAREN N EREEHEREEEE :

BB gt TEIE) B84 Aggregate] ~ Tt TAggregate] BFZA TEIE
B RS AR T I E BB EALACP ~ SIELACPEE A T #hil(n
ERFAEEAVLANIZEE ~ SEEVLANIZSEHE

C BEEERE

P

1.

488

%t (SectionApplianceZ4£#23) StorageGRID H ~ #EHY* Configure Networkingl (FRE4EE) > T Link
Configuration] (GE4E4EAE) o

NetApp® StorageGRID® Appliance Installer

Home Configure Networking « Configure Hardware - Monitor Installation Advanced ~

Link Configuration
Home IP Configuration
Remap Ports
Fing Test
Port Connectivity Test (nmap)

@ Th

Review the settings below, and then click Start Installation.

OB (TR -

MEBHEERFAFN « F2H TREMBES -

- BICHMEREERERER R T #EFE -

MR ERBRERIER RS « TRTASER - MROEI DEAIEEIE
() % StorageGRID sAfEFIEARMBEBENEMIPAALY — « BIHARMEALERURL : +
https://services appliance IP:8443

HERARENIPUABE TV ENEE o

MBEEETVLANRE « EENTFHERIECKEE - IREESSFREAEBMNIPAIL - FKBIETR
EIPL ©

"% E StorageGRID FBEEIP{iiE"

INEER FEEEY TAHRGAEER>" Ping Test*)
EAPIng Al TEMEEREEMAR_ LAIPAEL « BLEMERAEERICERERAEERPIHESSE

et g 7/,
REEERE o

BT IRIEER TR ERIE MR 240 « s5RE2IE A MU ping = B IREZEAYGrid Network [Pzt ~ UK ZE/D—1E
H{thE2EAYGrid Network IPfifiit o 1AM E - FHREIREARELENIST « WIEIEFAIRIRE -

. —BIRHESEAARETIEEENE « SAEMEFERL c 1€ Tthe Sof the Sof the Some Installer) 33EEY [



B> ERAIEHI28* ) StorageGRID ~ ZAREEN T H P —EZEIE !

° EEVE M ZE StorageGRID SESW* + LAE%E@H’“*U%& ~ MEEERRAEFTINIALENE o MNRICETE4EE
B TFSER TIE ~ WAEFITEMIIMEIEE(EE « A ERULEIS o

o RV ERMHIME AMERERT « DIERENERISS « ERIRGRITHEEED - MREEHMARBZAE

%T EENRL ERITE MR (RS ~ SREEEUILER

NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

l Reboot Controller ]

Reguest a controller reboot.

Rebool info SlorageGRID

Rebool nlo Maintenance Mode:

K ESMREMAEMMABE A ERE200 EHRE o SE2ESEMELE TN « BERIEEMMAR

% ~ 53R [EIGrid Manager o 8% REBEETRESNRE « HREAEESNR - RTEEEEETE
RERS RS « BEEIRBEGRERENS -

NetApp® StorageGRID® Help ~ | Root~ | Sign Out

Dashboard W Alerts - Tenants ILM ~ Configuration - Maintenance Support -

~ StorageGRID Deployment StorageGRID Deployment

~ Data Center 1
| OC1-ADM1 Network Storage Objects ILM Load Balancer
+'|DC1-ARC1
«|DC1-G1
«|DC1-51
«|DC1-52
«|DC1-33

1 hour 1day 1week 1 month Custom

Network Traffic @

6.0 Mbps

HEMTURTE

TR I E AR AR E MR E IPAU RS REMTURE

CRENED
EmBEAMERL -

[e]

"SRR E B MR

TR

1. # (SectionApplianceZ#£F23) StorageGRID H ~ #HY* Configure Networkingl (FRE4EER) > M'IP
Configuration]  (* IP4EER) * o
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2. ¥1Grid Network ~ EIR4ER AL IHERIMTUR CETFAENEE o

Grid Netwaork

The Grid Metwork iz used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must ke able to
talk to all other hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
sernvices. such as NTF, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192.168.0.0/21 + %
MTU 1500 ;.'

@ MEERBIMTUE AR S BIRGFTER 2 ST ERIR LA ERIME - BRI - AIRE S S AEERY
FERIRES LA -

BRASRIEMIRMAE - FiAEEEHRELEE Grid Network/ M 3R EABMBIMTULE © INS{ER)
@ %5 L Grid Network IMTURERRREER « RIE#HEEE" Grid Network MTU mismis &7 © Fff
BRERERNMTUER A —EMEE -
3. BICHREREIMER  SAEI#E

4. EHENFNENEL o ¢ the Sof the Sof the Some Installer) 3EEY #EPE>*E#TRAEITHI2S*) StorageGRID
ABIERN T Y H A —(EEEIE -
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° RV BRI E StorageGRID SESW* ~ LIS HTR(ENZERISS ~ M EENREEMMARRE - IRECEHEE
BIVTEM T « MEFIT RN MEIER(FE - FFEBULEE -

o ERCERMHIME AMERT - IERENERISS « EEIRRITEEED - MREEHMABBRZAE
%Eﬁﬁ%ﬁtiﬂﬁﬁﬁﬂ%ﬁ%ﬁfﬁ% © EREENILE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a controller reboot. l Reboot Controller ]

Reboot info SlorageGRID

| Reboot nlo Maintenance Mode: I

R ES MMM ERMINAME I IERZE20 7K E - SZENEMRMETTH - BEREENRMALE
% « 53R [EIGrid Manager ° T8i%) REBEERESKRE « HREAREESNR - RTEEEEETE
RAERFIARS « EEREZERERER o

NetApp® StorageGRID® Help ~ | Root~ | Sign Out
Dashboard " Alerts - Tenants ILM - Configuration = Maintenance - Support ~
A StorageGRID Deployment StorageGRID Deployment
# Data Center 1 .
~loci-Aom1 Netwaork Storage Objects ILMm Load Balancer
«|DC1-ARC1
1 hour 1day 1week 1 month Custom
| DC1-G1
+|DC1-81 Network Traffic @
+|DC1-52
6.0 Mbps
+|DC1-53
TERAE R
"&IEStorageGRID"
IR EDNSEIARSZ AR
0re 4= Fos 7 =
TR LB RS E I RARENIER AR ERA (DNS) [EARSS °
TERENER
EmBEAMEER o

"B E BN HER"

RARERLIF
MEMBLZERLEGESREIEMARES (KMS) FKMSEE « EAJAeREEFEDNSHAAREEHRE « AAKMSH
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https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/index.html

EHBBBIEE AR - MIFIPAME o CHEBEEDNSREFMBREME BTG RN - SETHTRAER
) o

i 0
G It

REGINZR A ER TR (MIFIPALL) RERKMSHERBN MBI « T HREHREEDNS

© EERINEREERRERBEEREKMSE « KREREHP—ERMERERNIDNSMERES - A%  Hf—
EIDNSAIAR2S B i A8 1S A2 A3 P ©

* WNREREAER EMEIDNSERSS « AEEMRMBAEARE NGRS E 7R EMEKAIDNSE
TE ~ BIZENREI A E R EKMS o EAADNSHIE Z Al ~ BIAMRERARE LHINEER o

EERRBIKMSELZAIDNSRIRE « 557EStorageGRID  (FEAEERERR) PI5E —ZEDNSFEAREZAIP
ik - LT FADNSRE FIREAREEREKMS « WHEZER EHER] o

BIan ~ WNSRTEMNE ENREREARET « HEMSBIDNSREIAREREELE « AIEKMSEFTERE; « BIRGR EABIREKMS
EAETERATRIDNS(E © £StorageGRID (RREBARELZEEN] PHAFHIDNSHERSSIPALL 7]
RYRHIKMSER R EREE K o

1. ¢ {SectionApplianceZ#£F2() StorageGRID H1 ~ 3#HY* Configure Networkingl (RREAER) > T DNS
Configuration] (* DNS#BAE) * o

2. MRS EHIDNSTRIARSS IEFEEESR ©
DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers

Server 1 10.224 223135 x

Server 2 10.224 223 136 +x

3. MNBHRE « FHEDNSMRES ©
@ HDNSHEFMMAVEE S ERIEN « EEEREERIRFFER °
4. EHEFADNSHRTEREIMER « sHEIMH#E" ©
EEAEEA L EE _ FIEERIDNSAIARES R E EFEREKMS ~ UERREZEIR EHEK o

5. BBLERHRZR%E « BEHEENEZE - /¢ Tthe Sof the Sof the Some Installer) EEEY [ERE>* B3 FAILIZHI 23
*] StorageGRID ~ ZATRIEEN 5 Hp—(EEEIS .

° VB EStorageGRID SESW* ~ LIEHTRIENZER2S « WAEERAERIAMNE - MRIESEHEE
BRIV T « MERFROIEET(FE « SHEMULEIR -
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° EEVERMFME AMRERT « LIERENERIES « ERIRLRITMHEIEL - MREFHMARBZATE

%Eﬁﬁ%ﬁtﬁﬂﬁﬁﬂﬂ%ﬁ%@’ﬁ% © EREENILE

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. l Reboot Caniroﬂer]

[ Rebool into StorageGRID ] | Rebool nlo Maintenance Mode |

EIEREATE AR BTN AMBARES « FEFIGH Manager 3|t H2 R MDNSTIARES -
()  EFMABHE - EStorageGRID EAREMNEHERE  RERERFBERE (
SBIBIEZHETE (Choice Appliance Installer) | H3EERE FADNSTEARES ©

K EEMBESMER ARSI SERE200 BRI - EEMIENMMAIKETNK - BEHEEMMAS
1% ~ 5A3R[EIGrid Manager © TEIEL ) {ZHRERERIESERE « HREREENE « RNRBENERRE
RIERSIRES « BERE @R ELE o

NetApp& StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard o Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
«'|DC1-ADM1
«|DC1-ARCH
«|DC1-G1

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

| 0C1-51 Network Traffic @
«|DC1-52

«|DC1-53

6.0 Mbps

TEMEEIE T T BRI RN

MREELEREARAREERAHREMNE « AU TS ERARE SRR
&~ BIEERIINERENSREIEFMRSE (KMS) HMEEF -

CHRENER
* REQRELREBEBMARINE - RREAKER « CEZRAHRINE o
* EMBEAMEEL -

"B E BN HER
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TR

1. # (SectionApplianceZ#£F2) StorageGRID A ~ 3#HY* Configure Hardware) (FREFFERE) > ™ Node
Encryption1  (BRREINZEE) o

Mode Encryption

Node encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 7]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abccedb1facfcel1b1bd870ae1c1ecbbd5e3849d790223766baf3bchT
Hostnames 10.96.99.164
10.96.99.165
Part 5696

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any dafa on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

TERENNE ) EEESUT=EEE :

° TINEARRE) FRTEENHMNZSHAERER -

° HIREIRFIRSS A E N BT AN N E AR ENKMSIERIE o SRR ARSI AP iR /&REE
E& L/(*ﬁ?ﬁ/mn SHAME RIFIARRE ©

* BERRERRASIEE « AIIIENBHINESE « 526 (StorageGRID EEEH) FARMKMSH
Bfl o

* INFEREKMS EHFT 3 L IFTREARIRTRE « ARSI R B R (DNS) fEARESIERE « MEREHE
PRERTE LEHE o

" EDNSA R 2 4E A"
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* MREEERRERREE ~ BRI SZ RSP -

° FBMRKMSZ IR = AEREENEME - %ﬁﬁgﬁﬁéﬁﬁi EStorageGRID ARzt BB EIER
HE%%ZFEE’JE@H?“ﬂt%ﬁ}fﬁéﬁﬂ’ﬂm‘?ﬁﬁﬁﬁﬂ SNBHBRKMSEEE « TR ERRERH
fhStorageGRID H—E %4

EIA SRR AREER
(D) BRKVSEEERSEARERNEE « EEARRAER o LS -

2. B SEEEINZIREER « FEIHENENLS o )& Tthe Sof the Sof the Some Installery EEEY RS >* B TR
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

Clear KMS Key and Delete Data

L g
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3. EREEED « BEECAEMRKMSE R KR MIPRER o
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |
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