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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

== Create Proposed Policy | | i Clone | # Edit || % Remove
Policy Name Policy State Start Date End Date
% Baseline 2 Copies Paolicy Active 2017-07-17 12:00:45 MDT

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this palicy. If this is a proposed policy, click Simulate ta verify the policy and then click Activate to make the policy active.
Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account

Make 2 Copies (4 v Ignare
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active LM palicy for the grid.

Mame

Reason for change

Rules

1. Select the rules you want {o add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

i+ Select Rules
Default Rule Name Tenant Account Actions

No rules selected.
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MName Baseline 2 Copies Policy (v2)
Reason for change
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Select Rules for Policy

Select Default Rule

This list shows the rules that do not use any filters. Select one rule to be the default rule for the policy. The default rule applies to any
objects that do not match another rule in the policy and is always evaluated last The default rule should retain objects forever

Rule Name
® | 2 copies at 2 data centers (8
2 copies at 2 data centers for 2 years

Make 2 Copies (&

Select Other Rules

The other rules in a policy are evaluated before the default rule and must use at least one filter Each rule in this list uzes at least one
filter (tenant account, bucket name, or an advanced filter, such as object size).

Rule Name Tenant Account
1-site EC (F —
@ | 3ste EC @ —
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Two-Site Replication for Other Tenants

Description: Twa-Site Replication for Other Tenants
Ingest Behavior: Balanced

Reference Time: Ingest Time

Filtering Criteria: Matches all objects.

Retention Diagram:

Trigger Day 0
i [ I
DC2 H

Duration Farever
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Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

!“+ Select Rules |

Defauit Rule Name Tenant Account Actions
* Isite ECEH Ignore x
3 i=site EC & Ignors »®
+ 2 copies at 2 data centers (§ Ignore x

B3]
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Default Rule Name Tenant Account Actions
@ + Isite EC lgnore x
L3 1site ECEH ignore »
v 2 copies at 2 data centers for 2 years (§ lgnore x

The default ILM rule in this policy does not retain objects forever. Confirm this is the behavior you expecl Otherwize, any objects that are not
matched by another rule will be deleted after 720 days.
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any palicy.

I = Create Proposed Folicy ' | B Clone \ | # Edit| % Remove

Policy Name Policy State Start Date End Date
'®  Data Protection for Three Sites Propesed
Data Protection for Two Sites Active 2020-09-18 16:01:24 MDT
| Baseline 2 Copies Policy Historical 2020-09-17 21:32:57 MDT | 2020-09-18 16:01:24 MDT

Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy.

» Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifzcycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Added a third site

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Tenant A

One-Site E Coding for Te ta &

mie-5e Exasure Doding tor Tenant 5, G (200330117092364740158)

Three-Site Replication for Other Tenants & v Ignore

Simulate Aclivate
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ILM Policies

Review the proposed, active, and historical policies. You can create, edif, or delefe a proposed pelicy; clone the active policy; or view the details for any policy.

| = Create Proposed Policy | | Bl Clons | # Edit | | ¥ Remoye
Policy Name Policy State Start Date End Date
'®  Baseline 2 Copies Policy Active 2021-02-04 01:04:29 MST

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Rules are evaluated in an:_fen starﬁng_ J'IU'T.I the top. Thr_} po_ﬁcy's qefau.fz rule must pe compna_nf.
Rule Name Default C« li Ti t Account

Make 2 Copies (§ v v Ignore
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Select Rules for Palicy

Select Default Rule

This list shows the rules that are compliant and do not use any filters. Select one rule to be the default rule for the paolicy. The default
rule applies to any objects that do not match another rule in the policy and is always evaluated last

Rule Name

' | Default Compliant Rule: Two Copies Two Data Centers (3

Make 2 Copies (4

Select Other Rules

The other rules in a policy are evaluated before the default rule. If you need a different "default” rule for objects in non-compliant 53
buckets, select one nen-compliant rule that does not use a filter. Any other rules in the policy must use at least one filter (tenant
account, bucket name, or an advanced filter, such as object size).

Rule Name Compliant Uses Filter Is Selectable
Compliant Rule: EC for bank-records buckst - Bank of AB o » Yes
ceE

| Non-Compliant Rule: Use Cloud Storage Pool (3 Yes
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy Tor the grid.

MName Compliant ILM Policy for S3 Object Lock
Reaszon for change Example policy

Rules

1. Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule (and any non-compliant rule without a filter) will
he automatically placed at the end of the peolicy and cannot be moved.

i == Select Rules

Default Rule Name Compliant Tenant Account Actions
Compliant Rule: EC for kank-records bucket - Bank of ABC (8 v Bank of ABC (90767802913525281639) x
MNon-Compliant Rule: Use Cloud Storage Pool (8 lgnore ®

s Default Compliant Rule: Two Copies Twa Data Centers (5 ' Ignore x

9. HERIETERARANMT ~ LUREFHLELRANIERF -
TEARETARRRNHAEEN TF8R1 RA -

@ A ZARESDILMAR RV ER IERE - ZRABENR: « SR A KRS L BIRF &I T
it~ e E7RE o

10. FHEEL—THIRET x SEMRERAPAEEAEARE « FEEERGRA IS E LR
M. 2R ~ s5EE* TSave (f47F) 1 *°
ILM Policies (ILMIRE]) EEPFEENED :
o fMRAEFNRAIERERS [BE  BENRAZERBMEREE -

° EE&FH PR A B ED %
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ILM Policies

Review the proposed, aclive, and histerical policies. You can create, edil, or delefe a propoesed policy, clone the active pelicy, or view the details for any policy.

< Create Proposed Poiic B4 Clone | | # Edit H ® Remove

Policy Name Policy State Start Date End Date
e Compliant ILM Policy for 3 Object Lock Proposed
' | Compliant ILM Policy Active 2021-02-05 16:22:53 MST
Non-Compliant ILM policy Historical 2021-02-05 15:17:05 MST 2021-02-05 16:22:53 MST
' Baseline 2 Copies Policy Historical 2021-02-04 21:35:52 MST 2021-02-05 15:17:05 MST

Viewing Proposed Policy - Compliant ILM Policy for S3 Object Lock

Before activating a new ILM policy

« Review and carefully simulate the policy Errors in an ILM policy can cause irreparable data loss
« Review any changes to the placement of existing replicated and erasure-coded objecis. Changing an existing object's location might resul in temporary resource issues when the new
placements are evaluated and implemented

See Managing objects with information lifecycle management for more information.

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or smaller from being
erasure coded. See Managing objects with information lifecycle management for more information

Review the rules in this pelicy. If this is a propesed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  Example policy

Rules are evaluated in order, starting from the top. The policy's default rufe must be compliant

Rule Name Default Compliant Tenant Account
Compliant Rule: EC for bank-records bucket - Bank of ABC (& L {9076?2;;;10;;85281639)
Non-Compliant Rule: Use Cloud Storage Pool (5 Ignare

Default Compliant Rule: Two Copies Two Data Centers 4 v Ignore

e
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Before activating a new ILM policy

» Review and carefully simulate the policy. Errors in an ILM policy can cause ireparable data loss.

« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object’s location might result in temporary resource issues when the
new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  Example policy

Rules are evaluated in order, starting from the top.
Rule Name

Default Tenant Account
Tenant &
X 7
meR (94793396258150002349)
PNGs (5 Ignore
Two Copies at Two Data Centers v Ignore

2. #%—T Mg o
IR g HEIRSimulation ILM Policy (HE#RILMIRR) ¥HEE5IE o

3. 7 Moff) W - BAREYENSIEEFEE/MU SIRBSWIft SRR  REBIZ—T TER
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: Object photosftest

Object ‘photos/test” not found.

Simulate

4. 177 TIEEER) T BRSEYEHESFTSIERNRA o
7EE8%)% Havok.png M Warpath.jpg MMFEEEREX-menfiA o © Fullsteam.png ¥4 ~ EFRE

HETEN series=x-men FRAEBEPEER - FRHEX-menfRA « BEERFEPNGsIRA o REATERRA
K7 E = E HHER R H hFRAIAEFT -

Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object

Simulation Results @

Object Rule Matched Previous Match

photos/Havok.png X-men (4 *
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Viewing Proposed Policy - Example ILM policy

Before activating a new ILM policy:

« Review and carefully simulate the policy. Errors in an ILM palicy can cause imeparable data loss.

» Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temperary resource issues when the
new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objecis that are 200 KB or smaller from being
erasure coded. See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the pelicy and then click Activate to make the policy active.

Reason for change:  Example policy

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Two coples, two years for bucket-a (& s
EC objects > 1 MB (& -
Two copies, two data centers (§ b —

Simulate Activate

pg
1. FmERAT REFERAZE® « B— T REE -

LEEFE IR MERILMRR) HEE55 o
2. 71 Tt BRI ~ BARIEYANSIHEFEMM SMSSWIt SR/ « ABE—T TR o
IERF g HIRRERER « ERRAIPIH—ER A/ S RN SEDE -
Simulate ILM Policy - Example ILM policy

Simulates the active ILM policy or, if there is a proposed ILM policy, simulates the progosed ILM policy. Use this simulation fo test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-key or my-container/my-object-name

Simulation Results @

Object Rule Matched Previous Match
bucket-a/bucket-a object pdf Two copies, two years for bucket-a (4 ®
bucket-bftest object greater than 1 MB pdf EC objects >1MB (§ ®
bucket-hitest object less than 1 MB pdf Two copies, two data centers & x
Finish

3. HERNEBEYIHETT S ERRIRRA o
FELEEEHI

a. bucket-a/bucket-a object.pdf IEFERTEHE—EFRA ~ ZRAUZEFEFHMH bucket-a ©

b. bucket-b/test object greater than 1 MB.pdf {EA "bucket-b'EIFRFFEE—IEHRE] o HHx
#h~ B ERBEERELHIERA] « ZFRBEERERI1 MBRV)M -

C. bucket-b/test object less than 1 MB.pdf AREAIMERRE)FBVEREMEME - RLbZR&FER
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Viewing Proposed Policy - Demo

Before activating a new ILM policy

= Review and carefully simulate the policy. Errors in an ILM policy can cause imeparable data loss.
» Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
Issues when the new placements are evaluated and implemented

See Managing objects with information lifecycle management for more information.

Review the rules in this pelicy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  new policy

Rules are evaiuated in order, starting from the top.

Rule Name Default Tenant Account
PNGs & Ignore
Tenant A
X (A
o G (24365814597594524591)
Two copies twa data centers (3 v Ignore

omss

pg
1. FmERATRFERAZ® « B— T8 -
2. 72 ™tk RS - ARG RSIREEFEMMSIRTSWIR B R RE  AARIR—T TR -

IR E HIRERAE R « B8R Havok.png ¥ 2 E* PNG*REIFERT o

Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the propesed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket'my-object-name or my-containerimy-object-name Simulate
simulation Results @
Object Rule Matched Previous Match
photos/Havok.png PNGs x

B ~ ER—ERA Havok . png HREZERIFAT X-men *FRAY o
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it iater as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate fo make fhis policy the active ILM policy for the grid.

Mame Demo

Reason for change Reordering rules when simulating & proposed ILM policy

Rules

1. Select the rules you want to add to the policy
2. Determine the order im which the rutes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

| 4 select Rules

Default Rule Name Tenant Account Actions
L X-men (& Tenant A (487139951949278125686) x
& PNGs (& — x
v Two copies, two data centars . x

= B3
d fB#—TF M) o
m—TF Mg o

R AER Y S IRBEEMPRAENE « WERHBRERER - £8AF - RAMER HEER
Havok.png MHFRENEX-mensREEFHRA  (0FEHA o E—(@ TEE¥) BT « PNGsIRAIE iR EE
HUIFARET o

Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketimy-object-name or my-container/my-object-name Simulate
Simulation Results ©
Object Rule Matched Previous Match
photos/Havok png ¥-men 8 PNGs 4 o
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name

Simulation Results ©

Object Rule Matched Previous Match
photos/Beast.jpg Two copies two data centers (& »®

SREY AR PRI TERRRR B AR « S BERE R PHSERE - MEEEAER

1. $tERRAPHSERR « B—TRALEEN ESFHEER Bm - BeERARE (6 TRRRAE
g AR L -

2. BRI AIRE ~ 2E R EREEFRM o
TEUEEBHIT ~ X-menfREIFPEE R B 2R - PEBFHEBAS Mx-men1') ~TIE Mx-meny o

17



X-men

Ingest Behavior:
Tenant Account;
Reference Time:

Filtering Criteria:

Balanced
0B846027571548027538

Ingest Time

Matches all of the following metadata:

User Metadata Series equals ¥-men‘
Retention Diagram:
Trigger Day 0
All Stersge Hedss wl [
Duration Faoraver

Close
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* MFRRAREZRRN—2 ~ EAILAESRA] « ERRAPBEFRA  2ARMLARE -
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object
Simulation Results €
Object Rule Matched Previous Match
photos/Beast jpg ¥-men & »®
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A Warning

Activate the proposed policy

Errors in an ILM policy can cause irreparable data loss. Review and test the policy carefully before

activating. Are you sure you want to activate the proposed policy?

WRFRABFERMRAEEXARED M « WESAS P EHIRET - U - RBEERTERRRR
TE2F MR o B BAEXFHIRFEA" 2 * « UHESEAAT S RAFEMREBYI4StorageGRID
CRHTE2ERIE TR kR o
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A Activate the proposed policy

Errors in an ILM policy can cause irreparable data loss. Review and test the policy carefully before activating.

The default rule in this policy does not retain objects forever. Confirm this is the behavier you want by referring to the retention
diagram for the default rule:

Trigger Day 0 Year 2
= [
Dc2 [.11
Duration 2 years Forewver

Mow, complete the following prompt:

Any objects that are not matched by another rule in this policy will be deleted after years.

Are you sure you want to activate the proposed policy?

2 f—TF TR o
4t

=]

ERENETAYILMIE Bl B -

* JRAJETEILM PoliciesEEMRE P EERRAIREESActive o TEEHEER) BB 25t RAIEENAY H RAFNES
fE o

ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

== Create F'roposeGF'olicy”l’i Clone | # Edit | | ¥ Remove
Policy Name Policy State Start Date End Date
#  New Paolicy Active 2017-07-20 18:49:53 MDT
" Baseline 2 Copies Policy Histarical 2017-07-19 21:24:30 MDT | 2017-07-20 18:49:53 MDT
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° * CBID* : StorageGRID ¥{+BV3& 5 B BB AL 18 A UL FE X R BUSHIHBICBID - AR AR

CBID ©

° * SIHEFERMYIMGEIR | EBSINEEBGE - BREEARENEERARFEENYGZRESRKREE
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Object Metadata Lookup

Enter the identifier for any object stored in the grid to view its metadata.

|dentifier sourceftestobject Look Up
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© HINERMMIEE - SERANE RIS o
© S LHSHEIS ISR  SER BN EAREEE -
* #112Cloud Storage Pool REYIEHIZ MBI - BUIEINEMEETZE LIRRMIIE KON —HAIRS o

o W DEMIHIZIDYIN - EEEEAFBMER X/ NNYHFEESEE - HitiBiB100EEERYIH
D@ FERAI100{E&ES ©
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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

"TYPE"L TCTHI",
"CHND™: "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAE,
"MAME": "testobject”;
TCEIDT: "exSB2IDEVECTCIBLIG",
"PHND": "FEABAES1-534A-11EA-9FCD-31FFERC30058" ,
"PRTH™: “source”,
"META": {
"HASET: {
“"PAWSS: =27,

O. W RATFEERNUERIE « MESIERAEREDR
NREA TRE#%) EIE ~ SRR SORLMHRAIF S M8 ZEC ik - ORLMIEIZENE

@ AREESARILMFHERFARENEN « EEEREYHERNE ERSKILMERRTE SN
Bifl - MAABTTEHE - MBFAER B2 REEREZA SRS -
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