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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

ViMware SEH.'HEES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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1. WNATTRE « FEAKENEIRERS - TR~ FEATESIREH I EMBIEHR (BF) -
a. MIATY&< | ssh admin@grid node IP
b. & AFFRFIMZRE Passwords . txt FEZE !
C. A TAan L U Eroot : su -
d. A FFRFIEIZRS Passwords . txt HEE !

BIELrootBE AR I RBREE s E 4 o

2. {ZIEAMSHRFE LB R I HTHVECERIE © service ams stop
3. Effrsnaudit.loghE « FHAGERNIIMENEIRHMNERIRGER o

wraudit.logE e B A M —ARSTAVIEZLTE ~ FIE0 © youty-mm-dd.txt.1 ° BIE0 ~ AT A audit.logi& SR B3
% %42015-10-25.txt.1cd /var/local/audit/export/

4. EFREIAMSHRTS | service ams start

5. BB ~ RFT BB EMEE R EER SRS LB AAIE | ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIRLRRET ~ i AadminfyZHS o
6. BRFABTEZCERE - scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIRIRREF « B AadminBYZHS o

7. BlrootE © exit
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* BN BBER IMEEMHERENRNFED (sgws-recovery-package-id-revision.zip) °
© BB AERIC BRSNS o
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1. FERAEERIERIRESR nttps: //primary admin node ip °

NetApp® StorageGRID® Help ~

Install

Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
racovery.

» Ve

Install a StorageGRID system Recaover a failed primary Admin
Node
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1. BAIENEIRERS

a. A6 | ssh admin@recovery Admin Node IP
b. i AFFRFIAVENES Passwords . txt 1B !

. MA T an LU Eroot © su -

d. #ARFRS|HERS Passwords. txt HEE !

LlrootB AZE - IRBREE S E 4 o

2. BEMPLEREIZERERE ¢ cd /var/local/audit/export
3. BREHTEIZCEEE R EIIEREIERIRS ¢ scp admin@grid node IP:/var/local/tmp/saved-
audit-logs/YYYY* .

HIRIEREF « B AadminBYZHS o

4. ATEZEER - AERSERIIEREZCERIIEN SRR 2 %  HHRIEN SRR S LR o
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1. BARRERER,

a. BATH&S | ssh admin@grid node IP

b. B AFRFRFIMZRE Passwords . txt ¢

C. A THas L U Eroot © su -

d. B ARFRSIBIZHE Passwords . txt TEE
2. REREIREIELEMIBRTS ¢ service mi stop
3. WARBIREEE I BIEEARNXNTE (mgmt-API) BRFS © service mgmt-api stop
4. EIEMEIRENR LSRN TSR |

a. HFAMENEIRER,

i BIATS®H% . ssh admin@grid node IP

i. B AFFIYIMZREE Passwords. txt FEZE -

ii. & A5 8p < U Eroot ¢ su -
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V. $ A FFRFIBIZEHS Passwords. txt HEER ¢
b. {FIEMIARTS : service mi stop
C. {Z21Emgmt-APIfRFS | service mgmt-api stop
d. ESSHAAZESHINIEESSHAIERZR o #A : ssh-add
e. B ARFRFIBISSHIFEEHS Passwords . txt M8 !
f BENERRREEHIENIIIENEIREEE . /usr/local/mi/bin/mi-clone-db.sh

Source Admin Node IP
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BEREREELENSEREIERNEIENR - ERIFETHRE « 5B ERESNER SRR,

h. 2EABERERZIHFIEMMAAREE « BRSSHRIEERBIRFAZE SR o WA  ssh-add -D
S. EMRNENIRIFEIEENR EAIARTS | service servermanager start
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1. BARIREIRENRS
a. MIATS&< | ssh admin@grid node IP
b. & ASFRFIMIZEE Passwords . txt T2 !
C. A THISL U Eroot : su -
d. MAFRFRHIBIZEHS Passwords. txt #E5E -
2. R EIRE = LEPrometheusfRTS : service prometheus stop

3. FEIMIEMEIRERE_ETEM TP ER -



a. BFAIEREIRER
i BIATSI®H% . ssh admin@grid node IP
ii. B AFFFRSIMZEHS Passwords . txt T2 !
iii. & A THEL AT Eroot ¢ su -
V. B AFRFRFIBIZERS Passwords . txt &5 -
b. {Z1EPrometheusfR¥ : service prometheus stop
C. #ESSHALAZEIBIIEESSHRERER c BIA : ssh-add
d. BARPIFIKSSHIFEVZNS Passwords . txt B2 !
e. #&Prometheus BB RREIREBERTIEN SIRER

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIRIETREF ~ #%* Enter *HESRCEHER MEMNSIEEEL EMETPrometheus BRI E o
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a. BEAEREERTEEFINEMAIRESE « BRESSHRIERERIFIAZ I c HA : ssh-add -D
4. ERREIREE, FEHEEPrometheusfi#5.service prometheus start
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MEEMGEER o WANEEMERNIFEEESEMBENLHITZE « i RERNTEIZECHIER
EAER ©

IEi2F R IZ e g I R E IR AR R R EE R AR Bk LR E RUE - A% « BEREEZECERM AN
RIS EIRERS - B H AT BEERENEIREES -

RBFEAERME « CRIBEEAENIER EIRMEE RIE e - MREZERE—EEEHE - RIMEN SRR

SEMBIZEBERET « FaREFCeEIERECE - MR RNEREERK - MIRMBECLITSEETEDR
TR S —(E IR e IS FEI% a0 iF

@ MR FE AT R SRR L EFEUEZECE: AT IEHBEE » AINTEEHERZE -

1. MNAFTEE « FEAMEN SRR - TR  FEATZEEMHFEMEERSHR BR) -
a. AT < | ssh admin@grid node IP
b. & AFRFRFIZRE Passwords . txt HEEE
C. A TSRS U Eroot : su -

d. A FFRFIHZREE Passwords . txt TEZE -
B UrootB AR  IBMBREFT s E # o

2. {FIEAMSERFE LB R ILHTHVECERTE © service ams stop
3. EffrfrauditlogiE® « FHAGTEERIIMENEEHMNBERIRAESE

#Eaudit.logEHiip L AM—ARIEAVIEZERZTE « B8 © youty-mm-dd.txt.1 o FI40 ~ & BT MU #&Faudit.logtE ZZEH
A% A2015-10-25.txt.1cd /var/local/audit/export/

4. BEFEEIAMSARTS | service ams start

S. BB ~ B TEIZECEMEE N EER MR ETR LAY A{I® | ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIRIEREF « B AadminBYEHS o
6. IBBFTAETEIZECERME | scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIRTE R ~ B AadminRYZES o

7. LlrootEH © exit

WAIEEE BRI,
AEMEIFETEEENR « AKX ERBRTUERERS -

ERILMEAER—EFT A LITHIFE ZERMARIUAIENIF T EEIRERS « AT LURFEVMware EBTTRY
FEXEEIRER » A Linux T ERENVIETF EEIREE - BINRTERBRARKE LNEFEEIRMHE, o

AERAEAMMMESRTENER - TREREREF (ERNFANRELR) 2% ZE2FR5 1558
TEFEEEMBERNT—F -
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BinTa 2F
VMware "EiaVMware HiEL"

Linux "EALinuxEIEL"
SG100£4SG1000fRF FEFREE B "EIRRTSE R E"

OpenStack NetApp#Z {fBYOpenStack (E i SR HERRE RIS TR B IRIBEIR
F o NRICHEMIETEOpenStackEPEB P HITRVENRS « 55 FEBEAR
EWLINUXTEERMAVIES © 12F « FFEEEBRLInuxEIRSRIER

EEX TStart Recoveryl (FRER) URTEIFEEEIREHR

EIETEEIREHE 2 % « M ZBETEGrid Manager®#EEY Start Recovery) (BI4GER
)~ REHTERBL R E AR ERRE RV AN, o
TRENER
* B IRRV R B 28 E A Grid Manager ©
* AR R HEESIRTZEVER o
* B EB EIRECE B o
© B AB BB T B HAENRS o
HER
1. ##Grid Manager e A& 4EE T 1 K18 ©
2. 7£ TPending Nodel (HEEIR) BEHEIEEIRENAIEEIRE o

MAAESRERGLIRARES - EEEMZENMTEFHIFIREZA « GEIAEINERS -

3. BIAECEZENE o
4. BEIRHIAIRIE" o
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q
Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104. 217 Unknown
Passphrase
Provisioning Passphrase | sssss

Start Recovery

o. BEEMIEERERREPIIRIEERE -

@ EMERFAITHR « SR — T ERRFAHMEINIE - IRFEHIR TS WEEHEE
RTMNRICEREZR ~ R G ERTFEEARRS

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

MRECBEERREFRESME - AIBERSRERETATZEAGAR « LATFFAR -

TN TN

Do you want to reset recovery?

° *VMware* : MIFREERBRIERMAREIRS - 2418 - ECEBTERRBIMIER « FEMIDEEH

° *Linux * : ZELinuxE# EITIES S AEFEENENEL | storagegrid node force-recovery
node-name
c FEREE | MRECHEEREFREAER AN BRI TRIEAEEMHARREATALZIEAIRES
sgareinstall 7EEABL E o
6. UN:RStorageGRID G IBAMEAABE—FA (SSO) - BEMEZ BIEMEMNEEHEEEREARE

BEREIEN AR RE « AR (BMIPRREREIL) &iR57EActive Directory Federation Services
(AD FS) HHISREA ST - RS IEM M EREF AN EE N TER AR/ ©
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EEREEHMEASHE - #25 (WHEEStorageGRID ) WIS - BEHIIRRARES
() mE - BB AEIRERAIHSShell ° AIfE /var/local /momt-api Bk« AEER

server.crt 1EZ .

BRI
"&I2StorageGRID"

"EREREBUAEMRE (ERTAEHR) "

ERERIIE X B E R HIERIEZECER

NRICFESEKERIIF T B EIRERLREIEZEC R « WEIREE LB ERE « S
R EHERCEMENIFEEEIRME -

* IEN BRSO AREIL AT o

* FRGEEMIBKARZE - B ARG EREREHMUE -

MREEEHMBAN ~ REEALEEMMPEZECHAISETER - EAIUEEIEN EEMAE R « ARR
BERZGCEEREMENEENR « LIBERERERX o BEEME « A EANEN SRR RIEREC
B o EEEIEN T ~ MRHEBAZEEIRHRS « IS —EERHRMIERE LI - AREZCHEERE
FRE EIRERE, o

MRIAA—EEEEHE - MEEAEKENRERIEZEE  AIINEN TR S RiaR S i BIfE%C i -
MBRMRE—1k -

VAR IRIMEEIRER « 7 AEEIRECERINAE ©
1. BAMERN SRR,
a. iA%< | + ssh admin@recovery Admin Node IP
b. B AFRFBZREE Passwords . txt FEZ .
C. BATNFan< U Eroot : su -
d. BiAFFRYIRZEE Passwords . txt FEEE ©
MrootBAZE - IRTEREE s E 4o
2. IREMPLEAEZIERERY !
cd /var/local/audit/export
3. BRBHREILCEEEREIENE IR
scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HIRTEREF ~ # AadminBYZES o

4. BTEEER « FERTEMEREZCHEIMENEERHR 2R « HIERERERMIRE LTk
o. BB e ERMR LIS EER R EMBERTE
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chown ams-user:bycast *
6. lrootEH © exit

{;;F/Z\/ELE*@$2;H\:FEE’J1E1—JE%E%ﬁ miE B o tNEREFAE ~ ;A2H (RN EIEStorageGRID IHEERYER
BA) o

R
"&1#StorageGRID"

TERERIEEEEHR L ERRFEFINEEE

MREEFEWMENIEEEEEMIBEARAETREN « ERE@AMAutoSupport EFflIFZE
HRIFEEE « BSR4 7E7EStorageGRID ERAATEEMRTEULETE o

TEENER
* B IRRV 2B 28 F A Grid Manager ©
SRR E R FEVERR ©
* EN SRR AL R AT
1. B AR>S AR E > BRIER o
2. %t MREFMFHE] THUSEER MENEIREes) -
3. B—TEREE
HERAE
"&I2StorageGRID"

ERIFTEEENARNEREEMMAERE

MRECEREFERELNENIEFEEIENM LREEEBY - ETMERNELEN ~ &0
DR FEEIEMMEREIRMMERE o

* RENEIEMR N AL T ©

* BRERAVEEVEIMEESIERE o StorageGRID

s ICWAZBYER Passwords.txt FEE :

* B REAERECEERAES o
MREEMNE « FEETEENMBENETHNELERRGER - LENESS TIIEN

- TR
- SR
- EEBMER AR SR T A GridiEi B E L WEEA RS o

EHﬂ:E

B MEZEREFSEERNSN BT (ETANEENMENE - A8 « MENEEES
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BRIBR R A—E D R ERME R ERSBNARFEE

MRERIFTEEIEME « BB EEHMENERTEEIRHR (SOURDEEEEF) BRNEERER -
LUEIRESE & ©

@ %E%Eﬁﬁﬁ%ﬁiﬁﬂﬁﬁ?ﬁ%ﬁ%?&%{d\ﬁE’xJﬁF’eﬁ o BIRFS LIRSS L Z1EEF « 43 Grid Managerlh
REHSBRIAGEA o
1. BARREIRERS
a. MIATH&< | ssh admin@grid node IP
b. B AFFRTIAEERS Passwords . txt &5 !
C. A TFsL U Eroot : su -
d. B ARFITIRIZEERS Passwords . txt HEZ .
2. ERFERERHIT NI © A% ~ MREIRRT ~ FMAB R EBEANS © recover-access-

points
3. WACREIBRIIEIEMIBRTS | service mi stop
4. RIREEHHEILEFBEATEXNAT (mgmt-API) BRFS | service mgmt-api stop
S. EIMIEM BIRENRE FSER T3S R
a. FAMEN SRR,
i BIATH#< . ssh admin@grid node IP
ii. B AFFFPIBYZRE Passwords . txt EE -
iil. g ATHE< U Eroot ¢ su -
V. B A FFRSIBYEEE Passwords . txt HEEE !
b. {21EMIBRTS : service mi stop
C. {Z1Emgmt-APIfRFS © service mgmt-api stop
d. ESSHAZE AL ESSHIIERER c #A : ssh-add
e. B ARFRFIIISSHIFEVEHS Passwords . txt M85 !
f ENENRRE RSB EIRER . /usr/local/mi/bin/mi-clone-db.sh

Source Admin Node IP

9. HIRETE « AR S EER B MEEIEMM ERMIBERE o
BEHEREELENSERIMEN SRR - SREETHE 15T SRSNINEN SRR -
h. A BEEETHFINEMAEAIRSSE « AN SSHAIEREXBIRFAE £ o WA © ssh-add -D
6. EWNREFNRREIREE EMARTE | service servermanager start
2IRIEF EEIRHELFFAYPrometheustsiz
& ~ R LUfEPrometheus N E R IR R B ERMAIEEEEIRMEL L o
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* MENEIEMEN BT T o
s BERHKVEEVEESMESIEEE, o StorageGRID
* CWAZEYER Passwords. txt FEE :

* B AEA BRI EBRES

MR EIEERE - IR EPrometheus BRI ERFIHEENEEREEX - ELNEEIRMER « iERE
REFgEITBIPrometheus B E © FEMIEMN EERMREEE - EELHIER - MEBLEEHITStorageGRID &
MEERRMR T4 -

MRBRIFEEEEME « LAILIEPrometheus BRI EE T EEIREE (SOURUSEIERIE) BRIIMENE
IBERL ~ LIBIRESLEIEIR

@ @%Prome&heyiﬁﬂ@ﬂﬁ%ﬁ%ﬁ—d\HﬁlXJ:B’\JﬁF'Eﬁ o BIRFSEIREIRENRG_HFLEEF « BB53Grid
ManagerLhSEf A (ER o
1. BARIREIRER
a. MIATS&®< . ssh admin@grid node IP
b. B AFRFIMEERS Passwords. txt & !
C. A THa < U Eroot : su -
d. B ARFRFIBIZRS Passwords . txt HEE !
2. RFREIEEEFIEPrometheusfR¥S © service prometheus stop

3. FEMIEMEIRERE e TP ER -

a. BAWIEHNEIRER
i. BIATH#< . ssh admin@grid node IP
ii. B A FPFRYIAIZEHS Passwords . txt FEEE ¢
iil. g A T3 an< UL Eroot ¢ su -
v. B AFFRFIRIZERS Passwords . txt FEEE :
b. {Z1EPrometheusfR#5 : service prometheus stop
C. #SSHALAZ & IBFILESSHRIETRE o BIA © ssh-add
d. MAFRFRHIFISSHIZEVEHS Passwords. txt M85 :
e. #Prometheus BRI BRI BRI R RN EIINEN EIREIER,

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

. MIRIEIRES « 12 Enter “REDICEINE MIEMEIZEE,) _FA9RTPrometheus AL o

[RIaHIPrometheus B ER HE L BRI S EREIIER EIRER - BRFETHRE 5B IR NE
AUEIRENRS o ILRFE RN FAREAE

BEREEER - [ETERERE
a. BEEAEREETIHFIHEMFEIARSEE « SHESSHAEERBIRTAEEIR c WA | ssh-add -D
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4. ERREIEEE, FEHEEPrometheusfi#5.service prometheus start
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