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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenlLDAF Other

Configure LDAP server (allfields are required)

Hostname Port
my-active-directory.example.com 389
Username

MyDomain\Administrator

Password

aseeedRe
Group Base DN
DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com
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Synchronize

StorageGRID periodically synchronizes federated groups and users from the configured LDAP server. Clicking the button below will immediately start the
synchronization process against the saved LDAP server.
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Admin Groups

Add and manage local and federated user groups, allowing member users to sign in to the Grid Manager. Set group permissions to conirol
access to specific pages and features.
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Add Group

Create a new local group or import & group from the external identity source,
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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable identity federation
and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. Mext,
select Sandbox Mode to configure, save, and then test your 330 settings. After verifying the connections, select Enabled and click Save to start using 330.

S50 Status & Disabled " Sandbox Mode " Enabled
@ AR KREETRSSOARARIEIE - :ARERIE B Active Directorysk EAHEEE 5 DA KR © 752
A T E_E'_/-\EIJ#;RJ °

2. BEEVVVFERRTEIR o

23


https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html

IERFERER TE2HENRME) A [E8A) RE - T 'F2#ENRME) BB - TIRFER) Wus
B o CERTEERNS oHBERRTE EE (flActive Directory) ©
3. £ TEN#HIRMEE BEP :
a. &) AFederation Service% 8 * SE2AEAD FSHFR ©
B E= X Federation Service® 8 ~ s5AITEWindows Server Manager © #EE* T A** AD

@ FSEIE* o 1t TENE) THAERHIEE 4FEEFederation ServiceRZA1 * ° Federation
Service LB G RERTES BRI o

EE S0 EREXSSOEEE LU EIfEStorageGRID RIS « SR EFEAGEHELZEM (TLS
RIREELR o

" FREERYCARS | FREXRF L RENTERCARERFREEFLZE o

" (FFBEEICARE | (FHBEFICARERIREEFLER ©

b. 45
)

YRRV TE ~ SARMAAL E ™ CAREE ) XFHIRPNREE o

* SR/NERTLS | BEATLS BRI RFREEREE ©
4. 1£ k¥ &R « 157 EStorageGRID EfNREMKBAEER « iSAN MEEREERL KBS BB

° Bl ~ RERVER R E —EEEHR - MELTRARRA SIS ESEEREE » FHA sc 5L
StorageGRID°

° MNREAR O S ZESIRENLL ~ FFIMAFE [HOSTNAME] 1E:%AIAEF o FI0 v SG- [HOSTNAME] ° &R
BRI EMLTE EX—ERNE - Hh e S SESEIEHEIKTES AN o +MisE : EnE
#StorageGRID N R ARPNEESIREHEILEHEABAEIRE - SESESEIEREEKTE
7~ ARRREREENZ BT ARBE LT EIREE,

S ¥—T T*{#FE*1 o
M7 1%t EE IR B ASRRTEE o

Save

° MERFE TR FEDEA « DV ERAERA - BEEMAAD FSRESEEERMRMKESE
£ HAHE—FEA (SSO) ME—FH (SLO) EFk « AJUERILLER -

24



Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for
any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections,
select Enabled and click Save to start using S50.

S30 Status " Disabled * Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50} and
single logout (SLO} are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Senices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https:/fad2016.saml.sgws/adfs/|s/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation 15 successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0 for each of the relying party trusts and you are ready to enforce the use of 350 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin MNode, using the relying party identifier(s) shown below.

G. 5o to your identity provider's sign-on page: https:ffad201E-.saml.swsfadfsfls!idpinitiatedsignnn.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SS0O operation is successful, StorageGRID displays
a page with a success message. Otherwise. an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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AR DR RREAZ D —ERBERE « WiF MREFE SEERISERGEE - G AMRIELAE—
UEBREAEFEAGrid Managerty MREFEL #R « WA EMRARARARN MEREERER) #R -

* B aERDERIVASPIAIRELEE -

1. EEARFEUEH E—B A -

B2 A EEPERNEET « IO o
2. Y§SSORRET A TEE" o
3.~ [*fE ., o

HIREEAE ©

A Warning

Enable single sign-on

After you enable 350, no local users—including the root user—uwill be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management API.

Before proceeding, confirm the following:

* “You have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has Root Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

1 K3

4. BRES ~ ARE—T THEL o
REEKAE—EA -

@ FrE{EREERNBFERSSOEENGrid Manager ~ fHE E12#21( + Grid Management APIfH
B EIEAPI o At (R & BB ZEStorageGRID LELISE ©

FRE—EA

NRIEREBEEALLTIEE « IUERE—FA (SSO) - EWERERE—FA « F5EF
& ranBHER -

TEENER
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* BB IRAVEIEE 285 A Grid Manager ©
 ISNEERE N EEUERR o

1. BEEARFEUEHI E—B A -

IERrgHIR TE—2 A BE -

2. JEEYEEIE o
3.~ [*fiE ) o
B IR — RIS IS ARERERETUEA -

A Warning

Disable single sign-an

After you disable 350 or switch to sandbox mode, local users will be able to sign in. Are you sure

wyou want to proceed?
o

4 —T THEE) o

TXE AStorageGRID EfStorageGRID ~ IR IEE LET EAEEAl BE - SAERALR
#StorageGRID skEEREREFRERBMEES o

TR ERAENRAE —EEMMNE—ZA
MRE—F A (SSO) RIAEM ~ (KA EZE AGrid Manager o TEUEFRT ~ ST LE
FHEAKRENBAE —EEEHHNSSO - EEEFEAKREMBASSO » BN BFEEIEEA M

< Shell ©
TEENER
© SRR ENFEER
* fWJBYER Passwords.txt HEE @
* (S BRIE AR root B Y ZRES o
RIS IETIE
FHE—EIEMENSSOZE ~ BRI LUATHEIRERE NS D E AGrid Manager ° EZE{Rz&StorageGRID &Y
TERERSR B BEEELE « (FRERRG < Shel BRI _EEHEAASSO ©

SR B — IR BRSSO R & B2 4BH% fh L AT EL A IR BARISSORRE © Grid Manager-E—
() BARELH MEESSSSO ') HESHERMEIURE  RIHOEHFTARENSSORE « &
AR A B A o
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1. BAEIEENRS

a. A& | ssh admin@Admin Node IP
b. & AFFFFIMIZEE Passwords . txt HEEE

C. BATFEL U Eroot : su -

d. BAFRFRFIFIZERS Passwords . txt HEEE ©

BIEMrootE AR IRMEBREE s E 4 o
2. YYTTFIE<  disable-saml
ABRMZ T EBEAN L EIRER o
3. HEREEFFASSO °
ABRTER FNE—BABREA -
4. RPEERBERFIE—EEEER_ EAIGrid Manager ©
IREERERGrid Manager AB®E « AASSOBEEMA

S. {EArootfEFE LB A rootERABERIBEA °
6. MNRIGEAEEEIESSOHREMEREAESSO :
a. FEEARFEUEH E—F A"
b. BEARIERIBERFAISSOEE °
CH—T INfE*1 o
¥—T TE—8A) BEETH MEEF - EEESENRBEEMAKEINSSOIEE -
7. MRER A EHMFER TR EFENGrd ManagerM & RHEASSO :

a. MITIEEHITIER TIERIIE
b. #—T*&H* - AARRARGrid Manager ©
C. EEIEEHE FEIHEIASSO o AT FIE—FER ¢

* BT TSI | enable-saml
MEBRTZTEEAN I SRR o
HEsRIGERIASSO °
ABRTEHHE LEMBE—FA -

o EEHTRAMAEMRENEL | reboot
8. NEERIESRS « WERMEIREEL/FENGrid Manager ©
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9. HES¥StorageGRID EE IR E@MAREREAL BEE ~ BIEHEEHASSOREE « A HEFEXGrid Manager ©

e

([} =§|—‘—| %_F&Au

RIE RS EES R P R /&SE

,a:_JL,(ﬁ%ﬁa)ﬁﬁa”ﬁ:_\uﬂ\ HEE’J%*‘B%)E mfFEXStorageGRID (The) MABRVERLE o
FRim/REIREZ 2R E  BIRERINE T AR ES1EStorageGRID VMware ©

AR ITFEEStorageGRID FHIMEBEEIE T AEEINAE ~ Al EFAGrid Manager L fESEE R P in/&RE ~ Wik
/u\nﬁﬁnﬂ@% Jyl\glzlﬂ °

EFﬁi%n\ EEEFHE’—‘H’E?&E

EME AP IHRRE ~ BRI LUIRHE 2RREE ~ S EAGrid ManagerE4 —{E/&E o
EENER

* T BER TIREFEBU #R -

* B ZIRAVEIEE 28 E A Grid Manager ©

© B ENEEIREN R AV IP A M S AR TR o

* BB EStorageGRID  TEAFEANNEERSS/EE) ~ RS HENCAEREAS

* MREE HEE SRS ~ IESEN RSB E SRS BETEREER LA -

TR
1. #£Grid Managerd ~ ZEEU4ARE*>*IZEUEHI*>* A B ik /&5 o

IEEFEHIR THRIR&E HM e

Client Certificates

You can upload or generate cne or more client cerfificates to allow Storage@RID to authenticate external client access.

I+ Add| ra Edit ® Remove
Name Allow Prometheus Expiration Date

Mo client certificates configured

2. 33EY* TAdd*] o

BEENEER /&8 Bm -
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Upload Certificate

MName @

Allow Prometheus @ [

Certificate Details

Upload the public key for the client cedificate.

Upload Client Certificate ‘ ‘ Generate Client Cerificate

3. BMA—ENH1EI32{EF e 2 R RE RS o
4. BEFERIMIEEET AFEXPrometheust&iE
S. HESHELERE !

a. HE HERE ARt sFiaEE o

b. EBELRE « AT BfEE o
6. [[upload_cert | &EE H{E&:E !

a. EEF LERPIR&E" -
b. BB RBHIARER

< SRV S EFPrometheus* iZEX 5 3R ©

HEEENARERZ % - FIEAVERPEEN N /EZPEPRIL -
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Upload Certificate

Certific

Name & test-cerificate-upload

Allow Prometheus @ [

ate Details

Upload the public key for the client cerificate,

Upload Client Cerificate ‘ | Generate Client Cerdificate

Uploaded file name:  client (1) crt

Cerlificate metadata & Subject DN: /C=US/ST=California/L=Sunnyvale/0=Example Co/OU=ITICN=* 53 exa

mple.com
Serial Number: 0D:0E:FC:16:75:B8:BE:3E7D:47:4D:05:40:08:F3:7B:EB:4A:71:90

Issuer DN: /C=US/ST=California/L=5Sunnyvale/O=Example Co./0U=IT/CH=* 53 exa

mple.com
Issued On: 2020-06-19T22:11:58.000Z

Expires On; 2021-06-19T2211:56.0002
SHA-1 Fingerprint: 13:AADG6.06:2B:90:FE:BT.7B:EB: 1A:83 BE:C3:62:39.B7 AG:E7:FO
SHA-256 Fingerprint: 5C.29.06:68:CF.51.50.B8.4F A9 56 FT AT AB.3C 36 FAZDBT 32 A4:CH;
7485 2C8D:EG.67:37.C3AC 60

Certificate PEM €

Copy cerificate to clipboard ‘

[

EIRRFEEREIFIRGE - ARRRERMEISMNEHETR -

b. {&
C. 3%

- [generate_cert |EEELREE ©

a &
b. &

c. I®

ANy

d =

e. &

RfRETARINESBERTRLTIINEEIET R -
B ME#E ~ RSB ETFEGrd Managerd ©

EELRRIRESE

A EEERR BRI P o

Stha] g A—EX - 509EE (thiEAnyisaiE (DN) ) ~ LERIEAZRE
E  BEUERSRAMBIKRE - ERERT30X °

B o

DEsEh#Er) « VREPEP) k NEELEE® BASEA -

ENRREES -
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Upload Certificate
Mamz & test-cerificate-generate

Allow Frometheus @

Certificate Details

Upload the public key for the clisnt cedificsts,

Uplesd Client Certificste | Generste Clignt Cadificate

Certificate metadats  €) Subject DN: /Ch=tastcom
Serial Number: 0B:F2:FB:78:B2:13:E4.0F :54:83:30:35:58:8F: 2A4:03:53:BO:EZ:0
A
Issuer DMN: ‘Ch=tast.com
Issued On: 2020-11-20T22:44:48.000Z
Expites On: - 2022-11-20T22:44:48 000Z
SHA-1 Fingerprint: 8E:08:8C:F8:3E:20:88;E4:C8:42:52:5F: 32, TE:ET:63:808:88:F3:3
o
SHA-258 Fingerprint: 73:02:51:83:ED:D3:8%:AD:7E B8 :4C:AF AE:34:76:B8:42:FE:0D:
EF:73:C0:A4:68:C2,EB:85,84.C2:04:7ABD

Cadificate PEM & | === BESIN CERTIFTCATE--=—- )
MITCysCrABOgiwIBAgTTCE i TdrT

BOAwEsERHABCR I TE Aww TG adCs Jha OwHh oM 2 bT'T

M3 IORDOEW  ATHR Ew D T VOO DDA R 0 R XN LR v b T CCA S Iw DU Y JRo 2 ThecBAQEREOAD

goEPADCCADeCggEBAK O 24E S e e GuBb2 EH cidf /¢ TeExLeBEm+dvIwszl qﬂcR

KgHZ21BEYI0N/ Vo7 200 2miFE yBuk yOTX SC0E Inrr 03 TBLe IR EEE=T oo Lok,

De=BEFYzd02axinEl /X ANTEcERET ST OO Cudc 0V uVlexdy2 1T SSokn i Bmla
AVnkTEEECEEyTFalaoiaLETHI Oz o BOxBECpADT FOEaIy2 £6Kg5eS

gSiwE2PETUBM
EOVRORBAww

Copy cerificate to dipboard

Certificate grivate key @ | ———" EEEIF RIR FRIVAIE EEY----— "~
HIIEpQIBARKCAQEAr TZ0H2bHak+=ad0r Bk y iy T 1/ +1NuzEn0EaE T LB FO2ENC /Bl
EdnaUHlghCEoq vk l1Ha Y borTHCTJBOQE 15k 1+ RIME - dhZ ScExCEwige K2VRUD T
CwE e B TP Do 0 F4R TN Bk ix VT S I TOMa T i J s R SV EH I IOVE I RygeMEY Sas
TR g TR P I Bn T T0S 4 Sogylw oM EVDOg R /A TUHTEEokngPaTHto i L2/ 0 2Dms T8
25Cg=203xad: gPulimoWo5h8kTnowEiHNHI £mi Dyxnkp S BN OMaDm/ oY «JEaW
IwZEERSpE S lukska kT DAVHONG TODFED vy I DR AR c IBADC FEUEY 4pENHasy
SuELEDedy v/ SCn+Rdmrodg B S xWECDrE IR1EDG+HThY r Edon EXHO0+ACTVAC)
HE1QET%DVpwEs Spublsri¥ Sere rEnp Bl CMaH Y BT xS ub U Tag sl
s IR FEIvAE T flrZx WY dn02RPE i rog Y gellge S Y (N7 32 03 naTrme Tdma Y EEE

Ad4Hvaon

Copy private key to dipboard

A& You will not be sble to view the cerificate private ey sfter you close this dislog. To save the keys for future reference, copy end paste the values to
anather locstion

a. AU R NEIBIALE « ARRIRBREEISMNREIET R -
b. A IRFAE IRENEITIAEE « ARKSWALTIIMNBEIZETR -

() memsEsie  CREMSELELE - SLRENIIRRAE .

c. Y 77" - K RERETFEGrid Manager ©

8. TEHMBESIET R (fltNGrafana) L&TE FFIRE °
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Grafana@B BB Ty ERRIRH

sg-prometheus

HTTP

URL ; https://admin-node.example.com:9091

Access Server (default)

Whitelisted Cookies

Auth

Basic auth With Credentials

TLS Client Auth [ @ ] |With CA Cert

Skip TLS Verify

Forward OAuth Identity

TLS/SSL Auth Details

ServerName admin-node.example.com

Client Cert

a. 2t | BAERRE o
FEZILEN « BEEARMELEIRFELR o StorageGRID

b. * URL* : B A EIRENRAAVABI A FBERIPAL o I8 EHTTPSHIEIZIE9091 ©




fBI90 © nttps://admin-node.example.com: 9091

C. RYF3* TLSA R IRz #0* CASTSE" °
d. HEENEFERSEENCAEMERIALE [TLS/SSLEEEZFMER) T ™CAREL °
e. [Afk#s%idE | G A EIEEFAVEIETE o

AR B IBHATT S BIEN E AR /&R PRRINAE AT o
f. EEL R G StorageGRID BEHAEIERBHAVREMNIE 1§ o
fRIRTE AT LAStorageGRID {FHYMBESIET B ~ #EThRER _E7FEXPrometheus?giZ o
MEIERAERAE ~ A2 REIEM R BEAEStorageGRID RY$ET ©
MERAZEER
"{§EFAStorageGRID Bl Z 2:0:5"
"#Grid ManagerfllTenant Managerz& € B ] B iR2S/&:E"
"B LY ; RREEHEAR"
RERMEIEERPIRESE
O LR /RE U EE LT - BN {EMPrometheusZEY ~ 2 1E B AiRY/EE A AR L EHHVES o

CEENEM
s Tt AR A RERU 1R -
* B ZIRRV 2B 28 E A Grid Manager ©
* IS ERE EIEENRERY P S 4 AT o
* MREE HEMAVRENAEEE A RREAHER FERELREMNE R o
1. EEARRS > FEUTE > P iR /&ReE o

IR g IR TRRIRER BH o JIHIRERVEE -
TRIHLEFEHAA - MREBEAEEIHAN 2B - REPEHIRAR « WHAHBHET o

|+Add||jEdit||xRemoue|

Name Allow Prometheus Expiration Date
(O | test-cedificate-upload 4 2021-06-19 16:11:56 MDT
® test-cerificate-generate ¥4 2022-08-20 09:42:00 MDT

Displaying 2 certificates.

2. ERGBRE L RE L RINVERRE o
3. BEEREE" o
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MREERE) HEEARPERILIR -
Edit Ceriificate test-certificate-generate

Name @ test-certificate-generate

Allow Prometheus @

Certificate Details

Upload the public key for the client cerlificate.

Upload Client Cerlificate ‘

‘ Generate Client Certificate

Certificate metadata @ Subject DN:

Serial Number:

Issuer DN:

Issued On:

Expires On:

SHA-1 Fingerprint:
SHA-256 Fingerprint:

Certificate FEM  ©

4 HRBEITRENE
5. AR [
6. NRIT HWHEYEE

a EUHRBENEINALE R

————— BEGIN ‘CERTIFICLATE

{Ch=test.com

0C:11:87:6C 1E:FD: 1316 F3:F2.06:09:DAGD:BC.CE2A:A9:C3:53
ICH=tast.com

2020-11-23T15:53:33.0002

2022-11-23T15:53:33.0002

AEEGTOATDICI39 TAN9F9.62:98:81.8A:8T.CDi43: 16:5%AT
63.07:BF:FF .08 1E:84.F 1:D4:67.C6:16:80:35:26:00.CH A3 1311 TESESD
EC7TATEEF:23:14:55:30:56

WERLEY YETIS
FRINkEBDATRCHdOrvES
dCONwxkpWIleBnC ok b
JCAWEARMEMBTWEWYDVROREAwT

Copy cerlificate to clipboard ‘

~ B REE1FTEGrid Managerd o

AEEISMBESHET A -

b. fE MR T AR MBS REN LR ZISMNIEIET A -
C. fESMEREEIE T A I AEU&EML TSR -

7. MRITEEMBEE

a. EEUIBRENINAE R TISNIEET A o

b. JEERALE SIRENEBIRGE « RRE

®

RAPAEEE S 1R1E

RAZISMERESIET A o

TR EERANENNTEER - RERERIREAE -

C. 7ESMEREEEE T A R#F I AIEUEEMLE I8 -

B[]
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BIrRMEES P RS
MBLEABRERE © ALUEHBR o

* B ERE TREBU R o
* S BEAZIRIEIE 2SS AGrid Manager ©

TR
1. B EERE > FEUES > R IR REE "

LR EHIR TARR&E) BE © JIHRANESE -

|+ Add || # Edit || % Remove |

Name Allow Prometheus Expiration Date
O | test-cenificate-upload v 2021-06-19 16:11:56 MDT
® test-cerificate-generate + 2022-08-20 09:42:00 MDT

Dizplaying 2 certificates.

2. IS BRI 2 ReE A AIRVEIER -
3. BB TR o

MEENEE R E s /7 1R o

A Warning

Delete certificate

Are you sure you want fo delete the cerfificate "test-cerificate-generate”?

4 BIBRE o
BEEANERR o
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Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !
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JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
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AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
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