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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

= HH | 2| MM AM

Cancel Create access key
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.
Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGuS+XeACtnOWQYFdbzmgmpgVXXDvCkSOzT10s5z9K |_D

¥, Download .csv m
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My access keys

Manage your personal 53 access keys. If a key will expire soon, you can create a new key and
delete the one it is replacing.

4 keys Create key

Access key ID = Expiration time *
**************** OTLS 2020-11-23 12:00:00 MST
**************** OM45 2020-12-01 19:00:00 MST
**************** 690 None

**************** 3IREP None
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Delete access key X

Are you sure you want to delete key ****r*erarinistDBGAT
This might take a few minutes.

When you delete a key, you can no longer use it to access objects and
buckets.

Cancel Delete key
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

= HH || MM AM

Cancel Create access key
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.
o You will not be able to view the Access key |D or Secret access key after you close this dialog.

Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGuS+XeACtnOWQYFdbzmgmpgVXXDvCkSOzT10s5z9K |_D

¥, Download .csv m
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Manage access keys

Add or delete access keys for this user.
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Delete access key X

Are you sure you want to delete key ******* ¥t iaiistDBEAT
This might take a few minutes.

When you delete a key, you can no longer use it to access cbjects and
buckets.,

Cancel Delete kay
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StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without S3 Object Lock Bucket with S3 Object Lock
Objects without Objects with
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application <
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = 53 ObjectLock @ [+ Region =+ ObjectCount@ = Space Used @ = Date Created =

bank-records o us-east-1 0 0 bytes 2021-01-06 16:53:19 MST
1
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Buckets

Create buckets and manage bucket settings.

0 buckets Create bucket

Name % $3 Object Lock @ * Region = Object Count @ = Space Used @ = Date Created =

No buckets found

Create bucket
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Create bucket

Enter bucket details

Enter the bucket's name and select the bucket's region,

Bucket name @

Region @

us-east-1

Cancel
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5. i%$2* Create Bucket 8% Continue * ©
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Create bucket

r:—/:l Enter details e Manage 53 Object Lock

Manage 53 Object LOCk {This step is aptional)

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use 53 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable S3 Object Lock after a bucket is created.

If 53 Object Lock is enabled, bucket versioning is required and will be enabled automatically.

Enable 53 Object Lock

Previous Create bucket
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Buckets

Create buckets and manage bucket settings.

2 buckets Create bucket

Name 3+ S3Objectlock @ + Region * ObjectCount@® % SpaceUsed @ +  DateCreated *

bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
1
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Buckets = bucket-02
Overview 4
Name: bucket-02
Region: us-east-1
53 Object Lock: Disabled
Date created: 2020-11-04 14:51:59 MST
Bucket options Bucket access Platform services
Consistency level Read-after-new-write v
Last access time updates Disabled W
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write {default)

Change the consistency control for operations performed on the objects in the bucket. Consistency level makesa

trade-off between the availability of the objects and the consistency of those objects across different Storage Nodes
and sites.

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability
or consistency requirements, change the client application's behavior, or set the Consistency-Control header for an
individual APl request, which overrides the bucket setting.

I Al

Provides the highest guarantee of consistency. All nodes receive the data immediately, or the request will
fail.

Strong-global

Guarantees read-after-write consistency for all client requests across all sites.

| “5trong-site

Guarantees read-after-write consistency for all client requests within a site.

@ Read-after-new-write (default)
Provides read-after-write consistency for new objects and sventual consistency for object updates, Offers

high availability, and data protection guarantees,

Note: If your application attempts HEAD operations on keys that do not exist, set the Consistency Levelto
Available, unless you require WS 53 consistency guarantees. Otherwise, a high number of 500 Internal
Server errors can result if one or more Storage Nodes are unavailable.

Available
Behaves the same as the Read-after-new-write consistency level, but only provides eventual consistency
for HEAD operations: Offers higher availability for HEAD operations than Read-after-new-write if Storage

Modes are unavailable. Differs frem AWS 53 consistency guarantees for HEAD operations only.
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write ~

Last access time updates Disabled ~

Enable or disable last access time updates for the objects in this bucket.
When last access time updates are disabled, the following behavior applies to objects in the bucket:

® Requests to retrieve an object, its access control list, or its metadata do not update the object's last access time. The object is not added to ILM evaluation
queues,

® Requests to update an object's metadata update the object’s last access time. The object is added to ILM evaluation queues.

* Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the source object to the LM
evaluation queue. However, the last access time is updated for the destination copy, and the destination object is added to ILM evaluation queues,

® Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new object is added to ILM evaluation
queues,

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.

Enable last access time updates when retrieving an object

© Disable last access time updates when retrieving an object

5. AT o

FERAE
"R EIERER"

“EREILME B4

REEREFEERHLEZ (CORS)

NRICRE R H A AEE PRI WebEAIZTLAES0FINS3HFE P REEERMYIM « AIMER
ES3EEFENERFERLE (CORS) -

* B AERXENAEREARREEREN -
* TR EA TEEFMAEA 3 MREFEL #IRNERAERE - EEEREBRAHENREFERAIPH
FEPRERE ©

FAREETLE

BRFERLE (CORS) B—REL2HH| « AliE—ERE AP imWeb AR FEIAREHPHNER o Fl
W~ RERIEERLANSIHEFE Inages EFEIF c RERICORS Images HFE ~ BRI LGEAHEFEFIR
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http://www.example.com E{FXRECHMIFFERAIAEIN o SAFFFAA ERITER o

<CORSConfiguration

xmlns="http://s3.amazonaws.com/doc/2020-10-22/">

<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>

</CORSRule>

<CORSRule>

<AllowedOrigin>http://www.example.com</AllowedOrigin>

<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

WMFECORSHHBEXMLAVEF A ~ 552/ "Amazon Web Services (AWS) 3Xff
ServiceREE A E15rE"

2. TR EERENP « EECHEERE (S3) > o

3. {EBERERRTFITRRRME o
tERFERE TEAEFEER Bl o

4. 35E$2* Bucket access*>* Cross-Origin Resource Sharing (CORS) * o

5. JEE TEYFICORS) #1%ZEX /1R °
6. FCORSHHREXMLEERIXX F 1R ~ ARIER ETFEE" o

- Amazon Simple Storage
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Bucket options Buchket access Platform services

Cross-0rigin Resource Sharing
(CORS)

Disabled ~

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If you want that bucket and objects in that bucket to be accessible to web
applications inother damains,

Enable CORS

rmins="http:/ /33 amazonaws.com/doc/2020-10-22 /">
<CORSEnle>
ZA1lowedOrigins*< Al lowedlrigins
<A1t owedMethod -GET< /Al 1 owedMathod
<hllowedHeader>*< /Al owedHeader>
«/CORSRules
<CORSEule:
<]l lowedCrigin>http: //wwd.example., coms fAl T owedOrigins
<4l TowedMethod>GET< /K] TowedMethod>
<A1l owedMethodr-POST< /Al lowedtethod>
¢RllowedMethod>DELETE</Allowedtethods|

7. EBEKREEENCORSRE  HEHF 7 RICORSHAXML « SERY" ClearEHTBIA o SAGIERY"
T o

8 EEFRAFHEEMNCORS « HHGHEN TRAICORS) ZEUSHE « AREN MHEEEE o
MiFRS3EFE
TRI A, BRI MFRZENSIHEEE

ERENES

© 1B IE RIS S AR B o

- R ABKAS TEEAAEL 3 TREE RRIEREEHE o BLRR e ER AN HEERAIR
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RAREEIE
ELiE R A ERE A BIEERMBRSIHEE o K] UFERAEAEIEAPIZS3 REST APIZRMHIBRS 31 ©
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pgd
1. B ETERE (S3) > o

IERFERRR TEfL BE - WEERFTAIRARISIESL

Buckets
Create buckets and manage bucket settings.
Name = S3 Objectlock @ 5 Region 5 ObjectCount® % SpaceUsed @ &+ DateCreated =
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
1
2. EIVEEMIFRZ ZE R RETFAEAIZEN S 1R ©
MEh{E1 THEERERA °
3. 1t TEhfE) THRERAR ~ EEE THIBRZEARL * o
Delete empty bucket
SRS S3 Object Lock@ + Region 5% ObjectCount® 5 SpaceUsed @ +  DateCreated %
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST

BEENFR T FESDEE o

Delete empty bucket

Are you sure you want to delete empty bucket bucket-027

Cancel

4. IIREEEMIRILFEEFE - FENRIRFEFE"

27



REAFEEZE - REMPREEFEEStorageGRID © LLIFETIAER B4 EHIRIR ©
MRFFEFAZEN « UG HIREZRAS - CRLALRBRFAIBEYG « 7 ERRHEEER o

€) Unabie to delete the bucket because it is not empty. You must delete
all objects before you can delete this bucket.

HERAE N
“FEHRILME B4
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