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Dashboard  Alerts - Nodes Tenants ILM ~ Configuration « Maintenance « Support

Grid Passwords
Change the provisioning passphrase and other passwords for your StorageGRID system.

Change Provisioning Passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This
passphrase is also required to download backups of the grid topology information and encryption keys for the StorageGRID system. After changing the
provisioning passphrase, you must download a new Recovery Package.

Current Provisioning Passphrase snssane

New Provisioning Passphrase = sssssssses
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Grid Passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.

Provisioning passphrase successfully changed. Go to the|Recovery Package page to download a new Recovery Package.

Change Provisioning Passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This
passphrase is also required to download backups of the grid topolegy information and encryption keys for the StorageGRID system. After changing the
provisioning passphrase, you must download a new Recovery Package.

Current Provisioning Passphrase
New Provisioning Passphrase

Confirm New Provisioning
Passphrase
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,

VAV S S S

FIEIERERRER Lth S8« FIMNBFAEEEREID - ARIVSELEE - SRR BB LR ERIAPIZER -
7 BERUSFRERNE ©

FIER ISR D REELEHIERA - IRZ ~ ErILIR— TR B RS ERAIREX
B—TsA

REEACENSH  WRFBEIERPFEX -

B—T3iT o

BB IE ZE R E TR




Grid Management APIRRZAE 12

Grid Management AP RS E IR R 2 IR R ETEEAIH 4K o
40 ~ tERequest URLEEEAPIRRZSS ©

https://hostname or ip address/api/v3/authorize

EET AR NEER - 2L EEAPINEERAHEERER - S HERET NEER - AT
EAPIHREBRRASEHIRTT - HRMNE T G IEIILIREE B o TH S H:R BB AR ISR AV S a8 2kiR
SAPIRRZS o

APIEEERY =N RS
BEIRER 2.1 2.2
BERRAFHEE 2.1 3.0

F—RZEEStorageGRID B « R ZEUERHTHRZABIGrid Management API o i@ « E{&F+4kStorageGRID EZ
HBIINAERR AU B FTHRES « (S A 4B TFENEE FRBIAP] ~ LUERIS E /b —{EStorageGRID RRASHIEETINAE o

&R AEFRGrid Management APIZRER E ST HRAVAR A o INFEEFMER ~ 552 R Swagger APIX 4
By Tconfigl —& o EFEZITEFFIE Grid Management APIF B im LUEREGTRA 2 % ~ SH%
BREERR AT IR ©

BENERGU T AIERAEEE -

* [OIFE1ZEEA (deprecated : truel
* Json[ElfEANEE ldeprecated] : true
* NMS.logHh &g EBRFIE S - il -

Received call to deprecated vl API at POST "/api/vl/authorize"

1k B AR A S B APIR A
R TSIAPIZRE RIS IRHIAPI E ZRRAFE
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

IEEERMAPIRRZS

R] LAE R RIS S BERIEEAPIRRZS (/api/v3) SUIREE (Api-Version: 3) o MMREFEFHEMEMEE « 8
RRESERREE- -

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

PrEiEsuLE RIS (CSRF)

&StorageGRID FILAfEEFCSRFHEM ZRIRIEEE A CookieFIERETAE ~ BN EREEHIAE R
& (CSRF) KZ o Grid Managerf2tH R B2 & BERAIL L2 TNEE « HthAPIFF
imH P EER S EEAREA -

;%%g%%ﬁ%ﬁﬁ%égﬁi:%?\ﬁﬂﬁﬁﬁ (BIMNHTTPREPOST) - EIRE G EREREAEAERICookieZE HITEE

FI|FACSRF1ER H#BNBASECSRFINE © StorageGRIDEXARF ~ $¥7E CookieFIA B AR S E RIS T EPOST
TXBHEHIAR °

EERALEINGE « 5555 csrfToken 2E true Eus5HARM o TAR{ES false ©

curl -X POST --header "Content-Type: application/json" —--header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

WNRIEFE ~ BIZBA GridCsrfToken CookieBAMBIE{ERE ~ A E AGrid Managerfll AccountCsrfToken
CookieZ UMBIERTE - ANEAHFPEEER -
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YNRCookietF1E ~ RIFTE FMELRFAREMER (POST ~ PUT » PATCH * DELETE) ##/E®S T5IHP—IA

* ° X-Csrf-Token {288 + W IREAER 7 CSRFHER CookieBIE °
* B2 URIEEEAIIMEL | a csrfToken RERIBEREXBH o

MFEEMEBHELFAFR « SF2 IR AP -

@ BB CSRFEM Cookie EERIE R & &I HIT "Content-Type: application/json" {EAE
KEVIZEE ~ MR ERIsonE KR ERS M A EEIMNICSRFNEERRE

MERAE—ZA - AEFRAPI

YR StorageGRID SRR ERAE—FA (SSO) -~ B EFEAZEEREAPIEREA
B& i Grid Management APIS(FE B BIEAPI ©
MREAAE—FEA ~ 5FEAAPI

MEBRERAE—ZFA (SSO) - BHEEH—RYIAPIER « A BEREAI Grid Management APIZ(FHE &
EAPIFYAD FSEVISEREHERL ©

TEENER
* [CENE B StorageGRID F{EIL )i & BHAH RV EE (£ A& RISSOfE A B R A1 ZES o
* MREREEFEIEF EEAPI ~ BANEHEFRAID ©

RAREETE
EERSEEEM « Sy UER T EP—EEEE :
* ° storagegrid-ssoauth.py Pythoni§<H5E ~ {if{StorageGRID ZE4EZ B %™ (. /rpms A Red

Hat Enterprise LinuxZ¢CentOS ~ ./debs @A Ubuntug{DEBIAN,J{ B . /vsphere CEREIRVMware
) o

* CurlZRM TIERZSEH -
MRBITEEKIE ~ B TIERZAIE AR o« LRIEEETUTHER | FIERPHRAIENR

AISubjectConfirmation ©

() Bl TRRIRE AN L A RS B -

MREBEFIURLEIERERE « AISE GBI TR | AIEAISAMLARS ©

B
1. EEUTS A A2 — UES BREEHEAY. ¢
° i storagegrid-ssoauth.py PythoniE <5 : A ER2 o
° EACUrZEX o BIfEPERS o
2. NREEMFA storagegrid-ssoauth.py 5L « 5 IHFIRAPythonfRiESS « RBMITIESHE ©

HIRIERET « SFEA TF5 I #R0E !
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° SSOfERE LB

o T BmAI4EIF StorageGRID

° fR7RiZ(EStorageGRID RzE

° EEEFIEAEEAP!  sERAEBIREID

python3 ftmp/storagegrid-ssoauth.py
saml_user: My-s50-Username

saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R FF R F R R R R E R R F R F R R R F R R F R F AR R R R E R R R F R R R FF R EE R E R F T ERF TR EE R TR F TR EE

b e i i Lt L L

StorageGRID Auth Token: sbeboybf-21f6-40by-afob-scboacfbager

i tH PR T BRSE RN o StorageGRIDIGIRTE AT LIS N AR ELMhEE K ~ $HLUS R EASSORHEAAPIN S

£ o
MRCEEREEENR - FEATIER -
a. EREAMERNEH -

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345'

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ EE7FEGrid Management API ~ s5{EFE 02 TENANTACCOUNTID ©

b. ZEEZINE HEEMEEEURL ~ 55MEHEPOSTEXK /api/v3/authorize-saml » MECIEFBIFE
fthJson4zhE o

&R B ZE EEEFURLMPOSTE R TENANTACCOUNTID °© 45 R &FIEZEpython -m json.toolAF%
BRJson4RAE o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

LEEBHINEIREE ZURLARBNEZEZURL ~ BREZHtISON-encoding/g °



"apiVersion": "3.0",
"data":

"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. 1% SAMLRequest {EEIFEREFUHEBERSER °
export SAMLREQUEST='fZHLbsIwWEEV$2FJTuv7...sS1%2BfQ33cviwA%3D"

d. BUS5EEAURL « EFESAD FSHIEBRIREXKID ©
H

Lrh—(EEEIRE A STAIERRIURLIRERE ARE

curl

"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=

STENANTACCOUNTID" | grep 'form method="post" id="loginForm"'
[EIfEEIER P HERID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. fROEREFARIRERID °

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. BEHREERHEXEAIEIRNREDE



curl -X POST
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

-—-data
"UserName=S$SSAMLUSERQ@SSAMLDOMAIN&Password=$SAMLPASSWORD&AuthMethod=For
msAuthentication”" --include

AD FSEE[EI302EE M « WEREPEREMET o

@ MRIEHISSORRERMAZARRE (MFA) ~ BIREPOSTHEEZE _(AZEIHM
song B o

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. {#7F MsI1sAuth ZKE[CIFERICookie ©

export MSISAuth='AAEAADAvVvsHpXk6ApV...pmPOaEiNtJvWY=

h. (B8 AL X fFX A Z CookieHIGetBSREISE(LE ©

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
$TENANTACCOUNTID&Client—request—id=$SAMLREQUESTID" \

-—-cookie "MSISAuth=$MSISAuth" --include

[CIFEIZERE & SAD FSTIERERE - WHHEBE LR - MEEAXEEERHRERUPE
& SAMLResponse °©



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store
Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8
Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin

for more details
Set-Cookie:

SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bkl1MnFuUSUzZCUzZCYmJiYmXzE3M]jAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND

UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure
Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;

path=/adfs; HttpOnly; Secure
Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {#7F SAMLResponse {EFERIMEMAL :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EFB{#7F8Y sAMLResponse ~ ¥J3&StorageGRID —{AAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

AR RelayState  MIRIEEE AGrid Management API ~ :5E TR A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \

-H "accept: application/json" \

--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[E1FE ELFEEREE AL ©



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. REIEFRIBREEN 57743 MYTOKEN ©

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

CIRERI LA A MYTOKEN B EMER ~ LR R ERSSORMERAPIFN AT ©

MREAE—EA ~ BIZHAPI
MREERARAE—FA (SSO) - BN BEBH—ZRYIAPIEX « LIE HGrid Management APIZ{FEE EIEAPI o

FAREELF

YIAHRE  StorageGRID REREABNE—SHEEEH + BIE]ZHIEIHEE - HFE - OB LUE
#StorageGRID KB THIIEEME—ZWH (SLO) : EEAE M StorageGRID HISESOKE M o

TER
1. BEEEAEBEEENTHER i#® cookie "sso=true" ESLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

EEEIEHURL !
{
"apiVersion": "3.0",
"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D"’

"responseTime": "2018-11-20T22:20:30.8392",
"status": "success"

2. FIFEHURL °

22



export

LOGOUT REQUEST='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwETI
RfhZ...HcQ%3D%3D'

3. EEEREEHURLLUERESLON EFE A StorageGRID EER ©

curl --include "SLOGOUT REQUEST"

B{H[E]302[E]FE - EFMERUEARNBRRIEAPIEY °

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. fHBStorageGRID a2 &AL ©

filBRStorageGRID LA ZSSOMAZZIREMBI A AEE c MNR cookie "sso=true" KiEll - FHEEE
tHi StorageGRID R R G R ZSSORREE o

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

-—-include

% 204 No Content OERTEABREEEY -

HTTP/1.1 204 No Content

£ StorageGRID Bl Z 275

ki

LZ2HER/NEREZE « ARTEStorageGRID Z1ETH 2 ~ StorageGRID MR R @
T EIMNIB R A 2 L 22 B EFSBAVELR ©

ERAMEAENZE SR - StorageGRID
* FRAHTTPSEMRFRIRZMR /RS o ARSREANRERPHMERSE ZEEILIZ2ER « BEARSINA
FiRg 5  MiRERZEMNERERERE  [ARSBFMAFIHEE —H/&RHEEA
* *APIRE REARSNARIRSERES D « RELERBEZ2NEES - BRWEEFTTMEBER -
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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenlLDAF Other

Configure LDAP server (allfields are required)

Hostname Port
my-active-directory.example.com 389
Username

MyDomain\Administrator

Password

Group Base DN

DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com
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Synchronize

StorageGRID periodically synchronizes federated groups and users from the configured LDAP server. Clicking the button below will immediately start the
synchronization process against the saved LDAP server.

2. B8E* Synchronize* °
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Admin Groups

Add and manage local and federated user groups, allowing member users to sign in fo the Grid Manager. Set group permissions to conirol
access to specific pages and features.

|4 Add || BN Clone || /' Edit|| % Remove |

Name ID Group Type €  Access Mode &
'*  Flintstone 264063d0-2305-3046-9bd4-88b7037731ab Federated Read-write
Simpson ccBad11f-68d0-fBda-af29-e7 abfcdct3az Federated Read-only
ILM (read-only group) 58446141-9595-4543-b183-9c227ceT767a Local Read-only
AP| Developers 974b2faa-f3al-4cfc-b364-914cdba2905f Local Read-write
ILM Admins (read-write) ab28clc2-2417-4559-862d-fld2e31dad20 Local Read-write
Maintenance Users 723400ec-dedc-45a7-8bbd-21496b362add Local Read-write
Group Type Al v Show 20 ¥ rows perpage . 4 | b

2. #EHY* TAdd*) o
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Add Group

Create a new local group or import & group from the external identity source,

Group Type ©@ @ Local ' Federated

Display Mame

Unigue Name @
Access Mode @ @ Read-write Read-only

Management Permissions

] Root Access € ! Manage Aleris €
|| Acknowledge Alarms @ _| Grid Topology Page Configuration &
|1 Other Grid Configuration & | Tenant Accounts @
Change Tenant Root Password @ [ | Maintenance &
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|| Object Metadata Lookup € || Storage Appliance Administrator @
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{ "grid": {"changeTenantRootPassword": true} }
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Single Sign-on

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start, enable identity federation
and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. Mext,
select Sandbox Mode to configure, save, and then test your 330 settings. After verifying the connections, select Enabled and click Save to start using 330.

S50 Status & Disabled " Sandbox Mode " Enabled
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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for
any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections,
select Enabled and click Save to start using S50.

S30 Status " Disabled * Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50} and
single logout (SLO} are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Senices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https:/fad2016.saml.sgws/adfs/|s/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation 15 successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0 for each of the relying party trusts and you are ready to enforce the use of 350 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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1. 5Epk#& « F53REIStorageGRID 2| HER1 M "AIEFE RESEE" UHETRE ERE
AFEKIES EE

EITaaHIERE—E A (SSO) #StorageGRID HITENEZ A  sAFcEsRE—FAME—
ZH (SLO) :RELEHE - MRLTASESIEEMEEL TIKESHET « ARG U HE
EEREELFEASSOMSLO °

TRENER
A BEER 1RV 2I B 255 AGrid Manager ©
* AR RSE R EUER o
* IBE7EAD FSHRE—HZEEERAGRAGEE

1. BEEARFEUEHI E—B A -

BE—SAEEMBAHIR - WEZE* Sandbox Mode*}#EIH °
2. IEFERAIETH « HETS D HBHEBEARERES ©
TEURLTTA B BB AR TS R R P ARI(E ©

57



Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin MNode, using the relying party identifier(s) shown below.

G. 5o to your identity provider's sign-on page: https:ffad201E-.saml.swsfadfsfls!idpinitiatedsignnn.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SS0O operation is successful, StorageGRID displays
a page with a success message. Otherwise. an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.

3. R—TFEM « ERURLILELZZIEES « BN FIMES D #FHEENEAER °

EERERIE O UFEASSOE AStorageGRID TIEINAE « sHERCEA TN EFR—EILE* - BN EEIEEHE
E’Jﬁ‘%?ﬁfiuﬁt?;']ﬁ% REH—T"FA*

You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j

AR EEAERERBNEE -

O. B AR ER fE & R TBAI RS o
° YIRSSOBAMBHIEEMT « LIRS o

+" 5ingle sign-on authentication and logout test completed successfully.

° YISRSSOEEARRILN ~ EHIRERAE - FHIEIERRE « BFFBIEERAICookie ~ AEHFFH—K
6. E1E LS ER « FERERI LT AR E A E IR AR o

NRFIBESSOBAME HIFEEMT) « ERAIIUERASSO -

RRE—ZA

EERVFERIUAE StorageGRID FRER MK E1EZE ~ SRR LIFRIBRAE—EA
(8S0O) -
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CREMES

AR DR RREAZ D —ERBERE « WiF MREFE SEERISERGEE - G AMRIELAE—
UEBREAEFEAGrid Managerty MREFEL #R « WA EMRARARARN MEREERER) #R -

© SN EE RS R P RS 1S E o
58
1 B AR TR B — B A o

B2 A EEPERNEET « IO o
2. Y§SSORRET A TEE" o
3.~ [*fE ., o

HIREEAE ©

A Warning

Enable single sign-on

After you enable 350, no local users—including the root user—uwill be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management API.

Before proceeding, confirm the following:

* “You have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has Root Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

1 K3

4. BRES ~ ARE—T THEL o
REEKAE—EA -

@ FrE{EREERNBFERSSOEENGrid Manager ~ fHE E12#21( + Grid Management APIfH
B EIEAPI o At (R & BB ZEStorageGRID LELISE ©

FRE—EA

MREAEBEFERULIIEE - IUERE—FA (SSO) - BURKGFERE—FA ~ TR
R faE Fill) s

ERENES
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* BB IRAVEIEE 285 A Grid Manager ©
 ISNEERE N EEUERR o

1. BEEARFEUEHI E—B A -

IERrgHIR TE—2 A BE -

2. JEEYEEIE o
3.~ [*fiE ) o
B IR — RIS IS ARERERETUEA -

A Warning

Disable single sign-an

After you disable 350 or switch to sandbox mode, local users will be able to sign in. Are you sure

wyou want to proceed?
o

4 —T THEE) o

TXE AStorageGRID EfStorageGRID ~ IR IEE LB ENEEAl BE - SAERALR
#StorageGRID skEERERE R ERBMEES o

HRHERARENMAE—EEHRNE—FA

NRE—FA (SSO) RMEM « LAIFEEIEE AGrid Manager ° EIEERT « EA]IUY
F{E AN EMBAE —SEMRNSSO - E2IFAKREMMASSO G REFIEIRRIS

% Shell o

CEENER
s [SABBEE Y ERTFEVER o
* IR JBEER Passwords. txt B2 .
o A ERIE A root{E A E RIS o

RIRERI(E

EHE—EIEMAANSSOZE ~ MR LUATHEIRERE RS BE AGrid Manager ° & E{R5&StorageGRID &Y
TIEERS - BBEEEHE « FAMEMGH < Shel T EIRHIRL EEHAAASSO °

{8 B — IR AR 0SSOL T & B B AP P AE A E f EIRERBEISSORE © Grid Managerth 88—
() BAEELH TEASSSSO ) BESRERBERRE « BIECERMARANSSORE « &

RS LR A B o
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1. BAEIEENRS

a. A& | ssh admin@Admin Node IP
b. & AFFFFIMIZEE Passwords . txt HEEE

C. BATFEL U Eroot : su -

d. BAFRFRFIFIZERS Passwords . txt HEEE ©

BIEMrootE AR IRMEBREE s E 4 o
2. YYTTFIE<  disable-saml
ABRMZ T EBEAN L EIRER o
3. HEREEFFASSO °
ABRTER FNE—BABREA -
4. RPEERBERFIE—EEEER_ EAIGrid Manager ©
IREERERGrid Manager AB®E « AASSOBEEMA

S. {EArootfEFE LB A rootERABERIBEA °
6. MNRIGEAEEEIESSOHREMEREAESSO :
a. FEEARFEUEH E—F A"
b. BEARIERIBERFAISSOEE °
CH—T INfE*1 o
¥—T TE—8A) BEETH MEEF - EEESENRBEEMAKEINSSOIEE -
7. MRER A EHMFER TR EFENGrd ManagerM & RHEASSO :

a. MITIEEHITIER TIERIIE
b. $#—T*&H* « ARREAFGrid Manager ©
C. T EIBEHE FEIHEIASSO © AT FIE—FER ¢

* 1T TSI | enable-saml
MEBRTZTEEAN I SRR o
HEsRIGERIASSO °
ABRTEHHE LEMBE—FA -

o EEHTRAMAEMRENEL | reboot
8. NEERIESRS « WERMEIREEL/FENGrid Manager ©
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9. HES¥StorageGRID EE IR E@MAREREAL BEE ~ BIEHEEHASSOREE « A HEFEXGrid Manager ©
R

([} =§|—‘—| %_F&Au

RERREEERAF RS

,di__fl/(ﬁﬁﬁﬁﬁ)ﬁjﬁ”ﬁ}w 5 ?**EE’JS’F‘BFE)E' hifzEXStorageGRID (The) MN4BRVERIE o
Fi P im /R & IE1/\#%E’JE/£ SR IC(EF YN T A Ak E51% StorageGRID VMware ©

W RICFEE StorageGRID EHSMERESIE T AEFEEINAE ~ BIZEFBGrid Manager B ELE AP iR&E ~ Wik
BEEMEREIMNBTIA o

MERMEIEES AP IR&ES

BT A P IR/&RRE ~ S LURHE 2 8Y/&:E ~ SfERGrid ManagerZE £ —1{E&:E ©
REBNEMR

c G ZBRE TIRFEU HRR

* BB IRRYEIEE 285 A Grid Manager ©

s BB EIRENEEAYIP AU S 41 B FE o

s BABE R EStorageGRID MEAGFANNERIRE &S ~ UHEEHENCAERAS

s MREEHERCHES « BI/REN AKHSEMNAE BN ATEAREEN T H -

1. 7E£Grid Manager ~ BEEV ARG >* 12 EUEH*>* FH B im /&5~ o

IERrE IR TRPRES) EHE -

Client Certificates

You can upload or generate cne or more client cerdificates to allow Storage GRID to authenticate external client access.

I+ Add | g Er‘lt ® Remove
Name Allow Prometheus Expiration Date

Mo client cerfificates configured

2. Y TAdd*) o

BEENEER T EfEREE) BE -
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Upload Certificate

MName @

Allow Prometheus @ [

Certificate Details

Upload the public key for the client cedificate.

Upload Client Certificate ‘ ‘ Generate Client Cerificate

3. BMA—ENH1EI32{EF e 2 R RE RS o
4. BEFERIMIEEET AFEXPrometheust&iE
S. HESHELERE !

a. HE HERE « ARt sFieEE o

b. EBELRE « AT BfEE o
6. [[upload_cert | &EE H{E&:E !

a. EEF LERRIR&E" -
b. BB RBHIARER

< SRV S EFPrometheus* iZEX 5 3R ©

HEEENARERZ % - FIEAVERPEEN N /EZPEPRIL -
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Upload Certificate

Certific

Name & test-cerificate-upload

Allow Prometheus @ [

ate Details

Upload the public key for the client cerificate,

Upload Client Cerificate ‘ | Generate Client Cerdificate

Uploaded file name:  client (1) crt

Cerlificate metadata & Subject DN: /C=US/ST=California/L=Sunnyvale/0=Example Co/OU=ITICN=* 53 exa

mple.com
Serial Number: 0D:0E:FC:16:75:B8:BE:3E7D:47:4D:05:40:08:F3:7B:EB:4A:71:90

Issuer DN: /C=US/ST=California/L=5Sunnyvale/O=Example Co./0U=IT/CH=* 53 exa

mple.com
Issued On: 2020-06-19T22:11:58.000Z

Expires On; 2021-06-19T2211:56.0002
SHA-1 Fingerprint: 13:AADG6.06:2B:90:FE:BT.7B:EB: 1A:83 BE:C3:62:39.B7 AG:E7:FO
SHA-256 Fingerprint: 5C.29.06:68:CF.51.50.B8.4F A9 56 FT AT AB.3C 36 FAZDBT 32 A4:CH;
7485 2C8D:EG.67:37.C3AC 60

Certificate PEM €

Copy cerificate to clipboard ‘

[

EIRRFEEREIFIRGE - ARRRERMEISMNEHETR -

b. {&
C. 3%

[generate_cert [EEES RS :

a &
b. &

c. I®

ANy

d =

e. &

RfRETARINESBERTRLTIINEEIET R -
B ME#E ~ RSB ETFEGrd Managerd ©

EELRRIRESE

A EEERR BRI P o

Stha] g A—EX - 509EE (thiEAnyisaiE (DN) ) ~ LERIEAZRE
E  BEUERSRAMBIKRE - ERERT30X °

B o

DEsEh#Er) « VREPEP) k NEELEE® BASEA -

ENRREES -



Upload Certificate
Mamz & test-cerificate-generate

Allow Frometheus @

Certificate Details

Upload the public key for the clisnt cedificsts,

Uplesd Client Certificste | Generste Clignt Cadificate

Certificate metadats  €) Subject DN: /Ch=tastcom
Serial Number: 0B:F2:FB:78:B2:13:E4.0F :54:83:30:35:58:8F: 2A4:03:53:BO:EZ:0
A
Issuer DMN: ‘Ch=tast.com
Issued On: 2020-11-20T22:44:48.000Z
Expites On: - 2022-11-20T22:44:48 000Z
SHA-1 Fingerprint: 8E:08:8C:F8:3E:20:88;E4:C8:42:52:5F: 32, TE:ET:63:808:88:F3:3
o
SHA-258 Fingerprint: 73:02:51:83:ED:D3:8%:AD:7E B8 :4C:AF AE:34:76:B8:42:FE:0D:
EF:73:C0:A4:68:C2,EB:85,84.C2:04:7ABD

Cadificate PEM & | === BESIN CERTIFTCATE--=—- )
MITCysCrABOgiwIBAgTTCE i TdrT

BOAwEsERHABCR I TE Aww TG adCs Jha OwHh oM 2 bT'T

M3 IORDOEW  ATHR Ew D T VOO DDA R 0 R XN LR v b T CCA S Iw DU Y JRo 2 ThecBAQEREOAD

goEPADCCADeCggEBAK O 24E S e e GuBb2 EH cidf /¢ TeExLeBEm+dvIwszl qﬂcR

KgHZ21BEYI0N/ Vo7 200 2miFE yBuk yOTX SC0E Inrr 03 TBLe IR EEE=T oo Lok,

De=BEFYzd02axinEl /X ANTEcERET ST OO Cudc 0V uVlexdy2 1T SSokn i Bmla
AVnkTEEECEEyTFalaoiaLETHI Oz o BOxBECpADT FOEaIy2 £6Kg5eS

gSiwE2PETUBM
EOVRORBAww

Copy cerificate to dipboard

Certificate grivate key @ | ———" EEEIF RIR FRIVAIE EEY----— "~
HIIEpQIBARKCAQEAr TZ0H2bHak+=ad0r Bk y iy T 1/ +1NuzEn0EaE T LB FO2ENC /Bl
EdnaUHlghCEoq vk l1Ha Y borTHCTJBOQE 15k 1+ RIME - dhZ ScExCEwige K2VRUD T
CwE e B TP Do 0 F4R TN Bk ix VT S I TOMa T i J s R SV EH I IOVE I RygeMEY Sas
TR g TR P I Bn T T0S 4 Sogylw oM EVDOg R /A TUHTEEokngPaTHto i L2/ 0 2Dms T8
25Cg=203xad: gPulimoWo5h8kTnowEiHNHI £mi Dyxnkp S BN OMaDm/ oY «JEaW
IwZEERSpE S lukska kT DAVHONG TODFED vy I DR AR c IBADC FEUEY 4pENHasy
SuELEDedy v/ SCn+Rdmrodg B S xWECDrE IR1EDG+HThY r Edon EXHO0+ACTVAC)
HE1QET%DVpwEs Spublsri¥ Sere rEnp Bl CMaH Y BT xS ub U Tag sl
s IR FEIvAE T flrZx WY dn02RPE i rog Y gellge S Y (N7 32 03 naTrme Tdma Y EEE

Ad4Hvaon

Copy private key to dipboard

A& You will not be sble to view the cerificate private ey sfter you close this dislog. To save the keys for future reference, copy end paste the values to
anather locstion

a. AU R NEIBIALE « ARRIRBREEISMNREIET R -
b. A IRFAE IRENEITIAEE « ARKSWALTIIMNBEIZETR -

() memsEsie  CREMSELELE - SLRENIIRRAE .

C. BEEY* M#fF*) ~ i/RSE#FIEGrid Managerd ©
8. TEHMBESIET R (fltNGrafana) L&TE FFIRE °
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Grafana@B BB Ty ERRIRH

sg-prometheus

HTTP

URL ; https://admin-node.example.com:9091

Access Server (default)

Whitelisted Cookies

Auth

Basic auth With Credentials

TLS Client Auth [ @ ] |With CA Cert

Skip TLS Verify

Forward OAuth Identity

TLS/SSL Auth Details

ServerName admin-node.example.com

Client Cert

a. 2t | BAERRE o
FEZILEN « BEEARMELEIRFELR o StorageGRID

b. * URL* : B A EIRENRAAVABI A FBERIPAL o I8 EHTTPSHIEIZIE9091 ©




fBI90 © nttps://admin-node.example.com: 9091

C. BYFE* TLSH P IR F1* CASIEE" ©
d. BEENEERSEENCAEMHERIRLE] ITLS/SSLEEEFAER T MCASRE] o
e. [EiR23%TE - A SRR ATE o

AR B BMHATT S BIEN E AR /&R P RRINAE R o
f. #7F A S StorageGRID BER AMERENIVRBNILE SR
IRTE R LA StorageGRID fERASMBEIET A ~ ¢ThAER L7 EXPrometheustEiR °
WNRISIZRIERAE N A2 BARE AN SR EHERR StorageGRID HYIE o
HERAERN
"{§EFAStorageGRID Bl Z 2:0:5"
"AGrid ManagerflTenant Managers% € BT @R 2 /&:5"

"ERIERIE  REEEPERR

RERAMEESRAPIRE
ISR LR/ RE U EH TR « BUAS{EAPrometheusZEY ~ S(21E B ARV /R B AR EEHRYESE ©

CRENESR
* T ERE TREFEU R o
BB IRIVBIESSE A Grid Manager ©
BB EIRENRE AP AR FE o
* MREE HERRNRENLAEEE « AN BEREAEER FERESEREMINE S o
T
1. EEARRR > FEUEE > A P iR /RaE o

IR g IR TRRIRER BHE o JHIRARYRE °
TR AR - MREBEAEEIHAN 2B - REPEHIRAR « WHBHET o

|4 Add || # Edit || % Remove |

Name Allow Prometheus Expiration Date
O | test-cenificate-upload v 2021-06-19 16:11:56 MDT
(® test-certificate-generate v 2022-08-20 09:42:00 MDT

Dizplaying 2 certificates.

2. ERECBIRE R A AREIERE
3. BEREE" o
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MREERE) HEEARPERILIR -
Edit Ceriificate test-certificate-generate

Name @ test-certificate-generate

Allow Prometheus @

Certificate Details

Upload the public key for the client cerlificate.

Upload Client Cerlificate ‘

‘ Generate Client Certificate

Certificate metadata @ Subject DN:

Serial Number:

Issuer DN:

Issued On:

Expires On:

SHA-1 Fingerprint:
SHA-256 Fingerprint:

Certificate FEM  ©

————— BEGIN ‘CERTIFICLATE

{Ch=test.com

0C:11:87:6C 1E:FD: 1316 F3:F2.06:09:DAGD:BC.CE2A:A9:C3:53
ICH=tast.com

2020-11-23T15:53:33.0002

2022-11-23T15:53:33.0002

AEEGTOATDICI39 TAN9F9.62:98:81.8A:8T.CDi43: 16:5%AT
63.07:BF:FF .08 1E:84.F 1:D4:67.C6:16:80:35:26:00.CH A3 1311 TESESD
EC7TATEEF:23:14:55:30:56

WERLEY YETIS
FRINkEBDATRCHdOrvES
dCONwxkpWIleBnC ok b
JCAWEARMEMBTWEWYDVROREAwT

Copy cerlificate to clipboard ‘

4. HHBEEITAREN S
5. JEEY* [i#77*)  B/RBH#7Z1EGrd Managerd o

6.

7.
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MRIE L EHHBVEE
a. FEERUBERNEIBIREE « RRE

AEEISMBESHET A -

b. fE MR T AR MBS REN LR ZISMNIEIET A -
C. fESMEREEIE T A I AEU&EML TSR -

MRICEENRBEE

a. EEUIBRENINAE R TISNIEET A o

b. JEERALE SIRENEBIRGE « RRE

®

RAPAEEE S 1R1E

RAZISMERESIET A o

TR EERANENNTEER - RERERIREAE -

C. 7ESMEREEEE T A R#F I AIEUEEMLE I8 -
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*zlz%%nﬁﬁfiﬁﬁﬁ /‘ E
MREFBRERFE ~ OTLUGEBRRR o

CEEMNER
* G ZBERE TIRTFEU HER
s R BEERZIERVEIE 23S A Grid Manager ©

1. EEERE > FEUESH > R IR REE" o

RS HIR TRRR&E) BE © JIHRANESE -

|4 Add || # Edit || % Remove |

Name Allow Prometheus Expiration Date
) | test-certificate-upload v 2021-06-19 16:11:56 MDT
® test-cerificate-generate o 2022-08-20 09:42:00 MDT

Dizplaying 2 certificates.

2. EREER IR IR A RAREIERE
3. BEEBRR o

PEEDEE RSO SR T 1R

A Warning

Delete certificate

Are you sure you want to delete the certificate "test-certificate-generate”?

&
4. EB R

BEERIETBR o

=IE T iR S IEAARES

TR R E — N L EIMT R EIRFARSE (KMS) ~ MURERFHRENRARKEENR LB
Bit} o

HTEREHEEFRSE (KMS) ?
£BEIRMEARES (KMS) 2—EIIMIIMSE = &#iStorageGRID ~ AJiE8StorageGRID £ S 12 B @4 EE17
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E (KMIP)

» A ERANG RIS & ERE AR EMRHRHME T

e A EA— X 2 EE R EIRFERSS - REEStorageGRID 224 HA R B * BN BA NN 25 5% & MY (Al R B A B RL NS
T8 o BMERERPOBIREREE  KMREIEARBRELMAREMNIIEIER « hiREEY - RIBH
BREME 2% ~ FRIFER AT AEKMSER « BRISEAFIRRAEE LRERER -

FETHEEANMMENRE AR ENRASMNEEE o StorageGRIDIMNRITI TEEAIMNIEIR

®

EIAREREISC M ~ BB ARSI ST EREBFT o

1% EIStorageGRID IHEEMZ A%
IR INZERIAYEEIE o StorageGRIDGEZ G T A% ~ MUFIEIMPLE 2R &1

BB RHRERXK °

TRt StorageGRID ARISIZNME 77 AN S FEHEE -

IR

Grid Manager V£ ig E IR FRES
(KMS)

T (ZIRERMRERR) PIEAZ
2% SANTtricity

EERY IR ER IR
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BIEAT

& LU A StorageGRID FZIE &R E
TIREEMARSE (>R
E>*EREIRMARES) -~ WAXE
FREEERARIRENNGE - A% - FEF
HEBMBEEIEEKMS « UEBRSE
BNZLE (KEK) o Ib&igEm
B fREEEVolume LV ERIINZ
&8 (DEK) o

MR EFEFAEE RIS
2I0AE ~ EAILUEASANTtricity '3z
ERAEIEREN) REIKEER
2F18 o FIZREMIRE EHNE

IR BT LATEGrid ManagerR B (17
YR SEIE (ARRE>*AHER
EX>*HEIGIEIE") ° AR ~ Ak
HEREERBRIYHERINZLIF
Y ~ B TERAENERRINGS ©

B (AARES R IREStorageGRID BLEE K} « BB AR R E Z AR © T B BBRRINEE
EMEER o JITHREETFNEEBLEEETHNEE - MRECREZHY - F2REHER

ERAR
LHCHARI R R BN RE N R FR A B
EiRL o FEFEEE FRVFRAE ERIERAE
ZEIRE - BRERFONERRE
LBk o BIfEECStorageGRID Zf
PARBERNEFRENRTERE
R -

BEASTEHMIRINE (FDE) HiBRHE
R EBRIERE (FIPS) MRk
HRYREERE - LEWERE_ERIFR
BEFHEBIER ZIfRE « R EIRE
KREEERROBER - BARESD
EER A RIRTS R REERSE
fER -

"SG6000f#IZRE"
"SG5700f#1FLE"

"SG5600fA1ZR "

HHEENAS3FISwWiftiEE R - IRF
HIREVHREINE - Y higs
A EMSRERN AN o

SR R
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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron

or reboot?

Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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Data Center 1 Data Center 2 Data Center 3
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- Appliance node with node encryption enabled

X Appliance node without node encryption enabled

- Non-appliance node (not encrypted)
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Key Management Server

If your StorageGRID system includes appliance nodes with node encrypfion enabled, you can use an external key managemant server (KMS) fo manage the encryplion keys that protect your StorageGRID at
rest,

Configuration Details Encrypted Nodes

You can configure more than ona KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys far all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site.

Before adding a KMS:

« Ensure that the KMS is KMIP-compliant
« Configure StorageGRID as a client in the KMS

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions. see administering SiorageGRID

}-I- Create | | # Edit | | @ Remove

KMS Display Name © Key Name © Manages keys for © Hosthame € Certificate Status ©

No key management servers have been configurad. Select Create.

2. ¥ Create (JBiL) o
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Add a Key Management Server

o 2 3

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KM3) and the StorageGRID client you configured in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @&
Key Name @&
Manages keys for & - Choose One - v
Port © 5606

Hostname @ o
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Add a Key Management Server

1:;:; W o 5

Enter KMS Uplead Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate € Browse
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Add a Key Management Server

00 -

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server ceriificate signed by the cerificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13:0D:4D:D7.81:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13T21:12:45.0002
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse
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Add a Key Management Server

@ @

Enter KMS Upload Upload

Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5A8A2T.02:40:CH:F519AT1.28:22.E7V-DG:E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

= e
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration. you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted Modas

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS iz KMIP-compliant.
Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID.

| 4 Create | ‘ # Edit | | & Remove|

KMS Display Name € Key Name © Manages keys for & Hostname @ Certificate Status &
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.95 164 «" All certificates are valid
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. (AR EIRRER IR ERL RS 1R

Key Management Server

If vour StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, yvou can use an external key management server (KM3) to manage the
encryption keys that protect your StorageGRID data at rest

-
Configuration Details Encrypted Nodes

i,

You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one
default KMS to manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a
particular site.

TINZENRE) 2R3

RE G5 StorageGRID R EIRMNEZ RENZ IR AR PR AEEEN

Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node ancryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name © Key UID © Status ©
SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41bi...5c57 «" Connected to KMS (2021-03-12 10:5%:32 MST)
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

*fou can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID,

| o+ Create | ‘ # Edit | | & Remove|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. BETBAEEIKMS « ARMEEEE" o
3. HANEEESAEEARSEE S (AKVSHEER) haoEEs -
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12. 1BFIERES « WIREHE 2R HFAER S8R OK* o

A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.

Cancel

ARG HFKMSAER ~ EFRFAFHEKMSHELR ©

BirREEGARS (KMS)
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.
= Configure StorageGRID as a client in the KMS.
» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for

appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. MBS T KMSHISEIEREE « AEBECHSR o
3. A SN S R E B EIE o

A Warning

Delete KMS Configuration
You can anly remove a KMS in these cases:

= You are removing a site-specific KMS for a site that has no appliance nodes with node

encryption enabled.
= You are removing the default KMS, but a site-specific KMS already exists for each site

with node encryption.

Are you sure you want to delete the Default KMS KMS configuration?

=
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Tenant Accounts

View information for each tenant account.

Hote; Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date. To view
more recentvalues selectthe tenant and select View Details.

[+ Create || ® View details || # Edit || Adtions || Expartto CSV | SearchbyNamelD  Q

Display Mame & # Space Used € 11 | Quota Utilization @ 1T Quota & H Object Count & I Signin &

Mo results found.
Show 20 ¥ rows per page
2. 3#4E* Create (E1I) o

BEBNEET [Create Tenant Account (BiIFHFIRF) | EEEFEZIBEBUAR StorageGRID @E B #t
HZRAMMBE—ZEA (SSO) o

° WNIRAKFEMASSO ~ B MZITERIRE ) BEEERRMEE

Create Tenant Account

Tenant Details
Display Mame
Protocol & 53 7 Swift
Storage Qluota (optional) GB -

Authentication @

Canfigure how the tenant account will be accessed.

Uses Own |dentity Source W

Specify a password for the tenant’s local root user.
Lsername root
Fassword

Canfirm Passward

° YNREYASSO ~ MEVMERIRF ) BEEMERRT °

99



Create Tenant Account

Tenant Details
Display Mame S3 tenant (330 enabled)
Protocol & g3 T Swift

Allow Platform Services W

Storage Qluota (optional) GE -

Authentication
Because single sign-on is enabled, the tenant must use the Grid Managers identity federation
service, and no local users can sign in. You must select an existing federated group to have the

initial Root Access permission for the tenant.

Uses Own |dentity Source [

Single sign-on is enabled. The tenant cannot
use its own identity source.

Root Access Group gagrp oo
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2. FEEIHEPIRARERNA R IREEGE « 40 S37*50* Swift o
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MNERE... BITIHCEN(E. ..
FEUZ PREZIR L BIGrid Manager #%— T2 [R*LUFR A BB ZEULERIRE ©

HPEERXNURLERT ¢

https://FODN or Admin Node IP:port/?accountId=20-
digit-account-1id/

® FODN or Admin Node IP = BIEMRLRYSE R AL 8k P
* port AHEFERERE
* 20-digit-account-id el PRBM—IRAID

1FEEE1I8443_ EMIGrid B—T &AL ~ REE MBEEFEEU HBMEBTPEMAGTHEENEE
Manager * B{EKRRE a5irootfd  #} o

&S

1FEVEE1I8443_FMIGrid HAIE TSR LlrootE A ©

Manager - A1 A rootfEFI &

REEE

9. DlrootBHEAME :
a. £ IREHPIRE] HE AR ~ #2—T WlrootE Al 17 o

Configure Tenant Account
" Account 53 tenant created successfully.

If you are ready to configure this tenant account, sign in as the tenant's root user. Then, click the

links below.

# Buckets - Create and manage buckets.
» Groups - Manage user groups, and assign group permissions.
» Users - Manage local users, and assign users to groups.

iR E g RGBT « RmIEREE UrootfERES DEAMFIRE ©

Signin as root
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Tenant Accounts

View information for each tenant account.

Mate: Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date. To view
more recentvalues, select the tenant and select View Details.

|+ Create || @ View details || # Edit| | Actions ~ || Exportto CSV | Search byNamedD  Q

Display Name €& A Space Used © ! Quota Utilization @ 1T Quota @11 ObjectCount @11 Signin ©

® Account01 50000 KB 0.00% 20.00GB 100 L3
O  Account02 250 MB 0.01% 30.00 GB 500 w]
O | Account03 605.00 MB 4.03% 15.00 GB 31.000 =]
() Account04 1.00GE 10.00% 10.00 GB 200,000 *]
O Accounts 0 bytes — Unlimited ] )

Show 20 ¥ rows perpage

2. ERECEIRENTERIRS

P IDESHERIRE ©
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3. 1t M#nfE) THIUEES « B TZBREE o
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Change Root User Password - Account03

Username root
Mew Fassword (2L LT

Confirm Mew Fassword
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Tenant Accounts

View information for each tenant account.

Hote: Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be cut of date. To view
mare recentvalues, select the tenant and select View Details.

|+ Create || @ View details ||/ Edit || Actions + || Exportto CsV |

=earch

lameiD

Q

Display Name €& A Space Used @ I Quota Utilization @ T Quota @11 Object Count @ T Signin @

® Account0 500.00 KB
O  Account02 250 MB
O Account03 60500 MB
O Account04 1.00 GB
) Account0s 0 bytes

2. EEEERERARIRS

MREMN AR E 20BN LRIIER ~

HIEFIDESHEIRE ©
3. EEREE" o

0.00%
0.01%
4.03%
10.00%

(At

20.00 GB
30.00 GB
15.00 GB
10.00 GB
Unlimited

100
500
31.000
200,000
0

Show | 20

=)
=]
)
3
=]

¥  [OWS per page

TRAILUEE—RAESEEE LETHNIH - ERESHIE « (KERRE

LERF S IR TREAAIRF) BE - ILHRHERRTERE—ZA (SSO) B - ILFAR RS FR&REH

CHIS 7RI HIR

Edit Tenant Account

Tenant Details
Display Mame
Allow Platform Services
Storage Quota (opticnal)

lzes Own |dentity Source

4 FEEETRMNE -
a. B I F RS MIRET BT o

Accountd3

5 [68 ]
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RAHRLAIRE

MREEABREIRE InRaHr 3 £ FiiRStorageGRID ~ BIGEFIIREEESNERR LER—RIFAS

g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HRERETAE Nnkl BE - SRS ERRNRMERALS - LHEEREEREBZS AR o [RE—(EE
2 WERTSERAMNVRMERAS « WIEHEREEREESA - GENESR @ BER7TRABRET -

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

g One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ = Lasterror @ = Type ® =+ URI® = URN@ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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Data Center 1

MNetwork Storage Objects 1L Platform Services

1 hour 1 day 1 week | month 1 year Cusiom

Pending Requests

13:50 1355 14:00 14:05 1410 s 1420 14:25 1430 1435 14:40 1445

== Pending reguests

Request Completion Rate

1RED 13:55 14:0 1405 1410 1415 1£20 14225 1430 14:35 1440 T4:45

== Replication completions = Reguests committed
Request Failure Rate
020 ops
DiSops
010 ops

Q05 ops

Jops - = =

1350 1355 1400 14:05 1410 1415 14:20 1425 14:30 1435 1440 144t

== Replication failures
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* HTTPS : 8083
* HTTP : 8085
(GRS LdR BIFENEEAYIPALE TEERSIEIFIE ¢
* HTTPS : 18082
* HTTP : 18084
YA SwiftiE iR

* HTTPS : 18083
* HTTP : 18085

Ll
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AERSIHPIREREFEMEHABEN & 5 T ink: - AERGSBU TRRAURL :
* https://VIP-of-HA-group:LB-endpoint-port

BN ~ WNRHABHERY EHRIP4E43192.0.2.5 ~ TIS3& 8 T &35 inRbAVEEIEESRHE/ 10443 ~ BIS3A P imAI A
B T%JURLE4ZStorageGRID EISESH:

* https://192.0.2.5:10443
=B SwiftFl P imE AR E B BRI HABHERN G 8 T8 init « SAERAEI TRRAIURL :
®* https://VIP-of-HA-group:LB-endpoint-port

FIgN ~ YNRHABHAARI EHRIPAI3E2192.0.2.6 ~ MSwiftE & & 23 iRk AVEIFIR SRE5 2104444 ~ BISwiftF B i
A/ T3 URLE#4R StorageGRID ZISender:

®* https://192.0.2.6:10444

1T A] LA %5 B B ik PR B & 4R StorageGRID ZUFFASAYIPAIAEER EDNSEHE o sAHHRICH AL BIR EIEE o
1. FEAZENAIERE AGrid Manager °

2. BESHESERREAYIPAL
a. JEEEEL o
b. EENCEE R EIRENRY « RE RS TR o
C. ¥E#Z* Overview (Hfil) *3EIEF o
d. 7£ TEARAEE BEEHP ~ 50 FERBSAIPALL
e. B— T RETEZ LUSRIPVe Lt T EHFE o

TRI LU R iR e AR N I AR = B BE AR P :

* eth0 : * Grid Network
*eth1 : *HIBMEER GEMA)
*eth2 : *AAFIRMERE (GER)
@ gltl%‘&ﬁIEEm%:éi%ﬁﬁ%ﬁﬁ%ﬁ_%Eﬁﬁ%ﬁ - BEEE S P A ERAERERREERS -
AIHAZHAERY EHR Pt E BB TEeth2 L o
3. EESHE T AERMAENERIPALL
a. EEAR S ERERE > = AERAR
b. &R - 5T FHABHBRIESR P o
4. EESHEH T ERNEAYERIRR
a. EERR S ERERTE > 8 T E2Rima o

IR HIR Taf T EsR) BE  BREXRENIRRLEE
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b. JEEUIRES « AARIE— T RN ©

MEEEInEs) REFERIFR « L RIRRIBVE s AE R o
C. FESDICIERNRIRR EREA LA ERIEHAE (S33Swift) - ARE—TBUN" -
d. 2 TEEAN AR IRER IR ER RS

@ YNRBIZIBREE 805443 ~ iR R EEREMR LRE « IAELEEREGREEE
EEE L o R EMEIRREERE AN E EEEﬁEEJ:?&FiO

EEGHTHE

R A] LAfE A StorageGRID SEIE & & & ThsE2REEIESIM SwiftF P im AV REEN A BRE TF &
& o BHTEIEETR TEEHFELF SN L EREEHE - URKCRENEERE o

&I StorageGRID i&E@E TH AT ~ EEHIVMware R ER & 8714 :

* (ERREEEEMRMFENR LR & & T EaRARTS o ﬁ%ﬂiﬁlﬁﬁﬂﬁi‘“?ﬂﬁ%ﬂﬁ%%&?@\jﬂj‘ﬁﬁ}iiﬁ”ﬁg
RPITTLSHLE ~ BEER ~ UREBUMNREEREFFERS R H & TS o

. %Hﬁ@s‘c RUERBEHE LREREHTES (CLB) ARFS - CLBARFSIRM B4R TH « W SHIREERL

@ CLBARFSELIBHS o
- BAMNBE AR TR o MEHMEE « EHETHNtApp T E 5 o
BT EEE S - B TR ARTE

BHTESSRE TR EANERESEARIREARER OHEIHEEE  c SERAAHT
&7 ~ RABE(FEAGrid Manager?k:& € & 8 i 2sim ey o

RS EEMA N FENMRE | TR - IREEMMEN S i TEERT - CEAIARERHEE
RO ERIE ENRE RV In RS o

SEQNFHRRMNEATIEEERE  BRHE (HTTPRHTTPS) - fRESIAR (S3siSwift) MERER
I o HTTPSIREEE EMMRE/&E o BEEN AR IGRIRRERRIFEIRGS

=

SESARAE (HA) ERIPE (VIP)
* BE

BRI E R T E
BIRIBEE

FA R iR AI A EUSTE R T & S 128 ARF5 RV ENRS_E SR E RV EMIURRS « EAMESIS | SRR LIRBEER
188071443 « FILELLEEIRIE R E MR EIRFEHE LA HHTEEE -

MREE BB BEMERIR « RIEAERBRNERIERRE 8 & T E3iRE o MrIUEASEMYENERIE

FIEIT Uk © (BEL NG ENH R ERIGCLBERIBMART - MIFEHTHRRTE - FRRIERRAEZISRF
A BRI FREIZIRBRTEE o
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(D cLemmRER-

CPURIRE

S3F Switt i EEX EEFEER - SESIEMEMEEMNE S & T ERFFE S /ILEE o FRMNERE
FF~ BHTERREERELERKBEXEECPUTAERSNMHERE - BiIRtCPUBHEBEMESRXDIET
r—) ~ BT SEE BRI BN - T REHMETEHIERENELREEE « BMEEIRELEIZR100%FEHE
WEEARSEARTAR o

AERLERT « CPUR FHENERAE ERN & & & 23ARFEFIERILE ©

HERAE

AfECE"

R E BB T 2R inah

O] LR IT ~ AREE S PRE H T2 imad o

fERVA=E

SEGHTEHRRLEGIEEEEE « EREHHE (HTTPHTTPS) MARFFLER (S35(Swift) ° IREE
IHTTPSUREL ~ AJi A EEeEE FAREZREE ©

TRENESR
* Tt AEA RERU 1R -
* B IRRV 2B 28 F A Grid Manager ©
* MREFTREENHRERN QT ERRBAIVERE « Bl ABIRETHE -

() mEmummEEeiGe B  BELRY SN EERECLBEHSHR « MiFS
AR - ARBEREERIET NS RERER B BITHE -

(D cLemmREs-

1 EEER > R E > B T 2R inR o
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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 53 and Swift requests to Storage
Modes. HTTPS endpoint certificates are configured per endpoint.

© Changes to endpoints can take up to 15 minutes to be applied to all nodes.

4 Add endpoint port

Display name Port Using HTTPS

No endpoints configured.

2. JEEU TG ImRL o
M237inEh ) ¥EE7HRFEENHIR -

Create Endpoint
Display Mame
Port 10443
Protocol (O HTTP O HTTPS
Endpaint Binding Mode i@ Global (O HA Group VIPs (O MNode Interfaces

Cancel

3. BIAIGRLAVERRRTE « IR ERRE TERTHRIRR BEEAEES -
4. EAERIRSRES « HRBTATIEARERIRSRS -

NRITEANERRIRIES050443  InF R GEFEHR LRTE - RAELERRERETEENRL

@ ;;ﬁ%*rﬁfm,.ﬂ%ﬂﬁi‘“ﬁﬁﬂﬁ’] BIRIR - IFEARASMINIEMPERREE - F2EMERE
3] o

O. BEEY* HTTP 8¢ HTTPS *2RISE M ImF A AR EEHIFE o
6 s Hylﬂﬁgﬁil“ﬂ*g_t °

© Bk (FBR) : ImRARITEiERE RVERIRRES L7 ENFR A B ENRL A EIRENES o
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Create Endpoint

Display Mame
Port 10443
Protocol () HTTP O HTTPS
Endpoint Binding Mode (@ Global (O HA Group VIPs () Node Interfaces

@ This endpoint is currently bound globally. All nodes will use this endpoint unless an endpoint with an overriding binding mode exists for a specific port.

Cancel

° * HABFABVIP* | Unfh RAEEB R FTEHABHEE RAVERIPAALFE - FEUIRNFEZRIRRE A IUER
FRtEERYEIZIRIREE « Rl R B LR FIERNHABEA S MIULEE -

EINZ R ImRG Z R B IPAIUERIHARFAE ©

Create Endpoint
Display Mame
Part 10443
Protocol (O HTTP O HTTPS
Endpaint Binding Mode (O Global ® HA Group VIPs (O Node Interfaces
Name Description Virtual IP Addresses Interfaces

192.168.5.163 CO-REF-DC1-ADM1:eth0 (preferred Master,
] Groupl p
O Group2 47.47.5.162 CO-REF-DC1-ADM1:eth2 (preferred Master)

Displaying 2 HA groups.

A\ No HA groups selected. You must select one or more HA Groups; otherwise, this endpoint will act as a globally bound endpoint.

Cancel

°© BNRLTE : ImEs RIS E RV ENREAARER T E LY o EUCRN R E R IRRL I U ER ERERRER
IRSRES « REEETEKILAEENA -

ENEE IR EIRE TE o
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Create Endpoint

Display Mame
Port 10443
Protocol (O HTTP O HTTPS
Endpoint Binding Mode (O Global (O HA Group VIPs ® Node Interfaces
Node Interface
[0 CO-REF-DC1-ADMA eth0
[0 CO-REF-DC1-ADM1 eth1
[0 CO-REF-DC1-ADMA1 eth2
[0 CoO-REF-DC1-GWA1 eth0
[0 CO-REF-DCZ-ADMA eth0
[0 CO-REF-DC2-GWH eth0

A\ No node interfaces selected. You must select one or more node interfaces; otherwise, this endpoint will act as a globally bound endpaint.

Cancel

7. EEMRE o
MReEinRG ) ¥IEE77 HEFEENHIR -
8. JEHY* S37*E* Swift *DUEE ILInREFrARFS AR E SR -

Edit Endpoint Unsecured Port A (port 10449)

Endpoint Service Configuration

Endpoint service type @ S3 () Swift

9. YNREIEEE HTTP ~ FHREEETF ©

BUAZEHIRE o T8FTEREE BEEENREEEiRNEERATE « EIZIRRE « ENipEMin
ZEID o

10. YNIRITGEER HTTPS WARE H{ERT « FEE EERE o
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Load Certificate
Upload the FEM-encoded custom certiﬂcate]:private key, and CA bundle files.
Server Cerificate Browse

Cerificate Private Key Browse

CABundle Browse

a. BB ARSRENBETLE R o

EEESSAFIREMAS3 APIIHR B RBEITER « FEASRENERFTEERT AR IRERE
AR BT ] BEREFRRIFR A ARSI ATE o HIA0  [EIARZS /RS PISEE EAARE T8 * . example. com ©

"ERTES3 APlimEL 4T g

a. (FIE%) BBECAEH o
b. i RAF"

LS & BB EERIPEM/encoded/&EE Kl o

M. INREIEE HTTPS WARRELRE  FFEBCELRE ©
Generate Certificate
Comain 1 * 53 .example.com +
IF1 0.0.0.0 +
Subject ICH=5torageGRID

Days valid 730

a. B AMEERIEEIP{IE o

eI UEA B A F i ARRRAI TR S T E23ART 2 A B IR MR A B ENRARY ST R s a8 o fIdn -
*.sgws.foo.com FEA*EBHAFITRMN gnl.sgws. foo.com # gn2.sgws.foo.com °

"RES3 APIR BB T
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a. JEE 4 AJATIE A E AR AR IP i o
MRCERSETAE (HA) E4 « SHITEHAERIPRYARE AP

b. fEth A LU A—EX - 509FERE (thiBAHIRILME (DN) ) ~ LEBBIERZRENASR
C. IE « EEUERHEAUBIRE - ARER/730XK °
d. BEECELE" -

B & BRI LAY REE P AE B I FIPEM/encoded/REEE K] ©
12 $%—TF T*f#FE*] o

IHBERERNEEIL o TE#HTHRER EE EHNRRET R IRRETRRE « IR « GHinEMinR,
ID o

G
=

"REAEAL

B A
BT RN AR
AREE B BT asim Rl

HRAREE (HTTP) iRdh ~ A UTES3FSwiftz M B ImFARTERE - HIXKE (HTTPS) imEh -~ IR
AR e ImRG AR TS AR EY - ﬂt’&i?ﬁ"ﬁ‘”‘ﬁs‘t% &g o

TEENER
* MERE TRFEU R ©
* B ZIRRV 2B 28 F A Grid Manager ©

ﬂ?%%*

IR HIR Tas T #esimst) BE o RPHHRAN RS,
TREIEH AR ZIHARY/REE inRE ©
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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 53 and Swift requests to Storage Nodes. HTTPS
endpaint cerificates are configured per endpaoint.

| = Add endpoint | | # Edit endpoint | | X Remove endpoint

Display name Port Using HTTPS
O  Unsecured Endpaint & 10444 Mo
® Secured Endpaint 1 10443 Yes

Displaying 2 endpoints.
2. EREEAREIIRES o
3. H— T 4REEIREL" o
MREEImES ) YisE 5 IRRERD IR -

HRAZER (HTTP) indh « IFHRHEARN NHRRBER) B - HNRZER (HTTPS) Un&h
SRTHEAREN NRRARFSER) N UEE) & ~ IR °

Endpoint Service Configuration

Endpoint service type

®

53 O Swift

Certificates

Upload Certificate ‘ ‘ Generate Certificate

Server CA

Certificate metadata Subject DN: /C=CA/ST=British Columbia/O=NetApp, Inc/OU=5GQA/CN=* mraymond-grid-a.sgqa.eng.netapp.com “
Serial Number: 1C.FD:27:8B.EG.ASBA30:45:A9:16:4F DC.77:3E:CA:80.7D-AFES
Issuer DN: /C=CA/ST=British Columbia/O=EqualSign, Inc./OU=IT/CN=EqualSign Issuing CA
Issued On: 2000-01-01T00:00:00.000Z
Expires On: 3000-01-01T00:00:00.0002
SHA-1 Fingerprint: 60:30:5A:8C:62:C5:B8:49:DC:9A:B3:F7:B9:0B:5B:0E:D2:A2.FTE.CT
SHA-256 Fingerprint: AF.75.7F 44:C6:86:A4:84: B2 7D:11:DE:9F 49:D3:F6:2ATE:D9:4D: 24 1B:8A0B:B3:.7E:23.0F B3:CB:84:8
9
Alternative Names: DMS:* mraymond-grid-a.sgga.eng.netapp.com
DMS*.88-140-dc1-g1. mraymond-grid-a.sgga.eng.netapp.com
DMS*.99-142-dc1-s1.mraymond-grid-a.sgga.eng.netapp.com

Cerificate PEM |~ BEGIN CERTIFICATE----- ~
MITHfDCCBWSgAWIBAgIUHPOni+alujBFqRZP3Hc+xoBYr+kwDRYJEoZ IhvcNAQEL
BQAwb] ELMAKGA] UEERMCOOEXGT AXEgNVBAGMEE JyaXRpc2ggQ2 93dW1l 1aWEXGDAN
BgNVBLZoMDOVidWFaU21nbiwgSW5] L] ELMRAkGR] UECwwC SV HT AbBgNVBAMMFE VX
dWF3U21nbiBJc3N1aWsn IENBMCAX DT AWMDEWMT 2wMDAWMF oY D2 MwMDAWMT AxMDAW
MDAWH] B+MQawCQYDVORGEWIDOTEZMBCGR 1 UECAWQRNIpdG1 2aCBDb2 X 1 bRIpYTEV
MEMGR1 UECgWMTHV0 X BWLCBJbmMuMQOwCwYDVQOLDARTR] FEMS 4wLAYIVQODDCUg
Lml¥YX1tha SkLWdvaWQtY55zZ3FhImVuZ ySuZXRhcHAuY2 9tMI IBIjANBgkghkiG
SwOBAQEFAROCRQEAMI IBCaHCAQERAONUkWEEFg/BlULY+bIRE0MaVISC+RTSIZ102v
Hz4rSnrYCn,/WIRCT+fznmxzaG32RRUDInNLnX] ¥Yk+QUPRAIFZ+51dr6HIrYTE/NK

4. HinEEITAIREE o
HRALRH (HTTP) 2L~ #Ra[IL .

° BAES3HSwift 7 RV IRRLARTSEREY o
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© BERRBREE c HItRE (HTTPS) imkh « AL :

° BATES3HSwift 7 RV IRRLARTSEREY o

© BEIRRBRAEIE o

© BREEERE ©

° B BRpYERIEHAS AR AR « 55 LENEEMNREMEE -

EINRS IR B LU A RATER StorageGRID AR DA EN L IBRICAZEZEDBRVFAE o

@ AEEFERAIRNERHE - HIMNRHTTPEER/HTTPS « EABERIFNIRES o IKRIET
BB TERmE  ARENFIRIEETE

5. f#—TF T~z o
tERAE
(17 & B T 2simad]
BIREH T EaRme
MRFTBEREaH T hRine « oA HEHBR -
CEENEMR
* MERE TRFEU HER o
* LB IEREIE 2SS A Grid Manager ©
1. B AR > R R E > AR T H a3 ime* o
LR IR TasTEtinti) B o RPIIHIRBRIEES
Load Balancer Endpoints

Load balancer endpoints define Gateway Node and Admin Mode ports that accept and load balance 23 and Swift requests to Storage Nodes. HTTPS
endpoint cerificates are configured per endpoint.

| = Add endpoint | | # Edit endpoint | | ® Remove endpoint

Display name Port Using HTTPS
O  Unsecured Endpaint & 10444 Mo
® Secured Endpoint 1 10443 Yes

Displaying 2 endpeints.

2. EEEER IR IRRE A IRV BEIERER
3. #B—T IBhRimEs o

PEEDRE RSO SR /T 1R
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A Warning

Remove Endpoint

Are you sure you want to remove endpoint ‘Secured Endpoint 17

4 #B—TF TRE o
HESE SN o

BH T EVEFS - CLBARTS

FIEENRS ERVEREH T (CLB) RFBEBR - AHTFHRRFRESEZNEHT
ekl o

CLBERFERFAE A& T « IRIBATAE « RARAHRAREIESRTEVEERA « HEANTCPHEREGENE
RRIGEARASHEIRERFEHR o BERECAHFHRE « CLBIRFERULRERER « TRMERXE
FRIEEREL ~ SICFTERREIERE - E5|EFAMRERE « CLBILAE EGrid Network#HE °

EZGRCLBIRFFRIERAE N « SFER SR> TA> RS - AR RFARENR - E2IEEN CLB KRH
THRPEBRBLE -

| overview | \[ Reports | Cosnguration \
ﬂ StorageGRID Webscale Deployment Main
;l_'- Data Center 1 .
‘ R e o ‘ . Overview: Summary - DC1-G1-98-161
Iél-‘ R Updated: 2015-10-27 18:23:33 POT
G- ssu
cLa
HTTR .
H_I' & Storage Capacity
a Respurcas
-r = SRk Storage Nodes Installed MNIA 'ﬁ
(-l DC1-52-95-163 Storage Nodes Readable: N/A i |
|!,-|_‘ DC1-53-96-184 Storage Nodes Wiitable A i)
(-4l DC1-ARC1-98-165 Installed Storage Capacity NAA 8
fsk ) Data Center 2 Used Storage Capacity: NIA s |
_F‘ Dats Center 3 Used Storage Capacity for Data MIA Fic
Used Storage Capacity for Metadata: NIA g
Usable Storage Capacity NIA =

R TEIZEACLBARTS « BIFEE B8 E StorageGRID EHIEIIE R FEAS AN o

FERAE
"R

" AT A"

BEERREENRAF IRER
MRISERRER P in4EE « StorageGRID R A7ERAME R E RinEL LI E AR P imiR
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£ THEREFRBERBHNRE -

&A% « SEERER LA IRERA_truste_ o ELE5AStorageGRID ~ 1R#EFAR ~ NMEEFA ] ASIMNBE
BB F SEEREBRMIEAZER F2RMERERDIINIEAER) -

{GAILAStorageGRID 5 E BB LHIA R IRAERS_FAREE_ BILR D HENFERRETEERNEIR
B o MRMFNAPIHERAREE « RIS RIER ARG E S B BT Gt indh 2 BIZE FREAER

A1 FEMRERTHTTPS S3EX
BREHFZFEEHRIEEA P IHHER _EFRHTTPS S3ZERLUMIFTBEBARE © EEILIIT 7 —ReD R

1. % TeHTHRmet) 5l TEFIR443 LR ES3 over HTTPSH G 8 T 23, o
2. £ IAZEENARHER BEED - 5EFEHR EHARHERAZEE

EIFAERE 2 8 ~ PR T EI5I8443 EMIHTTPS S3ERFICMPREIFE (ping) EXRZIh - REENELF B im4ER _EHFR
BEARENTEE

#HH2  REFIREESITEIRFENR

BRRICEERFEFARAELSITERFRE « BEREMILEMBAZERE R IRER LRZHEFER - &
AIDAATIA T —AR D 8%

* £ I AREENRFIEER BET  i5hHEFHR LNAP RERAREE -
FFEEZE - REORTIEERR AP HER LNERGARE - MEEERSHELEKEAmMazon Web

Services °

FBRAER
"HERRZER"

R AR TR
ST REHOF P R R TR B AR

MREFEANERP AR « AR IEESESRHNAR R ERESREENAZEE -
S AT UAFNE ST PR EN RIS E TR SR E ©
TRENESR

* B IRRVRIEE 285 A Grid Manager ©

s fSERR TRFEU R -

* MREHFZEIRMB S FE R EEZARRENRE ENBARE  MIRTEE ERE & T HRinmes o

() oRErRTanTERRY  BENERREETEGAN -

1 EEAR R RE RSB P IR o
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IR EHIRE AREENARRER) BE -

ZE%)HStorageGRID SR EERARIFA AR, o MIRERE EAVE P ImAERMEEE ~ B TRTBREL #
gEs—@ER -

Untrusted Client Networks

ITyou are using a Client Network, you can specify wheiher a node frusis inbound traffic from the Client Metwork. If the Client Network iz untrusied, the
node only accepts inbound traffic on ports configured as load balancer endpoints.

Set New Node Default
This setting applies to new nodes expanded into the grid.

New Node Client Network & Trusted
Default i Untrusted

Select Untrusted Client Network Nodes

Select nodes that should have untrusted Client Network enforcement.

Node Name Unavailable Reason
| DC1-ADMA
£l 1 DC1-G1
= | DC1-81
2 | DE1-52
B [Dcis3
DC1-54

Cliznt Metwork untrusted on 0 nodes

2. 11 MEREHMEETER ) BT ~ ISEEREREFTRIESLIIE EAERE « FEIRANTERRE °

° {1 RS PAEERET « HRRIREREREEN -

| RRAEE RIS KA REBTREE - CUARRERLEAE  HEHERDHY
HRE °

()  REFEHEStorageGRID TN R EAGRIRANEL o

3. ;_E MENAREEN AP IRERER) BRF IENR AR P IREREPRREREN & & T &3 RRaAIED

CRTLUEIN S B BBV R RYIZE T 3R ~ DUERENSBCHEE PR A EiRS o
4 #B—T T*fEF*, o
FTRIF KRR A& I BN MR HIEIT o MR ERRE B H T HR0HE « RANARRERAIET RN -

e
"RE B E TS in R
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EES R AERE

SHRAE (HA) BFERTARAS3HMSwIit AR inte (S el AENEREELR - HARETET A
KigttE I AENAEREERZINEF EEEIER -

* "HERHARAR"

* "HABFERYER AR
* "HABHBRAERREIR"
* RIS RERAE"
* "HREEE ] R ERE"
* "BirE ] AERAE"

HEEEHAREAE

SR AERAERERIPAIL (VIP) FRIZMHEFENR SRR AR A EENH D FE

HABHAE R E IR BN B iR E M — S S EARER T EAR AR © BBITHABFABRT « S5BEEUE X Grid Network (eth0)
g Client Network (eth2) RYABERITE o HABFAERBIFRA /T EEBA AN BRI N 4R FHEEA ©

HARHE S 4B — A ZEER P « Bt SIMEERENERTNE - MREAPNTEEEER « &
BRIPAIERES—ENE © ILAHBEEFREEITENE - MAEREEHR - BREEAEXIEBELEM
w2 AR LUNEEENEFHITAREGEE -

HABHEFRERRMTEEIEEAENE - FIEEHMNEIIEEAED - EEERE LIS TSRS « HECE
Bhe>*EIBE *>*4EEE o

DC1-ADM1 (Admin Node)

Crverview Hardware Metwork Storage Load Balancer Events Tasks

Mode Information @

Name DC1-ADMA
Type Admin Node
1D 711b7h8b-6d24-4d9f-877 a-be3fadac2Ted

Connection State + Connected
Software Version 11.4.0 (build 20200515 2346 8edchbf)
l HA Groups Fabric Pools, Master -
: IP Addresses 192.168.2.208, 10.2241'2.24}8. A7.47.2.208, 4747.4.219 Show more

BIHABHER ~ SRS E—ENMTEFRAERNENE - BAENEAERTNE - FRIFEERE « ERVIPL
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Grid Managergk Tenant ManagerfYARFSHE R G HEEHABHERNN B TETE o
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Active-Backup HA DNS Round Robin
GW 1 (Backup) I—» GW1IP
HA Group 1 VIPs
_LP GW 2 (Master) DNS
Entry
W 3 (Master)
I > GW2IP
HA Group 2 VIPs
GW 4 (Backup) GW = Gateway Mode
VIP = Virtual IP address

Active-Active HA

GW 1 (Master in HA 2

(Backupin HA 1)
DHNS
Entry

I » GW 2 (Masterin HA 1)
| (Backup in HA 2)
HA Group 2 VIP

BIUZEEERHARHE (WActive-Active HASERIFATR) K ~ ABRIEE G REEMAIMAMHARGHEMMET - BT =
EILA_ERYEREEA] =B _ERYHABEAE ~ S SEHEE R EVIPEITIEE « AIERER 2R ARG EEREFT
th—i% o

TREZRAZHABRERIER « WEFAT ©
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High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active node and switch to a
backup node automatically if a node faiis.

+ Creale| # Edit || % Remove
Name Description Virtual IP Addresses Interfaces

No HA groups found.
2.—TF T*@iL*) o
ItEF & K IR Create High Availability Group (BBII=r]FHEEI4H) H:EA1E o

3. B AHABHERIRTE « WARTEEIRMERA o
4. #%—T DEENEL o

LR g IR g TEES P RERE) HEAN o TRIILGHRAVERS « AEMIPv4FAEE o

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface IPv4 Subnet  Unavailable Reason

g140-g1 ethl 172.16.0.0/21  This IP address is not in the same subnet as the selected interfaces

gid0-gi eth2 47.47.0.021 This IP address is not in the same subnet as the selected interfaces

gi40-g2 eth0 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces

g140-g2 eth2 A7.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

g140-g3 eth0 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces
] q140-g3 eth2 192.168.0.0/21

g140-g4 ethd 17216.0.021 | This |P address is not in the same subnet as the selected interfaces
Ivf] g140-g4 eth2 192.168.0.0/21

There are 2 interfaces selectad.

rooy
MRNEBIP{ALEHRDHCPEIK ~ BIZNMEA G HIREFES -
S. 1 NHMEEHARE) WP ENEEMMEEHARBEZ N EZES IR
AAR MR T ERYZER

o RN EIEINE /LD —ES T o
o WNRMIENZENE ~ BIFFE N EEB S BRI Grid Network (eth0) 3 Client Network (eth2) ko
° FrE N EERUNBNMRE—EFRERET - SR EEEANEENFRERT o

IPAI PRI SR/ FHERR (RIERSR AR FAEER) o
° RCERFELEEVERRS FEERE « WRESIERE « QISR IP LR SIRMEPTEMRAVEBRT
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* EEWEM ERIEIBERRE « LUREEGrid ManagerZ il 5 EIRFZ TUAYHA o
* ERWREU LN EIRETE « BERMEME - UREE ST EHIRRFEHHA o
* EEVREL ERORGEEN RS ~ LURHCLBARFSHIHAIRE o

@ CLBRRFS2iBHS o

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnel

Add to HA group Node Name Interface IPv4 Subnet Unavailable Reason
Il DC1-ADMA ethi 10.96.100.0423
¥ DC1-G1 ethl 10.96.100 023
e DC2-ADM1 ethl 10.96.100.0/23

There are 3 interfaces selected.

Attention: You have selected nodes of different types that run different services. If a failover occurs, only the services
commaon to all node types will be available on the virtual [Ps.

6.%—TF M*ER*1 °

CERNNEEINE BUSATAERE BEN TTE) BRP - KFER - BEFHNE—E T EEER
= TERENEL -
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Create High Availability Group
High Availability Group
Mame HA Group 1

Description

Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Select Interfaces

MNode Name Interface IPv4 Subnet Preferred Master
g140-g1 eth?2 47 47.0.0021 L
g140-g2 eth2 47 47.0.0/21

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IP Subnet: 47 47 .0.0/21. All virtual IP addresses must be within this subnet. There must he at least 1
and no more than 10 virtual IP addresses.

Virtual IP Address 1 0.0.0.0 +

7. MR EAREE M TR A BN Master ~ 35758 AMaster* i PEEEZ /@ ©

BAETNESFRATNE - FRIFRERRE - ERVIPIIENEREBHTE °

@ WERHAB$4H ] ZEXGrid Manager ~ IS BE T ESIREHM FEN—ENE -« F5ekAER
HMaster o EpD4EERFE RAEN T EEIREBHIT ©

8. EEM@EMY MVirtual IP Addresses (FE#RIPiE) | BERH ~ 8 AHABFAR —EIHEEHRIP{IIE 32— TFIN5E
(4=) LAFTIEZAEIPATL o

BT R —EIPVALHLE © (] SR EABIPVB(iaL o
B P B/ E R HOIPVATABBE S s B IPVA{iTAL o
9 fH—T Mgtz * ] o
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HAZHEFBEENZE L ~ SIRTE el A E A B3 E RV E #R P o
HERAE
"Z2#tRed Hat Enterprise Linuxg{CentOS"
"ZIEVMware"
"Z#UbuntuziDEBIAN"

ERANTE
ST AR

TRREE T AE (HA) BHE - UEFEHAEMRA
EEE P o
TEENER
* B IEREIE 2SS A Grid Manager ©
* T BER TREFEBU #R -
RAREIET(E
REBHABHERE R EFE -

~ HTIEEASERT T © ST S E

* FENEERARE - NEIPAMARABIRIKGEENEM A EUNBR FHERA o
* WHABHAEREFRTE © AIEN ~ MRTEHABFAEAE R Grid NetworksClient NetworkBYEiZA7TE ~ Rl B A RREN IS

SEERBUHRIERR o

1. %E*$H%*>*,%I¥]E§§§E*>*%E‘rﬁﬁ rgﬁ%ﬂ* °

IRy HIR TERTAERE Bm -

High Availability Groups

High availability (HA) groups allow multiple nodes to paricipate in an aclive-backup group. HA groups mainfain virtual IP addresses on the active

node and switch to a backup node automatically if a node fails.

Name Description Virtual IP Addresses
HA Group 1 47 47 4219
47474218
HA Group 2
47 47 4 217

2. ERUCBAREERIHARE « ABR—TRE" -

Interfaces

gl40-adm1:eth2 (preferred Master)
g140-g1:eth2

g140-g1:eth2 (preferred Master)
g140-g2:eth2

Displaying 2 HA groups.

ItEBFiS HEREit High Availability Group (4REESTIFHEEFE) 51 o
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3. T - AEEHANZTBIERAA o
4. (7AJ3E) BBE* Select Interface* CGEIENTE) UBRHABAEKN

LR EHIR e TEES AR HFEAR -

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface IPv4 Subnet  Unavailable Reason

g140-g1 ethd 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces

gid0-gi eth2 47.47.0.021 This IP address is not in the same subnet as the selected interfaces

gi40-g2 ethl 172.16.00/21 | This IP address is not in the same subnet as the selected interfaces

g140-g2 eth2 A7.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

g140-g3 ethl 172.16.0.0/21 | This |P address is not in the same subnet as the selected interfaces
| g140-g3 eth2 192.168.0.0/21

g140-g4 eth0 172.16.0.021 | Thjs |P address is not in the same subnet as the selected interfaces
] g140-g4 eth2 192 168.0.0/21

There are 2 interfaces selectad.

rooy
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O. RV BUHERIZEN S R IE SR E ©
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o RNEEIRE/LD—ENE
o YNRTIENZENE ~ BIFfE T EEB% B Grid Network (eth0) IXClient Network (eth2) ko
° FrENEEUNBURE—EFRERT - HUNEEERAREBNFAERRE o

IPAIE PRI R/ FHERE (RIEISR AR FAEER) o

° MMREERERERER HENAE ~ WRERERE - AIERIP LR SRMFPEMRAEART o
* EEWRE EREIRETES « LUREGrid ManagerZi il A EIEFZTLAIHA o
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Edit High Availability Group 'HA Group - Admin Nodes'
High Availability Group
Mame HA Group - Admin Nodes

Diescription

Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnset

Select Interfaces |

Node Name Interface IPv4 Subnet Preferred Master
DCi-ADMA ethi 10.96.100.0/23 L
OC2-ADM1 athi 10.96.100.0/23

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IP Subnet 10096.100.0/23. All virtual IP addresses must be within this subnet. There must be at
least 1 and no more than 10 virtual P addresses

Virtual IF Address 1 10.95.100.1 e

7. INREAEEH M E RSB R Master ~ :57E*8 AMaster* i EEEEZTE ©
BEENEAERDNE - BRIEBELE - ERVIPBEEHIEREHSTE

(D UNRHAB#4H ] ZEXGrid Manager ~ Bl BE F E SRR HEN—E/ v E ~ 4 5EmAI1ER
HIMaster o B #EERR R RN T EEIRERLEIT ©

8. 5E  BRTHABHEREHR P/
W AE DIRME—EIPVA{ILL o AT LS EEthBYIPVEiE o
FRrEREN EHARIPVAFHERPLES IPVALL

Q. B—TF N f#FE"1 -
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High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active
node and switch to a backup node automatically if a node fails.

Name Description Virtual IP Addresses Interfaces

gl40-adm1:eth2 (preferred Master)

HA Group 1 47.47 4219
g140-g1:eth2
HA Group 2 47.47 4218 g140-g1:eth2 (preferred Master)
47.47 4217 g140-g2:eth2

Displaying 2 HA groups.

2. FEEVCERBIRHIHARHE ~ ARIR—T B o
LR HIR TR RERE TS -

A Warning

Delete High Availability Group

Are you sure you want to delete High Availability Group "HA group 1'7

3. #5—TF TRE) o

HAB¥4BFERIFSER o
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Endpoint Domain Names

Virtual Hosted-Style Requests

Enable support of 53 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: s3.example.com.
s3.example co.uk, s3-east example.com

Endpoint 1 53.example.com x

Endpoint 2 + %

2. (5 (+) ETERHEEAMR « FE SRS I BASS APIS B AR A5 B E -
MBIEBAZE « I EEASIERTERRAERIZIE -
3.4~ M*fE ) o
4. R N AIRS BT A R BN ESEE  E o
© W EAERTEHRRENMAES « AEREEE SRS BT R AR o
- S BB T TR B S PR ER S L CLBIRTSHOR S i « S5 B HTABAEIY B ST IR SR /BE o
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Network Options

Prevent Client Modification &
Enable HTTF Connection & 7

Metwork Transfer Encryplion @ AES128-5HA = AESZRG-SHA

3.~ [*fiE ) o
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Network Options

Frevent Client Modification

@
Enable HTTF Connection ]
€
Metwork Transfer Encryption () AES128-8HA (@ AES2A6-SHA
7
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Type
D
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SGA-lab11
Slorage Node

A 2 RIME BAAEERPA -

0b583529-6659-4c6e-b2d0-31461d22DaGT

«" Connected

11.4.0 (build 20200527 _0043.618359a2)
192.168.4.138, 10.224.4 138, 169.254.0.1 Show less a

Interface
ethi

eth
eth0
eth1
etht
etht
eth
hic2
hic4
mtc

mtc2

IP Address

192.168.4.138
Td20:331:331.0:2a0:958/-feal:831d
Ted0::2a0:98Mfeal:831d
102244138

fd20:327:327:0:280 e5Tfe43:299¢c
Td20:8b1e:b255:8154:280 257 ied3:a98¢c
Ted0:280:e5Mfe43:2909C
102.168.4.138

102 168.4.138

10.224.4.138

1609.254.0.1

~ TR LAE R EIPi ik
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ZIEMTLS 1.2MMEEH
ZIETFITLS 1.2MEBEH !

. TLS_ECDHE_RSA_with AES-122_GCM_SHA256

. TLS_ECDHE_RSA_with AES-256_GCM_SHA384

. TLS_ECDHE_ECDSa_with AES-122_GCM_SHA256
« TLS_ECDHE_ECDSa_with AES-256_GCM_SHA384
« TLS_ECDHE_RSA with CHACHA20_POLY1305

. TLS_ECDHE_ECDSa_with CHACHA20_POLY1305
. TLS_RSA_AT_AES-122_GCM_SHA256

. TLS_RSA_AT_AES-256_GCM_SHA384

FEMTLS 1.312EH
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. TLS_AES-256_GCM_SHA384
- TLS_CHACHA20_POLY1305_SHA256
- TLS_AES-128_GCM_SHA256
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Enable HTTP Connection &
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2. 17 THERCARE) ERH  EEFRARERENXF o

n_.\lzz\ @:ﬁ _____

Internal CA Certificate

StorageGRID uses an internal Certificate Authority (CA) to secure internal traffic. This cerificate does not change if you upload your own certificates

%1 StorageGRID

BEGIN CERTIFICATE----- 1 [p—— END CERTIFICATE----- EIEpVEEEAR o

To export the internal CA certificate, copy all of the certificate text (starting with ---——BEGIN CERTIFICATE and ending with END CERTIFICATE--—), and save it as a .pem file.

Subject DN: /C=US/ST=California/lL=Sunnyvale/O=NetApp Inc/OU=NetApp StorageGRIDICN=GFT

Certificatey ----- BEGIN CERTIFICATE-----

| MIT ETjCCAzagAwIBAg I TAMIMBF71i7AKOMARGCSGSIb3DQEBCUUAMHeRCZATBENV |
BAYTAIVTMRMwEQYDVOQTI EwpDYWxpZm9y bmLhMRIWEAYDVQOHEW] TdWSueXThbGUx
FDASBENVBACTC@S51dEFwCcCB ] bmMuMR swGQYDVOQLExJ0ZXRBCHAgUZRvemF nZUdS
| SUQxDDAKBghVEBAMTAGAQVDAeFwayMDAZMDI yMDE2MDB 2 Fwdz0DAXMT cyMDE2MDBa
MHEXCZATBgNVEAY TALVTMRMWEQYDVQQI EwpDYWxpZmeybm L hMRIWEAYDVOQHEWLT
di5ueXZhbGUXFDASBEgNVBACTCE5 1dEFycCB IbmMuMR swGQYDVQQLEX JOZXRECHAS
| U3RvemFnZUdSSUQxDDAKBENVBAMTABIQVDC CASTWDOY Ko ZThvcNAGEBEQADEEEP
ADCCAQoCggEBANIULKF8my5k7 LTX1Kdn3Y290pGFeQLr8+81F x3RwPBoBakVixkb
| @RhOLbZIp8hI+v8FH5I05701baMbNOsy jdgVywGx0Z+EqXoUShEYKXSY ]/ wueod
nKKeTzrhRWkTLBBIKdPvEXIYCKNntS5 1P jx2ds sDasPolegBZts4ptkutugjGeqdyY
| 5+2CSRImMN3kUAHORUZOTMMVYO+PISKIdP+YUNUMS E3KCCYISTINThz LKBYSTZ200QC
| pzfeXncg7ebd/B1kKmEbBibvaerscf+017w6z5kTVed4Qhx 1CkRSY ryHFahe TuniMgu
A4790hstcKFEq34lHkrsGatslizBRXm1gCvBCAWEARaDB3DCE2TABENVHO4EF QU
| fiTckKt210ccoendsx4BDBRSTL gYugakGAIUATWSBoTCBnoAUFiTcKt210ccoenss
| 4BDARST LgaheBR5MHCxCzATBgNVBAYTAIVTMRMWEQYDVOQI EwpDYWxpZmaybmlh
i MRIWEAYDVQOHEw1 TdW5ueXZhbGUxFDASBENVBACTCO51dE Fuc CBIbmMuMR swGQYD
VQOLExJOZXRBcHAgU3RvemF nZUdSSUQXDDAKBENVBANTAGOVITIAMIMEF7i7AKD
| MAWGATU EWQFMAMBAF 8wDQYIKoZ Thv cNAQELBOADEZ EBANNS Y IQaCs72Uz00N S pu
| €ZKaililQr+52hoRjFSY3jKWu7+5BhoA2PhemuBplgalq55a7bE3+7Ye3TwstD11
acbBaB3IuhlxvlpgSQYDVRSTYt04cKaSswongy+yyxoUBMTzneDFXGd4i4pr5+x5S
| /gecXiekopYzfUtKSuqfqjRqUsdFcSEdjp+adDqIBFSmOZXGvIYdlgBuyUjwgdin
109bBiH++AKCEIRBcgxg/BERZ0AGEAKmLBVvIHrIrxud/ /NCU3uSKatte862T+20
| I37X9GEzFtgnnhkXvo2BZ/0LyGeYbgiksadlnFU3VAIK21IVGHHLPAEBQBIx0hYeC
aHi=

3. EEMMINTF LE—TRERAR « AREICER
4. REHNERLEIXFRERF
o LIBItEAREFIESE (peme

fgn - storagegrid certificate.pem

G2
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{EFBFabricPool ZIEIHEERISZIRINAE ~ RIS eI UTERR & & 8 T #7230

Ares &g ©

°
S
\

S EIERS T ZEVER ©
* B R IRAVEIEE 28 E A Grid Manager ©

RIRERI(E

154

meaby © B E(E



B G H T SRR « S UEEBREZNARSRE - R LERSHRSEREEN (CA) RENES
o FIEHMERIRIZH « MEZEAHENMCAREZRRE - HCARBHVRE I EFAREEZEN RN TEIR - ©F
thEZ2 - IR EFEEARU IS REARE
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2. B S3EH T E2sinELFabricPool LUHfEAA o

ELRBIUHTTPSEH T HSRREE - RATRTE LERARSEES  EELEBZRBMCARMHES -
3. 7£StorageGRID ZE{E:BIZHHINNIEEIRERITIAEE - ONTAP

fEE B H TR nREIRIR « UAIE EERCAREFIERBTTREMEIN R o ARIBHMCARE -

@ AR CAZEEStorageGRID T IILEES ~ EAEIRHPECARE ° MR StorageGRID
IEEEEE R HIRCARREEY « M ERMHIECARSE -

HERAE
"5% T StorageGRID E Rt FabricPool FEASHY"

ABENEELEEBREZENEIRESESE
o U ERIESIEAEERE TR LEERENEIEAPIERIL - EXEHEZENERES R
23%
ag ©
CEENER
* AR BE R ERNEEER ©
s IRWAZBYER Passwords. txt FEZE -

RIRER I

FEREXEIRIED « CREZFERARERESREEN (CA) FEBENRE - HCARBNRE AT ATETEENE
MTHMER - EffUERE - AR EFMEERRMHBMETKE -

1. IS SESEMENTEEN T (FQDN) o
2. FATFEEIEHE,
a. BATHES | ssh admin@primary Admin Node IP
b. #AFFRYIAIEEES Passwords . txt HEE !
C. A TAan <L U Eroot © su -
d. A FRFRFIEIZRS Passwords . txt HEE
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EIEUrootE AR - IR MEBREET s E #°
3. {#FStorageGRID #HY B H 3 B /BERFEINAE ©

$ sudo make-certificate --domains wildcard-admin-node-fgdn --type management

° AR --domains ~ FREBRFTARME EIEMMNTREADL LT o HI10
*.ui.storagegrid.example.com {FEA*EBHFITHR T adninl .ui.storagegrid.example.com
# admin2.ui.storagegrid.example.com ©

° BTE --type E management REGrid ManagerfTenant ManagerfEFBRY/&:E ©

° IRIETER - EERVESANIIEA—F (365K) ~ AEEMREMEIL - EAMUER --days AR
BERTARAVHARERGI% -

@ RSB HBREIA T AR make-certificate BT o (N BRREIEAPIA B IR
£iStorageGRID EMZRIERD « BRIAPIHAISEZERZIRE ©

$ sudo make-certificate --domains *.uil.storagegrid.example.com --type
management --days 365

EXNnH e EEAPIRRHAENARKKE
4. %mﬁ*ﬁ%fﬁnﬂ °
FEERVEEP NI ARG IR A RT

5. HH@<Shello $ exit
6. FERERTERE -
a. 77EYGrid Manager °
b. EEEERS AR R EEN TR R
7. RELHNEIEAPIAFIRERTERENARRE - OIERBIMARES

E & TFProxy:s& €

MREEAN R FERFHERGFHEERA « ATUEREFEEEFIIMNESIIHREL 2 MR EARS
BEAIProxy o HIi0 « AT REEEARFEEAMIProxy « 7 BEiS & IRFS N EEXEINRIREL - 4
UNAAFRAERE _E RV, ©

TEENESR
© SNBSS T EEUER o
* BB ZIRRYEIEE 285 A Grid Manager ©
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1. I AHRRAHERERTE ProxysRiE” ©

LERFE IR TEEFEProxysREl BE ° B SEAZYTER+ =R Storage * °

Proxy Settings
Storage

Admin

2. FEEV BN TEProxy *IZEX IR ©

IHER & B8 AR 5% R (77 Proxy BUARIL ©

Storage Proxy Settings

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Modes and the external 3 endpoinis.
Enable Storage Proxy v
Protocol HTTP SOCKS35
Hostname

Port (optional)

3. EEVTERRREFProxy N EEIRE
4. & AProxyfAAR23AY TR TBIPALL o
5. BE - B A FAARELR E Proxy AIAREFAVEEIEE o

MR IEEFRERIGENTEREZIR | HTTP#A80 » SOCKS5%31080 ~ RBIBTHF LI ©
6. f—TF T* 73" o
fEfzProxy2 1% « BIAIRE R AR T & RSN DI R E AR IRLS o
() PoyEBETAREI0DEAREN -

7. B EProxyRIIRESHIRE ~ FE{RStorageGRID A& HKR B 5B B MF S IRFEAERMAE -

SRR &
MRIEEEFAHEEFProxy » FFRUHER TRUA#FProxy) ZEGHE ~ ARIR—T M #EE o

e
" & RFS AR R AN E f R
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m%ﬂmm&mmﬁﬁ%HWFmﬂﬂ%%L REANE ~ AU TE BRI
EAutoSupport  (f5#8 X181 ) ZMRE N EARIProxyfrlAR:s ©

ERENES
© BNERBRENEEUER o
* B BEAZIRIEIE 2SS AGrid Manager ©

RAREIE T (F
IEAI LR E E—BIBProxyHIz&E ©

1. BB AR R SR E Proxys&iE™ ©

IR g IR TMEEProxyREI BE ° ERGEAIIZSITNEERPEE Storage * ©
2. fRARThEE RS ~ BEECEIE

Proxy Settings
Storage

Admin
3. RS B IR IR G IHEAE o

Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTE, you can configure a non-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy |+

Hostname myproxy example.com
Port 8080
Username {optional} root
Password (optional) ssssssse

4. % A Proxy @l fR2SHY T 142 F8 R IP{rtt o
5. i A FA3RIE 4R = Proxy A ARSS AV EIEE o
6. & - B AProxyEFAE%HE o

MRIERProxyAikEF AR EEAELTE « SHRILHAER -
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7. & ~ B AProxyZHg o
USRI HIProxy (AR R TS - SIS LM RE -
8. #—T Mt -
R EIEPoXy 2 # - AAERE ERELRRITSE Y BNIProxy AR «
() PoyBETEBE10DHEAREEN -

9. MMREHEEIZAProxy ~ FFEUHEN EUAEEProxy *) ZESGHR ~ ABIR—T ME#F o

FERAE
"}§XE AutoSupport B 5 A EE B B EE R E

BIERE AR

A7TaEIRFRE (QoS) Em » AUEIIRENTERA « LR K s ERF AR pAE
BORE o BELERBIEZBRSIRE KB ©

MEN R ZEREStorageGRID BAEMEMEIRMEN BREEHTHR RFELNIRE - EERIIRE
SRR ~ SN BELET B T E230mE,

A ERAFNERRS
BERENFRIVMBE T —NZERFTAIRE ~ ALGERILE T - S EBEIRAEMNERRE :

* 1
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© FHERR (B2 A FIRRYIPv4TAEE)
© UnRh (BEFERm)

LEIHEERTRIBARAIN BAR ~ BEN S RAPEMIRAIBME o StorageGRIDFERAMEARABERREL S H
ZIRAERIE o AR ~ ERAIRERBIUNT SIEEBRUINIFIERE -

TR LURIBE T HI2# « ARAIRERS

* thiJAggregateaE

» Aggregate Bandwidth Out
* MATEEENERK

* WITEAEX

* FEEZERER

* BEERERHEH

* BEEERE
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@ ey LR A ZR PR HAggregate SEE T R HIFE ERIEE o Fi@StorageGRID ~ REEREFRFR
HliEmiEsEE AR - Aggregate BB IRHI AT SE G HAZ IRFIHV MBS EEINI R EMBERZ o

TRE PR

BB RENERE « MEGIRBERENRLERFRESHMZ EIPRS o #H¥Aggregate i SEERIEE R

#l s BERFULREVRZGEAREY o HNZIENERE R FEEZED—E « FItbREmatcherfEE! « RRAFSHIERA

ThEEBIHITHIERE o StorageGRIDEHAFFAE EMPRHIZEEY « AR IRERGEE2502F) I #HHE BB T MAERT

[RAUBRHIAIE K ~ UL E|5031E 1€ 3R [E]FE o

7£Grid Managerd? ~ A LIRS B EI X - 1525 /R A S5 8H B TR R ERS

RN AR EASLAERC A

TR RED R RABREIFBERMRERIER « LOAGIITIRBERGE (SLA) ~ URHEE « B
REEFIBERVFFAEER o

BEaHTHSTTEFEREDERT - MIRRERAFIHNZEEH TS « BRAEFHRZTIEENRERE
PRAIAIEEL -

W EHERSLANZIE o SRR IIREN R ~ LUEEESLARRIIBERRR ©

ARFE B4R PN BEl{RE MAE %N
o AFF1 PBHEGERE  3ERILMIRR 25 KEER FH$S
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) 3EE
B4R AREF250 TBREFAEZ 2EHILMRA 10 KEER =A%
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Gbps) &

AR FAEF100 TB#FEFRE 2BRILMARRY 5 KEZEK (SIER)
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) SER

o
K

e SERA
MBCBTRETE - 5 - 1P TR AT B SR BRI R B IR BB 7
£ BEILRENHERA o e LURIBIER ~ WATEREEEKE « 2R ERAIRS]
TEENER

* B IRAVEIEE 28 E A Grid Manager ©

* MERR TRFEU R -
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TR
1B EER S ERRE > RED R ©

IR EHIRE DRENHRA BE -

Traffic Classification Policies

Traffic classification policies can be used to identify netwark traffic for metrics reporting and optional traffic limiting.

Name Description 1D

Mo policies fourd.

2. HB—T I*&x*) o
IERFEHIR MEIRENHERA HESR -
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Create Traffic Classification Policy
Policy
Name &

Crescription
Matching Rules

Traffic that matches any rule is included in the policy,

i+ Create | | # Edit || X Remove
Type Inverse Match Match Value

Mo matching rules found,

Limits (Optional)

Type Value Units

Mo limits fournd.

3. R R AR « MARRIRIRTE o
AR RTE  DUEMRERR -

4. 5E ~ SATLITE TERPAL MMUARRTIE RRUBYERER
BIEn ~ FREALLTRE D 4RIR A RY%E A SEE K PR o

O. #IRANREIL —HZEERTAIRA

#E?‘}E’J%EE'J_H“%UW“ RERIRESTWRANZE - FII - MRLEERF IR EREREHE P AHER
%:EE AERER - BE - MRECBVER IR ERERE | H TH R IR EHNERAE « FER NE
Rl oo

a. #%—T I35%KA) &Ky M2z -

IEESE IR Create Matching Rule (BIIFF&3#REI) HEEHIR -
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Create Matching Rule

Matching Rules

Type @ -~ Choose One - w
Match Value @ Choose type before providing mateh value

Inverse Match @ [

b. f¢$RENMUNBE P « EIEMALLERAERER
C. A RERUTP - RIFCEENEREEMAENE -
* REE  BAREERE -
* Bucket Regex : MAR AR E—H#FITRELBIRAESRL -

MANERIRETE o €A {caret} BEIERICUNEEIIRMEHAENIRIE « L EASIRCUN GRIBE
R o

* CIDR : LACIDRFEEBMA T SR FARRBIPVAFHEEE ©

 UnEs  EIRA RN ERIENGRE c BERLTE TafTEHRRR FELERNaHTERIE
b o

* HE RRAMRBERENER - HAERHEREFAFIEEITIEFIBEME - ERFIRERE(L
MEEAEANER -

d. MRERELLHAENSHIPIE R BRI ENMIRRE _avi 8 « FEI [ Inverse (*R#E
) 1 ZEUGHR o BRI ~ SEECHERZENS 1R

Flgn ~ MRECRER IR EREREP—EE T ERnR U IMIFT B RE « 5515 BRI B T
B23imEs ~ SARERY Inverse * ©

@ HREZEENEEENRA  HREDE—EARRABHNEEE « HERTERUNT
GFFEZERIEA -

e B—TI*E@/"*] °
MRBIBEENERIL ~ WH7E TRFERAL |- o
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+ Create || # Edit|| X Remove

Type Inverse Match Match Value
=  Bucket Regex ' controkid+

Displaying 1 matching rule.
Limits (Optional)

+ Cr&at;e_| # Edit X Hemovs

Type Value Units

Mo limits found.

a. SHEYCEARAEY NSERE  BEELSE -
() ReEARANRESERIIEE -
6. % - ARARIME) o
() EMEERRIIRG! - StorageGRID B IKELEIE  LUBE A RAINAR TR o
a #—T TIR%I BRI (21 -
TR ITRG) 5 SREENLR o
Create Limit
Limits (Optional)

Type & - Choose Cne — |

Aggregate rate limits in use. Per-request rate
limits are not available. ©

value @

=1

b. RE TFHINRES « ENEERAERAMRFIEE -

FETIEES « HABIENS3H Swift A FifEIStorageGRID TG & FH2R0VRE ~ "L KA
B 28 2 S3s SwiftF P IRAYRE ©
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* fIfYAggregateSEE
= Aggregate Bandwidth Out
* WATFEENE R
" WITREAEK
" PNEEERER
* BEEKERHD
* AEENERE
R AR T R B AR R HlAggregate SEE T R HI| S B B RAVIEE o i@ StorageGRID

()  TERRRHEMEEREL - Aggregatel AR IRHITTAE G H R ZIRFIN RS
SATREISHERE o

TESEE PRSI 5 EStorageGRID ~ EREEARMTAIRGIFEERAERER o fIN ~ N REHFRR R RHI—
BEAEKNRE « MR ABENTREFRZRG « BMEERE/RSEBEEERBIFEMERR o R
TIER ~ #1T T&{E) SEERHI : StorageGRID

* FEIIPAIE (/323E)

- EYINHERRTE

* $ESL O AR

o il=

" UmRh

* JERERERICIDRABFRTIEE (3E/32)

" REE¥

C. TEHE ML ~ EAFTERGIERMEE o

AN IRAIES « B EETTRBRIE Y o
d #H—TF M*E@* o
PREIREEDERIL « AFHITE TIRED) FAEH o
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+ Create | |;' Edit :| % Remove I

Type Inverse Match Match Value
*  Bucket Regex 4 controlid+

Displaying 1 matching rule.

Limits (Optional)

|4 Create | | # Edit || % Remove |

Type Value Units
= Apggregate Bandwidth Cut 10000600000 Bytes/Second

Displaying 1 limi.

=
e. HREEMEERANSERERELEDHE

BN ~ MNRIEBASLAEZEIL40 GbpsFEE PRSI ~ 5572 1LAggregate Bandwidth InfR#F1Aggregate
Bandwidth OutPRf| ~ i i (B FRHIE% E #4340 Gbps ©

@ EERSVWEEMTEERASIHEMIITAA « 55T\ o FIg0 ~ 125 MB/stEER ~ 000
Mbpsz%1 Gbps °

7. SERGRAVRRFIRVRIE « B —T* TSave (f#EF) 1 *o

JRAUBEENGETE ~ WHI7E DREDERA) K-

Traffic Classification Policies

Traffic classification policies can be used to identify nebwork fraffic for metrics reporting and opfional fraffic limiling.

L:|- Creale || rd EstI | ® Remove | L,|_| fu'leﬁ'icsi

Name Description 18]
ERP Traffic Control hanage ERP trafiic into the grid cd9afbc7-DEhe-4208-b6f8-TedarT9e2ch74
*  Fabric Fools Monitar Fabric Pools 223h0chb-6968-4646-b32d-7665bddca g4

Displaying 2 traffic classification policies:

S3FISwift A R iR B IRERRBEAE D HARAIREE o ERILUSRRERRER « 1R RAEEEHH

1TTRHARYRERS!

e EE
"EIEa T

"R R TR B e 1R
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;‘JTL#EEH/ T2 RRAIREEELTBEERRE » B2  RESMIERERB R ERRR SR
| o

CEENEMR
* B ZIRRVRIEE 28 E A Grid Manager ©
* S BERR TREFEU R -

1 EEAE SRR E > REDE

CRENTIRA BEEMEENHIER « XRPEFHIRERIRE -

Traffic Classification Policies

Traffic classification policies can be used to identify nedwoark fraffic for metrics reporting and opfional traffic limiting.

[ ¥ Create || # Edit| | % Remove | |y Metrice |
E (7 L ah |

Name Description 1D
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
* Fabric Pools Meonitor Fabric Pools 223b0chb-6968-45646-b32d-7665bddc294b

Dizplaying 2 trafiic classification policies.

2. ENEERE Y R A AIREERHT
3. j:ﬁ_-F * nﬁiﬁ * o

LRy IR MRERENERA HWEEHE -
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"

Edit Traffic Classification Policy "Fabric Pools
Policy
Mame € Fabric Pools

Description (opfional) Monitor Fabric Poals
Matching Rules

Traffic that maiches any rule ig included in the policy

|+ Create || # Edit|| X Remove

Type Inverse Match Match Value
LEE o515 72 10:10:152.0/24

Displaying 1 matching rule.

Limits (Optional)

| 4 Create | | # Edit | % Remove
Type Value Units

No limits found.

REEREI  FEIEIRETTOVRBFNPRE]
a. AEFEBATIRASIRS « FE— T8I - RBKBIEREILRASEILRE]

b. EEAREEAAFTBIRAS RS « FFEBURAIS RGBSR « #—T MAFARAL BR MREL &
BRAPEY TREE) ~ ARKBISREIIRRIZEILIRS) -

C. EEBIFENTHVRAISRS « FEEBURRISIRFIRVEEIRIZER « ABIR—T B - ABRK— T HE"UE

SIS ERBRARRA RS o

- BIEEARREREIMBIISREZ R A — N ER
- HREESTIRAE « B —T* TSave (f#7F) 1 *o

TCHRAFMIVEERSHF - MEERRERTEREAEDERAIREE - R IRRRERITER
I ER R RR RS M HNITTRIIFRE MRS -

Mk B EERA
MRATBRERENHEIRRA ~ TRTLIEEMIER o

TEENEM

168



* BB IRAVEIEE 285 A Grid Manager ©
s fSERE TREFEEU KR o

1. EEEER > IR RE >R

CRENHERR) BEEMBEEAILIR - RPEFHIBEARIERR -

Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

L:|- Create || rd Edltl | ® Remove | L,|_| Meﬁ'ica-i

Name Description 18]
ERP Traffic Control Manage ERP fraffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
*  Fabric Pools Menitor Fabric Pools 223p0chb-6968-4646-b32d-7665bddcBa4b

Displaying 2 trafiic classification policies.

2. BEEVEEMIRZ R AR BEIER R
3. ##—T Mgkk) o

HERF S HIRE B HEES I o

A Warning

Delete Policy

Are you sure you want to delete the policy "Fabric Pools"?

4. #B— T HEE SIS EMIBRRR o
JRRUBIE MFR o

AR R ETSIR
AR DREN R EEFAIRANER « UEIEEIRMRE -

* B IEREIE 2SS A Grid Manager ©
s S BEER TREFEBU #R -

RNERI(E
HIEMRANRENERY « EEHAILUE S HTESRFBHIEE  LFERBZ S RIIREIER _LAURE -
ElxRFHER AR EF BB S REAERE
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BfERENBIRAIKKREEMRE - hEWEER ERtSRESAEN - HIEERRESS

TR
1. EEAE > ERRE > BN

CRENHERR) BEEMBEAILIER « XPE7HRERERER

Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

+ Creaie _1' Edit| | % Remove_: sh Metricé

Name Description 18]
ERP Traffic Coniro Manage ERF traffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
* Fabric Pools Monitor Fabric Pools 223p0chb-6958-4646-b32d-7665bddcB94b

Displaying 2 trafiic classification policies.

2. ENCERREESNRE ARQAEER o
3. #—F* Metrics * ©

il

PEENFRGHTRV R E SR E « WEAR NRENERA BX -EEEXRIAGRRTAMERIZRENE
WA AER* policies * FHITUE B AENE AR E AthRA

B2 Traffic Classification Policy -

Error Responso Rate Average Request Durstion (Non-Ermor)

I IHIIIIII[IIIIII III!.IIIIIIIIIIIII!IIIIII1iIIIII1IHI]IIHIM LR UTH LT 1
IR UL LT

MR LB TIIEX -

c BETFHBFIERNE | LWERRHEH FHRFHEMARHERZ ARk BEHERRIESN3INIERH
FE9 s BRIATT/AD

° BIETFHIRERTAE | ItEFREM %"‘E%&EX%&E’JS%E%@FFH s MREREER! (Get ~ PUT
- HEADFIDELETE) #0497 o IHE ST ERIIZEELB B EHT
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° FEERMOMER | ILEFIRMSIMERIA R IR HROEHBE TI9376E « WAKERCEAEED -

° FIERGERFERE GFiERR) | ILERIRMHIDERHF TR « WKPFHEE (Get~ PUT
* HADFIDELETE) #i7 - SEZERFFEREEHEERH T ERRFIMERITEFFELS « LETED
FEA BRI P iRk G R o

© MR NTAERR | IEABRERENERNTRBABRKRNIDERETITRE - TEEFETT
BAEKEREAEK -

© RMIF A/ NGEIRERR | IEABREIREY A/ N FERENE R3S ERETITRE - TEREFERTT
EINERIABIEIIFER - ABFHEXRTERBRPYIGRNEBEIER - BUeBIe¥ (FI0 -~ &
BNER) RTEHEXIRE - BRNEE (IUIReNIs) REHERRS -

4. RFREBENGE L - B EBRNSEBNBEIERERE

Load Balancer Request Completion Rate

2020-03-30 21:29:30
=Total: 275
=PUT: 275

Requests per second

= Total == PUT

o IEREEEAE L « BT ERIRERE « AP B AR « RBZZFT MR « LUKk
HARIES TRV EREL -

Write Request Size -

2020-04-01 22:27:00

6. AL LAY Policy* FhIT(/E B REEENRREIRIEA] o
PR ARV B ZRFERNEE ©
7. HE ~ AR R THREREERER ©
a. 42> Support > Tools > Metrics * °
b. FEMER ™ Grafana*) G&EH ~ BEEX DREDFEEEK] o
c. fEmA LA THIVEERZERRR]
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MEDHERNGUHIDRHR - RAIDEZIE DRESHERER) BEEE -
8. DfER « FIERAIRFIREBAVIEER « UREEHREAZRL -

MERAEEN
"ERHERIE RO

HEEEENA

AR ASATERISE A MBI ERER OIS S 7R EFEWJMEI%*JEP/DE.‘:.‘?Eﬁiﬁﬁgﬁ?
HARFSHVBRIERF o eI LERREA A ~ U BRUE & Z FERVIEE

* BIER A R HEE EE A EMEY e 2SR ST Y REE BB STlBRE o
* Grid Management APIF1fE 5 EIEAPIE ffE & 45 A A< 2K F) Ef E Storage GRID {5 A3 FLE O EBRY MR LE AR TS ©
TREZEENEY ) EAICLBARFS &1 AL S 365 | B F iimiE 4R o

(D cLemmREs-

LB = (EE & 48  ELChaRREh A > IR R A :
—DC1 —DC2

ok : r =
Grid Nodes _IJ H ‘Grid Nodes JJ

—DC3

|
|

* BHEEIRS ERICLBARTS B A P iR TN EciaE—EE R RO 5 _ ERIFR A RFEIRE « LUBEE S
HORERERPOIEE ©

TEULEEAIF ~ BERtpOuEa1 (DC1) MIRIEERES AR nE R TI9 0 ECHRDC1RREEFENRS « MKkDC28Y
{#1FENRL - DCIRIRIE BB R &’ A P I E R X EDCIRVRTFENRS ©

* ERBUZEEREESTAFTRIEE « StorageGRID B1EEGEMARIERERIROEERES

7EEEHIH ~ MNRDC2MI A A imfE FAE N HEEN B R EEDC1FIDC3RIY 14 ~ BIZEDCIH#EEEYIG « BB
RDC1RID2BVELE R A A0 ~ (EFREDC3ZIDC2 (25) BYEAERA o

172


https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/monitor/index.html

BEMASERRENET  RAFENTEE - fg

R R RRVES R o

EhE SR
FERENROMEZE 25 (FBR)
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FERAE
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BRGNS
TR EHER OIS Z ErE
CREMES

ByE
FBWANZBEEEFIER RO o

BAE A ZANS0RYB ST E AR A BB A25 - TR

%iﬁﬁﬂ%bﬁﬁéﬁ—%ﬁ%@ﬁ%iﬁ@ﬁ * HLANZE

AERLAS ~ R BREE & 2 FEIRVAESR

* ICWAERXERVEIEERE AGrid Manager °

* BB A GridfRiE EEARRER -
TR
1. BEAE > R R E > AR

Link Cost

Updated: 2021-03-20 12:28:41 EDT

Site Names (1-20f2)

Site ID
10
20

Show 50 v Records Per Page | Refresh |

Link Costs

Link Source 10

(4
Site Name Actions
Data Center 1 Y 4
Data Center 2 V4
Link Destination
20 Actions
o

Apply Changes ’

2. 71 NEdERIR) TNERULE « RARE NEEERM TEAN0M100Z M AE

NRKIRELE BYMARRE - BUEIEE
AERCHESE « FR—T OEE-

LA ©
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3. B— T EARE -

% EAutoSupport THEE

FIFALEIHAE ~ EHEERRAIESARRAARRE S ERERM IR ERFT o AutoSupport
StorageGRIDfEFINetApp AT K@ NN RRE R FIEf ELAZIR o AutoSupportisdii sz & th SEEE 1
AMREFER - HETHER T REMILENIL S o & « AU EAutoSupport
EEXES—EBRMATER o

&8 S EAutoSupport JHE A
BETIEMNE : AutoSupport

* #XAEHR4<StorageGRID
* EERGHRA
* RERMIERERNEBMEER
* RENETRHETR (BR#K)
* FREHERIE (BEELER) WERHKEE
* BHERN SRR RS B EFRS
© BIEERNENEFERE
* BREEXRYENHE
* HANSAERERRTE
* NMSE#S
* YER*FILMERA]
* ERERASRRIER
* ZEREE
&R LATEAutoSupport S5—RZEEEFEA X381 DHAEFMERIAutoSupport BY 7#8 | #IEStorageGRID ~ #1A]

LUFHZB BB o iNSRAutoSupport REXBILEINEE ~ BIGrid Managerf& Rk L EEER—RINE o ILFE®
ZAutoSupport 15[ MEINAE] AARSEMMAVELS ©

The AutoSupport feature s disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

CRTLUEEY Ty 5% WARARAFAE o FRIEBFREIEERREY « [RIFESAFAEBRLIR « BIfEAutoSupport {ZA T

THAE °

{EFActive 1Q

NetApp 2 EinZ #iIEER « EANetAppR EERE EHTRAIDITALEFE =  Active IQEFRHERIRETE - FRAIME
LR~ SREAMIES I R BEE1TE) « AIHBNICTERER E 2 RITR AR E  EMNERRRERRLIRS R
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FRFE o
UNRIGAEETT NetApp ZEAELL AR Active 1Q EBRIRFIINAE > BIXZEEYA AutoSupport ©

"Active 1Q Digital Advisor E{iEERT S 4"

7ZEXAutoSupport THAERE

& AutoSupport B]LUf#EAGrid Manager (* Support > Tools > AutoSupport STE*E ) KB EXIBINEE o ()
) EmEMEBERERSIEE . (RE*) AutoSupport F1* (4EER*) o

AutoSupport

The AutoSupport feature enables your StorageGRID system io send periodic and event-driven health and status messages to technical support o allow proactive monitoring
and troubleshooting. SterageGRID AutoSupport also enables the use of Aclive 1Q for prediclive recommendations.

Settings Results

Protocol Details

Protocol & ® HTTPS @ HTTP 1 SMTP
NetApp Support Certificate Validation & Use NetApp support certificate v

AutoSupport Details

Enable Weskly AutoSupport € [«
Enable Event-Triggared AutoSupport € v

Enable AutoSupport on Demand &

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

“ | Send User-Triggered AutoSupport

{#iXAutoSupport BB HE
SR U = B EEa i E PiEE—E R EiXAutoSupport THEEMEE

- HTTPS
- HTTP
- SMTP

R ERAutoSupport HTTPSTHT TP RS eI UIEBIRERRLA AT 218 2 M5 E R BRI Proxyfa
R3S o

NRITEEASMTP#AAutoSupport SRS REHIGE « BIXLARE —(ESMTPEHEARSS
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##EIHAutoSupport
SR ERATYEIBERNERAS « i§AutoSupport BERAAIMZIEAS !

* 8 : S AutoSupport B BEENEEX—REH - TRRRE : BRA °
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EmMEHIR the SIER) BME - MWEEE [ Settings*] E5I1ZH o AutoSupport

2. ERRE A REEAutoSupport BIIR BRI EHIGRE

Settings Results

Protocol Details

Protocol @ ® HTTPS HTTP SMTP
NetApp Support Certificate Validation @ Use NetApp support certificate v
Use NetApp support certificate

AutoSupport Details | Do not verify certificate

Enable Weekly AutoSupport © v
Enable Event-Triggered AutoSupport ©

Enable AutoSupport on Demand @

Additional AutoSupport Destination

Enable Additional AutoSupport Destination ©

Send User-Triggered AutoSupport

3' EEﬁE%?%* NetAppi%/“ﬁ\ﬂﬂ I:‘E.* °

° {EFANetAppZIBRE (FER) | &BEETHE{RAutoSupport BEHMNENZ 2 EE o NetAppZEEED
BEStorageGRID ZiEEREE—FEZRLE o
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EEEEHIR RE) R311RH « L EZEBULERS|HEE - AutoSupport
2. ZEEMN ME@HIBEFMAER BRPEN THTTPS) EE%H -

Settings Results
Protocol Details
Protocol @ ® HTTPS HTTP SMTP
NetApp Support Certificate Validation @ Use NetApp support certificate v
AutoSupport Details
Enable Weekly AutoSupport © v
Enable Event-Triggered AutoSupport ©

Enable AutoSupport on Demand @ v

Additional AutoSupport Destination

Enable Additional AutoSupport Destination ©

Send User-Triggered AutoSupport

3. =Y TEUE&EBAutoSupport By ZENS1R -
4. 3#&h* Enable AutoSupport SRAID on Demand* (&) #EIEIE o
S. BEMRAE o

SIEBHRIRMEIE - RITZIEASRR MEERREHNER] FEXEAutoSupport AutoSupport
StorageGRID
{ZA&EAutoSupport EF:NE
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Support

CEENEMR
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BAREETLE

EEHEEEAutoSupport BRI EAVEIXER ~ 552 RAutoSupport * AutoSupport () (4ER) BEE* (B8
B e (T—HEERR) o

Settings Results

Weekly AutoSupport

-

Next Scheduled Time @ 2021-02-12 00:20:00 EST

Most Recent Result © Idle (NetApp Support)

Last Successful Time @ N/A (NetApp Support)

& ] LA BEFE{Z BB AutoSupport B EN{EEEINAE ©

HER
1. |EZ#E*>* T B*>* AutoSupport &£~ o

;B

EEEEHIR IRE) RS

Ny

2% o AutoSupport

T~

R

2. 5By EAutoSupport B ZEN A 1R o

Settings Results
Protocol Details

Protocol © ® HTTPS HTTP SMTP
NetApp Support Certificate Validation © Use NetApp support certificate v

AutoSupport Details

Enable Weekly AutoSupport © ’ l

Enable Event-Triggered AutoSupport ©

AutoSupport On Demand can only be enabled when the protocol is HTTPS and Weekly AutoSupport is enabled. When you enable AutoSupport on
Demand, technical support can request that your StorageGRID system send AutoSupport messages automatically

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

“ Send User-Triggered AutoSupport

3. BT o

EAEHEEAutoSupport BITHAEM IR

MR#EFER ~ StorageGRID EAutoSupport 2L EBRE R EMBERRREMHE » S EiFLE
THAERR RE A3 BET W E 5 S 4aNetAppSZ IR ERFT o

179



CEENER
B Z IRV E 285 AGrid Manager ©
* BERR MRFEU 3 THAMMAGISAERS ) RERR o
BAREETE
f&B] LA AutoSupport BEFRHE A S HE B IRAMEAE o

@ EAutoSupport ETE 2 RN E FEHRAE « thENEISEAEEMINEMNAE o (EFER
AR E ENER" o ARIEREN 2 ERRE" )

TR
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EEEEHIR TRE) RIER - T EEBULES|1EE  AutoSupport

2. 5 ER RS 4E R AutoSupport BISAR“IZEN 5 1 ©

Settings Results
Protocol Details

Protocol @ ® HTTPS HTTP SMTP
NetApp Support Certificate Validation @ Use NetApp support certificate v

AutoSupport Details

Enable Weekly AutoSupport ©

Enable Event-Triggered AutoSupport ©

AutoSupport On Demand can only be enabled when the protocol is HTTPS and Weekly AutoSupport is enabled. When you enable AutoSupport on
Demand, technical support can request that your StorageGRID system send AutoSupport messages automatically.

Additional AutoSupport Destination

Enable Additional AutoSupport Destination ©

“ Send User-Triggered AutoSupport

3. BEEHRTE o
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Additional AutoSupport Destination

Enable Additional AutoSupport Destination © v

Hostname @ testbed.netapp.com
Port © 443
Certificate Validation © Do not verify certificate v

You are not using a TLS certificate to secure the connection to the additional AutoSupport destination

“ Send User-Triggered AutoSupport

3. # AZE5MAutoSupport HIE M ARRESAYAARSS T4 L ABSUIP Lkt -
()  ERemA—EmEsm0E -

4. WA FRREGEHMAutoSupport B FIMEIAREZAVERHE (HTTPTER AEIHIR80 « HTTPSTRRR 73
18443) o

o. BHEfEAAutoSupport /&EEREEFXEHNATEMNR  F1E UVERRE ThUBFEREN EHABFICAE
REG) - ABRRITTIIHEF—IE !

° FHRMRET A « i EPEP-RIECAREIEZMEIE AR E AL CA bundch*if{i ~ W LUREEIER
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Additional AutoSupport Destination

Enable Additional AutoSupport Destination € v

Hostname @ testbed.netapp.com
Port @ 443 s
Certificate Validation @ Use custom CA bundle v

CABundle © -----BEGIN CERTIFICATE

Browse

o EERIE  BIBEANTRENER  AREICRRC LEEE o BRI ERAutoSupport BFRIE
WEEHEER o
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

S. EIE R EAutoSupport  TFEA A * o

IS HIR TR EAutoSupport HESE) BHE o
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Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

‘ ® HTTPS ‘
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...

Directly @
* via Proxy server @

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Test Configuration Cancel

6. JEE* HTTPS “EARATE o
()  EEHTTPSHEENEEEREERE -

7. EEFEBProxy AIRES" ©
8. BiA tunnel-host EA&NIHE o

tunnel-host EFHAEEMEEEERYAutoSupport B BVAFFR{ILE ©
9. BA 10225 EIFIBSE o

El %0225 ZStorageGRID #5{tAutoSupport FEFEE B FAVE R 5114 a2 E| A B L B BRI AR es L AYEIRIRSR

10. EEi2+ 84855 5k B AutoSupport 1RBIProxy AR 23 AYER FRFNARAE o
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AR EHFAER « WSS | TEAutoSupport 527E TEX7E) ©
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FEIRENARRERIITE o & RILLUSEE* Support Tools Ses*** Results *3Ri&Z AutoSupport
TR E YIRS AutoSupport ©
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to
allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active I1Q for predictive recommendations.

‘//ﬁ

Settings Results
\ ;
Weekly AutoSupport

Next Scheduled Time © 2020-12-11 23:30:00 EST
Most Recent Result @ Idle (NetApp Support)

Last Successful Time © N/A (NetApp Support)
Event-Triggered AutoSupport

Most Recent Result © N/A (NetApp Support)

Last Successful Time © N/A (NetApp Support)

User-Triggered AutoSupport

Most Recent Result © Failed (NetApp Support)

Last Successful Time © N/A (NetApp Support)

AutoSupport On Demand

AutoSupport On Demand messages are only sent to NetApp Support.

Most Recent Result @ N/A (NetApp Support)

Last Successful Time © N/A (NetApp Support)
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fF A& RS N EHEZE AutoSupport & A2 E5HE

1. NREFFER « MIFEETRIERAR © AU « MREAEENNERIBME EFRE FEHAHERRERISMTPEE T
E ~ BlgRRT5EER AutoSupport messages cannot be sent using SMTP protocol due
to incorrect settings on the E-mail Server page.

2. FEBREABEAR -

3. EHCEREERR nms . loge
MR I HRPE BEHE T EFASMTP « 35MEEEStorageGRID BIEMREZRANE FEHAHARES - BEHNE T
HERSBETHNT (EES (BR) BREFBHRE) ° THHZRAS AT HIREAUtoSupport 17

481 BEME.L . AutoSupport messages cannot be sent using SMTP protocol due to
incorrect settings on the E-mail Server page.
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{&1F AutoSupport E =

MR IBAE MR BEEIE T (EFSMTP, 558 StorageGRID Z A MM EFE M AR B EFERE, M B EHNE FE 4
AIARBSIETE BT o T5iEsRNE AT AE® HIRTEAutoSupport 97481 BME.LE © AutoSupport messages
cannot be sent using SMTP protocol due to incorrect settings on the E-mail Server
page.
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ST-DC2-5G-5712-1 (Storage Node)

Overview Hardwars Metwaork Storage Objects ILM Events Tasks SANftricity System Manager
1 hour 1 day 1 week 1 month Custom
S3 Ingest and Retrieve @ Swift Ingest and Retrieve @
1.00 Bs 1.00 Bz
07585 075E
No data
0,50 Bs
0.508s
0.25Bs
0.258s
0 Bs
18:00 18:10 18:20 18:30 18:40 18:50 0B
== Ingest rate Retrieve rate 18:00 18:10 18:20 18:30 18:40 18:50

Object Counts

Total Objects 10,860,825
Lost Objects 0 i
53 Buckets and Swift Containers 1943

Queries
Average Latency 4.83 milliseconds
Queries - Successful 607 387
Queries - Failed (timed-out) 593

BEE

Queries - Failed (consistency level unmet) 2218

&
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BEITEMESE o
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BHFEERFREREREPIE
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Object Stores

1D Size Available Replicated Data EC Data Object Data (%) Health

0000 440 TB 135TB 5 43.99GBE T 0 bytes g 1.00% No Errors
0001 197 TB 157 TB B 4476 GB B 351.14GB B 20.09% Ne Emors
0002 197 TB 1.46 TB B 4329GB B9 465.20 GB B 2581% No Emors
0003 197 TB 170 TB H 4351GB g 223598 GB B 13.58% No Emors
0004 197 TB 192 TB B 4403GE S 0 bytes B 2.23% Mo Errors
0005 197 TB 146 TB B 4367GB 5 463.36 GB B 2573% Ne Emors
0006 197 TB 192TB = 4310GB B 161GB B 227% No Errors
0007 197 TB 1.357TB 5 46.05GBE g 575.24GB B 3153% No Emors
0008 197 TB 181 7B 5 46.00 GB 0 11284 GB 5 8.06% No Emors
0009 1.97 TB 157 1B B 4391GB B 35272GB B 2013% Ne Emors
000A 197 TB 1.70 TB B 4431GE g 226.81GB B 13.76% No Errors
0008 197 TB 192 7TB F 4317 GB B 780.07 MB B 223% No Emors
oooc 197 TB 158 TB B 4432GB 8 33956 GB B 19.48% No Errors
000D 197 TB 1.827TB B 4447 GB F5 107.34GB B 7.70% No Emors
000E 197 TB 168 TB B 43.07TGB B 24170 GB B 14.45% No Errors
000F 203718 150 TB 5 4457 GB 5 47547 GB B 2567% No Emors

R ENRG SRRV & LAY HL00002002F Z ERY 7N E M B F 2R A ~ B Volume ID - ZEEEFREBTEE—E
MHEERE (Volume 0) H ~ LifftCassandraB il EFRIHFPEERHER ; ZWIRE R ERIRIGRZEHEEE A
RYHER - FREEMIGFREERRYHER - SEERERNERRENRE -

AT RMESEINZEREAE - FRETHNEFER  REEMHFNYHEREEZE—MTERER - E—
EZEMHEEEREDRER « HBRYHREETERFHTYM « EIREHR ERAESERALL -

PHEE R e

WP EE R 2R BRI E S RERER ~ GIMIY SRR SR ETFALE - Bt PEBREE
fECassandra&#}EH ~ ZE K EHLDRARFS/THE © StorageGRID

=T REFRLAEENENER - SELeHERE=ZMYHPEBRHES - ERETH7E SE L SRR
Bf#FER - WEREARE - MASBHHNIT -

"Bt B ET"

BIRHEFEE

AT A E A Grid Manager BYAHRETHRE RIS AR R R TE (1722 1E © [P EREEYGDE
REMFF F B EAIE © A BT LU RAR R BB | ELiBBS H0CLBER TSP (£ By S 3FISwit
BIFIR ~ DU #FERE_ ERILDRARFSFRfEFRRVEIZIE o

MFFRBIFIKEVERAE « 52H HE | AR P ImEREIPAEAEREE" o
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i Storage Options Overview
Storage Options Updated: 2010-02-22 12:42:15 MOT

Overview

Configuration
Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1GB

Storage Watermarks

Description Settings
Storage Volume Read-Wrte Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5GB
Metadata Reserved Space 3,000 GB
Ports

Description Settings
CLB 33 Port 8082
CLB Swift Port 8083
LDR 53 Port 15062
LDR Swift Port 18083

TERYHER

DB BRI DB R EB B ER NI ESRIER - URECAREYGIRHEENE
RERE - S3ZEE D LENEETDERYH - HERKRSER DI -

R4 REEVE StorageGRID ¥ 485 ~ LARBRFZERMH D EIEEL « W ERASR « RFTABRIIRER
BfAREA -

BID
Object Segmentation Disabled Ohject » LDR
% oD
S _"Dbject\
Client
—Container CBIDT—
Object Segmentation Enabled—{ | CBIDZ | CEID3 » LDR

L4 L4
LDR LDR

MRECNZRER AR E S EFREATHIEBNEENN (BERKERS) - BEERERERASAMazon
Web Services (AWS) ~ BIRKEEAR/IVAENREER4.5 GiB (4 ~ 831838 ~ 2081i17t4H) StorageGRID ©
ItE_EFRPTHERAWSEYS GBIRTI A S84 o HiBBLLENAWSE KRG ERR

RN ERASEE - LIMRIRB IR BRAS RGN - LY ELA, ik o
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BBRNERA—EHEEERNGEENE L - RSNERAHEEEAH#EEHSE -

FE&E&IH StorageGRID BERMAEILRIE - WAEBR ST ELEYHNHEYHSEBENEE - fli ~ R
117 1EStorageGRID ¥ B E R AT D EIMEEER « BITEREEGERE « TManaged¥)ff) BIE 1Y
M=~ MFFAmR -

& F&Container +@E&1 +@EE2 == {E{#H 4

fEa] LR

* BERBEFEFEENENE EHMRRIEE REIEFTENEEIES o fIT ~ 1£10 GbpsZ A4/ T E LR EE R
HIGridF1Client Networks ©

*© BEERHNRIEMFEFERS « LUREFIRRIRIESE
* BERFERIEA B SRR O AE R BRZIEFT R RIZE o

ftEZ ZStorage Volume;Z 24

M FE#EFEVolume ZBETHAE ~ (ErT A B (#7170 RS L o] A2 B8 = StorageGRID © UNRER
B ERC] BEMEEREREFKERE « ISR EFEIRE (SSTS) &R « LUEEGHIER
O T EERR

EEBREEFVolume T /KENH B AIRTE ~ sAEI M ERSEFEREE" -

Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3.000 GB

TERREA ZEHIR R HEFER « WEER = {E#F VolumeF/KENRAEEUE - EEEREFEIRS
fhStorageGRID ~ #¥¥{F REEFIRE Volume 0_ERIZER ; #ZVolume ERVERIFIERZEHER G A ER
FrE AR RERNYHER « BIERRESMERFEHIRER
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Volume 0 Volume 1 Volume 2

Storage Volume Hard Read-Only
Watermark (VROM])

Storage Volume Soft Read-Only
Watermark (VHWM)

Usable space
(object space) Usable space Usable space
Storage Volume Read-Write mss B B
Watermark (VLWM)

Used object

Reserved for storage
metadata Used object
storage

Storage Volume ¥ /KENE AL ENTERE ~ FlIEHEAFERPEEVolumeFREMR/NFTAZEME « B
1EStorageGRID A& BB RVERTA MR ETR o 55X R ~ StorageGRID FiB Volume#Bwi/EiEEF 2 ~ 745
RENENE - MIREAEIEENTTAEHEBEMFNRNEE  FAEHELT MESHRNERETAAGE
BEo

f#EFVolumeIR\MEHF RS (VHWM)

Storage VolumeRTUMEEF RER F—EF R « Al EIRBIYIHER AT A EME M o ILFKENMARFEFRT
SEMRENABZ DRI AZER « AR IEEREA TRAMERN) o TRAMEE) BARTREDEGRME
EfRF5 E S 4 StorageGRID EEMEERMIEME D - BT HEFBEREFHNEAER

RS EHIR R A BEMEEICILFKENRE « ISEENBREEFFIRE (SSTS) En » RH#REE
REEHAN T MERIET o

fi%n ~ {iRz&Storage Volume Soft Read-Only Watermarks%%10 GB ~ S HTERE - N RHATFEE P A SER
RE{MHBEARE0 GBHRTAZEM  BIGEEERAEESSTSE R « BAEMMTE R AR o

f#FVolumelET{MEEZEE (VROM)

EEVolumelE N MEEEZREE F—EVE R ~ REIFIGHER TRZEEE M o IEKEMAREFE R EER
REXNEEZ /O AZEM ~ A RefrIEEREA MTERMEERT, - FAMEREARTHEHNAMEE « FHES
BAEK -

NREFHRPEEMIRFEN ] A EREEENICEKENRE « ASEET BB RMEEMFNRE (SSTS) BR
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AR T BN RS A A R TUME AR T o

BN ~ RERFHEFVolume B TUMEE Y Bhs 735 GB ~ ERHETARE - MR R FHMPNESERFHIEENBE LIS
GBRYRTAZEM « AIGEXEREMRMERESSTSET « BRFFHRGEIAAEMEER o

{#1F VolumeBE T MEREF RERV (B /) I TF Volume R MERE F RV (B o

REFHMIREER IR (VLWM)
REHIREER I REERAN SR AMEERHEER o I KENADRE MR ASHREFHRBRENER

BN ~ R EFER E B AE M ERT - (IR Storage Volume Read-Write Watermark (f##FVolumez&E%
RN 1 ®A30GB (FEm) -~ RIfEEFER RS EFTFVolumeI R A ZEMX 1S GBIEINZES0 GB ~ A 5EBR
EARGERENRS °

M7 VolumesB R /¥R BIEXARN [M#FVolumedRTUMEEFH4) BYME ©

AR
BB R

BEEYAPEERHRET

V)1 FRAEE IS EStorageGRID RYZHAE IR AIEFEX R A LRI RE LR - BT HE
{RStorageGRID HYRAEA 5= RIHFIMT « LA #StorageGRID MRLEM 75 K4l
AfEEFDHPESR

HERYHPEER ?

M PEBSE RIEHEAGIEMAER o M BEYGPEBERERERRZREMNRPIEMMHNGUE « T RIFEIESE
M aniERR o StorageGRID

BRI MR R FRIBAIE | StorageGRID
© RHTREE  SIESENAERIE—ID (UUID) « WFETE - SSMEBRSWRERILTE 15 15 478
1D  FAUEIEA N W E—RIBIAY EARAIRSD « URYIE E IR0 R AABE -

- (RIS B ST (A AR S 1R R o

© BRI EMRIERRE R SRR -

© HISERIAE « SEEANBAEEIE -

© HRUSERETSRITEAS  SER RN EAHEIE -

* Bf}ACloud Storage PoolRUVIF IS  MIHFEVTLE - DIESN M ETF S FBHINAFH0ME— IS -

* HRDBRMERNSBAME - BERBIIBAZEA) o

P EE NI AREE ?
LtINBERITECassandraB il EEHPAESEM P AEE KL ~ IR FEFYHER] o StorageGRID% T 1R &R I (REEY)

HFREF R RIEK © StorageGRID HfIEBEML SHEEFRATFABEMHHN =P EBTHHESR - YFFEER
B ={EE A IR SEL S BUPR A HFEE o
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ggﬁﬁﬁﬁﬂilﬁﬁ SNRFFHN - SELSHAERRENYHPEEY « BEEN G TSR e RRER

— Site 1 Site 2
Three Storage Nodes Five Storage Nodes
Object metadata

W R EERHE AR ?
IEERRE—#EF RN EERIRE

Storage Node

Volume 0 Volume 1 Volume 2 Volume n

Object
space
Object Object
Sismaa space space
metadata

YNEFrmStorageGRID ~ TS EEFEIRAVEFHRIREO L « FIAILISEREZHARFEFMGHPESE - EERE
FRREERREEFHPEER - WRITOENEREEE  FEFERROME TR PAIE HthREFHIRERN
REF=R ~ ERMMAHEN (BERESMEIEBRER) -

REBELHERFHR LGP EENNZREE « BURR TYIRIERE -

PEEFHREERRE

_MetadatafRBZEM_BE2RMHRTE - ARRBHESEFEFERVolume 0 LHPEZRHZEHE o MNKRFA
~StorageGRID ltl:IE'“TEE’Jﬁ‘E S{EA TFIEE -
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* ICMIBRtA % it StorageGRID R {EARIEBERR S ©
* BEFEHS ENRAMAE °

B ¥45StorageGRID ZHE A (#1ZE1E L AIRAMA £ BRI E R E TRk EStora
geGRID A&ERMNINAE11.5
11.5 RPN SEHEZESS 124128 8 TB (8 ~ 000 GB)
GBULEMAE

PR EFE R E/)vid128 3 TB (3 ~ 000 GB)
GB

1M11E11.4 EE—ihENEERHFEEM LR 4TB (4 ~000 GB)
128 GBI LA E

BEILE _EREARFEEE/)N 3TB (3000 GB)
%128 GB

11.05 B 2Rz (BRG] 2TB (2000 GB)

A E 1R StorageGRID ERIAER RN PEB FHAB ERRE

1. B AR > AR E > RTEEE o
2. 7£Storage Watermarks&x ™ ~ K EI*PAEZ RMRE M o

Storage Options Overview

Updated: 2021-02-Z3 11:58:33 MET

Object Segmentation

Description Lo
Segmentation Enabled
Maximum Segment Size 1GB

Storage Watermarks

Description ~Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
_sinrane Volume Hard Bead-Only Watermark 438,
Metadata Reserved Space o, 000 GB

FEBRBRH « " EEMREZERI*E46 000 GB (8TB) o BE2#StorageGRID RAEMEHHRATAETE «
H B 87254575 128 GBL_EHIRAM o
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PEENNERRE M

BERRERAFENPESHHRZEERE - SHESERFHMREDHFPETHNERFREEM[_ - HiEM
AEREBYRTF ENRS ~ IR B RIROR B ZREUAR BiREIVolume ORI ~ MUK A EERS -RIBERHRE =%
E o

EiZ5EAYVolume 04/ A E R R E R R E T
{£52500 GB (FEIEX(FZEFR) 10%H9Volume 0
500 GBI E ELE(ER)

* Volume 0

© PREBEMREEERE

AEERBEREFHM L PEENNERFREER

1. #£Grid Manager/#EEY* Node *>*(&7ZENIEL * o
2. 3EZE* Storage* (AEE) EEFE -
3. RIS MFRNMEERE - WEP#ER ) BRE - B SREREE -

Storage Used - Object Metadata @

100.00%
75.00%
2021-02-23 11:48:30
50.00%
= Lised {%): 0.00%
i Used: 126.94 kB
25.00%
= Allowed: 1.98 TB
- | = Actual reserved: 8.00 TB
- 1110 11:20 1130 114l 11:50 12:00
== |Jzed (%)

EIRIEF  "BEREE28 TB o ILERHRINEmERAN £#StorageGRID ZERAIRIEHFEIR o HICUILEE
FERBI R R PR ERRE ZRRE/) i< Volume 0 ~ BILILERERIRRE ZHS I PEE MRS ZHR
E o

B R EEHER EPrometheusgiZ :

storagegrid storage utilization metadata reserved bytes

BERFRENPEER TR

RE& I (E A StorageGRID 11.5kRZEFHMN—EEIARAVIEE R o TEULEFTD « RESEFEHHEMIRAMEB
18128 GB ~ Mf#FEIEE1 (SN1) BYVolume 046 TB ° {RIFEL(E -
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s RRPEERHRETRI*REAS TB o (StorageGRID MR SEH#IFENEMIRAMEBE 128 GB ~ Bt A
ARBYEFTHREYTEER(E © )

* SN HEER BIRRE /A6 TB o (HitVolume /N PEBRMREB R RTE « FItREEE

Volume ° )

SRR TR A

SEMEHANPESHERGFREERE - SSEIAMATESHIRZER (alowed PEFRZER]) ~ UK
EENEER (PIMBGERER) FMARREIREREARAABNER - AsTHPREN ZRrEZR RS
E o

Volume 0

Object space

[ Space required for
database
operations and
future upgrades
Actual
reserved
space for
metadata
Allowed
metadata space

TERIEE StorageGRID sRPRAN{AIF| Ef f#FERRE A SFRYPE B I 2= EE o

A E R B IR R E = AR E R 2R

4 TBEILTF BEAREERIN60% AR EER « £51.98 TB

8B4 TB (hEERNERRESEZR 1 TB) x60% - e2.64
B
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Y0:RStorageGRID MM RARTEEAHEFER LT (HTEHASHEF) BiB2.64 TBNRESER -

@ ARLEBERT « ASTHYRESHIZREEEN - MRENFEFIRZAER128 GBIIRAM « Bf#
#Volume 0_ LA RJFZER « FBHHEIEEINetAPpE F AR © NetAppiF B ELRIFER « LRI AELE
NS ER#TF R P E I ZER] -

ARERHEFHNA AP EEN R

1. #%Grid Managerm#£1Z* Node_*>* Storage Node_* °
2. 3#F* Storage* (f#fF=RfE) BHIBEE -
3. B E BT [ERANRERB - "IHPEER) BRLE ~ R RFNE -

Storage Used - Object Metadata @

100.00% P -
— 2021-05-05 11:03:30

= isied (%): 0.13%

50.00% USE{j 334 GB

Aliowed:  264TB

25.00% — Actual reserved:  8.00 TB

0% ; |
10:40 T10:50 1100 1110 1120 11:30
== |lzed (%)

TESHNEET  *AFFEA2.64 TB ~ EEHEFHMINEAE - EPESENNERFREER A4 TB ©

* P EYFER tEPrometheusiSiE :

storagegrid storage utilization metadata allowed bytes

FREFRIPHEE R 2= RSB

R {EEAStorageGRID 7 11.5RE—EER A4 o EULEH P « RRSEEFHRIIRAMEEB128 GB ~ M
#7ZEIEE1 (SN1) BYVolume 076 TB o RIRIELE(E !

* PR PEEEHREERIRESS TB o (StorageGRID ESEETZEIZEHIRAMBIE 128 GBS ~ IEATEE
Bo)

* SNTHHPEEHBERRBE/MA6 TB o (HitVolume O/ PEZRHRE ZRRE « FHILREE(E

Volume © )

* SNTEAFEBMANEEA264TB - (EREMREEMMNRAME )

REA N BB TR B B
41 R StorageGRID ~ ThAERIAI{E SHELL BBV ETE: 2 AT TR RABEEE - Bt - MIRIEABS
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RNARERVHFER « e L&/ WM EREESINPEBSHEE
5 B NI

* BB ERE S = EREX/)A#EFERS ©
© ThiEERREZER) RER4TB -
* REHMAA T ERFREPESN EEMASFREE N ZEE -

{7 ENRG Volume 0EJA/)\ BERFRENTFEBEHNER AFFHPEER =R
SN1 227TB 227B 1.32TB
SN2. 5TB 47TB 1.98 TB
SN3 6TB 47TB 1.98 TB

R PEER S IO ER I & REEER « FItASEHFRISEBHRIRSERMM1.32 TBRFALER - SN2
FOSN3FR A FFAYEESN.66 TBHRAEE I 2o R AER ©

— Metadata capacity for a site —

Used space for object metadata

SN1 SN2 SN3 Allowed metadata space

[Elf%H « StorageGRID Hi{%E StorageGRID {Eis & PR B EE KA E B S LS & AStorageGRID #{4H
BENSEFTAT « FIEREFERFENTESH S ERCANR/NEENHPEBRAE -

LESh ~ AR PEER A ERTERIRAYHH - RIEEREHMNTEEHSERER  ERERLER

FERAEER
* ARSI ERFHMNYGPESHNEE

"BRIERIE ; RREEHHA"
* AREMAKHYHFEENSE « GRS REFERS

RERFIFEERTE

&R LAEERGrid Options (481&3#EIH) #KE&EStorageGRID HEFEELRER RAFFRE
MHRTE ~ BIEHENYHRLE - FENYSENE - MEENYGHE -
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@ MRECEBUIRTE « WRBN—DENREZEERMRE - RMGRIGRENE « UFHEER
¥&7E o

BRRILEIRZ Al ~ AR TIIEE ¢

* FRIFCHBERENENZ T BEN « TRITERAELE -

* R+ #TFStorageGRID EVHHVE RN FIAe G B « ARBRFYMN - RABRIEERAEINEHR
Y){H#7FStorageGRID EYfH 2Rl « BEERGEMM « AIRA TEGEEDN FEE—DHEIIHEIR/ -

* WMNREFNetApp FabricPool fi#7R 75 % StorageGRID 12EFEHERF « 5571 BB BAEIHAE o

* MNRERE TEEEHENYIME) 4M&5EI1E « S3FISwift AP kAR ER R IT TEEYMH) FX « L3S
EEELIMNAITHEEE - B MSEEER FEMELRE « [FZAStorageGRID W7EE MIRBAEYIH 7 SE1ZEX
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b. HIFRTEF « FRABZELHAENHEE | share number
C. HIRFRME « sAFMGEAENEFE | user

3 group

d. HIRERE « cAMATEIZERENEENSTE | audit user or audit group
e. HIFIRREF « 3537 Enter * o

IERF S BERCIFSHHRR AR ©

f HHESEAERRERERENEMERENEHE SRELETFIH -

8. & ~ AMEREEV4ERE | validate-config

AMEMBELFETELERT o EIUREHZER TS -

Can't find include file /etc/samba/includes/cifs-interfaces.inc
Can't find include file /etc/samba/includes/cifs-filesystem.inc
Can't find include file /etc/samba/includes/cifs-custom-config.inc
Can't find include file /etc/samba/includes/cifs-shares.inc
rlimit max: increasing rlimit max (1024) to minimum Windows limit
(16384)

a. HIREREF ~ 5B¥F* Enter * o

WEEDEEAEIZ A P IR AR o
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b. HIRIEREF - 553%* Enter * o
RS RERCIFSARRE A BE ©

9. FAFACIFSEHAE A TR ¢ exit
10. B¥EISambafR?s : service smbd start
1. 4NSRStorageGRID EEZERE—ILA ~ FAIF T—F ©
=
& - AR StorageGRID IEINFENZ IR BIEEMIL SN EIREH « A S SR LERZER
a. RIRBEAILENEIREE, ¢
I. I AT58< | ssh admin@grid node IP
i. 8 AFFRYIMZEE Passwords . txt TEZ -
iii. ST e U Eroot © su -
V. B8 AFFrFAIZEES Passwords . txt FEZE -
b. BEELENE - AEEEINMNEIEMNMRTREZERE
C. FARAZRIRZEShel ZFARIHEIBEEL | exit

12. ZHar<Shell © exit

GG
"FHRA"

5 7E Active DirectoryFyFE1% A B i
#t¥iStorageGRID G EREPREEFEIZN E N ZELNITUEIZR ~ UFBITIUEREF ©
CEENER

* B Passwords. txt {EMAroot / admintR E ZIEMIER (AIE LAEGHIRE) o

* ICZEBER CIFS Active Directoryf§ i E R TBFZRES o
* [RWAJBHER Configuration.txt EE (AELAEHFREIE) o

(D) BBCIFS/Sambal TR BiBBS - B1EK A StorageGRID HRRATES o

1. BATEEIRERS
a. BATH&S | ssh admin@primary Admin Node IP
b. & ASFFRFIMIZRE Passwords . txt HEE !
C. AT LU Eroot : su -

d. B AFFRYIBEES Passwords . txt HEE !
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EELUrootE AR« IEMEREE s E 4 o
2. RFRA RS TEITH) & TEEE) storagegrid-status
MRFIBERFIIRNITH (E5E) B RAREEEE -

3. REIEE<LF ~ #&* Ctrl-+* C* o
4. BIEICIFSAHRE AR | config cifs.rb

validate-config
help

exit

add-audit-share set-authentication

enable-disable-share set-netbios—-name

add-user-to-share join-domain

modify-group remove-password-server

| | |
I | I
I | I
| remove-user-from-share | add-password-server |
I | I
| | add-wins-server |
| | |

remove-wins-server

. FEActive Directory§s8 | set-authentication

AEARZHEEF ~ LAKRERR « 7oEMEEZAR IR - MRERERE - MGETRERSAE - W
REKRERSE  FAIET—F o

a. ERAMIBTELZE T (ERH4H5Active Directory © ad

b. HIRIETREF « FFMAADAYH LB (REAEHRTE) o

C. HIRTEMET « SR A LIS B3AVIPAIUE S DNS 1478 o
d. WIRGERET « A A STEAVARIS SEIN A o

FERARXKEFH o
€. EARMIRTEEAWInbindSZ 1B « BIA* y* o
winbind Bt EAD R AR SS AR E A E AN BEAEE A o

f. HIRIRTREF - 5% ANetBios%id o
9. HIRERF ~ 5A¥F* Enter * o

IERF S BERCIFSHHRR ATER ©

6. MA#EE
a. WNRFEARRE « SFRIBICIFSHEREARMTER | config cifs.rb
b. MMA#E © join-domain
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¢ RAERTCASREENRBANE S AMENANNE - MRILEIREHFFATHRIMARBL  FFHA

no

d. IR « BIRERABIEENERAESLM | adninistrator username

Hrh administrator username &CIFS Active DirectoryEF& %8 ~ MIFStorageGRID ZiRERE
iE o

e. HIRETE « SBIRHEBIES®NS | administrator password

MAIRY administrator password s2CIFS Active DirectoryfEFA& %%  MIEStorageGRID FHATE
= o

f. HIRIRTREF ~ 55¥%* Enter * o
e RERCIFSARRE A BTET ©

7. FEERISE IERENMALSE -
a. MA#EE © join-domain
b. BRI RNTRHHAAREERERSAMBINERRER  F#EA v

NRTWEAE TJoinis OK ~ 1~ RINEERMININALELE - Y1REZFE W ILEFE « FE AR ERFIL
BRMALESE

C. HIRIEREF ~ 551 Enter * o
IR EREERCIFSARRE A BE ©

8. ¥LFEMZAF IR | add-audit-share
a. BERAMIRTREINEERENEHER « FFHWA | user
b. ERMIBNTHMATEIZERE BB  BRARBRZERERTRE
C. HIRIRTEF « " Enter * o

B B EETRCIFSHEAE AR o
9. MRAFZEFRAENFHEFTIEZLAE « AL HMEMR®E | add-user-to-share
BN ERAEEBARIEEE o

8. BABHELHAOHRE -
b. AR EAERBHER - FHWA 1 group

RSB ARIZEERTE o

C. ERAMIBTCEATBZEELIEN  SFRARKEREHENSGTE -
d. HIRIRREF « 5537 Enter * o

ISR RCIFSAHREARTER ©
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e. HHHBEARERERFIENEMERENEHE « ERILDR -
10. 2 - AFEERICAV4EAS | validate-config

AN ERELFRELERT - KAIULZEZMZETIRE !

° FAEIINCLUDEAEZE /etc/samba/includes/cifs-interfaces.inc
° FAEIINCLUDEYEZE /etc/samba/includes/cifs-filesystem.inc
° 3 RE|INCLUDEAEZE /etc/samba/includes/cifs-interfaces. inc
° A E/INCLUDEREZE /etc/samba/includes/cifs-custom-config.inc
° 3R ARE|INCLUDEFEZE /etc/samba/includes/cifs-shares.inc
° rlim_max : #&rlimation_max (1024) EINZER/)\WindowsPRHl (16384)
@ AN Tecurity=ads) REH RHEFARSS) BEESHER o (RIFTER ~ Samba® B
EIRRIEERNDC) ©
i HIRIETREF ~ 551%* Enter *LUBERFEZF P m4ERE o
i. HHIRERREF « 5537 Enter * o
IR & RERCIFSAHREARTER ©
1. BABACIFSARRE AR ¢ exit
12. YR StorageGRID EEZERE—ILE  BRIE F—F o
1%
FHE ~ MR StorageGRID EINFEN IR BIEEMIL AN EIRENE - AR EEMAELERZER -
a. BB AILSHEIRENES
I. BIAT58< | ssh admin@grid node IP
i. ¥ AFFRYMIZEEE Passwords. txt FE2E !
iii. #ATEEL U Eroot @ su -
iv. EARFRYIEEERS Passwords . txt EE ©
b. BEELELR - ASEEIEMMRERZEA -
C. FIFEIREEMERIEEZEShelZFA © exit

13. ZH#p<Shell © exit

G
FHR SR

RN ECIFSTIZAAE
TR LR E B B BHEATIE EELADERR B S RICIFSTEIZH AR -
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CEENEM
* IS E¥ER Passwords. txt fEMroot / admintk A ZIERIIEEE (RITE LIMEHFHIRE]) o

* CWAZEYER Configuration.txt 1EHR (AJELMEHFFER) o

BAREETLE
THRRFERNEADEE R SRS -

(D) BBCIFS/Sambal TR BiBES - 1EK A StorageGRID HRRARTES o

1. BATEEIRERS
a. BATH&S | ssh admin@primary Admin Node IP
b. & ASFRFIIZERE Passwords . txt T !
C. AT LU Eroot : su -
d. A FRFRFIBIZERS Passwords . txt FEZE :

B LUrootE AR~ IEMEREE s E 4 ©
2. PR A IRFEAREEA THITH) & TEERE ~&@A - storagegrid-status
MRFIBERFIORNITH (E5E B RAREEEE -

3. REIEE<LF ~ #* Ctrl-+* C* o
4. BIBICIFSAHRE AR ¢ config cifs.rb

validate-config
help

exit

add-audit-share set-authentication

enable-disable-share set-netbios—-name

add-user-to-share join-domain

modify-group remove-password-server

| | |
I | I
I | I
| remove-user-from-share | add-password-server |
I | I
| | add-wins-server |
| | |

remove-wins-server

S. FHYAFMIEEAESE A | add-user-to-share
PR B E 2L REvARSTUSE ©
6. WIRGERE « MATRRZEA (BREL) &R ! audit share number

A SR CESER T EAENEHEFRULE R BERER -
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10.
1.

12.
13.

14.

HIRRRET ~ SAIGEAE A A | user 3 group
BRI EEH A LLADTERZ L B ERE B AR « SBERA RS o

ERE AT IS A MR - MRS REARS(EERAMCIFSIRFSPER -

ABRE ~ REAENBHEENFIEZARKEAE -
HIRIETREF « 554" Enter * ©
It & BERCIFSAHAE AR ©

HHEEEERZARFIENERENEE EREEDR -

WE A CHI4ERS ¢ validate-config
AR ERE W ARG LR o BRAINLZEtZE TFIAE !

° I A EI B Z1E%/etc/sambalincludes/cifs-interfaces.inc
° WA EIE & 1EZ/etc/sambalincludes/cifs-filesystem.inc
° AR B F1EZ/etc/sambalincludes/cifs-custom-config.inc
° AR 8 & 1E%/etc/sambalincludes/cifs-shares.inc
i. HIRIRRES « 353%* Enter *LUBETIEIZFH B URARAS o
ii. HIRTETREF ~ 55H¢* Enter * o
FAFACIFSHERE AREER | exit
FIER S B R ERAERIMITEZILA ~ W TR :
° YR StorageGRID SEEBERE—iLE  BAIE T —F

R EEH ASamba

° Y5 StorageGRID I INAEBIEE ML SR EIRER, « SARBEZRAELERZHER !

L BIRE AL S EIRER
A BIATHES | ssh admin@grid node IP
B. & ASFRFIMIEHES Passwords . txt 1B !
C. BATHISS U Eroot © su -
D. 8 APFFRFIBEEE Passwords. txt FEZE -
i. BRELESER - AEEEIEMARTEREZEA -
iil. EIRAEIRZ 2 Shel B ABIREIRER | exit

EH &< Shell : exit

WECIFSTEZ M ER IR EMR B AHE

IR 46E
IOAT7Y

BIEBIR LR AT EFEIEZH AR ERE A,

TEENER
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s RWNBYER Configuration.txt HEE (AIELMEHFEIS) o

RIRERI(E
ZEBCIFS/SambaiE I TRITEIZEE tH BB ~ i§TER K StorageGRID BIhRASHFEER o

1. BATEEIEME -
a. AT | ssh admin@primary Admin Node IP
b. & AFFrFIMZEE Passwords . txt HEEE
C. BATFEL U Eroot © su -

d. A FFFFIAZEES Passwords . txt TEZE -
EIEUrootE AR - IR MBREFT s E # o

2. BMEICIFSARREAFETEL | config cifs.rb

add-audit-share set-authentication validate-config
help

exit

enable-disable-share set-netbios-name

add-user-to-share join-domain

modify-group remove-password-server

I | I
I | I
| | |
| remove-user-from-share | add-password-server |
I | I
| | add-wins-server |
I | I

remove-wins-server

3. LB ERESE A | remove-user-from-share
RGN EIEM I BRRZEANRTEE c BRHERgERARKED -

4. WAFERZHEANEE | audit share number

o BRMIBTEHBIREMAEZEHER | user H group
PEENEE RIS IZH RV E A& B EMRITAE ©

6. B ATEZBIRERE A EEERISEES | number
ERAREREERN - BEERENFETBASFIERLRAE - i1
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Enabled shares
1. audit-export
Select the share to change: 1
Remove user or group? [User/group]: User
Valid users for this share
1. audituser
2. newaudituser

Select the user to remove: 1
Removed user "audituser" from share "audit-export".

Press return to continue.

7. BARACIFSAHHREARTER | exit
8. YR StorageGRID ItIIFEEEEMIEENEIREE « AR EEEREEILESIFEZEA o

9. 4BRESTRLET ~ FFEHEEG < Shell | exit

G
FHREEE"

S ECIFSTERZ LA AE LR ERM

TR LIS B CEAAESEHE « 2ARMIFRERNRERE A « REBECIFSTERILAER
BTEHERE

RAMEEIETLTIE
FBIBCIFS/SambaE THIFEIXEE H B BT « iE1ER A StorageGRID FIRRZASHFERR o

1. R E A AU E R RIBE EREREAE -
2. MIFREERIEAE AT ELME -

EREER
FHREEE"

"B ERAE AN ECIFSTEZAAE"
"WECIFSTEZ A& IR(FERE T ET4E"
ER:BECIFSTEIZES

TEEAAME - i M EMRMBAREINEN « BRETEEREESR - BZAERT
EWindowstEZAEIRE HRIBEE B 5 - BIRERETHE « SBRAFFIAHRE -
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R ENFSHITEIZ A P i
RS EFRAAMELR -
CEENER
s CWAZBIER Passwords. txt BEAroot / adminZIEMIEZR (RIfE LMEGFHIKE) o
* [WAJB¥ER Configuration.txt EE (AIELAREHHEE) o
* FEIZAPIRNBEFERANFSHRZAS3 (NFSv3) ©
REMEIET(E
#t¥§StorageGRID EEEPREEFEZ N ENZERITILREER ~ UFIBITIERERS ©
TER
1. BATEEIEED .
a. AT | ssh admin@primary Admin Node IP
b. B ATBFRFBZZEE Passwords. txt FEZ .
C. A TYGmLUYIREroot ¢ su -

d. BAFRFRFIIZERS Passwords . txt HEEE .
BIEMUrootE AR ~ IRMEBREE s E 4 o
2. ERFARRFSHIMRART R T8ITH) 3 2581 °8A | storagegrid-status
MBRGERARFESA T3ITH) X (B ~ ABRREEES -

3. IR[EELF] o #* Ctrl-+ C* o
4. BREINFSARREARTET c BIA | config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove-ip-from-share refresh-config
help

exit

5. HILFEZA P | add-audit-share
a. WIRGEREF « MARREAENEZAFIRIPAIESKIPAILEEE | client IP address
b. HIRIEREF « 1% Enter * o

6. MRAFLERZAFPHIFIEZHLAE « FIEEMERERIPAL | add-ip-to-share

a. MARBIZEANIE | audit share number
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b. HIRTRES « BAREIZEABHIEILA B SIPASIPAIHLEE © client IP address
C. HIREREF ~ 553%* Enter * o

BERNEETRNFSAERE A AR -

d #HHSEAAEREATIENEMEZARIRERELETFIR o
7. E ~ AR CRVARRS o
a. A THIEE . validate-config

RN DIGE W EETRIELEARFS o
b. HIRIEREF - 553%* Enter * o
BEENBERNFSAHRE AR ©

C. BARANFSAHREARTET | exit
8. FEN T B AT H ik &R A& -
° tNR StorageGRID EEZBEEE—ILH ~ FBAIE F—F ©
° Y1RStorageGRID LEIHAEEIEE ML B BEIREIRE « FAREERABLREZER !
L RIHE AL SR E IR,
A BATHIEGL . ssh admin@grid node IP
B. & AFFRFAYERS Passwords . txt 1% !
C. WA TSRS LU Eroot © su -
D. BIAFFRFIAIZEHS Passwords . txt HEE ¢
i. BIRELELER - AEEREIINYEIRMHBR TR o
iii. BERAEIGEEShelBENZHEIRERE o BWIA | exit
9. B <TShell : exit

NFSTEZ A R IR S IRIBHIPUIHR TR ANEFEE - RIEZEAENIPAUIEEHAE « Rt
& FEVEFR I TRTBINFSIERZ A P i ~ SRR ARV IZ A R IRIPAIIL ~ IBIRZA R I ©

HENFSTIEIZF R iniTiE EREZHEAE

NFSTEZ A P in @ IRIFEEIPAILE TR ARFEUE o RS BRIPILIE EEZ
HAE -« REZHAENEFEERIR THIINFSIEZAF iR

CEENER
* ISWBYER Passwords. txt f#froot / admintk B ZEMIEZRE (AIE_ LAREHSHKE) -
* {TAZEHEA Configuration.txt %R (AIELMREHHESE) o
* AR IRAEFERANFSIRAS3 (NFSV3) o
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1.

2.

w

SL

o

© N

©

10.

BATEZEIERERS

#WATHEF< | ssh admin@primary Admin Node IP
A FRFTYIZENS Passwords . txt HEE

WA TIE<L U Zroot © su -

d. B AHFRFIAIERS Passwords. txt HEE !

o o

o

BIELrootBE AR B RBREE s E 4 o

EXEINFSHERE AR TN | config nfs.rb

add-audit-share add-ip-to-share

enable-disable-share remove-ip-from-share

A . add-ip-to-share

BERNEE T EIRENRL ERUARINFSIERZHL B E - IRt AFIRIT ¢

WATEIZIERANEE . audit share number

IR RE ~ AR RERNTEZA P isIPAULEKIP UL EE !
Tei% A P ImBEEN IS EFE R E AR o

IR REF ~ 554%* Enter * o

BEENEETNFSARREA R o

- SIS SRR RNEEREZARIRERELED R

& ~ SBIEERICEVARRE ¢ validate-config
AR GEE N BTG LERT
a. HIRRTEF « 557" Enter * o
BERNRERNFSAARE AR o

. BARANFSAHRE A ATETL ¢ exit
SR StorageGRID EEZERE—ILE ~ sAAIF F—F ©

% HRStorageGRID ~ MNREEZRITHEB IEEMIL S RVEIEEEL « AI R RERAELERZER !

validate-config
refresh-config
help

exit

/var/local/audit/export

client IP address
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a. EinE AL EIRER
I A TH8F< | ssh admin@grid node IP
ii. APPSR Passwords. txt HEZ :
iii. A THERLUTIREroot © su -
V. 8 AFFFTSIZES Passwords . txt HEZE :
b. EFELSE - AT EEIEMERERIZEAA o
C. FRAEIRZEShel B A IREIEERL | exit

1. ZHdp<Shell © exit

ERsENFSIEIZE S

REEZLEABRLIIENFSIEZARIRZE  CRAILMEEZARIRREAR - MEEEL
EEETAERERARRS -

1. R EEAMSIRTS 2 EIRENRAAI A P iRIPAL ~ BRs8EiRse ) (AP IRRRIER) < #A  ping

IP address
FEsRfAAR A g « FREARRES ©
2. fERBERN AR REER MR < HETERIERIA - Linuxa 8% (—1T8A)

mount -t nfs -o hard,intr Admin Node IP address:/var/local/audit/export
myAudit

EAEEMRRIPAULZREFHAMSARTS « UBAERAMITATLE R AR - HERAI U AP IREAE
faI%iE (B~ myaudit E—Ed<H) o

3. HESD

HiE

HAERLAERIS c WA | 1s myAudit /*

Hip myaudi t BFEZHERRVEER o E/DEHH—(EEERE o

WA EBIENFSTEZA R IR

NFSTEIZ A P in @ RIBEEIPAIHE TR ARFENE - SR LIBRRIRAERIEZ A R ikIP
ik ~ LASRRZ AR iR

CEENER
* IRAZEYER Passwords. txt {EMroot / admintE B BIEMIER (AT Lt EHRIRE) o
s [CBER Configuration.txt BE (AIELREHFFEE) o

BB T(F
WEEBIR ERAFHEERE XL ARIPAL -
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1. BATEEEREHR
a

- BIAT58< | ssh admin@primary Admin Node IP

o

B AFFRSIIEES Passwords . txt I8 -
A TS UTIREroot ¢ su -

d. A FFFFIAZEES Passwords . txt FEZE -

o

BIELrootBE AR B RBREE s E 4 o

2. BEINFSAAREAARER ¢ config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove-ip-from-share refresh-config

help
exit
3. R HEBERERIPAIL | remove-ip-from-share
MEENEE R RIARES LR EIFEIZ L AMRIVRE o BIZEAY AT ¢ /var/local/audit/export

N

- ABEBZEAERHERIARSE | audit share number

BEENEE R A ST RS A EMIPAIULRIDEE o

[$)]

- AHEBRICERIRZ IPAULATSEES
ERAREREERN « EABASHEMAB LIPS A P IRETEFE

»

. KIS « 351%* Enter * o

BERNEETRNFSAEREARER ©

~

- RARANFSAEEARRER | exit

- §12RStorageGRID BN AR B R ZEE R OIS HE  MEMMIESRIAREINIEREHR  FEEERF
FRELEREZER !

a. BinEASELSRNEIREES
i. BIATH#< . ssh admin@grid node IP
ii. # AFPFRSBY%ERS Passwords . txt & -
iii. BATFEGR<S U Eroot © su -

v. B AFFIYIHZREE Passwords . txt FEZE -

(o2]
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b. ERFLEWE - HEEEIMIEIRERRERZIEA -
C. BREmEEShellZARIREIEHRL | exit

9. ZHep<Shell | exit

EENFSTEZ A P imBIP{IE

1. RIFEIPALIE EIRAMINFSIERLAE -
2. TBPRIRYAIPALLL o

HERRE A
HENFSTE A R T R A

"EERHE A& BIRNFSTEIZ A R i

EIEERIEENR,

&t AT LUEEStorageGRID ARSI ESES P LML E ~ UBEHEE BRI
TEETZRA « I8N Tivoli Storage Manager (TSM) o

REINGBEIRBVERZ 1B ~ EET R ERIERRIURIE(CTSMRLEE « FETSMEAMRSAIIER B ENEIEEA
B~ SRERIEENREREAR « MR ERRMBEERE » SR UREREMRNBIER

* TR R
* "ERIE RS T R ARV RIS B AL AR
* "REFRIERENBFIER"
* "B &Tivoli Storage Manager"
t/EZ 2RISR,

RIEERR M —E N E - KT NEBEENTEHREINIREFFRE - URFEDHE
o ERIEENRLt B BRI ILEAR ~ MU StorageGRID ¥ B RHERE R4t EL B IZSMP RIS
FRgZERER o
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'm - Crid Topology | Cverview \| Alarms Reports Configuration

|ﬂ] StorageGRO Webscale Deployment ik
£ ,‘. Data Center 1 .
7 @ oo aoursu e Overview: ARC (DC1-ARC1-98-165) - ARC
J ,‘D{H-G{ SRABT Updsted: 20150530 10:25:18 POT
;| & DC1-51.98.162
L] DC1-52.98-163 ,
‘ ARC State Online =]
L ‘ I ARC Status Mo Erors =
1 Twali Storage Manager State Online _ﬂ?
Tivoli Storage Manager Status Mo Emors =iy
Store Siste Online 5?
Stare Status No Errors = e
Retrieve Siate Online E:‘?
Rastriove Status Mo Ermrors =Yy
Inbound Replication Status No Emors =Y
Outbound Replication Status Mo Errors &5

)
ﬁ‘ Data Center 3
Node Information

Device Typa Archive Mode

Varsion 10.2.0

Build 20150928.2133.a27b3ab
Node 1D 19002524

Site 1D 10
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3 BBEG TR o

Overview Alarms Reports | Configuration \I

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 20150824 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest {us-east-1) ~]
Endpoint https:if10.10.10.123:8082 M Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key LTI

Storage Class Standard (Default) LI

Apply Changes .

4. RERBETHRERER ERDE-B2HEFRS (S3) *°
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HINIEAWSEE BB AREREFEE 2 RARIURL ~ BFEEIZIRSRES o 440
https://system.com:1080
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2. 2 TERFEENEL ARC Target *) o
3. EEERE > E B o
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .

4. BRBERPEN -
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TR °
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1. BRI > T B >4 o
2. 3Z TERIEENEL >* ARC*) o

3. BHEMAR> T B o
Overview Alarms Reports | Configuration l\
Wain Alarms
Configuration: ARC (98-127) - ARC
Updated: 2015-08-24 17:18:28 POT
ARC State | Online -
Cloud Tiering Service State | Read-Write Enabled ;l

Apply Changes *

4. ECERABRBRE o
5. — T EARE o

ERS3 APIERIIHFRUETE

QD%,@E’\JE%*%%%&?E?@:SS APIELE EERIERTF AR ~ oI ERFFRBEE - LUB
PRARVS (fFHE) R o
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* B ZIRRV 2B 28 F A Grid Manager ©
© BAERB R ERNERER ©
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1. EEC SR> T A>3 -
2. %2 TERFEETEL ARC Store *| o
3. BEEMARE > T o

Overview Alarms Reports | Configuration ‘\

Kain Alarms

5 Configuration: ARC (98-127) - Store

Updated: 2015-08-22 17:54:42 PDT

Reset Store Failure Count r

Apply Changes *

4. I BRI RRGHEC -
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4.
5.

6.

Overview Alarms Reports | Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 1

Maximum Store Sessions 1

Apply Changes *

#e-BiZsER TR EE S « #EEY” Tivoli Storage Manager (TSM) * o
74" Tivoli Storage Manager State* ~ sHEERUBEAR* ABH LEETSMAA N SR B2 EI AR ZFHEENE L o
IRIETESR ~ Tivoli Storage ManagerikfEs& 24 45 £ ~ RRERIEEIEEAELINETSMA T ENAR R ARESHEE I 14
B o
AIER THE -
° {EIIRZZIPTR E 2B - 15 AR ARCERFEHITSMA N ER IS R ARES P K ST R ADI 278 o FARRIPAIE
#127.0.0.1¢

° {AIARZFEIZIR | ETSMPNEEEFIARES LIS EIHIESRS « LUFEARCARTSERE ZAMRES o TERE
21500 ©

° )Eﬁ%ﬁ%flﬁ IR EERERNREN TR o M B A LTETSMA N SRR LEMavRiE (REXERE

© (ERERW | IEEERAERM « UEREARCIRFSAREATSMERE - AALSRIEHRIEENTERE
RERTE (arfEf £AE) NEERERE -

° B | IEEARCHRTS A RE A TSMIAAREZ B EES o

° B | IEETER R IRZEStorageGRID AR RIS TE BIBMARERN R EIRE » SUKETSMAH
BfHARTFS a8 L E RIS E N EIRERERNEEE -

° TYERREREN  IEETSMA T ERAREARE: L F AN EMRMIIMGE I E - BENR R EILSEH &
RS —EL(EREER ~ SMIN 2SN TIEREER (DIRAME) o

EERISERE B ERS ERF BRI EEE A EMAXNUMMP (BMEEHNRAHE) WREEER o
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T AZBER TSM AR AIMAXSESSIONSEE E A E /DB F AN ZARCIRS I TIERSER BB — AR
F o TSMfalAREF EMAXSESSIONSHITERR E#525 ©

° IRAHEEN T VEPEER S : 5 EARCRRTS Al RN ETSMA 7 ERBS (RIAR 28 LUEITHRERF A TEREERBL IR o
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HUUHEFAEN  SFEE—EE © IEFN TS -
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HER

1. B3R > T E>* A8 HaiE o

2. #4E MEFREENES ARC Target *1 ©

3. BB AL > EE o
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Overview Alarms

Reports

| Configuration |"|

Kain Alarms

m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

MNode Name ARC-USER

User Name arc-user

Password [ ITTT ]

Management Class

Mumber of Sessions

Maximum Retrieve Sessions

Maximum Store Sessions

ETSMBYERIEAREEFN 5T B2S

sg-mgmiclass
2
2
1

Apply Changes *

WMRCHEFRIEMFERETSMAPNERESAARES « A LUK B R R IE T EIKERTE

7 TaR ) 3¢ TRERR)

MRS TRBVERE -

THRENER
° lu\%?ﬁﬁﬁﬁ i%ﬂfj /%J

o T A N ERIE RN RN B R E R AR R R TE -

B 23% A Grid Manager °
© IBAEER S E R FEVER ©

1. AV T3> T B> 43 HhRiE o
2. #E$E MEFFEENEE ARC Store *) o

3 BB TR

B2 E R AEHE
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .

4. RBEENTIRE :
° fEFARRE | RTTIRIRRERAS ¢
iR TERIEENRL) FRARRIERFERERTRARNYGER
* BHR  BENREIREREERERERANYGER

© MERHERRIETNE | BEEULEER - SRS RRETRE TS RITHEEIRE - BRfFEERE
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* BB IRRYEIEE 28 E A Grid Manager ©
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TR
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2. 3%iE TERFEETES ARC Store *] ©

3. BEHEARE > E o
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Overview Alanms Reports l Configuration 'I.1

Main Alarms

5_ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeied: 2015-05-07 123507 POT

Store Stale | Offline |
Archive Store Disabled on Startup D
Reset Store Failure Count [

Apply Changes *
4. BAFRRE ST A offline ©
S. EIEF IR I =R ERER -

6. #—TEREE

YNRTSMAP T ERERIEE AN ERIEEIRE R A

MR BIETSMPTERE RS ZEIR E « BISREMRI A REL « (EHITHRE
EEENES

* B ZIRRVRIEE 28 F A Grid Manager ©
SRR E R FEVER ©
1. B 23R > T > A18HaiE o
BEiE TERFEENEL ARC Target *| o
EEERR S EE o
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# IRAHFEIERER 8840 -
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1. RS> T A> 4Ets iR o
2. FE BRIEENRL ARYREX" ©

3 EEER>EE
\ Reports i Configuration |

Overview Alarms

Main Alarms
B ] Configuration: ARC (DC1-ARC1-88-165) - Retrieve

E Updaied: 20150807 122448 POT
Ratrieve State | Cniing
Reset Request Failure Count O
O
Apply Changes ”

Reset Verification Fallure Count

R&ER A

4. BRBELTIRE :
° BEEGIRRE @ iETTHHIREERA
CRLE L ERER R RIE R R BRI E R
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EREBRKMEAH - RIS IRAIERERKROVEHHER - BRIARBFARRF (EXREKH) &
ERAERWEH | WEIZET IR EREREMT ERBERE R #ER - ERARBFFARNK IRE

e
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R SEEER
T~ FRBANMELEER - IRERENERERRIREG

e R E SRR MIE R R
@ o
ERBENES
CA BRI E 235 AGrid Manager ©
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Overview Alarms Reports Configuration |

Man Alarms

‘:",;’ Configuration: ARC (DC1-ARC1-98-165) - Replication

Updabed: 2015-05-07 12:21:53 POT

Reset Inbound Replication Fallure Count a

Reset Cutbound Replication Failure Count |

Inbound Replication

Disable Inbound Replication ]

Outbound Replication

Disable Outhound Replication O

Apply Changes *

4. BRBELTIRE !
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define library tapelibrary libtype=scsi
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define path servername tapelibrary srctype=server desttype=library device=1ib-
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° servername & TSM{ARRERHI TR

° tapelibrary ST HEMIHEERTE

° lib-devicename AHiTEERIEE LB
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define drive tapelibrary drivename
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define stgpool SGWSDiskPool disk description=description
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251



maximum file size £10GB°
° nextstgpool=SGWSTapePool B R E Rt m AR E RN A REERA o
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