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Awaiting - Evaluation Rate 0 objects / second
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NetApp® StorageGRID® Help ~ | Root + | Sign Out

Dashboard  Alerts ~ Nodes Tenants ILM ~ Configuration « Maintenance « Support «

Grid Passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.
Change Provisioning Passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This
passphrase is also required to download backups of the grid topology information and encryption keys for the StorageGRID sysiem. After changing the
provisioning passphrase, you must download a new Recovery Package.

Current Provisioning Passphrase | ssssssss
New Provisioning Passphrase = ssesssssse

Confirm New Provisioning | sssssseses
Passphrase
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NetApp® StorageGRID® Help ~ | Root ~ | Sign Oul

Dashboard " Alerts « Nodes Tenants ILM ~ Configuration + Maintenance « Support «

Grid Passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.

Provisioning passphrase successfully changed. Go to the|Recovery Package page to download a new Recovery Package.

Change Provisioning Passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This
passphrase is also required to download backups of the grid topolegy information and encryption keys for the StorageGRID system. After changing the
provisioning passphrase, you must download a new Recovery Package

Current Provisioning Passphrase
New Provisioning Passphrase

Confirm New Provisioning
Passphrase
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Display Options
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BREIR
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* /org ! REBRERIRF A ELDAPEHERERAE A SEFH - MEFFAEN - F2RERABEAIRA
HUMBRAE
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=R (LR POST /api/v3/authorize) o MIRERAECHINGGE - BEELIZ2 MR o bR
WBTERBAPIERIIEIEHRIEM ( [4%H# [ bear_tokon_1 ) °

@ N StorageGRID BB T BE—FAINEE « BABHITAERESE DR - 5520 EEAE—
ZA -~ BIESSEAPL o

E2RE ThHBBRELEERBE) « UISHEREZEMNEN -

* BRIR-RE-1FERE AP IRE&SE « LUEStorageGRID ERAIMNIEIEZ T L 27FE o
* #HRE-BAGrid Management APIZE SahR < tERBABV(EZE o (&R LAY sZ kR4S Fr Sz 38 B9 EE Sm i 2< #1 Grid

Management APIEERRZA e U= EBERFRIAPIRRZS o

* (FRAE- R AT SEE SR ZThEERIIEEE o
* * DNSfRfREs" : Pt R EE R E IMBDNSHEAREZHIVEE ©

* SHERAREE-MIBR RIS R EAERIIEEE ©

* BT ERIFE (BFER) o

- MEEMR-RETEE (BRER) o

* BRUGE-ETEFE (hLEREHR) -

* HENRHEER-P R B AR M R TR EE YRS o

* B | BEEAHGHd R EESEHENIEE « UAEIIMNEBLDAP AR S FEENEG R Grid R T EIE S 8+4 -

* BOHEBIRR-EE | REIMNPF DHAIKR - URFEED EEMBHERERAESN -

*FILM B ESBHRERE (ILM) EE -

* #HE-FREStorageGRID K EHLILTHAERIVEZE o

* GCEk ¢ WEETR TEECEIERIIESE o

* $51% ! StorageGRID #HEIEAIRESEMNTE—REETNER - URE—BFHERNETHEEEES

##) o Grid Management APIfEF3Prometheus 24 81X T A{FARIHERIKIR - 1T EEPrometheus BRI
MERAE « 552 BPrometheus#gik o

@ BHENIERprivate HRBEMHRABER - BLEISRAIAE G EStorageGRID R A 1TEARIIE
MR BERRAZ EEE o

* ENELR RN -ERE R E AR REGRIIESE ©
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- R E R BIIESE ©
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© &SR R R IR ERE o

* * S SHTE -2 IS SHE R ERIIEE o

* (ARARESEDEE-1548 BR B Grid Manager{alR2SsVEAIIESE

* * SNMP *-BRISNMPAERE _ERYEZE

© mEER-RENERAINEE

* FREENAR AR | RREENAFIRERARS ERIEE o
* FEAE-BIRREEGrid ManagerfE A& HIMEE

ZEHAPIER
SwaggerFAEN EIRESEAPIEE N EFAE RIS -
HEBNES

* SRR IR E RS AGrid Manager ©
© ISAEER T R FEVER ©

@ ERAPIXAHRBEHITREMAPIEREERZRIRFEE B/ NOAFEHZRMB T « BRI FRER
BrlaEMER o

FER
1. #¢Grid ManageriZ28+ {2 Help*>* AP| Documentation * °

2. FEEVFREREZE -
RFEAPIWEZEE ~ IGrI B EIRBHTTPEI(E ~ FIYIGET ~ PUT ~ updateFIDELETE °

3. FEEXHTTPEIELUE B HAFMAER - BIEIREURL » AL BN ERDHHEE « RFANNEHSG (RE
£) ~ MUKRAJSEREE -
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.‘990.\‘.0’.0"

groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,

VAV S S S

FIEIERERRER Lth S8« FIMNBFAEEEREID - ARIVSELEE - SRR BB LR ERIAPIZER -
7 BERUSFRERNE ©

FIER ISR D REELEHIERA - IRZ ~ ErILIR— TR B RS ERAIREX
B—TsA

REEACENSH  WRFBEIERPFEX -

B—T3iT o

BB IE ZE R E TR




Grid Management APIRRZS & 1E

Grid Management APHEFRRZAS E IR IR 7 12 AP ENSERFHAR o
BilEn ~ tERequest URLEEEAPIRRZS3 ©
https://hostname or ip address/api/v3/authorize

EETTMERNEER - EHF SEAPINEEZRALERER - EML-BHERBT HEER - ARE

BAPIHREBIRASEIRTT - HHRNE T GIEIRIGIREE B - F?IJ%E@J%ﬁﬁﬁﬂ?fﬂm%ﬁﬁﬁm%E%Ei”m%
SAPIRRZS ©

AP EE AR BERRA AR
BERRES 2.1 2.2
BRERTES 2.1 3.0

F—RLHStorageGRID B « R ERIHIRASHIGrid Management API o K38 -~ E1&F+4kStorageGRID £&
HFBITHAERR A RO B SRR AT (e 4 B IZENEE FRBIAPI ~ MBS E /D —{EStorageGRID ARASBIEEINAE o

&R LAfEEF Grid Management APIZRER E ST HRRVRRZS © UNEEEFAHE N ~ 552 B Swagger APIX {4

B9 Tconfigy —6f o MEZIEEMFAA Grid Management APIFB R ImIAEAEFThRA 2% ~ (FAH
PREERRASAYS IR ©

BRENEREGLU T AR A EBE -

* [OIFE1ZEE2A (deprecated : truel
* JsonElIfEAXE S ldeprecated] : true
* NMS.logFh & BiBRFAVES o FIU0 -

Received call to deprecated vl API at POST "/api/vl/authorize"

FI/ R B B AR s 7 SRR LE APIRR ZS
ER THAPIERELOIZEMNAPIEFERAFE ©

15



GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

IEEERMAPIRRZ

TR A RIS S ]IRIEEAPIERZ (/api/v3) SAREE (Api-Version: 3) o YIREEFHZEEWEE - 8
RRETERREE-

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

eIt ZRME (CSRF)

& StorageGRID mJLAfsE FH CSRFHEM 2581 E8E A CookieBIEREETHAE ~ BN EEES A UL B K
4%E (CSRF) IXE o Grid Managerfifi P EIFIENE BHRAILZ 2 I08E « HMAPIEE
ImAl A IR R R TEE AR o

?%%%ﬁ%ﬁﬁ%*?*lﬂﬂaﬁﬁ (BIMNHTTPREPOST) -~ AIRe G EREREAERERICookieZE HIFEE

FFICSRF1EM 1#BNPhSECSRFINEE ° StorageGRIDEIARF ~ 457 CookieFIA B AR S E RS EPOST
EXBHEHIAR °

EERAIETHEE « 5BRE csrfToken B#E true BR5EHIMA - ARES false o

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

WNRIEFE ~ BIABA GridCsrfToken CookieBAMBIEERE « BN E AGrid Managerfl AccountCsrfToken
CookieRUABEIHERTE - ARNBEARREEREN o
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UNRCookie?ZTE ~ BIFF B Al EMAFAAREEMESKR (POST ~ PUT ~ PATCH ~ DELETE) ##ES S FHHEP—IE

* ° X-Csrf-Token 1RER * TFIRER{ER A CSRFH#EM CookieBIE °
* HESRUREISERRMIGEL | a csrfToken REMRIFERANZH o

IFHMSEHIEFEER « B2EIR LAPISF o

@ BB CSRF#ER CookieEEMVE Rt Zaaf#1T "Content-Type: application/json" {EAIE
KREVAEEE ~ MIRERKIsonEREBMAREIMNICSRFIEER,E

NEREXBE—ZA - 55ERAPI

YNRStorageGRID BWHAMERMAE—F A (SSO) -~ B AFEREERFAPIEREA
& H Grid Management APIE(fEE &EIEAPI o

MEBAE—FA ~ sBEAAPI

MBEERRAE—EA (SSO) - EnBEEH—RTIAPIER « A HENEEAM Grid Management APIS{TEA &
IEAPIRYAD FSEUISERSEHEM ©
CEENEMR
* {&ENE B K StorageGRID F{E i MFE A& B AR FAERSSOFE R E R BME -
* MREBEFEELEIEAPI ~ SAEHEAIRAID ©
BAEETLE
EERUSEREEN ~ ErIUER T Eh—EfG :
* ©o storagegrid-ssoauth.py Python}§<H5 ~ (i StorageGRID Z2E4EZE B & (. /rpms A Red

Hat Enterprise Linux@{CentOS ~ . /debs A Ubuntug{DEBIAN,{k: . /vsphere CGERERVMware
) °

* CurlZRMTIERZEH o
MRMITEREKNE ~ BETIERIZAIAEGAR - MAEE R THR | FHEIRPHRTFIER

#JSubjectConfirmation ©

() SICunTemrasm £b L H e P B B 5 o

MREEFIURLAEIEREE ~ AISEE BRI TR | FRIEAISAMLARE ©
HER
1. EEUT SR 2 — UBSBR SR MY ¢
° fff storagegrid-ssoauth.py Pythonfs<H§ : AifESEE2 o
° fEFCUrZEK o FIfELSER3 o
2. NREEFH storagegrid-ssoauth.py 15LH » HIESHEFIEAPythonfi2IE2S « RABHITIESHE ©
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HIRGETRET  SFMA TSISIZEYE !

° SSOfERELTE

° LT IRmAYAYI StorageGRID

° R R3S B StorageGRID 7R

° BEFEFEREIEAP| « SFBAFEEIREID ©

python3 ftmp/storagegrid-ssoauth.py

sam |_LJS-E r: my-ss0-username

saml_domain: my-domain

sg_address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

R R R R R E R R F R R R R T I FF I I EFF FFFF XTI XTI TR EFF TR EF

R R R R R R F R R R F R R F R R F I F R R F I T EF I T I F T F I T F T FITFFFFITFFEF XTI F TR ET SR

StorageGRID Auth Token: sGeboybf-z1f6-40b7-afob-scbcacfbzgey

it PR 4t T BRSE ML o StorageGRIDIGIRTE AT LIS M AR EMhEEK ~ $HLS R EASSORHERAPIN TS

= o

3. MREBEABEENR « FEATIRER

export
export
export
export
export
export

®

SAMLUSER="my-sso-username'
SAMLPASSWORD="my-password'
SAMLDOMAIN="'my-domain'
TENANTACCOUNTID='"12345"

STORAGEGRID ADDRESS='storagegrid.example.com'
AD FS ADDRESS='adfs.example.com'

HE1FHGrid Management API ~ s5fEF 0 TENANTACCOUNTID ©

EEEWEEENEFURL ~ AABHPOSTEXK /api/v3/authorize-saml » W{EEIEFBIRE
TﬂJson,.ﬁEﬁ% °

IEEHIEE TR B HE ERFEURLAIPOSTE K TENANTACCOUNTID © 45 R &{FEZEpython -m json.toolAF%
BRJsoniRES o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"
\
--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool
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tEEBFINEIREE ZURLARBHNEZEZURL ~ BEREZHMISON-encoding/E °

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#7F sAMLRequest EEIEFEISUMEBEHSER ©

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7...sS1%2BfQ33cviwAS3D"'

d. BUS5EEAURL ~ EFESAD FSHIBEBRIHREXID ©
E —_

L —{EEEE A TAIC RN URLIRERE ARE o
curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID" | grep 'form method="post" id="loginForm"'
[EIfEEIER P HmERID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%$3D%3D&RelayState=12345&clie
nt-request-id=00000000-0000-0000-ee02-0080000000de™ >

e. fE[OEREFARIHRERID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. BEHREERHEXE AR RED(E



curl -X POST
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

-—-data
"UserName=S$SSAMLUSERQ@SSAMLDOMAIN&Password=$SAMLPASSWORD&AuthMethod=For
msAuthentication”" --include

AD FSEE[EI302EE M « WEREPEREMET o

@ MRIEHISSORRERMAZARRE (MFA) ~ BIREPOSTHEEZE _(AZEIHM
song B o

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. {#7F MsI1sAuth ZKE[CIFERICookie ©

export MSISAuth='AAEAADAvVvsHpXk6ApV...pmPOaEiNtJvWY=

h. (B8 AL X fFX A Z CookieHIGetBSREISE(LE ©

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
$TENANTACCOUNTID&Client—request—id=$SAMLREQUESTID" \

-—-cookie "MSISAuth=$MSISAuth" --include

[CIFEIZERE & SAD FSTIERERE - WHHEBE LR - MEEAXEEERHRERUPE
& SAMLResponse °©



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store
Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8
Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin

for more details
Set-Cookie:

SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bkl1MnFuUSUzZCUzZCYmJiYmXzE3M]jAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND

UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure
Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;

path=/adfs; HttpOnly; Secure
Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {#7F SAMLResponse {EFERIMEMAL :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EFB{#7F8Y sAMLResponse ~ ¥J3&StorageGRID —{AAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

AR RelayState  MIRIEEE AGrid Management API ~ :5E TR A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \

-H "accept: application/json" \

--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[E1FE ELFEEREE AL ©



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. REIEFRIBREEN 57743 MYTOKEN ©

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

CIRERI LA A MYTOKEN B EMER ~ LR R ERSSORMERAPIFN AT ©

MEEHEE—EA - BIEHAPI
MRERAE—ZEA (SSO) - B ERH—ZRYIAPIER « LU HGrid Management APIE{FEF &IEAP o

RIRERI(E

YIBEE - StorageGRID [ABEEEMNE—SHEEE W ~ BNRIEHILTHAE - HE « EthAILUE
#&StorageGRID ZRE TFIIEEME—FE (SLO) : FEEABMStorageGRID HISESOEEIER o

1. BEEELEEENETHEXK « 5588 cookie "sso=true" ESLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

-—cookie "sso=true" \

| python -m json.tool

EEEIEHURL !
{

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
p",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

2. f#IFEHURL -
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export

LOGOUT REQUEST='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwETI
RfhZ...HcQ%3D%3D'

3. EEEREEHURLLUERESLON EFE A StorageGRID EER ©

curl --include "SLOGOUT REQUEST"

B{H[E]302[E]FE - EFMERUEARNBRRIEAPIEY °

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. fHBStorageGRID a2 &AL ©

filBRStorageGRID LA ZSSOMAZZIREMBI A AEE c MNR cookie "sso=true" KiEll - FHEEE
tHStorageGRID Ri R E R ESSOAAS ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

-—-include
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