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Alert Rules B Leam more

Alert rules define which cenditions trigger specific alerts.

You can edit the conditions for default alert rules to better suit your environment, or create custom alert rules that use your own conditions for triggering alerts.

+ Create custom ruls| # Editrule || % Re e c ™
Name

Appliance battery expired
The battery in the appliance’s storage controller has expired.

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity
The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration
The battery in the appliance’s storage controller is nearing
expiration.

Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated.

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity

Appliance cache backup device write-protected
A cache backup device is write-protected.

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.

2. IRETRARPIENR

1RIRE
g

Conditions

storagegrid_appliance_component failureftype="REC_EXPIRED_BATTERY"}
Major > 0

storagegrid_appliance_component failure{lype="REC_FAILED BATTERY"}

Major > 0

storagegrid_appliance_component_failurejtype="REC_BATTERY_WARN"}
Major » 0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION'}
Major >0

storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}

Major > 0

storagegrid_appliance_component failureftype="REC_BATTERY_OVERTEMP"}

Major =0

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}

Major > 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major > 0
storagegrid_appliance_component_failure{tlype="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}
Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE_MEM_SIZE_MISMATCH"}
Major > 0

B
EnRA Y —RIBAIEREA - BETE

i~ ARKBEFERE TR - ETRRABBEETFE

HEMNES °

Type

Default

Default

Default

Defauilt

Default

Default

Default

Defauit

Default

Default

LB LR SRR EEET « TEEEGEEFERENER -

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 62 alert rules
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Create Custom Rule

Enabled [«

Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v
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[metric] [operator] [value]
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2. ERNCBRE EMRBAEIEZE o
3. BEEMREERA

MREERA)) HEEAIEMERNLIR o IEEFIRERTERZERRA] ¢ TUnique Name (H—%&7F8
) 1 ~ TDescription (8FB) 1 &% Recommended Actions (3Z:%EN{E) | WOIEEA - AR o

Edit Rule - Low installed node memory

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
7
Recommended Actions {optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for a StorageGRID node.
See the insiructions for your platiorm:

« Viware instaliation
» Red Hat Enterprize Linux or CentOS instaliation
= Ubuntu or Debian instaliation

Conditions ©
Minor
Vajor node_memory_MemTotsl bytes < 24883088820
Critical node_memory_MemTotal bytes <= 12208050008

Enter the amount of time a condition must continuously remain in effect before an alert is trignered.

Duration 2 minutes v

=
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Conditions @

Minar
Major node_memory_MemTotal_bytes < 24080086000
Critical node_memory_MemTotal_bytes <= 148806868808
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Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These seftings are not used for alarm nofifications and AutoSupport See
Managing alerts and alarms in the instructions for monitoring and troubleshooting StorageGRID.

Enable Email Notifications @

2. EECRABEFHGENZIGNR « REENEIRENERTER « CREEXENEFBHMG -

MRy IR TEFEMH (SMTP) fEllkes) « ME@EZZME (TLS) 1 ~ TEFEMMub) M MEFEEses)
&Eg °

3. & TEFEH (SMTP) fAARES) &EEH « #iAStorageGRID FEVERISMTPEIARESFAFEAIE T o
MRICHISMTPAIARS B EERE G ARFRHEMERAELENEN - S/ AEATLSIHRHCARSE -

ik A

A EARSS SEERAIH LT (FQDN) s SMTP{EARSIAVIP{LE ©

Hige R EEXSMTPEIARZSAVERFIE o BTN
F65535.

fERERE (ER) WRIEHISMTPEIARZESEEEE « Al AERENME
FE%TE -

ZHE (ER) %z%% EHISMTPEIARZZ EEER:E A A BRSNS

Email (SMTP) Server

Mail Server @ 10.224.1.250
Port @ 25
Username (optional) & smitpuser
Password (optional) @ | esseses

4. 11 MEFBMMUL) BRP - MAFTHENSAWAENE FIRMMIL o
a. B FHEBFEFMI « IR AR EFHMUERERENBFHE ML -

fugn - storagegrid-alerts@example.com
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b. & NitfFE) BETF - BASESTHFSENETIM L  REFETTRERNETHFOA
E o

H—TINSRER 4 TSR GE -

Email Addresses

Sender Email Address & storagegnd-alerts@example.com
Recipient 1 @ recipient @example.com x
Recipient 2 @ recipient2 @example.com + X

S MRFEFAELZEM (TLS) AREESMTPRIARSS @ « FAESBMEZ 2™ (Transport Layer Security
~TLS) EERHEEEY MFFETLS) ZEGHE

a. 1£ I CAZ&RSE") WM ~ RRILANEREESMTPRARES MBI BICARSE ©
TRAIUEHAB L ALZIE BRI « ZiiE— T 2B WIREUES -

T ARMEBE—ER - HPESRASEPEBITREREEN (CA) BIERSE - EXEEILURRBEIR
F R Et S ERPEERISAICAREIEE ©

b. YIREHISMTPEFEHARBERBFHHFHERMAPIEEETRS  FENEEAP REE
TZENFT 3R

C. E*APIR/RE AP « IREBFEXESMTPEIARZSHIPEP-4RHE A P in/R:E ©
TR AR HABT W REZIE BRI « 3% — T3 B W AU -

d. I BB WA « LERINZBRIPEMARISHA A P i /RENIE £ o
ERIERAB LA ZIE BRI « SiE— T 3B WEEUES -

() ORCETEETTHERE - HE— THEERLEHUMM -
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Transport Layer Security (TLS)

Require TLS @&

CA Cerificate @

Send Client Cedificate @

Client Cedificate @

Private Key @

-----BEGIN CERTIFICATE-----

1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMHOPQRSTUNIWKYZ1234567898

-----END CERTIFICATE-----

Erowse

%

-—---BEGIN CERTIFICATE----—-
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----END CERTIFICATE-----

Browse

-----BEGIN PRIVATE KEY-----
1234567898sbcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVIKYZ1234567290
-----BEGIN PRIVATE KEY-----

Browse

6. 7 &) BRRY - EREELETFHHENNETRELRER R EETHNRAERAFE

BREMN
RE-XE - HE

EX B

ZIREASRE
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8.

Filters

Severity @ ® Minor, major, critical ' Major, critical L) Critical only

7. BIEFRFAREFBARER « FRIT DR
a.

B—TEXAREFEE -
PEENFRTRFESDAE « RNEEXAFHEBFEH o
b. FEFAABFEHHWAENRME « T EWEAHEFEE

(D YIRS EARKEE FEM ~ G EFEHBANRBET  FRELCHRE « AR

BE—K o
o BAFMEMEIBENL « AEMWEAHNET BRSBTS E 0BG -

CD ARERBENE « CUAEASEERHRUERREREED - BRANHEREM
HMAutoSupport FiE EIRENREX R EFEHRIERAR—HK ©

E_—F r= ﬁ%ﬁ * ] o
AR BT IR G CIRTE « CUEE—T ThE o
BEFHHRTEANGRH#EF

R

RS TR T BB
=

ERBTF BB SHEA

REFSMTPE FEAHAMRES 2 & ~ BRIFETRARFEIF « TRISERELRE - REFEHBNEXGE
ERUFE o

EFEHENaESTER
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226
Site DC1 225-230 @
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Jobh storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Joh storagegrid
Service Idr
(s)
Sent from: DC1-ADM1-225 \-—/
SRR
1. LR5TE  REESHEETHERPIITERHEAE -
2. LRAYEREA o
3. LT AIEREE o
4. SEERFRPIITERNFAER - SEZZENSHMMNLS - EREREY - BEETR
AIBUTCES ~ KRR ETEMREN R
S. BRI EIRER E TS o
HERAE R

"RETRENFE"

WA TE B F IR @ P B 4H £ ~StorageGRID

?Ti%fﬁ?ﬂmﬁ% BZREFEHEA « StorageGRID FIER—BAF « HMIGEARSEETRD
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2RI T &R « BM#StorageGRID BRI AEEFE B PR SEE RO RG]

1%

BEZERENEBERANBEERNET o NRFERE
zéﬁi@%ﬁ;ﬁlﬁ]ﬁ’ﬂﬁéf A S BEMEE FEHE
] o

HIBEMBNREST
ERSE IR EHEREENETER

W%LﬂEL—@ﬁiﬁ
A o

E—RFEEL R StorageGRID ~ RENfAIRF e E=F2
DIEREXEN o MREIHAREZEE M REERN
;,/T StorageGRID B g 4IaBAFRFIEE RS
#H

Qﬂiﬁﬁﬁé%—ﬁl%%ﬁﬁﬂﬂ’]ﬁz/‘r StorageGRID 8IJ7E

EEIBHMZ AT ~ BEFE107E - FBNGREME
ERFIETR (BREARFENET) -~ BIEEEE
TR BERE °

MREZEEMETAEEREELE - BHP—EETR
BEfER « AT ERE RN ER LSRR RERE -
FEEEBYEA

ERRFMAETITEREIRERRAIRSHEZ
Al RS BT REEEE—REFHMHE

&0 o StorageGRID

SEEHFRE N E T EFE
NRAEEE

TEENER
B ZIRAVEIE 285 A Grid Manager ©
s fSEHER TEEZER) & MREEBY R -
SR

1. BEBIEIIRTE o

#51

* [ERTEMEENRS_E g3

ERA o REEX—HE
& o

* BRAGTEERS1 LA - METRBEEREEIRL2

* BRAGHEEE « WIERIRE -

1.

N

N

- BHBEHEERETA - RS EFX
- BEHERR2AHEEETRA o
- BRI ETRAE R ~ (BEIRMBVETRANAIER

- SHSHEEEER1IVETA - RIFGEX
- ETRAKREITEERE o Hfthi@XRrR3A158 3

L& - SEEMERN - SEERE—E -

EMARE RERR
B - ARG HHBEEEREE—REA -

LTRAGTEEIRL1 E1008:008538 - FNEEXEA -

ETRABTEEIRA2 208 [ 0155 - FEFHIXE
0 o

1£08 : 02~
1T1ERE -

AMEEEE ~ LREEMELETH

ERASEEIZE1 EF208:00£F3 - i@
o

ERATR08 ¢ 057EENEE2 s - S (E@AE
an 115 (108E1R) 15X - MESHELERE IR

HMAEr08 @ 02

A o
BB EE

FRARRE ©

- BRIEEEE2METRA o R EIRL 1AV ERNTElE

A% ~ B E RS -

A o

H228 ~ 3A29H FHRFREIEX o

E FEMHBAMRBET « EEEZRWAEHEREFHAREN « KR T EERRE -
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a. B SR> BT HIERE" o

b. BT (SMTP) (AARIZREIER -

C. BRCE AR EETERNET ML -
2 WEHIRIEEIES « REE TR EIRBEERIT o
3. BERCHET I ERARDE (BN ET I FBEY o
4. IS EIREBEMTIE - AABIHMERATSI IR o

i e v A\ & A AE A sC &R Y B SRR 17 Bh # fr 3 AE RRERY IR © 40 ~ prometheus. logtEETEE

ER ARSI AE G R ERER

e
WA AR
E ~ AR E « LU BB A o

TEENER
* T RE(ER IRV BB 2S5 A Grid Manager ©
s ERER TEIEER) ¢ NMREFEBU R o

RAMNEETIE

TR EERENE « E—ihaE—HMUAR—EXZEREENETRIRBHFE

TRRS AL TR @A
MREERASNMPRIERET « FEIE L EHIHISNMPERIEER]

®
®

1 ERETSEE

RERETRAKZBFERFAHLID - MRIEGRETRDFE
AR AIRAB A -

MR ETMETRRBILNRR « RILEEAER LERERIPFIE R

M5¥5 ) EEFEENLIR -
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

# Edit || % Remove

Alert Rule

No results found.

2. 3iB* Create (B1II)

Description Severity Time Remaining Nodes

MEFE) HEHREAILER -

Create Silence

Alert Rule

Description (optional)

Duration

Severity

Modes

3. EINHBMATIER !

1R
LRRA

=R EH

Minutes v

Minor only Minor, major Minor, major, critical

StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-GA1
DC1-31
DC1-32
DC1-53

s AA

CEFTNETRALE o ERILUEREATARSBFIETRRA « BIEETRR
AIE=H -

st MNRCEERILHESIRPIEENERMAETRARAFE « FE
B FRAEREA -

EEMEREFE - fII0 - SRPALLEFENER -
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E0E

sRAA

EHRZLFSERAAURNEE (U088 NRRRAEN) - FENENERE
A5DHEE1 ~ 825K (5%FF) o

Bt | SRR E RRBE —RBRRINERE - MRETRAURSDHE - 07
SEECAEREERE - EREASTHRERSL - B2 - MRBENZITE
EEEET - A RBEREEEER T ET REFERAREESA T
T CRIEREERIERNFE o

ERMELSTHRETURELRSFE - IRETEEENNRENEZ—E
% IR EEXEAE o

TRZRICFEEREMMENR o LI EMES « B—uh QB —HRS
ERVETRRANEFAAERA - NREENEERR - MBS SEREMALGMN
PRERIRS - NRICERUAE  RIFSEERNZKIL SRS -

st EEASSEFESENSANANZEL S - MRICEEZFEFREZSES
NS E S LIERAERE RRR « RILERIIZEINIFRE o

O MREWEFH ST BHAZAMENTER « AILURESBIRE o

HEIE
ARERFE

HEREFE

HERIEN

"BESNMPRIBR"
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1. 21878 - HETRERENBRERER TESEM

2. ERRERENARET - REREREQTERA
ERENETERNFHEEMABMENERZE - NMSIRFB R E7E:2485)PHE - NMSIRFS A & #H iR
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2 BAFTERMBRNTARET o [H1000E X 2 BT ETRHERREESRERE - ALt - ERERER
AHMERBIEER ©

FELAFEGZ% - MRER T2HE]) Em - IRNSEEREE - RSN ETRBRZA - B AENTEE
i -

=R T2EB:] By - ENMEBEER - SRERRETHERFERIMLENLEE - ERERSHLEENE
RET ~ MEBXBFEHEBNMGIEEAS °

MEEBREEER
MRBERBMENMEZEBTERAFHERNEREN « g T8 LM T BRIEFRFEET o

FIgn ~ NRUEMBEZES0MB ~ B FE—EE R (= 50000000) ~ EXREHEEHTHHESR (<=100000000
) o

Global Alarms
Updated: 2018-03-17 18:05:21 POT

Global Custom Alarms (0 Result(s))

Additional .

Enabled Service  Attribute Severity  Message Operator Value Recipients Actions
¥ |SSM =] | UMEM (Available Memary) x| |minor | underst [= =] [s00C | 2030
¥ |5SM »| | UMEM (Available Memory) x| |minor | Jundertoi |== ~| [100C | 27000

NRETEMRK ~ EUEMIEE100MBE ~ EfF3EE—(EETR (<=100000000) ~ ERFHEEETHNETR (=
50000000) °
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Global Alarms
Updated: 20180317 18:05:31 PDT

Global Custom Alarms (0 Result(s))

: : . Additional .

Enabled Service  Attribute Severity Message Operator Value e Actions

¥ |S8M =] | UMEM (Available Memory) | |minor | Jundertor |== =| |100C | 2000

¥ |SSM =] | UMEM (Available Memory) | |minor | |underst |[= -| |s00C | 030
Default Alarms
Fiter by | Disabled Defaults | Y
0 Result(s)

Enabled Senvice Attribute Severity Message Operator Value Actions
Apply Changes .
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Bme [EX) BRETR  MB—ERESS TEe o
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© EEUSE>TER (BhR) >*ERIET o IWREER TBRNER) BE -

The alarm system is the legacy system. The alert system offers significant benefits and is easier to use See Managing alerts and
alarms in the instructions far monitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 09:41:39 MDT

! Show Ackncwiedged Alarms {1-1of T]
Show | 50 ¥ | Records Per Page Refresh |
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A e . . .
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and

alarms in the instructions for menitoring and troubleshooting StorageGRID.
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4 Global Alarms
\ipdated: 2018-03-01 15:13:02 MET

Global Custom Alarms (0 Result{s})

Enabled Service Afirbute  Severity

Default Alarms

Filter by i_.f’kt‘tribute Code 1'_- equah;g* | ’

221 Result(s)

Enabled Service Attribute Severity Message Operator Value
v E?;ifﬂ“mber L f:aim Greater than 10,000,000 == 10000000
7 Eb?sﬁfg“mber Bt . Greater than 1,000,000 >= 1000000
v E?b?echg“mber of . Greaterthan 150,000 = 150000
3 XCVP (% - I Foreground Verification _ 100
Completion) Motice Completed
v ADC ADCA (ADC Status) "Ff;mm Error s= 10
4 ADC ADCE (ADC State) NJWCE Standby = 10
v ADC iltt_;%a[tgbggsginns] #ﬂt’lce el ==
4 ADC A (Outosnd | B Over 200 >= 200

Attribute Sessions)  Motice

BRELERNETIER (BERHR)
SEEPHRRER « R MUIRBIA S ERERLERAVER -
TRENER
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Global Alarms
Updated: 2018-03-18 14:00:28 POT

Global Custom Alarms (0 Result{s})

W [ARC ] [ARCE (ARC State) ~| M [Notice ~] [stancoy [= =] [0 | 7090
W [ARc x| [AROQ (Objects Queued) | ® [Minor =] [atieaste [>= =] [600c | 7090
~ [ARc ~] [AROQ (Cbjects Queued) | W [Notice v] [Atieast: [>= +] [300¢ | O30
Default Alarms
Fiterby | Attribute Code v | equais |AR" 2
9 Result(s)
F  ARC ARCE (ARC Stats) o) Motice  Standby = 10 2@
F  ARC AROQ (Objects Queued) S Minor At lzast 6000 >= 6000 gl
F ARC AROQ (Objects Queued) o Motice At least 3000 = 3000 2@l
v ARC ARRF (Request Failures) & Major At least 1 >=. 1 y‘
v ARC ARRV (Verification Failures) & pajor Al least 1 >= 1 2
¥ ARC ARVF (Store Failures) & Major At least 1 = 11 d
F NMS ARRC (Remaining Capacity) % Notice  Below 10 = 10 2l
= NMS ARRS (Repository Status) & Major Disconnected = 9 f‘
F NMS ARRS (Repository Status) ) Notice  Standby <= 19 2

Apply Changes ’
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r Global Alarms
Updated: 2017-03-30 15:47:43 MDT

Global Custom Alarms (0 Result(s))

m A0
Default Alarms
Fiter by | Aftribute Code | equals |U* Y
3 Result(s)

Enabled Sevice  Attribute Severity  Message Operator Value  Actions
= SEM UMER {Available Memary) ® Critical Under 10000000 <= 10000000 ﬁ"
¥ SSM UMEM (Available Memory) L Iajor Under 50000000 == 50000000 _?“
r SEM UMEM (Availlable Memory) 2 Minor Under 100000000 o= 100000000 ;f“

Apply Changes *
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: Global Alarms
Updeiwd 20168-02-21 11.21:08 POT

Global Custom Alarms (1 Result(s))

Enabled Senvice  Attibute Severity  Message Operator Value oo Actions
[ ~] |RDTE (Tivoli Storage Manager State) =] B wzjor =] fomne [= <] [0 | 30

Default Alarms

Fiter by | Disabled Defaulls »| gig

0 Result(s)
Enabled  Senice Attribute Severity Message Operator Value Actions.
Apply Changes *
4 BT EREE

EHBEFTEREER -

AREENER (BRR)
UNREE 7T ELELR « [Ea]LUBRE ~ MIEESATE o
CEENER

* IRWAZBYER Passwords. txt FEE :
FHEEHEBZETHNBEMETR « TAZERETR o« TREBMEER - ETREER o S UERZER ~ 3E
MREHEEVEERETR MIFEFBMEEE (EREKEESE) - B LUSMREZENETR - IRIEBETL
ENEMEREEMNETR - BZBMNETLAKEEE (FINREBY) -~ EoEeEesEREE -

1. EHEER-
2. ZATEEIREER .
a. iA%< | ssh admin@primary Admin Node IP
b. i ARFRSBIZZEE Passwords. txt HEE .
c. AT UIEroot ¢ su -
d. #AFERYMIZEEE Passwords. txt FE2E !
B Uroot B AR IBMNBREFT s E 4 o
3. EFREINMSHRTS . service nms restart
4. ZFHEIBEE | exit

LREBR o

e
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Use these seitings to define the email server used for alarm notifications and for AutoSupport messages. These setlings are
not used for alert notifications. See Managing alerts and alarms in the instructions for monitoring and troubleshaooting
StorageGRID.

F Email Server
. Updated: 2018-03-17 11:11:58 PDT

E-mail Server {SMTP) Information

Part |

T Usemame:;rnot
Mﬂﬁﬂt‘i  Password: [aascnans

From Address |

o Tcs:!
Test E-mail
I~ Send Test E-mail

Apply Changes *
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Email Lists
Updated: 2018-03-17 11:58:24 PDT
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