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Owerview Hardware Metwork Storage Objects ILIM Events Tasks

Reboot

Shuts down and restarts the node. Reboot

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

Maintenance Mode

4. BB R o

PEENERRFESDE SE /T 1R ©

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click QK.

Provisioning Passphrase
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Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent

EEAEBRNEEEE - FHIB—RRESTE « 7 H G AR FEStorageGRID  (ZIEFEAIRH 2712
HIURL) o

Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. BZETFHStorageGRID (M RERERER)  HRAERERAEMRURL ©

HIATTAE « SBERO S DB ESIEEREEHE PAHHIURL o
()  #Bnteps://169.254.0.1:8443 REEBBRERBEBES o
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. MUTIEMLERMEETIE o

9. SERMET(EZ1& ~ SAERHEEE T INEIE B EEEZE o % Tthe Some Appliance Installer
1 StorageGRID #EEY [ERS>*EHFMEIESRIZE*1 ~ ABEN SR EStorageGRID *) ©

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID l | Reboot inlo Maintenance Mode |

BB SHRMNERMINABKR A SERZ200 205 - SRR MK E TR - BEFEEMMAGES
#53R[EIGrid Manager » THi#) REBEETESKE « HREARENR - RRAEAETERERAS
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NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADMA1
«'|DC1-ARC1
«|DC1-G1

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

| DC1-51 Network Traffic @
«|DC1-52

«|DC1-53

6.0 Mbps
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Software Update

You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity OS software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

« To apply a hotfix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

« To upgrade SANtricity OS software on a storage controller, see "Upgrading SANtricity OS5 Software on the storage controllers” in the installation and maintenance
instructions for your storage appliance, and then select SANtricity OS:

SGE000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

StorageGRID Upgrade StorageGRID Hotfix SANTfricity OS

4. #—F* SANtricity (EERLR) *o
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SANricity O35

You can use this page to upgrade the SAMtricity OS5 software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Mominal (Nodes » appliance node » Hardware) and ready for an upgrade. A
health check is automatically pedformed as part of the upgrade process and valid MWYSRAM is autornatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OS software for each type.

SANtricity 05 Upgrade File

SANtricity 05 Upgrade File Browse
e

Passphrase

Frovisioning Passphrase

©
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SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File
SAMtricity O3 Upgrade File ‘ Browwse RC_ dlip
o N |

Details € RC dlp

Passphrase

Frovisioning Passphrase

L2

6. BAERECE @RS o
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SANMtricity OS5

You can use this page to upgrade the SAMtricity OS5 software on starage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Nominal (Nodes = appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM = automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OF software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File ‘ Browwse RC dlp
o e —

Details & RC dlp
Passphrase
Fravisioning Passphrase
24
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?

8. #—T THETEL - #&SANtricity (EERMARIERZATEIREE o
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a. HITRBWRIRS - IWEFTHREENUIWRERES Needs Atiention (BETE) | -
()  ORBETEMSS  FRASLEE  ABEE—T St (B8 1 -

b. EEMEFHIR EMIEERM EER o SANtricity ILREETAAE RBVFRA REFERS « UURSEEFRIB AT
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TRETRFERZEE  QERIR GRS o CUBRERTE I BETHR B
() tESANtricity FHRER B/ SHERBE LA RIS - St ETBRBET (rr UBEBIEI0FH 1L
% TSANtricity TBRR LERIEERAGF R o

SANtricity OS Upgrade Progress

A Storage Modes - 0 out of 4 completed

Q
Site IT Name It progress LI Sstage I1 Detaits LI Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you to approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve | Approve |
RTP Lab 1 DT-10-224-1-183-53 Waiting for you o approve m
RTP Lab 1 NetApp-SGA-Lab2-002-024 Waiting for you to approve

.l
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A Sorage odes 1o of 8 compte

Q
Site I Name 11 Progressli Stage 11 petails IT Action
Raleigh RAL-S1-101-186 Quaved
Raleigh RAL-52-101-197 | Compiste
Ralaigh RAL-53-101-198 Queued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve m
Sunnyvale “SVL-§3-101-94 Waiting for you to approve | Approwe |
vancouver VTC-§1-101-193 Waiting for you to approve
Vancouver -VTC-52-101-194 Waiting for you o approve m
Vancouver VTC-53-101-185 Waiting for you to approve m
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AfERHEERIURF R SANtricity IEEIRE ERVEERAL - SH2BIRBRIR AR - FHRZE ~ AU
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a. TESANTtricity BETRE5-2REERAIENEE | ~ R EE AR IBNIEERM
b. {# M Grid ManagerZ# EX&h:1t Se M SANtricity 3BROSFH4K °

EFMTEIEER FNERTITERE « SR TEMEERA) EER - U EHIRGEEE « BRTR
EMEERLAAY B HAFNRFR o SANtricity SANtricity SANtricity

SANNoTy 0SS upgrade compleied at JO30-04-07 13 2602 EDT

SANuricity 05 Upgrade Fila
SaNtrcity 0F Upgrade Fie @ Ergwae
Passphrase

Froveaoming Fassohrase o
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NetApp" StorageGRID® Appliance Installer

Home

Reboot Controller

Fequest a controller reboot.

Configure Networking -

Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Upgrade Firmware
[ Reboot Contralier j

[ Rebool into SorageGRID ]

Reboot inlo Maintenance Mode |

BB SR BRI AL AT AE R 2207 SR B

o REMSNEMFAME T « BRI EEMIMAL

% ~ 53R [EIGrid Manager o T8i%4) REBREERESRRE « HRERAEENR - FRRBEEMETE

RERFIRRE « EEFEEREMEE -

NetApp® StorageGRID®

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

~ | StorageGRID Deployment StorageGRID Deployment

~ Data Center 1

Aloci-Aom1 Network Storage Obijecis ILM Load Balancer
«'|DC1-ARC1
1 hour 1 day 1 week 1 month Custom

«|DC1-G1
W G Network Traffic &
»'|DC1-52

6.0 Mbps
»|DC1-53

{EFSANtricity NetApp Storage ManagerF+ 4R ] S
ISR A ARFETRAR BN AS ~ URE(RER PR A SV THREFEEER1EIE o

CRENER
* REFERAXENRES TRE)
* FRBHEER ST RE I SR EEAR RS o

Help ~ | Root -~ | Sign Out

s REEER) 2 BT AR A AITHBEAR B AV R FTSANtricity RREIEHFTAREY (F—ERHFEEFEStorageGRID

» e
"f$FGrid ManagerfESANTtricity {#771%488 F FHREE R 4"
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1. BRI EBIEESS B A IPIIE{EZA SANTricity URL for the URL for the NetApp Storage Manager : +
https://E2700_Controller IP

2. UNSANtricity BRE « FHA (FEFHFEEEN) EESCRAERBNES -
3. ¢ T¥EIE) dE NE | ZR51RH o SANtricity

IR Tthe REIFFESIEIE] 1RE o SANTtricity

4. 7£ TStorageArray Management] FSANtricity ~ &M~ ZHARMEREIERY AT ES o
5. WERRHTEREY FIMEEREIL I BRI R AR EE o
6. BB HAFERAEEPEAIRENEIEIEEIREIRA -

a. fit T{EEEIR) PEEE TR > THAERIEETES) SANtricity o
'Download Drive#S- Add Packages (TF&EHAERERIEE-FIEEM) 1 RE SRR ERIEAFAIHERRE
b. FEE BRI E M T IR 2 BERR A FIHEER I B BB o

Select the drive firmware packages you want to transfer. If you have more than one drive type, you can select up to four packages
to transfer at one time.

i Current firmware packages:

HUH728080AL5204(MEDD) View Associated Drives

Packages to be transferred:

| ArAA

FEUEEERIF

* AR B AR As 24 * NEOO* ©
LRI RRE A HHH7280AL5204* ©
AR B R AR LA BB B e M PR M R B T (R IR R B TP O & o

7. T EGE AR A PR VB RR IR BIRE A AR
a. FRVCHYAREZIEERS « BB ENetApp iRHELS ~ ABEREHIDMEBEA -
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"NetAppz1&"

b. ZENetAppZiEATL | - #EEX* Downloads (T &) ZT5I1RE - RBIEE ERTIHEFEIEHIEE o

BERNRERE R Y HARRERE R o

C. BSRERETRENSE HIFMERINE" « D S BRI IEE A RARIRIRERRZS

* UNRENESARANARIELS « BIILHARRI S BS A A RATAVFBSRRES

* WNRYE— BRI R BB — B S S R T RS © RS LR P LUEITEIRE A AR © 1F]
DOEBME @RGSR T S Re1E

A<
M NetApp | Support

PRODUCTS v  SYSTEMS v  DOCS&KNOWLEDGEBASE~  COMMUNITY v DOWNLOADS ¥  TOOLS v  CASES~  PARTS v

Downloads > Firmware > E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier Firmware Rev. (Download) Notes and Config Info Release Date
Drive Part Number Descriptions -HUH728080AL5204;3

EX4073A HDD, 8TB, SAS, 7.2K, PI HUH728080AL5204 NEOL NEOL Fixes Bug 1122414 26-Jul-2018

E-X40T4A HOD, 8T8, SAS, 7.2K, PI HUH728080AL5204 NEOL NEO1 Fixes Bug 1122414 26-Jul-2018

E-X4127A HDD, 8TB, SAS, 7.2K, PI HUHT728080AL5204 NEOL WEQI Fixes Bug 1122414 26-Jul-2018

E-Xd128A HOD, 8T8, SAS, 7.2K, PI HUH728080AL5204 NEOL NEQ1 Fixes Bug 1122414 26-Jul-2018

d. MNRF|HEFRHIEVEERRZS ~ FREERIREIRAPRVERE (TH) B TH .z2ip BSFRERNERE -
e. {tSupport{BULHREY (MRERAE) ETERIHLERIEBIRCERIEIEEE

8. LEHIIRIRFNEEF AR

14

a. ¢ TDownload Drive&]B&- SANtricity Add Packages) (F#EM) REH « BE M Add*)  (Grig:

) o

b. AEBEZCZFNRIERMB & « WENRZIERNIIES o

FAREHL BT BRI ZEAVAE 2R ABEE+ D HUC101212CSS600 30602291 MSO1 2800 0002.dlp

ENZERNBEAEFRA AR E— BRI BIRIRE « PIRe G EBEREZRIER - MRBEREREGRIER © 7L
THIRERAE SR o BEMIRILIER  SAEECHEE" « ARBIFAAA HMFEEESR « BLEZRARAR
MRV BTRSRYRNBSAE SR MRS - EEBIRIREESR « 7T EERNEN BENEBEFEINEREER - A
REERUIBER" o LS ~ B—REZ RAEENLERIRERIREE M o

EETRE o

RS ERTENNIEERENTEERNEFENES -

d BB T—5 o

TDownload Drive#]B2- Select Drives (TS HARE 43 BE-158 AR Rt 44
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1. 4t {SectionApplianceZ#£#2() StorageGRID A ~ #EY* Configure Networkingl (GREMEEE) > P
Configuration]  (* IPAEER) * o

2. ¥Grid Network ~ BEIB4ERM AP IHAERHIMTUR TR ENEE o
Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Metwork must be able to
talk to all ather hosts. The Grid Metwork can consist of multiple subnets. Networks containing cntical gnd
senvices. such as NTP, can also be added as Grid subnets

P ® Static C BDHCP
Assignment
IPvd Address 1T7216.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192.168.0.0/21 + X
MTL 1500 x|

Cancel

Save
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1. # (SectionApplianceZ#£F2x) StorageGRID A ~ 3#HY* Configure Networking] (GREAIEE) > [ DNS
Configuration] (* DNS4HRE) * o

2. FesBiEEMIDNSARRIS RS o
DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers

Server 1 10.224.223.135 x

Server 2 10.224.223 136 +x
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1. #¢ (SectionApplianceZ#£F25) StorageGRID A  #HY* Configure Hardwares (RREFERE) > ™ Node
Encryption1  (BAREINZEE) o

MNode Encryption

Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during instaflation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [«

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1bd870ae1c1ecbbd5e3849d790223766bafisch?
Hostnames 10.96.99.164
10.96.99.165
Port 5656

Server certificate >
Client certificate >

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
delated.

Clear KMS Key and Delete Data
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1. FIRC2IEERS ~ RERWMARREBEERZEHROEHP—(EIPAILL © + https://Controller IP:8443
Controller IpEHIEHIR (MIFFETFIEHIER) BYIPMLLL « I StorageGRID E—RTAEHL ©
EMTHIR NtheRHB % & StorageGRID 220 BE °

2. BB R TEIERS > BRI o

Node Encryption

Node encryption allows you to use an external key management server (KMS) to encrypt all Storage GRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

ou can only enabte node encryption for an a lance guring instatiation ou cannot enabie or disabie the node encryplion setiing arter e a lance 15 installe
AY ly enable node encryption f ppliance during installation. ¥ t enable or disable the nod yption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1b4870ae1c1ecbbd5e3849d790223766baf3schT
Hostnames 10.96.99.164
10.96.99.165
Port 5696
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node (for example, in another grid), you must clear the KMS key. When the KMS key is cleared. all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |
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