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Cwerview Hardware Metwork: Storage Objects ILIM Events Tasks
Reboot
Shuts down and restarts the node. Reboot

Maintenance Mode

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.
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A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click OK.

Provisioning Passphrase

o MABRICERFATE « AREACHEE"

EEHIF—ZA5NEStorageGRID ~ £13F Request sent] (ERBEHE)  TSting the Sfory  (ELEHIT
) # Trebootingl (EHEEN) ~ RNEBEIETETHEAEEERNLER o



Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent
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Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer
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()  #Bnteps://169.254.0.1:8443 REEBBRERBEBES o
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
-
Reguest a controller reboot. l Reboot Controller

[ Rebool info SlorageGRID l | Reboot inlo Maintenance Mode |

BB SHRMNERMINABKR A SERZ200 205 - SRR MK E TR - BEFEEMMAGES
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NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« | DC1-ADM1
« | DC1-ARCA1
«|DC1-G1
+|DC1-51 Network Traffic @
«|DC1-52
w|DC1-53

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

6.0 Mbps
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Software Update

You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity OS software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

« To apply a hoffix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

» To upgrade SANtricity OS software on a storage controller, see "Upgrading SANtricity OS Software on the storage controllers” in the installation and maintenance

instructions for your storage appliance, and then select SANtricity OS:
SGE000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

StorageGRID Upgrade StorageGRID Hotfix

SANfricity OS
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SANricity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAM is automatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File

SAMtricity O3 Upgrade File Browse
12

Passphrase

Frovisioning Passphrase

12
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SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File
SAMtricity O3 Upgrade File ‘ Browwse RC_ dlip
o N |

Details € RC dlp

Passphrase

Frovisioning Passphrase

L2

6. BAERECE @RS o
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SANMtricity OS5

You can use this page to upgrade the SAMtricity OS5 software on starage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Nominal (Nodes = appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM = automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OF software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File ‘ Browwse RC dlp
o e —

Details & RC dlp
Passphrase
Fravisioning Passphrase
24
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?

8. #—T THETEL - #&SANtricity (EERMARIERZATEIREE o
EFERRARFIERFSANtricity :

a. HITRBWRIRS - IWEFTHREENUIWRERES Needs Atiention (BETE) | -
()  ORBETEMSS  FRASLEE  ABEE—T St (B8 1 -

b. EEMEFHIR EMIEERM EER o SANtricity ILREETAAE RBVFRA REFERS « UURSEEFRIB AT
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TRETRFERZEE  QERIR GRS o CUBRERTE I BETHR B
() tESANtricity FHRER B/ SHERBE LA RIS - St ETBRBET (rr UBEBIEI0FH 1L
% TSANtricity TBRR LERIEERAGF R o

SANtricity OS Upgrade Progress

A Storage Modes - 0 out of 4 completed

Q
Site IT Name It progress LI Sstage I1 Detaits LI Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you to approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve | Approve |
RTP Lab 1 DT-10-224-1-183-53 Waiting for you o approve m
RTP Lab 1 NetApp-SGA-Lab2-002-024 Waiting for you to approve

.l
-
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E o

15—+ Approve *2 1  FHRZF @AERETIMFHRETES o MREESAILIHE - Al QIS AR ETHR
550 o +

BN FLLEZ  FRENARERTIEZEER « B UERFRE LS EHZEMIE R TR ARIER ©
HRZISRARVERRS « IEREFEE BHEER WOUPRETTREE AR T EP—AFE -

T REEEEA AR ©

* REARILERREREE R R ARSANTricity ©

" (EERFIERE L ERE R IEA SANtricity ©

'SANtricity NERNIEREERGA R S RTEIRLL A StorageGRID BJ 2R I IHAERI TR
28 o JEEAEERTHA ERARILAR o SEESANtricity AARRERILASMVENR « BN ST EMIEER
AEVAER o +thIR TSANtricity 'R & HERIMVFERFERLULHEAER ) S » FTonENEEFEESANricity £
ERRAREFERLENIEFERRIER - TR BATSANtricity BWEMIRIEERAZE « 35 FESANtricity
X ERRARVEERTAR(EE R ~ AR EERITABRIER -

1. g%ﬁ%E%SANtricity IXIBEERA FHRITIPBIREIRSFAAER « 5Ri%—T (B 3 2518
7

MEBFIFAT ~ EFEEBHITHIR « TR RIBERE  CEEBREBRBERSANtricity 2 TIRARFS) #+
A2 o

10



A Sorage odes 1o of 8 compte

Q
Site I Name 11 Progressli Stage 11 petails IT Action
Raleigh RAL-S1-101-186 Quaved
Raleigh RAL-52-101-197 | Compiste
Ralaigh RAL-53-101-198 Queued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve m
Sunnyvale “SVL-§3-101-94 Waiting for you to approve | Approwe |
vancouver VTC-§1-101-193 Waiting for you to approve
Vancouver -VTC-52-101-194 Waiting for you o approve m
Vancouver VTC-53-101-185 Waiting for you to approve m
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SNRENEL_ERYRNBEANE ~ HUAMEMGrid Manager 174K ~ EiFA G RERIARIEER « WEIREFAER @ T
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a. TESANTtricity BETRE5-2REERAIENEE | ~ R EE AR IBNIEERM
b. {# M Grid ManagerZ# EX&h:1t Se M SANtricity 3BROSFH4K °

EFMTEIEER FNERTITERE « SR TEMEERA) EER - U EHIRGEEE « BRTR
EMEERLAAY B HAFNRFR o SANtricity SANtricity SANtricity

SANNoTy 0SS upgrade compleied at JO30-04-07 13 2602 EDT

SANuricity 05 Upgrade Fila
SaNtrcity 0F Upgrade Fie @ Ergwae
Passphrase

Froveaoming Fassohrase o
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RAID Mode
Reboot Controller Upagrade Firmware
Fequest a controller reboot. [ Reboot Controfler ]
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RAID Mode
Reboot Controller Upagrade Firmware
Fequest a controller reboot. [ Reboot Controfler ]

Rebool inlo SlorageRID ] Reboot inlo Maintenance Mode: |
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€ The expanzion isready to be started, bake sure this page accurately indicates the number of neve storage shalves you are trging to add, then clidk Start Expansion:

@ The storage system contains 2 expansion shelves.

This Hode
Mode type Storage v

Mode name Metbpp-SGA

Primary Admin Hode connection
Enable Admin Mode discovery

Primary Admin Mode P 17216471

Connection state Connection to 17216471 ready

Instaliation

fCurrent state Ready to start configuration of 1 sttached but
unconfigured expanzion shelf.

Start Expanzian

. MEBEXE « HRRE BE PP EFIRRE o
40 ~ R SANTtricity NetApp System Managerf#Z R (E {77 ERERIRE -

8. W E LT R E B R BAR -
() mERENHFEOMIHIIE  ERRCHE ERERES T CRIRER

0. #—T TAMLIN) LB « SAEE AT TR o
10. BB FEIAAREIOETE -

EEYGRRIMEEL « IEERRERRE K -

Monitor Expansion

1. Configure storage Rurning

Step Progress Status

Configure volumes s s 1 Creating volume StorageGRID-obj-22

Configure caching Pending
Configure host settings Pending
2. Complete storage expansion Pending
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MRFEREBEREMIMALE  :5711EStorageGRID The) (EEX) (The) (EX
(D) ) (The) @EX) (The) (EX) (The) (X (The) () (The) (3
) (The) () (The) (X)) o

SRR - TR RIEBRFETNTERRR !
Overnview Hardware Metwiork Storage Objects ILM Events Tasks

Reboot

Shuts down and restarts the node. Rebooi

Maintenance Mode

Places the appliance's compute controller

into maintenance mode.

om

. FESDFE B FF R AR TTAERIARAS -
a. £Grid Manager™ ~ EEEIEE ~ AREDEARKERFHMABGBIRET

FEAOEBRRTRAELETRENERATRE « BREEEGEERER - NEMERRA « F2HE
=StorageGRID F5EEHEAETHSERYERAR o

b. MEEY TEETFARME WOIBH « MDCHEMSERTTIEN MEERE) RSB RETI6(E Y
PHERE o

. BESEMETENRERERSS TRE1 Uk TERE) BIEKIRE -

Storage Shelves

Shelf Chassis Serial Shelf Shelf 10M Power Supply Drawer Fan Drive Data Data Drive Cache Cache Drive Configuration
Number 1D Status Status Status Status Status Slots Drives Size Drives Size Status
721824500063 99 Narminal 0 Morninal Morninal Norminal 80 58 93078 2 20017 GB Configured (in use)
Rarninal : :
721825500038 u] o Mominal  Morminal Mominal Morminal B0 B0 980TE u] 0 bytes Configured (in uge)
Marninal o e
721820500039 1 = Morminal  Morinal Mominal Morminal G0 B0 980TE u] 0 bytes Configured (in uge)
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 kB

@ MERBIMTUEA AR S ERREPIIER 2 SRR IEIRIR LR ERVE BRI ~ AIAEE 3 EERRKL
FERIREREHBIERK -

BIESRIEMEEINAE < FiA DLEAETEEGrid Network/ M E_ER EAHAMIMTULE o tNE(ER)
@ ER% £ Grid Network IMTURRE B FEEZ R ~ AIFME" Grid Network MTU mismis* 7T © Ff
BERERANMTUERA—EER o
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Request a controller reboot. [ Rehoot Controlier j

[ Rebool into StorageGRID ] Reboot into Maintenance Mode: I
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NetApp® StorageGRID® Help ~ | Root - | Sign Out

Dashboard o Alerts - Tenants ILM ~ Configuration ~ Maintenance Support ~

~ StorageGRID Deployment StorageGRID Deployment

~ Data Center 1
' |DC1-ADM1
+'|DC1-ARC1
«|DC1-G1
»|DC1-51
«|DC1-52
«|DC1-53

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

Network Traffic @

6.0 Mbps
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1. ¢ {SectionApplianceZ#£F2() StorageGRID H1 ~ 3#HY* Configure Networkingl (RREAER) > T DNS
Configuration] (* DNS4BAE) * o

2. MRS EHIDNSTRIARSS IEFEEESR ©
DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers

Server 1 10.224 223135 x

Server 2 10.224 223 136 +x
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Uparade Firmware
Reguest a controller reboot. l Reboot Controller 1

[ Rebool into StorageGRID ] | Rebool nlo Maintenance Mode |
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1. ¢ (SectionApplianceZ#£F21() StorageGRID H ~ 3#HY* Configure Hardware] (GREFEEE) > ™ Node
Encryption) (BRB5I0%E) o

MNode Encryption

Node encryption allows you to use an external key management server (KMS}) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1bd870ae1c1ecbbd5e3849d790223766bafischT
Hostnames 10.96.99.164
10.96.99.165
Port 5696

Server certificate >
Client certificate >

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in anather grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
delated.

Clear KMS Key and Delete Data
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Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Uparade Firmware
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| Reboot into StorageGRID

| Reboot inlo Mainlenance Mode: |
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate >

Client certificate >

Clear KMS Key

A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

L

Clear KMS Key and Delete Data

g

() WRERKVMSIERE « R4 EHERIGRARIR o IEREEIE -

3. FEAREEER « A BFRKMS iR R MIFRE L o
4. WNRICFETE EFRKMSAERS « FFHIA+ clear +U BHEVERRKMS £ 1B R MIBRE KL o

60



A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |
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