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Two copies at two sites for Tenant A

Description: Applies only to Tenant A

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Aclivate to make this policy the active ILM policy for the grid.

MName Exampie ILM policy

Reason for change New palicy

Rules

1. Select the rutes you want to add to the policy
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannet be moved.

I =+ Seleci Rules

Default | Rule Name Tenant Account Actions
& Rule 1: 3 replicated copies for Tenant A (& Tenant A (56889986524346539742) x
L3 Rule 2: Erasure coding for objects greater than 1 MB (5 — x
4 Rule 3: 2 copies 2 data centars (default) (8 — x
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Current Alerts B Leam more

View the current alerts affecting your StorageGRID system

1# Group alerts. Active
Name I Severity LT Time triggered * | Site | Node 11 statusil Currentvalues
¥ Unable to communicate with node 9 minutes ago (newest]
. . . b D 2 Major B (e 2 Active
One or more services are unresponsive or cannot be reached by the metrics collection job 19 minutes ago (oldest}
Low root disk capacity : : Disk space available: 2.00 GB
Minor 25 minutes ago Data Center 1/DC1-51-99-51 Active .
The space available on the root disk is low. H Total disk space: 21.00 GB
Expiration of server certificate for Storage APl Endpoints
P = g p P ) . © Major 31 minutes ago Data Center 1/ DC1-ADM1-99-49 | Active Days remaining: 14
The server certificate used for the storage AP| endpoints is about to expire.
Expiration of rtificate for M it Interf:
S slerver SRRl o anagemeln S .?ce i Minor 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining” 30
The server certificate used for the management interface is about to expire
¥ Low installed node memoi a day ago (newest) .
. v . & 8 Critical Ve o 8 Active
The amount of installed memory on a node is low. a day age (oldest}

* ERERERNRENGRA « HENEEREREEEFAE - E N SRR EMMNL AR - T
BEM - HERETRANER - URETEREZERIE
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* EREFBENN TEMET) M TEFRETR BERENETEE - REBAETHERTE - BER
ZAVTENE S EL1EStorageGRID EIFEGE (M) X » BEERSIEINEFEEF AR HIHEER o

Low installed node memory

The amount of installed memory on a node is low. Status
Active (silence this alert & )

Recommended actions Site / Node

Increase the amount of RAM available to the virtual machine or Linux host. Check Data Center 2/DC2-31-99-56
the threshold value for the major alert to determine the default minimum requirement

for a StorageGRID node. Severity
€ Critical
See the instructions for your platform:

Total RAM size
« VMwares installation .

5.358 GB
« Red Hat Enterprise Linux or CentOS installation
Condition
= Ubuntu or Debian installation View conditions | Edit rule (%

Time triggered

2019-07-15 17:07:41 MDT (2019-07-15 23:07:41 UTC)

Close

() BAERETAGDIESHNE  EETARTIRMBENGE | 2 ERRREEE -

BEET

Fia StorageGRID MITHAEE A EEFERIRL T - MRKTEA NBEEY = MBIEER) #R -« o EBE
MR

* MREFEEREE — NS EBRELERNETEN « SRR EETRABE —RIEERNKRE
AT LGB ~ BE—ih S E—MRNETRRIRASHFE -

* CRAILIREBZFEETERETRA - A2 FEAETRE « e EHAE R FERRE o

© AU BETERARA » MEHE RGN ERMERMINEERYG « TRHTCECSEZENTE - EEEHRBE
TEYES ~ &R LUERGrid Management APIBIMetrics & EZiR HEIPrometheus E 2R EBEH T ©

Blgn ~ yNREFELZIERIRAMELE 224 ~ 000 ~ 000 ~ 000 ~ 000fii7c4H (24 GB) -~ BIEMEHER o

node memory MemTotal < 24000000000

HERAE
"BSIELEE  RREETHAR"
{FFASNMPES 1

NRICHEStorageGRID EfF G B ERFHIFE (SNMP) REZIEMEE ~ nILAfE
FAGrid Manager?Rz% ESNMPIETZT o
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StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and avallable.
When the primary Admin Node is updated, sarvices are stopped and restarted. Connectivity might be interruptad until the services are

back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase @
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CRYRRME(ER R PRI A EIREES I TAERBVERRERRZS o (SRTLURBZ (B R BIAEARERRS « MM ENREEHAEEFRA
HENBENRS ~ ABETIENER o

@ HEPAFR A AR BNRLER G LUBUEMAZ Uk AN B4 ~ BREERENPNERE TSR EXERE
SREVENRE_ERVTERRTS © HIU0 ~ BMEERENFIRE R SR EfR#FEIRL LBILDRARFS ©

EE R FH4RSANTtricity

NRAZHI SR ESE R E S TENE ~ [BEISEEE/ESANLricity FATFR B HEFIEFI2S EFHRZIEE RFKEEE - &7
LU#ESANTtricity STIERIEE R 4182 H{EZE StorageGRID MRS IEEMN T EEIRHIZ, « SABGrid Manager
ERAR -

LR 13248 BEARE LE TSIEEHERRG) 1EZE o SANtricity SANtricity

SANricity OS5

You can use this page to upgrade the SANtricity O3 software on storage controllers in a storage appliance. Before installing the
newy software, confirm the storage controllers are Mominal (Nodes = appliance node = Hardware) and ready for an upgrade. A,
health check is automatically perforrmed as part of the upgrade process and valid NYSREAM is automatically installed based on the
appliance type and new software wersion. The software upgrade can take up to 30 minutes per appliance. When the upgrade is
camplete, the node will be avtomatically rebooted to activate the SANtricity OS5 an the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OS software for each type.

SANtricity OS Upgrade File

SANtricity 05 Upgrade File Browse
L2

Passphrase

Provisioning Passphrase
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Grid Expansion

€ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system

1. Installing Grid Nodes In Progress
Grid Node Status
Lists the installation and configuration status of each grid node included in the expansion.
arch Q
Name It Site It Grid Network IPv4 Address ¥ Progress If Stage it
DC2-ADM1-184 Site A 17217.3.184/21 be 3 Waiting for NTP to synchronize
DC2-51-185 Site A 172.47.3.185/21 U = Waiting for Dynamic IP Semvice peers
DC2-52-186 Site A 172.17.3.186/21 ]_k__i’ Waiting for NTP to synchronize
DC2-53-187 Site A 17217.3.181021 ks N Waiting for NTP to synchronize
DC2-54-188 Site A 172.17.3.188/21 .I: b Waiting for Dynamic IP Semice peers
DC2-ARC1-189 Site A 1W2.17.3.189/21 ”- N Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new grid node’s certificates to the StorageGRID system. Pending
4. Starting senaces on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

EEERIZ

SNIREERS ~ ERME ~ (FERR NN R E N E REFNAAIE « ERERAIsEE R -

RAEHERRERRE R D BRBURAI AR BN REFR R T & ~ UA/EMENRRVEET - SRANEREMTE R ENERZ
o~ SR ABRBRELIRER - —MME - CESERELEERMINEY - BENEIRKIEHE « £/ Tk
181 HERREEHRER - UWRERERNER

g ~ IR ERE R E IR AR ER R ISR
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to

configure the Admin Node.

Restore the audit log.

Reset the preferred sender.

Restore the Admin Node
database.
Restore Prometheus metrics.
BUHEERRF

TR AEARE I StorageGRID BRI R M _ LKA B EIR B EERPOIEE ©
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Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to leam
how to proceed.

Grid Nodes
Q
Name “ Site I Type IT Has ADC!T Health Decommission Possible
DC1-ADM1  Data Center 1 Admin Mode - @ Mo, primary Admin Mode decommissiening is not supported
™ DC1-ADM2 Data Center 1  Admin Node = &y
" |DC1G1 | DataCenter1 API Gateway Node = )
DCc1-51 Data Center 1 Storage MNode Yes @ Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services
0ca-s2 Data Center 1 Storage Mode Yes qy Mo, site Data Center 1 requires a minimum of 3 Storage Modes with ADC senvices
DC1-583 Data Center 1 Storage Mode Yes % Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services.
" | DC1-54 Data Center 1 Storage MNode Mo @
™ DC1-ss Data Center 1 Storage MNode Nao a?;
Passphrase
Provisioning
Passphrase

A AEAGrid Managers R RYBUHZAE AL B EZRIZEREL - ERIEQBUNREERMRERUS L REEFH -
FRENESIE SBUNZEGBRARBIES « EREREEN - lUHZTELBES 5| B LM TRERF | Bl
AL ~ ARARIL SR E R ~ BETILMIREY ~ BBRRILMIR R P RAEIE 2R « DURBREERREESR
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remaove ILM Resolve Node Monitor
Policy Referencas Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For sxample, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity € Decommission Possible
Raleigh 393 MB
Sunnyvale 397 MB
Vancouver 390 MB Mo This site contains the primary Admin Node.
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Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two safe, secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used to obtain data from the StorageGRID system.

Provisioning Passphrase | seses 1

Start Download
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The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to allow proactive monitoring
and froubleshooting. StorageGRID AutoSupport also enables the use of Aclive 1Q for prediciive recommendations.

Settings Results

Protocol Details

Protocol @ ® HTTPS HTTP I SMTP
Net&pp Support Certificate Validation & Use NetApp support certificate v

AutoSupport Details

Enable Weekly AutoSupport & IFd
Enable Event-Triggered AutoSupport € o]

Enable AutoSupport on Demand &

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

“ | Send User-Triggered AutoSupport
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- HTTP
- SMTP
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Logs

Collect log files from selected grid nodes for the given time range. Download the archive package after all logs are ready.

A A [ StorageGRID Webscale Deployment Log Star Time ST a-: _ ;; or
A& A [ Data Center 1 v v
@ I DC1-ADWI
4 I pc1-aret Log End Time 2018-04-18 05 ][ MOT
@I pet1-Gi v v
® I DC1-s1
® I DC1-s2
® I DC1-s3
© A I Data Center 2
® I” DC2-ADM
@ I” pca-st

@ I peos? Provisioning
Passphrase

MNotes

© I pce-s3
@ A I Data Center 3
© I pe3-st
© I pca-s2
© I pca-ss3
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical suppart. Some features and menu ftems within these tools are
intentionally non-functional.

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

» hitps:// /metrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of imporiant metric values over time.

Access the Grafana dashboards using the links below. You must be signad in to the Grid Manager.

ADE

Account Service Overview
Alertmanager

Audit Overview

Cassandra Cluster Overview
Cassandra Nebwork Overview
Cassandra Node Overview
Cloud Storage Pool Overview
EC-ADE

EC - Chunk Service

Grid

ILM

Identity Service Overview

Ingests

M51Z1 BmEAIPrometheus& EX R RVE AL B] B S & StorageGRID BHATHE IBISIZE « Wikt —ERSRAMNE

B* o
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Nede

Nede (Internal Use)

Platform Services Commits
Platform Services Overview
Platform Services Processing
Replicated Read Path Overview
33 -Node

33 Overview

Site

Support

Traces

Traffic Classification Palicy
Usage Processing

Virtual Memory (vmstat)



O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph
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Remove Graph
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Diagnostics
This page performs a =et of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

+" Cassandra blocked task queue too large v
+* Cassandra commit log latency ~
« Cassandra commit log queue depth v
+ Cassandra compaction gueue too large v

B e i i ™ e P e e e T T g o e
B— TR TR EE U R E B S RAVGFAERN o

FELLABAIStorageGRID o ~ IR BATMICPURAE « MEERMNSEMEER © Fia B ESEN A
RERE « R H R R -

|E

«" CPU utilization A

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashhoard

Status «" Normal
Prometheus sum by (instance)} (sum by (instance, mode) (irate(node cpu_seconds total{mode!="idle"}[5m]}) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus &

Thresholds Attention == 75%
€ Caution >=95%

Instance I CPU Utilization 1T

Status »
v DC1-ADMA 2.598%
v DC1-ARCH 0.937%
o DC1-G1 2.119%
DC1-51 8.708%
4 DCA-52 8:142%
v DC1-83 9.669%
4 DC2-ADM1 2.515%
o DC2-ARCH 1.152%
4 DC2-51 8.204%
v DC2-52 5.000%
o DC2-53 10.469%
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