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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 53 and Swift requests to Storage
MNodes. HTTPS endpoint cerificates are configured per endpoint.

€ Changes to endpoints can take up to 15 minutes to be applied to all nodes.

4 Add endpoint port

Display name Port Using HTTPS

MNo endpoints configured.
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Create Endpoint
Display Mame
Part 10443
Pratocol (O HTTP (O HTTPS
Endpoint Binding Mode (@) Global (O HA Group VIPs (O Mode Interfaces

Cancel
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Create Endpoint
Display Mame
Part 10443
Protocol (O HTTP (O HTTPS
Endpoint Binding Mode (@) Global O HA Group VIPs (O Node Interfaces

@ This endpoaint is currently bound globally. All nodes will use this endpoint unless an endpaint with an overriding binding mode exists for a specific port.

Cancel
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Create Endpoint

Display Mame
Port 10443
Protocol () HTTP O HTTPS
Endpoint Binding Mode () Global ® HA Group VIPs (O Node Interfaces
Name Description Virtual IP Addresses Interfaces
O Groupi 192.168.5.163 CO-REF-DC1-ADMA1:eth0 (preferred Master)
O Group2 47.47.5.162 CO-REF-DC1-ADM1:eth2 (preferred Master)

Displaying 2 HA groups.

A\ No HA groups selected. You must select one or more HA Groups; otherwise, this endpoint will act as a globally bound endpoint.

Cancel
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Create Endpoint
Display Mame
Port 104432
Protocal O HTTP O HTTPS
Endpoint Binding Mode (O Global (O HA Group VIPs ® Node Interfaces
Node Interface

[0 CO-REF-DC1-ADMA eth0
[0 CO-REF-DC1-ADMA eth1
[0 CO-REF-DCA-ADM1 eth2
[0 CO-REF-DC1-GWA eth
[0 CO-REF-DC2-ADM1 eth0
[0 CO-REF-DC2-GWH eth0

A\ No node interfaces selected. You must select one or more node intefaces; otherwise, this endpoint will act as a globally bound endpaint.
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Edit Endpoint Unsecured Port A (port 10449)

Endpoint Service Configuration

Endpoint service type @ S3 () Swift
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Generate Certificate
Domain 1 *.53.example.com +
IF1 0.0.0.0 +
Subject JCN=StorageGRID

Drays valid 730
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Load Balancer Endpoints

endpoint cerificates are configured per endpoint

| = Add endpoint | | # Edit endpoint | | X Remove endpoint
Display name Port
10444
10443

O  Unsecured Endpaint &
® Secured Endpoint 1

EUREERVImES
b o

2. FERR
3. H— T 4REEl
MEsEIREY | HEEARPERNEIR -

HRARZZE (HTTP) iRdh

SRTHESRN NRREARFAER) M RS

10
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Load balancer endpoints define Gateway Node and Admin Mode poris that accept and load balance 23 and Swift requests to Storage Modes, HTTPS

Using HTTPS

Mo

Yes
Displaying 2 endpoints.

A& BER o BHNZ2H (HTTPS) i



Endpeint Service Configuration

Endpoint service type @ S3 ) Swift
Certificates
Upload Certificate ‘ ‘ Generate Certificate
Server CA
Certificate metadata Subject DN: /C=CA/ST=British Columbia/O=NetApp, Inc./OU=SGQA/CN="mraymond-grid-a.50qa.eng.netapp.com

Serial Number: 1C:FD:27:8B:EG:ASBA30:45:A9:16:4F . DC:77:3E:C6:80:.7D:AFE9
Issuer DN: /C=CA/ST=British Columbia/O=EqualSign, Inc/OU=IT/CN=EqualSign Issuing CA
Issued On: 2000-01-01T00:00:00.000Z
Expires On: 3000-01-01T00:00:00.000Z2
SHA-1 Fingerprint: 60:30:5A8C:62:C5:B8:49:DC:9A:B3:FT:B9:0B:5B:.0E:D2:AZFE.CT
SHA-256 Fingerprint: AF:75.7F:44:C6:86:A4:84:82:7D:11:DE:9F:49:D3:F6:2ATE:D9:4D:2A:1B:84:0B:B3:7E:23:0F . B3:CB:84:8
9
Alternative Names: DMNS:* mraymond-grid-a.5gga.eng.netapp.com
DMS:*.99-140-dc1-g1.mraymond-grid-a.sgga.eng.netapp.com w
DME:*.99-142-dc1-51.mraymond-grid-a.sgga.eng.netapp.com

Certificate PEM BEGIN CERTIFICATE-———- A
MITHEDCCBWSgAWIBAGIUHPONI +21ujBFQRZFIHC+x0BIr+kwDQYJKoZIhveNAQEL
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MDRwi] B-+MQswCQYDVOQEEwIDTEZMBCGA TECAW)Qn JpdG] zaCBOb2x 1 bRIpYTEV
MBMGA1 UECqwMTmV QXBwLCEIbrMuMQ0wCwYDVQGLDARTR] FEMS 4wLAYDVQQDDCTg
Lmly¥E1lth25kLNdyaWQt¥552 23 FhinVuZySuZXRhcHAuY 29t MI IBI ] ANBgkahkiG
SwOBAQEFAROCAQARMT IBCoRCAQERonUkwkEg/B1U1Y+bIRE0MaVISC+RTS£2102v
Hz4rSnr¥Cn/WIRCT+fznmxzata 2RRUDi nNLX] Yk +GUPAATFZ+51dr 6HIrYTE/NK
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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 83 and Swift requests to Storage Nodes. HTTPS
endpoint cerificates are configured per endpoint.

| &= Add endpoint | | & Edit endpoint | | ® Remove endpoint

Display name Port Using HTTPS
O  Unsecured Endpoint § 10444 No
® Secured Endpoint 1 10443 Yes

Displaying 2 endpeints.

2. ERUR BB Z InR A fIRVBEIRREE -
3 #B—T TRIRimas o

BERNRE ST E SE T R

A Warning

Remove Endpoint

Are you sure you want to remove endpoint Secured Endpaint 17
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Untrusted Client Networks

If you are using a Client Network, you can specify whether a node trusis inbound fraffic from the Client Networl. if the Client Network is untrusted, the
node only accepts inbound trafiic on ports configured as load balancer endpoints.
Set New Node Default
This setting applies to new nodes expanded into the grid.
New Node Client Network & Trusted
Default i Untrusted

Select Untrusted Client Network Nodes
Select nodes that should have untrusted Client Network enforcement.

Node Name Unavailable Reason
| DC1-ADMA
£ I Dc1-61
= | D{C-81
(i [ bec1-s2
E [Dc183

DC1-54

Clisnt Metwork untrusted on 0 nodes

2. 11 TEREHEETER ) BT ~ ISEEEREFTRIERLIIE EERE « FEIRANTERERE

° {51E | RPN EIRLE - HARIREREREER

© AREME | ABRTERAILERE - AP IRERAREE - CAREZRCIEER « BB EMREIR
HYRRTE °

O

3. ;_iﬁ MEIRNAREEN AP IRERER) BERF IENR AR P IRERE MR EN S & T &3 RREAIE0

EARE R EStorageGRID EIfEARTE R A PIRGAVETE, o

K5

IR LUEEN S BUHEBUR-E SR BIIZEN S 18 « LUERENSBUHEIFR A EIRS -
4 B—TF T*f#fFE*1 o
HEIF KRR A& I ENRTIE M OREIIT o MR ERRE BT Eine « RANAPRERAIET RN -

e
"RE BT E AR iR
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SHRAE (HA) BERTARAS3MSwIit R inte (S e AENERELR - HARETET A
Rig=rl AEMNEREEEAMNER SEEER

* “TEEEHAREAE"

* "HABFERIER A"
* "HABHBRYAERREIR"
s "RIS T RERE"
* MRS RERE"
* "BirE ] RERE"

TEEHAR A
=R AERAERERIPAIL (VIP) FRIBHHFEHRNEENRART R EENHDFE

HAZHA R EIREN B A REEN RS LY — RSB N AR o EIIHABHARET  :EEEB I Grid Network (eth0)
g Client Network (eth2) BYAEER/ T o HABSAHHAIFRA N EES A BN BRI AR FHERRRA °

HABH AR S 4 E— BN EER P ~ SLAHEEINEEEANERINE - NMRERAPNMEERAER  E
BRIPABIEBES—ENE © ILAHBEIEFEEITENE - MAREEHR - BRREAEXIEBELEM
w2~ MARLUNEEENEFHITAREGEE -

HABHEFRERR N EEEEATNE - MEAEMNEIIHEERHFED - EERREERERM  FEINE

Rb>*E0RG_>* A" o

DC1-ADM1 (Admin Node)

Crverview Hardware Metwork Storage Load Balancer Events Tasks

Node Information @

Name OC1-ADM1

Type Admin Node

1D T11bThSh-8d24-4d9f-87 T a-be3falac2Ted
Connection State + Connected

Software Version 11.4.0 (build 20200515.2346 8edchbf)
HA Groups Fabric Pools, Master
IP Addresses 192.168.2.208, 10.224 2208, 47 .47 2 208, 47 474218 Show more +

BITHARHER ~ RIS E—ENTEFAERNENE « BRENESERATNE © FRIEEERRE « ERVIPL
WEIHEREBMNE o EHERRE « VIPALLE BB EIRITFRIEIZEHISS
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Active-Backup HA DNS Round Robin

GW 1 (Backup) I—» GW1IP
HA Group 1 VIPs
_Lb GW 2 (Master) DNS
Entry

_I—} GW 3 (Master) | oW 2 1P

GW 4 (Backup) GW = Gateway Mode
VIP =Virtual IP address

HA Group 2 VIPs

Active-Active HA

|_> HA Group 1 VIP
GW 1 (Master in HA 2)
> (Backupin HA 1)

DHNS
Entry

I » GW 2 (Master in HA 1)
| (Backupin HA 2)
HA Group 2 VIF

BUZEEBHABE (WActive-Active HAZRIFRR) B ~ MEEIEE SREMEBAMHARHERMET - AT =
B ERVERREA] = (BIX_ERYHABHE « SOAEEEREREMVIPETIRE  BMERERER MBI ERERZ T
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High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active node and switch to a
backup node automatically if a node faiis.

+ Creale| # Edit || % Remove
Name Description Virtual IP Addresses Interfaces

No HA groups found.
2.—TF T*@iL*) o
ItEF & K IR Create High Availability Group (BBII=r]FHEEI4H) H:EA1E o

3. B AHABHERIRTE « WARTEEIRMERA o
4. #%—T DEENEL o

LR g IR g TEES P RERE) HEAN o TRIILGHRAVERS « AEMIPv4FAEE o

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface IPv4 Subnet  Unavailable Reason

g140-g1 ethl 172.16.0.0/21  This IP address is not in the same subnet as the selected interfaces

gid0-gi eth2 47.47.0.021 This IP address is not in the same subnet as the selected interfaces

gi40-g2 eth0 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces

g140-g2 eth2 A7.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

g140-g3 eth0 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces
] q140-g3 eth2 192.168.0.0/21

g140-g4 ethd 17216.0.021 | This |P address is not in the same subnet as the selected interfaces
Ivf] g140-g4 eth2 192.168.0.0/21

There are 2 interfaces selectad.

rooy
MRNEBIP{ALEHRDHCPEIK ~ BIZNMEA G HIREFES -
S. 1 NHMEEHARE) WP ENEEMMEEHARBEZ N EZES IR
AAR MR T ERYZER

o RN EIEINE /LD —ES T o
o WNRMIENZENE ~ BIFFE N EEB S BRI Grid Network (eth0) 3 Client Network (eth2) ko
° FrE N EERUNBNMRE—EFRERET - SR EEEANEENFRERT o

IPAI PRI SR/ FHERR (RIERSR AR FAEER) o
° RCERFELEEVERRS FEERE « WRESIERE « QISR IP LR SIRMEPTEMRAVEBRT
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* EEWEM ERIEIBERRE « LUREEGrid ManagerZ il 5 EIRFZ TUAYHA o
* ERWREU LN EIRETE « BERMEME - UREE ST EHIRRFEHHA o
* EEVREL ERORGEEN RS ~ LURHCLBARFSHIHAIRE o

@ CLBRRFS2iBHS o

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnel

Add to HA group Node Name Interface IPv4 Subnet Unavailable Reason
Il DC1-ADMA ethi 10.96.100.0423
¥ DC1-G1 ethl 10.96.100 023
e DC2-ADM1 ethl 10.96.100.0/23

There are 3 interfaces selected.

Attention: You have selected nodes of different types that run different services. If a failover occurs, only the services
commaon to all node types will be available on the virtual [Ps.

6.%—TF M*ER*1 °

CERNNEEINE BUSATAERE BEN TTE) BRP - KFER - BEFHNE—E T EEER
= TERENEL -
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Create High Availability Group
High Availability Group
Mame HA Group 1

Description

Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Select Interfaces

MNode Name Interface IPv4 Subnet Preferred Master
g140-g1 eth?2 47 47.0.0021 L
g140-g2 eth2 47 47.0.0/21

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IP Subnet: 47 47 .0.0/21. All virtual IP addresses must be within this subnet. There must he at least 1
and no more than 10 virtual IP addresses.

Virtual IP Address 1 0.0.0.0 +

7. MR EAREE M TR A BN Master ~ 35758 AMaster* i PEEEZ /@ ©

BAETNESFRATNE - FRIFRERRE - ERVIPIIENEREBHTE °

@ WERHAB$4H ] ZEXGrid Manager ~ IS BE T ESIREHM FEN—ENE -« F5ekAER
HMaster o EpD4EERFE RAEN T EEIREBHIT ©

8. EEM@EMY lVirtual IP Addresses (FE#RIPiE) | BERHR ~ 8 AHABFARR —EIHEEHRIP{IIE o 32— TFIN5E
(4=) LAFTIEZAEIPATL o

BT R —EIPVALHLE © (] SR EABIPVB(iaL o
B P B/ E R HOIPVATABBE S s B IPVA{iTAL o
9 fH—T Mgtz * ] o

22



HABRAEFERNE L « IR PRI UE R ERERE S IPIL ©

HERAE
"Z2#tRed Hat Enterprise Linuxg{CentOS"
"ZEEVMware"

"ZatUbuntusDEBIAN"

"B T

ARIES T AR

TRIMREES R AE (HA) 84 - UEEHAEMRA
R IP{IL o
TEENER
* B ZIRRVRIEE 285 A Grid Manager ©
s BEE TREFEBU #R -

RIRERI(E
MREBHABHERRE 624 !

S HTIEEASERI T © SRS S E

* RN EERAEE - NMHEHIPAMAEEEIRRMGEENE M T EUNEER FHERA o
* WEHABHAEREFRTE © AIEN ~ MRTEHABEAEA R Grid NetworksClient NetworkBYEiRA7TE ~ RIS IERREN IS

SEERBUHRIERR

58
1. BB AR > B R T > 2 AT PR B4R o

IR IR TERTAERE @ -

High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an aclive-backup group. HA groups maintain virtual IP addresses on the active

node and switch to a backup node automatically if a node fails.

Name Description Virtual IP Addresses
HA Group 1 47.47.4.219

4747 4218
HA Group 2

47 47 4 217

2. ERUCEAREERIHARHE « ABIR—TRE" -

Interfaces

gl40-adm1:eth2 (preferred Master)
g140-g1:eth2

g140-g1:eth2 (preferred Master)
g140-g2:eth2

Displaying 2 HA groups.
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IHERF i HIREit High Availability Group (4R¥Em= I FERHE) HEEHIR

3. HE « AEHEENRIBEERA o
4. (7AJ3E) BBE* Select Interface* GEENTE) UBHABAEMNE ©

IR g HIR e TEES AR HEAR -

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface IPv4 Subnet  Unavailable Reason

g140-g1 ethl 172.16.0.0/21  This IP address is not in the same subnet as the selected interfaces

gid0-gi eth2 47.47.0.021 This IP address is not in the same subnet as the selected interfaces

gi40-g2 ethl) 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces

g140-g2 eth2 A7.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

g140-g3 ethl 17216.0.0/21 | Thig |P address is not in the same subnet as the selected interfaces
| g140-g3 eth2 192.168.0.0/21

g140-g4 ethd 17216.0.0/21 | This |P address is not in the same subnet as the selected interfaces
] g140-g4 eth2 192 168.0.0/21

Thers are 2 interfaces selectad.

rooy
MENERYIPAALREBADHCPIEIK » I EA S HIREBES -
O. BEENELEUHERIZEUT ST SRR E
AAR TR TERYZES

o fRAEEINE /D —ESE °
o YNRTEINZENE -~ BIFfE T EEBH BN Grid Network (eth0) EXClient Network (eth2) £ o
° BT EEHVBMRE—EFHERT « iR EEEAR BN FHERS -

IPAIE PRI SR/ FHERE (RIERSR AR FAEER) o

° MNREERERERER HENAE ~ WRESERE - AIERIP LR SRMFBEMRAEART o
* EEEEM ERIEIBERRE « LUREEGrid ManagerZi il 5 EIRFZ T AYHA o
* EEREMN LSRR « FEEREWME - UREE S FERRFBFHIHA -
 EEEAMELA_EAIRE AR, « LURECLBARFEHIHAIREE o

@ CLBARFEEIBES o
6. T I*ERB*1 o

WENNNESHNEEERDN TME BRF  KFER - FEFHES—EMEEENRS MERE @ -
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Edit High Availability Group 'HA Group - Admin Nodes'
High Availability Group
Mame HA Group - Admin Nodes

Diescription

Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnset

Select Interfaces |

Node Name Interface IPv4 Subnet Preferred Master
DCi-ADMA ethi 10.96.100.0/23 L
OC2-ADM1 athi 10.96.100.0/23

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IP Subnet 10096.100.0/23. All virtual IP addresses must be within this subnet. There must be at
least 1 and no more than 10 virtual P addresses

Virtual IF Address 1 10.95.100.1 e

7. INREAEEH M E RSB R Master ~ :57E*8 AMaster* i EEEEZTE ©
BEENEAERDNE - BRIEBELE - ERVIPBEEHIEREHSTE

(D UNRHAB#4H ] ZEXGrid Manager ~ Bl BE F E SRR HEN—E/ v E ~ 4 5EmAI1ER
HIMaster o B #EERR R RN T EEIRERLEIT ©

8. 5E « BRTHABHEREHR P
W AE DIRE—EIPVA{ILL o AT LS EEthBYIPVEiE o
FRrE BN EHARIPVAFHERPLES IPVALL

Q. B—TF N f#FE"1 -
HABHEE B3
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High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active
node and switch to a backup node automatically if a node fails.

Name Description Virtual IP Addresses Interfaces
gl40-adm1:eth2 (preferred Master)

HA Group 1 4747 4219
g140-g1:eth2
HA Group 2 47.47 4218 g140-g1:eth2 (preferred Master)
A7 474217 g140-g2:eth2

Displaying 2 HA groups.

2. BEEVCERBIRHIHARHE « ARIZ—T B o
LR HIR TR RERME TS5 -

A Warning

Delete High Availability Group

Are you sure you want to delete High Availability Group 'HA group 1'7

3. #5—TF TRE) o
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Endpoint Domain Names

Virtual Hosted-Style Requests

Enable support of 53 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: s3.example.com.
s3.example co.uk, s3-east example.com

Endpoint 1 53.example.com x

Endpoint 2 + %

2. £/ (+) ERAEEMET « EIRE AP AS3 APIRRAEIRIBEE
MRILBERZED ~ ASFASIERTERAERIZIE -

ST *f#FE"1
4. WE(RF P IR fE B EIAR S /SEE T SR AR RL RIS 2 18 o

* BNEAEHRTESRIRBNARIRE « SFENER P IRERN & 8 TR i BRI e &S
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