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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Maonitor Installation Advanced -

Home

This Node

Nede typs Gateway e

Meode name | xirBe-10

Primary Admin Node connection

Enable Admin Node ]
discovery

Primary Admin Node IP | 162.188.7.44 |

Cennection state  Connection 1o 132,188.7.44 ready

Cancet
e

Installation

Current state  Ready to start instaliatien of xir2s-10
inte grid with Admin Mede 132.185.7.44
running StorageGRID 114.0, using
SterageGRID sofiware downloaded
from the Admin Node,
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Network Link Configuration

A\ You might lose your connection If you make changes 10 the natwark or link you are connected through. f you ara not reconnacted within 1 minute, e
enter the URL using ene of the other IP addresses assignad to the appliance

° SG1000E 518+

Network Link Configuration

A Yau meght lose your connection i you make changes 1o the natwork or link you are connected through i you are not reconnected within 1 minute, re
entar the URL using one of the other IP addresses assigned to the appliance

MEEIRRR ) R AR EIRRVEGRRENZEE (BRSG1000) o

Link Status

Link State Speed (Gbps)
Up 100

Down WA

Down N/A

Down NiA

Up 1

Up 1
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Link Settings

Link speed | Auto

Port bond mode | (@) Fixed | (") Aggregate

Choose Fixed port bond mode if you want to use ports-2 and 4 for the Grid Metwork and poris 1
and 3 for the Client Network (if enabled), Choase Aggregate port bend mode if you want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Network

Enable network R

Metwork bond mode | (@) Active-Backup () LACP (802 3ad)

Enable VLAN (802.1qg) ]
tagging

MAC Addresses 50:6b4b42.d7.00 50:6b4b42:d7:01 S0:6b4b42:d7.24 50.:6b&b42:d725

If wou are using DHCP, it is recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable network E|

Hetwork bond mode @ Indep&nﬂent () Active-Backup

C.unnect the Admin Network to port 5. Leave port 8 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port & and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:.c4:97:2a:24:05

If wou are using DHCP, it i= recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network | |:|

.'E'ﬁﬁbling the Client Metwork causes the default gateway for this node to move to the Client
MNetwork. Before enabling the Client Metwork, ensure that vou've added all necessary subnets
to the Grid Network Subnet List. Otherwize, the connection to the node might be lost,

2. 1t NEEEEE ) MINAERIERERERIENEERE

AR Grid Network 1 A P i 48 R HUARER 3T AR tha RS IR M SR E ULIRFE » (A REREERTE RS
2R RERE AL RE © YIRAIAE  SAIEA BBEERE « ARIERS RBE SFR RS R EMEXE
sRIEIEE (FEC) #&Ei o



3. B {Z M StorageGRID &t &AM IEAE o
AR A NMETER o ISEAE AR o

a. MRREREGEEZEIEMEE  ABUHENEIRREREYBUB B 1ZE5 11 o
Admin Network

Enable network
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Link Settings
Link spead

Part bond mode

Grid Network

Enabie network

Netwerk bord mode

Enable VLAN (502, 1q) tagging

VLAN {202 Tq) tag

MAC Addresses

Admin Network

Enable network

Network bond mode

WAC Addresses

Client Metwork

Enable network

Network bord mods

Enable VLAN {802, 1q) tagging
VLAN (B0Z. 1q) tag

MAC Addresses

SHFEETE B AR © &

| auto

()Fxed :_" reg.a.te y
Choos= Fooed p-DJ'tE-am Tode if you want to wse ports. 2 and 4 for the Gnd Metwork and ports 1 and 3 for the

Client Network (if enabled). Choose Aggregate port bond mode if you want all connected ports to share a single
LAGF bond for both the Grid and Client Networks,

k]

‘Active-Backup '@}LACP{MESad}
Iiﬂyepantondnmie&.ﬁwe;a‘ﬁe “all bonds maest be in LACP {802 2ad) mode.

m o8

Y

|
)
=

ENBbdb:42:dT:00 5XEb:db:42:d7:01 ElBbodb 424724 BDBb4b:42:d725

I you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use all of these
MAL addressec in the reservation to assign one |P address fo this network interiace.

o~ =
(O)Independent i ive-Backup )
Connect the Admin Network o ports & End B If neCESSaTy, You can maks 3 temporany direct Ethemst
connection by disconnecting ports 5 and &, then comnecting to port & and using link-local IP addreses 1692584001
for acoess.
dB:cd:5T 2a0e4:55

If you are using DHCP, it is recommended that you configurs 3 permanent DHCP reservation. Use sl of these
MALC addresses in the reservation to assign one |P address fo this network interfzce.

%

Aotive-Backup @LAEP {&BEM
IFﬂ'eparttonunw:bEE.ﬂ\we;a’be ail bonds mast be in LACP (02, dad) mode.

b
R

5D:8b:4b:42:dT:00 ED:6bidb 42:d7:01 BQBb:4b42.d7T:24 5lGb4b:42:d7T:2E

If you are using DHCP, it = recommended that you configure 3 permanent DHCP reservation. Use all of these
MAC addrecses in the reservation to assign ong [P address to this netwerk interface

—F TR

NRCEFFERBIFERRSEL « FAIEEREER - IREE1DERRBEERE
#% ~ StorageGRID AfEAIERGEAEKENEMIPAINLY — « EMEAZEREENURL © +

https://services _appliance IP:8443
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

3. WNRCEEEEFAE" ~ SFIKIR T 5D BRER E AR AR
a. {EFACIDRETERAFFERYIPVANLLL o
b. #MARIE o
NRCHIREE R B FIE - SBENHAERBVFFREIPvAIL o

C. MRECEEAERER « FRMTURIEERESERERIVE - H1219000 - B « HREERE
1500 ©

@ MERBIMTUE AT S EREPTER 2 SIS EIRIR PR ERVE - TR » AIAEE S/
MAERE S BEK o
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FE&RIELEGrid Network FATER o

() FouTmRese - MBRERFF A  BITARIESFERICH NetworkRi -
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Lgg—T T o

4. YNRITIEEEY* DHep* ~ sAIKER 7! F BF & EGrid Network :
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A" MTU "I SEAZE « BRUEEmMEE -

THARRERE EHENEMNStorageGRID EEFMIPALLE ~ LUHEA o
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MRETE AT ~ AIREASERREE - 5ENME AR T RSN EEBILREA SEELR - BK
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Admin Network

The Admin Metwark is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to ke routable between sites.

P
Assignment

[Pyl Address
(CIDR)

Gateway

Subnets
(CIOR)

MU

@ Static (O DHCP
10224 3. 72/21
10.224.01
0.0.0.0/32 +
1500 =

6. YNERMAGEEVERAE” « SAKIB T T EFR E E IR ¢
a. 7T581#% _FAMManagement Port 1 (BIREIEIR1) g AFREMIPVAIILE « FACIDRETRE ©

BIREFIR1 2R EAIEM{E1-GbE RJ45EIZFIBAIAMA] o

b. BMARE

)

MRERERLARE « SFEHMABRBIFFRRIPvALLL

C. MIREECEABERER « FHRMTURUEELBESERERAE « F119000 - B ~ FRETARE

1500 °

®
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Client Network

The Client Netwark is an open network used to provide access to client applications. including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client Metwiork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static () DHCP
Assignment
IPvd Address A7 AT T 183/21
(CIDR)
Gateway 47.47.0.1
WTL 1200 =

9. MRMGEREFFAE ~ SAIKER T 5P 50 E A P IR ARES
a. {EACIDR&TT AR AFFRSAIIPVALL ©
b. ##—TF T*fFE~1 o
C. MR P iR ERIERIP AL IEFEMER o

@ MRERARAP AR - AISERTAREH - EREREEEARFIREREFEE - BERA
AP ImERRE « SR EREME o

d. MREEEAERER « FERMTUBMZERBESERMERAE - fIE019000 - B « FRERRE
1500 °

@ MERBIMTUER AT G ERREPTEIR 2 IR IEIRIR PR ERV(E - TR ~ AIE S IR
MAERE S BEK o
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10. NRABEY- DHC* ~ FAKER 545 SR8 P 5 48R -
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R EENEA M IPvAfilt*) 1 TRAE) (L - NERDHCPRIARESREAISRKMTUE ~ BJ* MTU *i§
NIEEAZE - B SEHM:E -
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1. % TSectionApplianceZ #3121 HITHEER ! StorageGRID # ~ ##—T T4HAEAEER ) > ™ PingfIMTU
Test*] o

PingfIMTU Test (PingFIMTURIE) EmEBEEIHIR o

Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test

Metwiork Grid et

Destination [Py
Address or FQON

Test MTU [

2. R TR GRS ~ EEVEE AP | % - BIERARIE o
3. B AZABRE £ EHRIPVAUIESTREAEE%TE (FQDN) o

g0 ~ A BEAR Eping 8 B = E EIRENRL_FRIRFE
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4. (A1) 3Eh* Test MTU* GRIEMTU) #EEELERSRERKE
Flan ~ R LURI e RS2 B BN RL B R Rk & B e = AV R K o
S B—T TRIEERES o
MRPIREBEEN ~ THIR MPing test passed)  (PingiflztiE

Fing and MTU Test

i8)

BABAREIE B RMBIMTURR

HE - WFHpingds S HEIEH ©

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP addrass of the host you want to reach. To verify the MTU setting for the entire path through the network to

the destination, select Test MTL
Ping and MTU Test

Metwork: Grid |

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 19.96.164.223: icmp seqg=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/avg/max/mdev = 8.318/0.318/8.313/6.008 ms

Found MTU 1568 for 18.96.1604.223 via bre

e
"SREMREL (SG100F1SG1000)

"EEMTURE"

IETE AR EIRIR B AR BV B4R

# 7 FE{RStorageGRID 7~ Fh N #5FAEE « 55MEs0StorageGRID (FER) EEZX

AR ERE P S A S E RS E TCPEIZIR T EIFIRE o

FAREETE
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@ IR EGR PRSI Grid NetworkiE #18{£¥ StorageGRID rZ<11.5.08% - AEE:8G1EE
RERRTURYEIFIB R M IERE « A7 2 BStorageGRID ERYRRZASHY (4ER&IERE) o

TR
1. % TSectionApplianceZ 32y & ~ 3 — T StorageGRID T4HAEAFRR >*EEIREAR A (nmap) *1 °
BEEPRET TEHBREGRAE) Bmo

EIRIREGRY| N EERAAR ETCPEAFERAIEE - #HHSBMMER - RIS HIEHEREERT]
7ZENAIGrid NetworkiZE3IZ18 o

The following node types require TCP connectivity on the Grid Network.

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API| Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

R LURIEE AR P51 e FR R B IR B Grid Network R EL{hEfiR: 2 IRVEARBE ST ©

2. AR TRIZURE R « EEVEE GRS | 44% - BRI
3. AR AERR L EISE—RFIBIPvEL

I ~ eI AER R E R S E E B IR AR ERVRE o
fERETFSIEEEE « MEBFIFAT ©

4. EATCPEIFIESRNS « LUZSROMRAVERIRBE « SERRHE -
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The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

o B—T TRAIEERES o

° YN RFEERYEIZIBE R ANIRELR B ~ Port connections test passed] GEIZREAZAIFEB) A2
GEEREARBEIER c nmapis LR B ERIE T o

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE

22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds

° WRBRIR T HEIEIFIRERINERELR - B HKRIRE (A2 EERRERE « B TPort
Connectivity test failed] CGEIZIBEFAFELKR) AEGRETERBEET c nmapin TEHIL Y EEE
A

FHKIZFRIE R EZIRE G EET Closed) (BRAE) AREE o HIUN - BREABENEZENTE
L EEARRE ~ StorageGRID B EiBE EHRBIT TEHIRTE) B~ KA EIESEEBRKRIE

IJ
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22f/tcp open ssh

80/tcp open  http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

° REER—HSEEMNVERRRIIEREE RMERRIELR « B TPort Connectivity testf FAEE
BEREALEBEIET © nmapir LHEIHESERIE TS ©

AL EARIER R TCPES; Enft SRR T ERERR « BRRBERAARERIEEE - ERFELIEE
B~ ERIRRARES TEEE) - AJREERI ARSI -

() @3 TClosed) (BRIE) fomie .

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
1504/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open uted
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds

HERIEN
"R ZER"
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