BEE—BA
StorageGRID 11.5

NetApp
April 11, 2024

This PDF was generated from https://docs.netapp.com/zh-tw/storagegrid-115/admin/confirming-
federated-users-can-sign-in.html on April 11, 2024. Always check docs.netapp.com for the latest.



Sk

BEE—BA
RBFABERETLUEA
BRI FEIET
FEAD FSHRERII fRAET (51T
AR S ST
FAE—BA
ERE—BA
U ERRENRAE— S EHNE—BA

a1 N A

10
11
12
13



EE—FA

BEE—EA (SSO) B~ IRFHAENREEEHBAMEENSSOTARRFKITE - Al
R BETFEXGrid Manager ~ fHREIEFET\ + Grid Management APIZ(TE R EIEAPI o

Ko

mEHEERETUEA"
* ERVDFEETL"
* "fEAD FSHEIKFEHEE"
* "AlERE S EE"
* "RAE-EA"
*ERE—EA"
c "HRERARENMMAE—EEMRNE—SA"

SRR ERERUEA

BAE—FZA (SSO) zAl -~ B EmEEVAE—IEMEERE I UUE AGrid Manager ~
BEAEARAEHEAIRFNEAEIEREN -

* B IRAVEIEE 28 A Grid Manager ©
© M EER S E N FEEVER o
* f&{E M Active Directoryfi AR S 2 #5I5RRE ~ FHAD FSAS D HMIIRME o

“ERE—BANER"

5
I MBARANEAIES « ARDEATEAERE DS HRAIKE -
ERFISSORS ~ 1R A EIRR2 IR 05 53 MRS R @ HFEGrid Manager a3 R0 53 5
()  FES - BRER S HRAICRNERESEABEA - RIHMSHEAGd Managers 5
IR ©
a. B AGIERS RS BIRRER -
b. B TR ERIE 1> S HAIHE" o
o. BRI [EFIE WAL 5 -

d. YIRZ ~ AR BER2EAAERN AR IRFBEEERHE « BUNBEEZEUT IR « ARE—T T
7 e

2. WESREGER{E A& r LITFENGrid Manager :
a. {¢Grid Managerd ZEB 4B RS >* IS > EIERF 4" -
b. sEHEEZE /D E#Active Directory & 9 i 5l 5 RE A —EEEEHE - MACKEIERS TREEU R o


https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html

C. BEHo
d. RSB LU R B 4 PRI E & B 9 EF#E A Grid Manager ©
3. MREBREWHLIRE - AR AR TEERU EIRMIEFERETUEA -

a. #¢Grid Manager® =B FHE* o
b. IEENFHFIRE ~ AR — T 4REIRE*
C. YNIRERTEAB IR D IR EEIE » sERUHBEPZEEE » ABEERTF o

Edit Tenant Account

Tenant Details
Cisplay Mame 53 tenant account
Uses Own ldentity Source [
Allow Platform Services W

Storage Quota (optional) GE -

LR HIR MEARA) Bl e

a. EEFERAIRE « #— T E A" « RELUSHE oot EREZ D EABRRIRE o

b. FEHHREERIZH « B— T FEUEH>E#4E"

At E £V BIEIKGrid Managerf M —ERBEHBEMGILER R MREFEL IR -
d. ZEWH o

e. MG UURBRFETNERESDEMNEAMER

o

"ERERIRE"

EADAERET

IEEIUER VAR TR R E BBl sl k#8753 5 1E/YActive Directory Federation Services (AD
FS) - #A1%&HE#AStorageGRID FEFRERBIHITE—EFA (SSO) ° BASSOZ%E ~ &
AL EFEAFEED - LERE TR FNFIRENEBRAGRAGE - ENBIVEIEDR
B & (= StorageGRID SSOIHAELUHEAEEA o


https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/tenant/index.html

TEENER
* SRR IRAVEIE RS AGrid Manager ©
© ISAEER T R FEVER ©

RIRER I

EUESSORFHAEER BT AEIRE IR StorageGRID ~ SInE i35 T EREIXZEAD FS o [RiBHK ~ AD FSEH#ER
5 [EIFE{E[C]StorageGRID ESEF ~ 15HIREERE TR c Bt HIINER « B g G 3 ERENBAE—H
BUEE (UUID) o

#HEiEStorageGRID 538 (ARFSHMER) MAD FS (B0 #BIMIER) AEsIRZE M EREREERETE
afl ~ I ATEStorageGRID Mm DITPREFLERE © 1% MK ~ B AERAD FSAESEEEMIME ISR
BRANEE - &2 ~ B47AIR[EIStorageGRID FZ1ESSOMIINAE o

AR AR CIERUASSOZ Al « ERMITILRIGFRIKAER « WRAEHFIARRE -

IR RFEAVAEET « BXIEBEEK - MRIEEMHIFEStorageGRID ##SSOKES 1R
@ BIIBNEIIAD FSIERERIMAAGERF - MECFREAHXSESIEMINSSONE—F L
(SLO) #2F «~#—T TEErAL - #iAStorageGRID ZiE) /T ~ BAD FSHHSEEIEE
RS EREEARANERE ~ ABIE—T TEFE] UBASSO -
B ER
1. B AR FEUESI E—F A
IEEHSREE TE—8 A1 HE -~ Wi A1 EEo
Single Sign-on
You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start, enable identity federation

and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. Mext,
select Sandbox Mode to configure, save, and then test your 330 settings. After verifying the connections, select Enabled and click Save to start using 330.
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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for
any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your 330 settings. After verifying the connections,
select Enabled and click Save to start using S50,

S50 Status " Disabled ' Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S30) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Senices (AD F3) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https://ad2016.saml.sgws/adfs/Is/idpinitiatedsignon.htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0O Status to Enabled, and click Save.
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1. 5Emi% ~ 353R[EIStorageGRID 2 HER) # "AIEPIA KA E1E" UFEERELER o

AlFVRFE R EE

T‘,a:";ﬁﬁﬁ'Jﬁﬁa““ ZA (SSO) zkStorageGRID BITEEZ A ~ sBCHERE—F AFE—
ZH (SLO) XL - NMELASESIEMIMEN TKEHEE AL UHESE
EEIEEE{HEASSOFSLO

TEENER
BB IRRYEIEE 285 A Grid Manager ©

* B AEARENFRER -

* IGBHRAD FSHRE—RZEEHEAHAGE -
pg

1. EEER UL BB A

B—EZABEEPEENHIR « W E#E Sandbox Mode*#5E1H o
2. B EE TR ~ HREIEE DM ERE A B mAVEL
LEURLTT4 B IS B SR ARFS R id WAL P& A RY(E o

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬂadEU1E.saml.sgws.-facIfs.FIs.Fil:Ipinitiatedsignnn.htm>

3. From this page. sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

3. H—TEL « ERURLIALFBIESS « BRI IS N HEENEARR °

4. HEMDIEAILUIEASSOE AStorageGRID XIELIAE « sAEIEA TN EP—EiLE* « ENTEEIREHL
HOMREE TS S AUS ~ ARE—T"BEA" ©
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You are not signed in.

™ Sign in to this site,

I S5G-DC1-ADML j

AR EEAERERBENEE -

O. B AR ER fEFE R IBAI S o
° MNRSSOBAMB L IEEMI) « MEHIRAMIIAS o

+" S5ingle sign-on authentication and logout test completed successfully.

° YNIRSSOEERRLL) ~ FHIRFEZRMNE o SAEERRE BRI E2RAICookie ~ ARBF—R o
6. E1E LA ER « FERERI LIS A E A EIREE, o

MEFFAESSOBAMEB L EEEMIN ~ SR AT UERASSO °

BARE—EA

EERV BRI StorageGRID FREN AR KB A 51EZ % ~ EFrI LIBBEBE—F A
(SSO) o

TRBNER

- ENEREHBIFEEAS L —EAREEAE  IH TREFE BERRISTRGEE - CAERDELE—
(i [EIEB B FE Grid Manager®ty TiRTZEN HEMR « MUR(HABAMA RS (A5 BEE) IR o

* ARV ERIVAEFRARE L EE

1. EEAR FEUEHI E—B A -

BE—SAREMNET « MWEADFER

2. 45SSOMRREE T A TER" o
3.~ M*fiE~, o

HIREEMS -
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A Warning

Enable single sign-on

After you enable S50, no local users—including the root user—will be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management APl

Before proceeding, confirm the following:

# YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has oot Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

=1

4. BEES ~ ARE—T THE) o
REERAE—EA-

@ FrE{ERE AR BFERSSOEENGrid Manager ~ fHE E18#23( + Grid Management API R
BEIEAPI o A (FERE B ABEEStorageGRID ILEINAE ©

{ERE—BA

MRIEAEBERULIEE « FILUERAE—FA (8SO) - B BLEFERE—FA « THEE
& anHHER -

CEEMNER
A BEFE R 1R RV B B 233 A Grid Manager ©
s SABEERYSERNTFEER o

1. AR FEUEHI E—B A -

IEFE IR (E—B A, HE o
2. JEEYEEIE o
3.~ [*fE ) o
IR IR — RIS IS AMERERETUEA -
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A Warning

Disable single sign-on

After you disable S30 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o

4 5T THEL o

TFRE AStorageGRID FiStorageGRID ~ §ihif TEE LR EREEA BEH - SURBAZR
t¥StorageGRID E(HiER EAERIERE R BENS

HREFRAMEMRMAE—EENMNE—SA

MRE—F A (SSO) RAREW « (KO FEHIAE AGrid Manager ° 7EIEIER T ~ &0 LUE
FHERANENMBAE—SIEHMELAISSO - EEFEAKMEHEIESSO » S BIFEETEERY s
% Shell o
CEENER

s BB ERNEFEEUER ©

* IRAJEMER Passwords. txt FEZE .

* RN BERE IS rootE FAE RIS o
RAMEIETIE
FHE—EIEMEASSOZE ~ A LUASHIRERE NS 2E AGrid Manager ° & E{Rs&StorageGRID &Y
FEERL - CBEETHE « FREEG S Shel T EIRERN EEMENHASSO

FRE—ERHENSSOL A & & S PEREMBEIREREAISSORE © Grid Manager B—
@ SAEMELER MEFASSSSO *1 #ZEGREREFEIAES « BRIFCEHFMAERENSSORTE ~ &
AR R GMEITAE o
BER
1. BABIEERS

a. MIATS&H< | ssh admin@Admin Node IP

b. & AFFFFIMEEE Passwords . txt HE3E

C. A THE L U Eroot © su -

d. BARPFIFIIERS Passwords . txt T .

EELUrootEAR - IRTREREE s E 4o
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2. T TFFI&H L © disable-saml
MERTZ T EERAN BRI o

3. FESRIGE(RSSO ©
HERTREE FHNEBE—BABER -

4. RPEERERFIE—EEEE R _ EAGrid Manager ©
IREERERGrid Manager&® AEME * HASSOBEH

S. {EArootfEAE LB A oot ERAEZBEA °
6. NREEAEE(EIESSOHRETMEREASSO :

b. FERIEFNIBRIIISSORE °
CHR—T I*fEFE*1 °
B—T TE—FA)1 EEAFN EF - SESEMMAREMERNISSOLIAE
7. NRERAHMERTEEFENGrid ManagerTi & RHEASSO :

a. PITEEEPTHERITIERIIE
b. ##—TF*&H* - A% FARAGrid Manager °
C. (I BIRELL FEHEUASSO © EEIIT FINE—SER

* $117F5I6% | enable-saml
MERTZGTEEAN I EIREE o
HEsR IS ERIASSO ©
AERTEH LEMBE—FA °

° ERFIAEISENRL | reboot
8. WMEERIEER - KAEEA EIRENRETFEXGrid Manager °
9. HEs0StorageGRID EHEMIR TEEAERTEAI BH - BELARASSOE:E « 7 87FEGrid Manager ©

e

BEE—BA"
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