N E il IR A AR 2R
StorageGRID

NetApp
October 03, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/storagegrid-115/admin/reviewing-
storagegrid-encryption-methods.html on October 03, 2025. Always check docs.netapp.com for the latest.



Sk

RELIREIEFRES

HEREREEMRREE (KMS) ?
1B StorageGRID IHAEMNZR /5 5%
FERSEMER X
KMSEIfE St BEAHRRAEE
RELREEMRRE (KMS)
REEm
TREEMERF (BEHIFIT)
FREHEEARINESHEK
KMIPEER & ?
ZIEMPLEFERLEE
IR FEZ R E IR EIEARES ?
KEEZ/ VM ERREIERERSS ?
BRI g EE?
KU ER AR INZ B ERERE ?
SEREILKMSHZE 2 $E1E
L B FRAKMSHYERZES

7£StorageGRID KMSH & EMU R iR SR #ITHITHEE

g SR EIRMEMRSE (KMS)
FER1 | BAKMSEHAE R
T2 | HEFEREYERE
T3 . LERRIRE&SE

HARKMSHARE R
WA NN ENRS

REZIREIEMARSE (KMS)
BirzinEEAERSE (KMS)

© O 00 N N O O O O o O W W =~ a2

N N N N = o A a4 -
D W =~ O OO O W N ~ O



TR E —H L EMT R EIRFARSE (KMS) ~ MURERHKRRENRARKEER LK
Bt} o

tEREREEMARSE (KMS) ?

£BBIRMEARES (KMS) 2—EIIMIIMSE =5 A#iStorageGRID ~ AiEfStorageGRID £ S 1R B @M EE17
£ (KMIP) ~ ZiEREIEMIAE FERE BMEIRHNEEE o

TR AR — S EE R EIRERSS « JREIEStorageGRID L4 HA R B B R4 NN 2532 E AR (A1 ERRE AV BT RE AN ZE
T8 o AMERBERPORIRERRE « KARESEARSRELRARENIEIER « WiEREEN - REH
BREMZZE - FRIEER A UEKMSEN « BRGEEFIEARE LREAER -

R IR AR S E S BSA05M 024 - Storage CRIDIEAHTH RN 558
() ERAEBRRESageCRD BLAL - CHARFNFRELARE - MELTMANTE
BT - ATHREE TENRERLE LS mO0E - NEORERE « BEHeEEE
FIBRSSHOSC L < BT SR EIP -
1% EIStorageGRID IHEEINZR A%

RMUFFZIEERIAVEIR o StorageGRIDIGEZAZRPTAM G E ~ UAIEML S EZRF & 1E
RYERHRERXK °

T FRIEHStorageGRID BRIZIENINZR A2 EMEEE o

INZEE EEAFR B
Grid ManagerdF £ EIEMEARES BRI LAAStorageGRID ®ZIEERHRTE HREIBEA BHEMZ NERESE
(KMS) HIREEMARSE (BE>"RAH BNZh o FEFREEE FRIFRE B RIERAE

E>*SREIRERSSY) -~ TAZE SIRE BEERNPONEEE
BRI - A% ~ FEF  KTi#bk o AI#EACStorageGRID B
HEMBGEEEKMS - UEXRE DASERRERENRIERE
BINZeE (KEK) o It&iEEm &/ -

R RZE{EVolume LB ERINER

%i8& (DEK) o



IR

T (ZERENMFRERR) PIRAL
2% SANTtricity

EERYINEEREEIR

S3ETE B

S EIARES IR INE (SSe)

S REIAREZIRINE « EREFRR
HEvE#E (SSE-C)

BIEAT

MREFRALE AR SR
Z2IhAE ~ eI LUEASANTtricity 32
BRAEER REILIKEEY
2E8 - FIRIRENIRE LIS

& A LATEGrid Manager EX B * (1%
RV INZEIE (AERE>* AR
E*>*HINGEEIE") © BN ~ EIk
EREFERB ARG ERINZHT
Y ~ BN TERREERRIINE o

TEBEH—E TRAELL MEE
K~ UBRFBEEGLNNGE o {ERIKRTEY
HERNNZRVFT M ~ BB G TEHEEY
HARSIANZR ©

153 M S3ERIRAEFYHLANA -
amz-server-side-encryption
ERITHEA ¢

TR HSIERUFFYMN - WES
={EZEKIZE o

* x—amz-server-side-
encryption-customer-
algorithm

* x—amz-server-side-
encryption-customer-key

* x—amz-server-side-
encryption-customer-
key-MD5

BAR
BASTEMIRINE (FDE) HiBREE
EFEMBRIERE (FIPS) Mk
W= E - REWERRE EAIFR
BEEFEBIER 2IfRE « R BRSE
REIEERIRIOIERR © FREE 7
gﬁ%ﬁfﬁﬁﬁﬁﬁﬂﬁﬁﬁﬁﬁﬁﬁiﬁﬁﬂ
FH o

"SG6000fETER "
"SG5700f#1FRE"

"SG5600f# 7"

FFEEREYS3FNSWIft I L o IRE
EHEMHAEINE - YFPES
HFAIE MR ER A EME o

R I

EIRFTHAERISIMIM B} o WZER
HERIEEME - HENRFTFEY
HAEME - YFPEERAEMY
BRENAEMNE -

"EFAS3"

{EIRFTREENAISIMIFERL o WES
MESEMZ o Y EERFE
R ER A EME -

o] EIEE 8 o StorageGRID

"ERS3"

ZIRITHEENAISIMIHE R - AR
YIHEENE - Y REBERE
R ERAEME o

£ &2 StorageGRID FEINAEER
HEANER o

"EFIS3"


https://docs.netapp.com/zh-tw/storagegrid-115/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/admin/configuring-stored-object-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-115/s3/index.html

hn#zigE
SMEBVolume Dl B EHE & INZE

Y& INZE A StorageGRID BEEA

ERZEME A

BIEAT

R StorageGRID EHEHEBFE AL
1 ~ S UERA BN ZENNE
T3 RN A R & S B R HE

ga ©

& B LL7E StorageGRID ¥4 & K0
FhAE B L HEEN B StorageGRID B
B2 A~ ERIETIRE RN %
RINZYGERFIPEE R o

RECHIBRME « B—RELUERZEMNETE - fldn -

BAR

FREMHER « PEBRRGHE
BER -~ RREEERERERNE
REEHEME -

SNEBANER 7354 P) B B B R N
BELEMEIR o ATREMIIHAYTS
EEEER -

ERMERMPEEN (Rgd
TERKRME) o

SMEBANE 7554 F) B AR st
BEETEE o ATELEMSIHRT
EAEETER o

"Amazon Simple Storage Service -
F3E A Ei5F | (AR IRINER

* ERIAEFAKMSSRIREFE A B EIRL ~ th AT LU SANtricity 21 R BIRE NP RHIRISZ 2 THAE ~ £
—EFEREEFNBRMBMERE L TEEMNE &kl

* CRILUERKMSRIRER AR BN ENERRZE « halUER TEFHME) ERER « TR

MBI B Y o

RR
s o

KMSELFERRZE B4HRRAEE

TEERAERERMMRSS (KMS) R{R:#EStorageGRID A EHIRL ENEIEERZA] ~ &
WIRFTTTRMIBAERE TIF | RE—EZEKMSEARES « Uk AR E R R RSN

B o ST EMBEHRTIIFZE - Mg BEFRTZREERER °

—/\ERDMHREME « 5FE BB EREFESER Y RBARIEFIIE - BMAZENESIEMKEE

BRI EAKMS{REStorageGRID FERE B EIEE FME LM PR o


https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html

KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron

or reboot?

MZEERTKMSRELBAEERELITHIT « FREGEITLUREHREX « EHERREEREAERINE Z A1

Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) fo manage the encryplion keys that protect your StorageGRID at
rest,

Configuration Details Encrypted Nodes

‘You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS:

» Ensure that the KMS is KMIP-compliant

» Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions. see administering SiorageGRID

}+ Create || # Edit | | @ Remove
KMS Display Name © Key Name © Manages keys for © Hosthame & Certificate Status €

No key management servers have been configured. Select Create.

2. 3’4E* Create (Eir) o

;ﬂ:ﬁ'@tl:‘.fﬁ FAdd a Key Management Server (g &g ERMAMARES) | BENSR1 (BAKMSEHAER
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Add a Key Management Server

o 2 3

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KM3) and the StorageGRID client you configured in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @&
Key Name @&
Manages keys for & - Choose One - v
Port © 5606

Hostname @ o

3. $H¥H&StorageGRID TEZKMSHIRRERNKMSHIEER RIS « A TIEH o
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Add a Key Management Server

) (2] 3

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate € Browse

15
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Add a Key Management Server

00 -

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server ceriificate signed by the cerificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13:0D:4D:D7.81:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13T21:12:45.0002
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79

=1 1
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3. EE %o
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse

o [
2. HERFPIRREEE o
Lt g B P iR /RsE PEER o

3. ABERFPIHRENLAEERME -
4. HENTESRIER

LR SRR A P IR /SR M A P IR SR FAE S IRAV PSR -
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Add a Key Management Server

@ @

Enter KMS Upload Upload

Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5A8A2T.02:40:CH:F519AT1.28:22.E7V-DG:E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

= e

SIS B REKMSAE  (EFE S SER AR B REKVMS 2 N5 el - R
()  ‘ammrmE - cesms BRI Y e CREBHEITMERRE G - FERER
RZBN ~ (AR ERY o

8. WREIMENES « MNRCHEZRHH7FAER « FEEE OK * °

A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration. you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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Key Management Server

If your StorageGRID system includes appliance nodes with node encrypfion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Canfiguration Details Encrypted Nodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

« Ensure that the KMS is KMIP-compliant.
» Configure StorageGRID as a client in the KMS5.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled

For complete instructions, see administering StorageGRID,

| & Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.99 164 «" All certificates are valid
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid
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Key Management Server

If vour StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, yvou can use an external key management server (KM3) to manage the
encryption keys that protect your StorageGRID data at rest

-
Configuration Details Encrypted Nodes

i,

You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one
default KMS to manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a
particular site.
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Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node ancryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name © Key UID © Status ©
SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41bi...5c57 «" Connected to KMS (2021-03-12 10:5%:32 MST)
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Key Management Server

IT your StorageGRID system includes appliance nodes with node encrypiion enahbled, you can use an external key management server (KMS) to manage the encryption keys that protect your SiorageGRID at
rest.

Canfiguration Details Encrypted Nodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

« Ensure that the KMS is KMIP-compliant.

» Configure StorageGRID as a client in the KMS5.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled

For complete instructions, see administering StorageGRID,

| & Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for © Hostname @ Certificate Status ©
& | Default KMS test Sites not managed by another KMS (default KMS) 10.95.99.164 «" All certificates are valid
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid
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A Warning

Delete KMS Configuration
You can anly remove a KMS in these cases:

= You are removing a site-specific KMS for a site that has no appliance nodes with node
encryption enabled.

= You are removing the default KMS, but a site-specific KMS already exists for each site
with node encryption.

Are you sure you want to delete the Default KMS KMS configuration?
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