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StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without 53 Object Lock Bucket with S3 Object Lock
Objects without Objects with
s3 client retention settings retention settings
application <

Objects without
retention settings
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Two coples at two sites for Tenant A

Description: Applies only to Tenant &

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day D
i W [
Site 2 M

Duration B Farever
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Aclivate to make this policy the active ILM policy for the grid.

MName Exampie ILM policy
Reason for change New palicy

Rules

1. Select the rutes you want to add to the policy
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannet be moved.

I =+ Seleci Rules

Default | Rule Name Tenant Account Actions
& Rule 1: 3 replicated copies for Tenant A & Tenant A (58889986524346539742) x
L3 Rule 2: Erasure coding for objects greater than 1 MB (5 — x
4 Rule 3: 2 copies 2 data centars (default) (8 — x
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Metwaork Storage Ohbjects ILM Load Balancer
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Network Traffic ©
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16:20 16:30 16:40 16:50 17:00 1710

== Received Sent

* &R | EfEAPrometheusEENERRBNFHHERER « ETRETEREREEEREE -

* * Grid Management API* : &R ATE HETE MR AIHfEFAPrometheustsiZ ~ BN BEME T A 2RSS
#EStorageGRID &HIVMwareZ 4% o {&E]1EGrid Management API (* Help > APl Documentation > Metrics *
) EViSPrometheusiEiZMSEEEE - AR BB —TEISE o HER « BEIERRARStorageGRID HILIAE
QAEEEHERDIEE -

@ LIBPES_PrivateFIEIREMHANERER « StorageGRID RAISEEEARBITEMBIER FRE
Bk~ Z FREEE o

o IEE>T A>3 BEM XETAE>EZE) 5H . SEEEFEREMSRER « B2 E
FPrometheustsiZEN T AMER °

@ 52 BEEPHNELEDSEMERERSZEREEF - MRS BAEE -
MERIEE
BRI TR
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"BRIERIE  REEEAEAR
B4 StorageGRID

B4+ ¥R 5 StorageGRID FFZINAERVEMIARE - SEMEIRENRS - S REERBEE R
RAREMRE -

7£Grid ManagerhBVETZ 5 E R 7 B ELNAE © StorageGRID

* BiRGEME | iR EE ERRREFTZEEStorageGRID INAe4F1E o (BiRAEE Lt & REmPrometheusts
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* BN BEBMETERMERFER « StorageGRID BEREREMSRERIBER (BRH)
© ERIREGIRERE | BIEERTREERREGIRERE G TA>EREE) ho
* B EREBM S ERAVIERNS SRR « RSB MRE - IERREREHER -

[BEE

BHEEURES O « MEARIER - BIEEMAERLERR TAEGERK « GINAREEHSEE « DU
RERVERTIZE o

HESh ~ ERIEE R AE SIS B IRV SR E - A BMERERMEZ U StorageGRID BRI EREMREXEE
HHVRRZS o ERTAIAEF 2N EBRVR A SEE RE PR ~ MEHEMAERERE - I UREMEERREES
Bz MEB R B -

MERAER

"BRIERLE ; RREETHA"

By

PEEEIRER

ETRASIREZFERNNE ~ o= « sHE A AStorageGRID T TBIZFR RIS E
HYRRE o

SR AGE B B StorageGRID FIAETEEMIEE R B ENEMMBNEETE -
© ERAREER AT IRITHNMNE - AN RHHBESCUMIENFHBRET  MARHHTRS
BRI BRET o

TERIEm) M TERRNETR EEREERESZANNE - AIARREBMMELRE o Er]LUKER]
LRMETEHERBEFRE - HIU ~ RIS B2 IRER UL S BIFFIBEEM « UIEEMEL RS ERED
B o BE ~ A RE 2 REERE R EETHNET - USHRFEERHIRTAITEE -

HEFENZEETRE DR —HEFIM « LUBAENEE - b5~ 72 TERIER) A TERRANETR B
H L~ FUEHETBEREEENZEET - T URRARKESEREE « LERSERERNER - fig
MREZEMRR S EARHEEAET  WREEE—HEFHM - MAETREE BET) EEL
BRI AR o

Current Alerts B Learn mare

View the current alerts affecting your StorageGRID system

|| Group alerts Active
Name Il Severity LI Time triggered W Site | Node 11 Status il Currentvalues
v i i 9 minutes ago (newest]
Unable to cor!1mun|ca|e with mfde ) . o 2 Major go (i 5t S iie
One or more services are unresponsive or cannot be reached by the metrics collection job. 19 minutes ago (oldest)
Low root disk capacity : 3 Disk space available: 2.00 GB
i 25 minutes ago Data Center 1/DC1-51-99-51 Active
The space available on the root disk is low. Mior . Total disk space: 21.00 GB
Expiration of rtificate for St API Endpoint:
N slerver e n‘ polln = ; O Major 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining: 14
The server certificate used for the storage AP| endpoints is about to expire
Expiration of rtificate for M it Interf:
MERLO.D! S,EWEI el Rl anagemeln e a.ce E Minor 31 minutes ago Data Center 1/ DC1-ADM1-99-49 | Active Days remaining: 30
The server certificate used for the management interface is about to expire
¥ Low installed node memoi a day ago (newest)
. v . € 5 Critical vea . : 8 Active
The amount of installed memory on a node is low. adayagoe  (oldest}

* EREAERINHENREA « BECEREEREPE - SrEN SRR ENMNLSNFEER - ER
BEM - HERETRINERE - UREREREZERIE
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* EREFBENN TEMET) M TEFRETR BERENETEE - REBAETHERTE - BER
ZAVTENE S EL1EStorageGRID EIFEGE (M) X » BEERSIEINEFEEF AR HIHEER o

Low installed node memory

The amount of installed memory on a node is low. Status
Active (silence this alert & )

Recommended actions Site / Node

Increase the amount of RAM available to the virtual machine or Linux host. Check Data Center 2/DC2-31-99-56
the threshold value for the major alert to determine the default minimum requirement

for a StorageGRID node. Severity
€ Critical
See the instructions for your platform:

Total RAM size
« VMwares installation .

5.358 GB
« Red Hat Enterprise Linux or CentOS installation
Condition
= Ubuntu or Debian installation View conditions | Edit rule (%

Time triggered
2019-07 15170741 MDT (2018-07-15 23:07:41 UTC)

Close

() BAERETAGDIESHNE  EETARTIRMBENGE | 2 ERRREEE -

BEER

Fia StorageGRID MITHEEEAEEFERIRL R - MRETEA MBEEY o MBIELER) #R - U EBE
(N7 102 e

* MRECEEERER — NS EBRELERNETEN « GRS EETRAFE —RIEERNRRE o
TR RERE « E—ihaE—HMNETRIRAFHE -

* BAILAREEREEERETRA - GAMUT2FERAETRA « B EEBERFEERRE -

* IEAIUERN BETE A » MEHE BCH SRR E IR M ~ WIRHIEECEZNTE - BEEEERBE
YRS ~ EAILUERGrid Management APIEIMetrics @ EZ 3R HIPrometheus E 2R EZIIEET ©

Blgn ~ YR EFLZIEAIRAMELZ /224 ~ 000 ~ 000 ~ 000 ~ 000fiI7t4H (24 GB) -~ BIEMEHER o

node memory MemTotal < 24000000000

HERAE N
"BEIELRIE  RREEBERE"
{EFASNMPES1Z

NRIEGHEStorageGRID EfF G B ERFHIFE (SNMP) RESIEMEE ~ nIAfE
FAGrid Manager?Rz% ESNMPIETZT o
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g StorageGRID AR ERLEFEMITSNMPHIERRNEIEE - URMEIEENE (mib) o IEhEEESERMNE
THRIZFBRES © StorageGRIDEF StorageGRID ESZ1EMIB-II¥{4HIFE o

—FAtE ~ FTA RS ERISNMPERE{EA o EERESNMPHIEFZNEF « FiA StorageGRID BISing EREEER & UL EI4E
[ERVARRE o

EFRA = hR A FISNMPEEIG EBISof SNMPRIEIZT © StorageGRIDARIEIZTUAJ # ¥ E IR HMEERIMIB
T~ WA WESHERENEXEEERR .

* * Trap* ESNMPRIZRZNEXREN - TEEEERMHET o (BT REE RN B StorageGRID 1515
MTEE « FIUNAEEETR - SNMPHVFRE = ERR 4392 1RFER -

© EEREEUAIEN - BERETER G c MRSNMPRIEBERNE—EREAXRKEIREIANL « AISEHE
ZBA ~ HEIWEIRES RS ERRAERAERL o TESNMPv2cHIv3HR S IREA]

T FAIER TS EEMREHANER

* ERHEFETEEEAERELEEREY - SERBMETHISNMPER] « KHERELETHFE - EmaEl
EHREARESRIFESENEEMAAEE -

* RELR (BER4) SHERENBREMSRAESHNSFHREE

O s\PBAREHHSELTASELTRELSE

HERAE
"BRIERIY ; RREEOHA"
epItE S

TEAZA R I G R A B f##StorageGRID ERYIFE RARRIFFARIRE « R UERATEZE
BRREEZEPEARRIRE « WAT(ERUBE ©

TEIERRGEFHAR « Fis StorageGRID MU IBEARFFE G EEFEIZNE ~ WA ¢

* RN BEERARES « ERERGAR - ERETEIBMRBHEHDEEAM -

* MMEH#ETFIEIZEN S BiStorageGRID #F R EIEYIH1ERT « SR FETFERREY « AR ENRL IS ENRE RV EE
Ez%ﬁnﬁ °

*© ES3ESwift AR IRERRENEREL « BN BEEWHE - SRR IREIRM B AEIZAE
© BRI E S EREHEEAPIRIEN -

SEEENMBETRELASRFEFEXFER - ERHBEEIFEATER (FEixchr) ~ UKAIERNEREE
*Z5cEk o

EREREFIEZCE  BAIUERE AP REFINFSHICIFSHERZER (BiBR) o St BEREIREHR
BYER L FITFEAELECERAE ©

NFBEIXECEMERVF AR R « LSRRI XS HER  URATARDOHEZASHNIA « 552 RE
AMERET - AEREBINARERZAP TN « 5527 (EEStorageGRID ) HETR °
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"HRBITE AT

"&EI2StorageGRID"
WITHESETR

EET MBI TR BT « HiStorageGRID EHVEERGRITRITRE « LHEEIEEN
= o Grid Manageri2{it& BT AFIEIE « AIIGENEHITAE T (F o

BESEM

ISR Grid Manager®y TERASEHT) EEMIT=1E5ERAENREEHT ©
* BNBEF+4RkStorageGRID
* {&18F2x\ StorageGRID
* EERFAHARSANLricity

#BEF+ 4K StorageGRID

HELH#TStorageGRID hRBYZHAERT « TEREEFH4R) BE G5 EETM EEFFEIESR K #kStorageGRID EHIZ)
fE o MAZRIE T B EERARTFH BRI A B RO UL S HIFR A R ENRS -

FEFHRIREVEZSR B P iR B2 0 R UE SRR REI FE K - StorageGRID

BPRHEERER

SNRFETNAERRZS 2 R A ZIA A RERRE R ~ IS RIBE R EREfIZ T E A StorageGRID ELRIEERM -

RETNEEIEMIZI0RRAS ~ MAIEEPEITIRESEE o StorageGRIDAKRKhR AN E B SHEERIEE o
MEFMEMEZIN) BEW TR « AR EEE1ERE IS - StorageGRID

StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.
When the primary Admin Node is updated, services are stopped and restarted. Connectivity might be interrupted until the services are

back online

Hotfix file

Hotfix file @ Erowse

Passphrase

Provisioning Passphrase @

MMEERAGLERETEEIENE - A% - B ARERILEHZEINRRREMARERS « EFStorageGRID
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TRREERRMTRIPT A EREER I TIREIRVERARARZS o IS RT LUERUZ /AR RVARASERRS AR ENREBE4EEFRE
HENRERRS ~ ABETIENER o

@ HEPAFT A AR BNRLER G LUMBUE R TUR AN B3R ~ BREEREXPNERE TR EXERE
SRRIENRL EAVSTERRTS o AN ~ BMERIZNAISER SR ERHF AR LBILDRART -

EERMFHARSANtricity

WMNRZTH IS EEURESVENE « (SR SEEEESANTricity ETFRBFHFIEHES L AHRZEE R FEEE o (&7]
LA#&SANTtricity STEERIEE A4S ZE L E StorageGRID MRS IEEM T EEIRHIZ « JA%BEGrid Manager
ERFAK -

TR 1218 BEEAIEE ELE IZIEEMEERA) 22 o SANtricity SANTtricity

SAMtrcity OS5

fou can use this page to upgrade the SANtricity O software on storage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Mominal (Nodes » appliance node > Hardware) and ready for an upgrade. A,
health check is automatically performed as part of the upgrade process and valid NYWSRAM i= automatically installed bazed on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
camplete, the node will be automatically rebooted to activate the SANtricity OS5 an the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OS5 software for each type.

SANtricity OS Upgrade File

SAMNtricity 05 Upgrade File Browse
2]

Passphrase

Provisioning Passphraze

@

EEERZ% S LT R #F RSP A B _EAOEFH R - AEEMAZERREBINAE « ARG EERM S
FHR o IEMRETHRZE - RETRTRENIEE « LEBRREBRAIER FLEAR

Y e
1A LAStorageGRID RH{#FHAIR & I8 EEFEIRS « IEMHAVRREMAERAILE  SEREERFOLE - 7
IEHRFEINEE - WIREA LA SGE060f#Fa FHvHFENR: « IErRILGE — BRIt E « RN REEFIEME
H=1E o

CRILIEA BT BRI R ARE RIS FHUTIRIC (R - EEIBEREEIE S5  SRcalEMEIRS « A% TGrid
Expansion (#8i&#&7E) | BEEHMITRRRER °
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Grid Expansion

€ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system

1. Installing Grid Nodes In Progress
Grid Node Status
Lists the installation and configuration status of each grid node included in the expansion.
arch Q
Name It Site It Grid Network IPv4 Address ¥ Progress If Stage it
DC2-ADM1-184 Site A 17217.3.184/21 be 3 Waiting for NTP to synchronize
DC2-51-185 Site A 172.47.3.185/21 U = Waiting for Dynamic IP Semvice peers
DC2-52-186 Site A 172.17.3.186/21 ]_k__i’ Waiting for NTP to synchronize
DC2-53-187 Site A 17217.3.181021 ks N Waiting for NTP to synchronize
DC2-54-188 Site A 172.17.3.188/21 .I: b Waiting for Dynamic IP Semice peers
DC2-ARC1-189 Site A 1W2.17.3.189/21 ”- N Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new grid node’s certificates to the StorageGRID system. Pending
4. Starting senaces on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

ERSERER

YNEREERS « EHRME ~ (PR AR NRIERE TR R E(FHA A5 « ARERA A SRS RRL -

VRIS MR ERRE YD BREUA IS AR ENREFRTERI T & ~ MURERETRRVRE - SERENERRERA R ENERE
o~ B ABRBREILRER - —RME - CEREREEEERMINEY - BENERKIEHE « £/ T
181 EERREERER - URERHRIER

fIgn ~ IR ER R E R MRS ER N IRETRRR
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to

configure the Admin Node.

Restore the audit log.

Reset the preferred sender.

Restore the Admin Node
database.
Restore Prometheus metrics.
ECHEERERF

A SRR ZE it StorageGRID fERI R LK ABIRAEMENRBEE R OIS
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Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for @ node, see the Recovery and Maintenance Guide to leam
how to proceed.

Grid Nodes

Name W |Site 1T | Type I HasADCIT Health Decommission Possible

DC1-ADM1 | Data Center 1 Admin MNode '?J' No, primary Admin Node decommissioning is not supported
I” | DC1-ADM2 | Data Center 1 | Admin Node = {9
I Dci1-G1 Data Center 1 = APl Gateway Node - @
DC1-51 Data Center 1 = Storage Mode Yes lc;fj Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services
DC1-52 Data Center 1 Storage Mode Yes ‘?J Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC semvices
DCA-53 Data Center 1 Storage Mode Yes % Mo, site Data Center 1 requires a minimum of 3 Storage Nedes with ADC serices.
© DC1-s4 Data Center 1 = Storage Mode MNo ‘ﬁi
T Dc1-ss Data Center 1 = Storage Mode MNo ‘;fg‘
Passphrase
Provisioning
Passphrase

AT LAE A Grid Manager P EUHZEHIL B ERISFRAE - BRIESEUHZEERIFMERULSLREEF] o
FRENESRIL SBUNREEBIRABBIES « BEREREER - HL#]%E*WH%EE@%Iﬁf&?%ﬁi'lzﬁlﬁiﬁz ;Y
MG ~ ERAREEHAE R ~ EETILMIRE] ~ BBERILMARBIRBVEIE 2R « R RIERETRESR
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remaove ILM Resolve Node Monitor
Policy Referencas Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For sxample, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity € Decommission Possible
Raleigh 393 MB
Sunnyvale 397 MB
Vancouver 390 MB Mo This site contains the primary Admin Node.
MR

CRIBERE NI TR D MBS A R AE 845

* E#Grid Network Y F48E8
* EREEIPT AR E AR EIRRYRERARAAR
WL BIRNENANLTBRA (DNS) FEARSS
L BIRNENAARREERIGE (NTP) [EARS: - UEEREREARES 2 HIERRES
RS EARRIR E O] A5 B A E M SR PRBE RV ER L

FHRERAPNRERERF

%Bﬁ%ﬁ%ﬁﬁ%ﬁﬁStorageGRlD EREFELinux3kVMware L2 1R %L « B StorageGRID Z# ¥ EMARR S =
ToiFmatst o FlEn ~ f&8] ﬁﬁﬁgﬂ%%ﬂﬁﬁﬁgﬁgﬁ:t?ﬂE’JLmuxEE’f%% « B 27EEE ETivoli Storage Manager
(TSM) BIERHEENEA E3NITHEE o

FEREEMRER

PR BB NI R CERMB AR PIRANRARKENR (KR) BHRFIStorageGRID —EEEEHR
FEERERAEE (E’fﬁ) o WIEFERFEEREREMEARE - LREENRBIRE - WEHRERREE
Eﬁﬁ%ﬁ © MFERRRERFRTZEMNE - BRIBFHZINPITOEREARER « TRHBEASAREHRERAK

MRERSIE

TRIEREE R ENVMERER_ EMITFRLERR o fIM « T EREEMMILERER - FESHEFLET BB
TE RV ENREARTS o A LA ENRETEF I 1EGrid ManagerfifT ~ ALA|RELBE A SRR ARG <
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"FARERAR"
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EETHEINEEN
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Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file fo two safe, secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryplion keys and passwords that can be used to obtain data from the StorageGRID system.

Provisioning Passphrase =~ | ssses 1

Start Download
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The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting
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AutoSupport

The AutoSupport featurs enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to ailow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predictive recommendations.

Seftings Results
Protocol Details
Protocol & ® HTTPS HTTP | SMTP

NetApp Support Certificate Validation & Use NetApp support certificate v

AutoSupport Details

Enable Weekly AutoSupport @ 7
Enable Event-Triggerad AutoSupport & o

Enable AutoSupport on Demand @

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

“ | Send User-Triggered AutoSupport

fZ3XAutoSupport BT BVEIHE
ISR = BB E P E— R EiXAutoSupport THREMAE

- HTTPS
. HTTP
- SMTP

NERfERAutoSupport HTTPSERHTTP{EXAF RGNS ~ ISR IR B IR BB S 18 2 R E A ZPRRYProxyfal
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Logs

Collect log files from selected grid nodes for the given time range. Download the archive package after all logs are ready.

& A I StorageGRID Webscale Deployment Log Start Time SRR g: _ ;; DT
& A [ Data Center 1 v v

@ I” DC1-ADMA

A T” DC1-ARC1 Log End Time 2018-04-18 o . = MDT

@I pct-Gi v v

@I pct-s

@I pcis2

© I pci1ss3

MNotes

@ A I Data Center 2
@ I DC2-ADM1
@ I pC2-s1
© [ peos? Provisioning
Passphrase
@I pcz-s3
© a I Data Center 3
@I pca-st
@I pcas2

@ " pea-s3
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are
intentionally non-functional.

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to guery the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

» hitps:// /metrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of imporiant metric values over time.

Access the Grafana dashboards using the links below. You must be signad in to the Grid Manager.

ADE

Account Service Overview
Alertmanager

Audit Overview

Cassandra Cluster Overview
Cassandra Network Overview
Cassandra Node Overview
Cloud Storage Pool Overview
EC-ADE

EC - Chunk Service

Grid

ILM

|dentity Service Overview

Ingests

Nede

Nede (Internal Use)

Platform Services Commits
Platform Services Overview
Platform Services Processing
Replicated Read Path Overview
53 - Node

53 Overview

Site

Support

Traces

Traffic Classification Paolicy
Usage Processing

Virtual Memory (vmsiat)

ME1Z1 EERMPrometheus @ RYELE AT ;B IE B StorageGRID BATMIRIBISIEE WG —ERRERIARIE
EER
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O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ LfBHEE PrivatefIIEIZEMHAZER - StorageGRID FISEEEAR B ITEAAVE R TR ZERR
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Remove Graph
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Diagnostics
This page performs a =et of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

+" Cassandra blocked task queue too large v
+* Cassandra commit log latency ~
« Cassandra commit log queue depth v
+ Cassandra compaction gueue too large v

B e i i ™ e P e e e T T g o e
B— TR TR EE U R E B S RAVGFAERN o

FELLABAIStorageGRID o ~ IR BATMICPURAE « MEERMNSEMEER © Fia B ESEN A
RERE « R H R R -

|E

«" CPU utilization A

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashhoard

Status «" Normal
Prometheus sum by (instance)} (sum by (instance, mode) (irate(node cpu_seconds total{mode!="idle"}[5m]}) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus &

Thresholds Attention == 75%
€ Caution >=95%

Instance I CPU Utilization 1T

Status »
v DC1-ADMA 2.598%
v DC1-ARCH 0.937%
o DC1-G1 2.119%
DC1-51 8.708%
4 DCA-52 8:142%
v DC1-83 9.669%
4 DC2-ADM1 2.515%
o DC2-ARCH 1.152%
4 DC2-51 8.204%
v DC2-52 5.000%
o DC2-53 10.469%
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Topology example: Grid Network only

Grid Network

200.200.200.0/24 |:| Storage Node

O Gateway Node

Provisioned
GNSL = 200.200.200.0/24
Grid Network

Nodes IP/mask Gateway
Admin 200.200.200.32/24 200.200.200.1
Storage 200.200.200.33/24 200.200.200.1
Storage 200.200.200.34/24 200.200.200.1
Storage 200.200.200.35/24 200.200.200.1
Storage 200.200.200.36/24 200.200.200.1
Gateway 200.200.200.37/24 200.200.200.1

System Generoted
Nodes Routes Type From
All 0.0.0.0/0 - 200.200.200.1 | Default | Grid Network gateway

200.200.200.0/24 > etho Link Interface IP/mask
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Topology example: Grid and Admin Networks

70

Grid Network
172.16.0.0/16

Admin Subnet
10.10.2.0/24

i, N

Admin Subnet
10.10.1.0/24

Admin Subnet
10.10.3.0/24

/\  Admin Node

[] Storage Node

O Gateway Node




Provisioned

GNSL - 172.16.0.0/16
AESL (all) - 10.10.1.0/24 10.10.2.0/24 10.10.3.0/24

Grid Network Admin Network
Nodes IP/mask Gateway IP/mask Gateway
Admin 172.16.200.32/24 172.16.200.1 10.10.1.10/24 10.10.1.1
Storage 1 172.16.200.33/24 172.16.200.1 10.10.1.11/24 10.10.1.1
Storage 2 172.16.200.34/24 172.16.200.1 10.10.3.65/24 10.10.3.1
Storage 3 172.16.200.35/24 172.16.200.1 10.10.1.12/24 10.10.1.1
Storage 4 172.16.20036/24 172.16.200.1 10.10.1.13/24 10.10.1.1
Gateway 172.16.200.37/24 172.16.200.1 10.10.3.66/24 10.10.3.1
System Generoted

Nodes Routes Type From
All 0.0.0.0/0 B 172.16.200.1 | Default Grid Network gateway
Admin, 172.16.0.0/16 — etho Static GNSL
Storagel, 10.10.1.0/24 <> ethl Link Interface 1P/mask
3,a0d 4 10.102.0/24 = 10.10.1.1 Static AESL

10.10.3.0/24 — 10.10.1.1 Static AESL
Storage 2, 172.16.0.0/16 — eth0 Static GNSL
Gateway 10.10.1.0/24 — 10.10.3.1 Static AESL

10.10.2.0/24 = 10.103.1 Static AESL

10.10.3.0/24 5 ethl Link Interface IP/mask

PG ERR a1

A A P IR 23 AR TOAE - R AP IR e AR IRERRE (FIaNS3FSwift) B4

]

BASCREER  BRERERERE - RREEEHERE - BRRnTAERERIIAREE

HRE o

EIERE AP AR « AR EERINeth2 Y EE I TP « FAERIESMERBEIPAL - SESRNA
P imdERE AT LS I i R E At BN RS BRI P iR, o

MREEL KR SRR E AP ImER « BRI TERME G EZETTAFFEGrid Network EE IR E Client

Network[#%& o YNRTHEHTIE AP IHEE « R TERFEX RS THRABERNSG R -

TEULEERF ~ B IRMEE AR S3FSwift A R IR KR EEINAE  MGrid Network AU REMIH EIRIEE -

71



Topology example: Grid and Client Networks

1 2

-~

Grid Network
172.16.0.0/16

& Admin Mode
C“:;:;gf;;?rk [] storage MNode
Q Gateway Mode
Provisioned
GNSL - 172.16.0.0/16
Grid Network Client Network
Nodes IP/mask IP/mask Gateway
Admin 172.16.200.32/24 37.5.5.10/24 37.55.1
Storage 172.16.200.33/24 37.5.5.11/24 3755.1
Storage 172.16.200.34/24 37.5.5.12/24 3755.1
Storage 172.16.200.35/24 37.5.5.13/24 37.55.1
Storage 172.16.200.36/24 37.5.5.14/24 37.55.1
Gateway 172.16.200.37/24 37.5.5.15/24 3755.1
System Generoted
Nodes Routes Type From
All 0.0.00/0 = 37.55.1 Default | Client Network gateway
172.16.0.0/16 = eth0 Link Interface IP/mask
375.5.0/124 S eth2 Link Interface IP/mask
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Topology example: Grid, Admin, and Client Networks

Admin subnet
17217100024

Admin subnet

192.168.0.0/16
Western
Data Center
e
Grid slu bnet ' —
200.200J200.0/24
Eastern
Data Center
Admin subnet

10.10.1.0/24

I\ Admin Node
[ storage Mode

Admin subnet
10.10.3.0/24

Admin subnet
10.10.2.0/24

Admin subnet
17217.100.100024

0 Gateway Node

O archiveNode
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