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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

|

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Network Link Configuration

@@@@

& You n:i-__:nr_ lose your conrection if you make changes to the network or ink you are connected through. If
you are nol reconnectad within 1 minuts, re-anter the URL using one of the othar IP addresses assigned 1o
tha ap;.l ance
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Link Status

Link State Speed (Gbps)
1 Up 25

2 Up 25

3 Up 25

4 Up 25

5 Up 1

6 Up 1
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Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

(@ Fixed |

(@) Active-Backup

Auto

() Aggregate

Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1
and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

@ Independent {T) Active-Backup

C.enneet the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

()

'E'n'eblingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,
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Admin Network

Enable network
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Link Settings
Link spesd Auto j

Part bond meosde { Fioed {+ Aggregate

Choose Fied port bond mods if you want to use ports 2 and 4 for the Grid Network

Grid Network

Ensble network p

Network bond mods {~ Active-Backup (o LACF (202 2ad)
If the port bond mode is Aggregate, all bonds must be in LACP (802, 3ad) mode.
Enable VLAN {B02.1q) p
tagging
VLAM (B02.1q) tag 328 =]
Admin Metwork
Enable network p
Network bond mode {~ Independent v Active-Backup
Connect the Admin Metwork to ports 5 and 8. |f necessary, you can make a tem ry
direct Ethernet co n ts 5 and &, then connecting to port &
and using link-local IP address 169.254.0.1 for acoess.
Client Metwork
Enable network F
Network bond mode {— Active-Backup (o LACF (202 . 2ad)
If the port bond mode is Aggregate, all bonds must be in LACP (B02.3ad) mode

Enable VLAN (802.19) |7
tagging

VLAN (80213 tag 332 -]
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2. BEERTEARER  FEREN MERER) BRPERFRE S DHCP *

Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid MNetwork provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
senvices, such as NTP, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 *®
192 168 .0.0/21 + %
MTU 1500 &

12
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* BEIG TR AR —TEAERR 4 RE—IENAA -
* BERIRAKEANTFHER « FFR—THRER % ©
fLg—T I~@#E*1 -
4. YNERIEIER* DHep* ~ :BKER 52 ERE& E Grid Network :
a. 8%~ DHep*EEiEIRiRTE » BERE"

ARG EEAA IPVAIIL) ~ TRE) K TFAEER) L - IRDHCPEIARES RE BIEKMTUE
A MTU “BI EEAZE - BRI EE MRS o

TR 2B RS BEEME M StorageGRID EEFRYIPALLL « LUHEER o
b. FESDEMS AR F AR B IEFERER o
MREHBEFHER - AFEERPREE - 5ERPTERERF RSO BESBILFES EER - 2K

B4aStorageGRID Z4E6F ~ AZBTE F EEIREEEAIGrid Network Subnet List (4818498 F 48R B EE)
FEHRIELEGrid Network FABER o
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() FouTmRese - MBREURFF R  BITARIESHERGHI NetworkRii -

* ARSI SRR MEART 4 RB—IEHNAA -
* BEBRRERNFHER « FiE—TRIRET %
C. MREBHEAERER  HFRMTUBMIEERBESERERRE « AIF19000 - [ « FIREBTERE
1500 °

(D MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR » AIAE S SR
MAERESH BEK o

RIERREAMEGE - FTAEREBREIEEGrid Network/THE_ERELBIEIMTUE © 2R (E5!
@ EhRE LGrid Network FIMTUR ERREEZR ~ RIFHEEE Grid Network MTU mismis*&7R © Fft
BERERMMTUEER—EERE

a BT [*f#fE* ) o
5. ETNTEIREH « BEEEN [SRER) BRSNS DHOP -

AERTEEEMER « CwAE NEGER) RE ERAEERER -

Admin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to be routable between sites.

I @ Static () DHCE
Assignment
IPvd Address 10224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 =

LE

6. UNRMIEEEFRE « ARB TP R E BB :
a. 7% EAManagement Port 1 (BIRERHIE1) FEAFFRENIPVANIL « ECIDRERTRIE ©
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BIREFR B RERIRME1-GbE RIASEEHERIZA o
b. BARIE -
NRERERRR A RIE  SFENEAERRIFFRRIPvALLE

C. MREBFEAERER  SHFRMTUBMEERBESERAEZRRYE « HIF09000 - B[R « FRBERE
1500 °

@ MERBIMTUER AT G ERREPTEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAEE SR
MAERESH BEK o

d T Mg o
EISEEIPALES « BIER FER A B A g RS -

MNREREStorageGRID T EZEMBZERINVER « s5EABIERRHFFRRIPAIULEREAURL © 4
a0 ~ +x https://services appliance:8443%

e. FESDE IR F AR B BE IEFESESR o

05 B PR PR O R SR EBFA A T ARSI LSS
() mmmmseRERERE -

- EEHHTEY  BR—TEART + BE—ENER o
- EEBRKERNTEE « BE—THRET x -
fE—T () o
7. SISRERY DHop* ~ $AIKIE 515 R e EERARRS :
a. 112 DHop BRI - BE R -

RMEGEHEA IPvAuil) ~ TRE) &k TFHERK) B - MERDHCPREARSREAIERMTUE
A MTU “BI SEAKE - BRI EEMMEE o

THAERERE EHENENStorageGRID EEFMIPALUE ~ LUHEAA o
b. FEREIRMR FRERKBBIERRSR o

5B PP AR E ST SR T AR A A LR, o
() EmmmmERERERmE .

* AR TR  BE—THERART 4 RE—EHAR -
* BEBIRRERNFAERE B —TRIRET %

C. MREECEABERER  FRMTURUIEZEABESERMERE « H1I19000 - [ ~ SAREERE
1500 °
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MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
MAERESH BEK o

©

d T Mg, o

EERTERRIRER - C4A7E NEEHER) BEE LA TRRIEER -

Client Network

The Client MNetwork is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client MNetwork does not become operational until you complete the: StorageGRID configuration
steps

P (® Static (O DHCP
Assignment
IPvd Address AT AT T 18321
(CIDR}
Gateway 47.47.0.1
WTL 1500 =

9. MNRCEEEAVEFRE" ~ SHIKIR I T RRE A P IR :
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a. fFFACIDRF AR AFFRERIPVA{IL o
b. #—T M f#FE*] o
C. MR A P inAERR RE R IP AL IEFE#ERR o

@ WMRERAARIRERR « AIESETTRREE - ERBASEAAFIRAERES - BERA
PR IR ~ SO ERME o

d. MREEFEAERER « FRMTURMIZERBESERMERRE -~ fIE019000 - B « FRERRE
1500 °

@ MEERBIMTUE AR & RIRGFTER 2 STIRAEIRIE LA ERI(E - TR - FIRe S HAERER
AR REEE BB ©

e —T M*f#fz*) o



10. YNSREEE DHC ~ FBK IR TP BRER E A P IR ARER
a. 3EF* DHep B EIRERE » BEYRE" o

AGGEBIEA [ IPVARHE) A TRBE) B - IEDHCPAMRISREAISRMTUSE « I MTU *H
fI BRI « BRI R o

TR R E RS B EEHE B StorageGRID E2FMIPALAL « LUHEER o
a. MESRREIERE o

@ RERARP IR « AISERTAREH - EREREAEEARFIREREFEE - BERA
AP inERRET « SRR EHMNE ©

b. NRICEFEAERMER « FRMTURMIEERBESERMERME « FIIN19000 - [ « AREERE
1500 °

@ MEERBIMTUER AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
AR BEK o

e
HEES700SGIEH SRRV EAS AR

RS 2 A R LU StorageGRID FERREFIFAEARNENA - HE RSB RERE
BAYERHE ~ fEFEs% A5 StorageGRID EIRAREFAERE LAY (RS EZERENEIPILZ
EIRVEREES] St A LIBRSEMTURRE ©

p

1. 1 TSectionApplianceZ #3201 AITHRER ! StorageGRID A ~ 3% —T T4HAE4EER) > ™ PingfIMTU
Test*] o

PingfIMTU Test (PingFIMTUBIE) BEmEPEEIHIR -
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to

the destination, select Test MTU
Ping and MTU Test

Metwork Grid v

Destination [Py
Address or FQDN

Test MTU [

R TR AR  EEUSE R AR | 4918 « BIEAR o
B SZARER _E AP VANI IS Se R 485 % FE (FQDN) o

fBgn ~ SERE EpingBR e F EEIREIRL_FRIRGE
(FI38) 2R Test MTU* CRIEMTU) #EEUERERERSREMEEIZEBNBIMTUR
g ~ eI ORI FE R B ENRL B R [F) 04 & B RL 2 IRV ERTE ©
B—T TASERES) -
MRPERERBEN ~ GHIR Ping test passed)  (Pingifllsi@i#) R « WFHpingdn T Hit ©



Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre

HERAE N
REHRRELS (SG5700)

,%S%EMTUEFL

Brse B IR IR B AR AR R AR

A7 HE{RStorageGRID A BANAEFEEE - s5MERIStorageGRID (RNER) B ZHEEN A
AR EE PSR A S E RS E TCPEZIB S EIZIRE ©

RIRER I

IR LUfEFStorageGRID  (BERARLZRIZN) PIRMHAVERIRFE « AIEEAEKEEGrid Networkdh ELAE
B2 [EIRVEAREES] ©

LESh ~ IS AT LI E EIRMERR AN A P imiRRs | ~ AR FEsENMEINF SE DN SR AR 23 PR (£ B RudpiE iR L RIS E AR
AE7] - MNFBIELE E?;JEE’J%% 52 RiStorageGRID (FANEIBHIEN) fsRPRERIBR2EEK -
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@ IR EGR PRSI Grid NetworkiE %18 {£¥StorageGRID rZ<11.6.05% - HEE:2 G
REERRIAVE IR R M IERE « 557540 2 BiStorageGRID ERYRRZASEY (4EE&+ER) o

1. #%¢ TSectionApplianceZ 232 & ~ % — T StorageGRID T4HAEAFES>*E1HIRELL R (nmap) *1 ©

FEEPEETR MERsREplsl) BmE e

EIFIREARY | HEEENRAR ETCPEFAVEIEESR - HESEMINER - RN HEHNEREERER
7ZEXAYGrid NetworkiE1E18 o

e ORI RAG PR FE R3S B 1B BAGrid Network R EL{th B 2L 2 RIRVIEARAEST ©

2. AR HITURE R « EIVEE RGP | 9% - BIR SRR
3. AR AERR LR EMISE —RFIBIPvEL

BN ~ R AER ER B EIR e E E IR L AVRE o
fEREFIRIEELE « WEHIFT o
4. EATCPEIRIESRNS « LUZSROMRAVERIREE « SEIRHE -

Port Connectivity Test

Network Grid y
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

5. #—T TRREREES) o

° YN RFFEEMYEISIBE R ABIRELR B ~ Port connections test passed] GEIZFIBRELAFAIFER) A2
BRI ERIET c nmapf LEHEFIERIBR S ©
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (@.00860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

° YNR BRI TR BB ARV ELR  BEMRIZRE—ESSEENVERE « 8] TPort
Connectivity test failed) CGEHEEGAFHLK) S TEREREEETD o nmapis L H ET7EHEIE
T

FHARIZRHEAIERERBE G Closed) (BRI K& o AN~ BENEFERIIERIENTE
FZEARRE ~ StorageGRID B EIRE LRARMIT IEMARF. K~ GrREGEEE=REERE o

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE
22f/tcp open ssh

80/tcp open http

443/tcp open  https
1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds

° NREER—NSEEIMNVERBRIIEEE RAMERIELR « B TPort Connectivity testkf FAEE
RMEALBRIET © nmapir CEILEHIERIE T

ALBEIRR A TCPERERERER T FRERR « BERRBERNASELRIEEE - ERFERIEE
B~ BIBRRGRES TE&E) ARSI -

() @5 TClosed) (BRIE) fomise .
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2@2@ as: fusr/bin/mmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE

22/tcp  open ssh

79/tcp  filtered finger

8@/tcp  open http

443/tcp open https

1504/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd

1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2020 -- 1 IP address (1 host up) scanned in 1.6@ seconds

e
AR ZER]
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