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TER
1. # TSectionApplianceZ #3211 FITHRER Y StorageGRID A ~ #2—F T4HREAEER) > ME4E4HRE) o

MERREGHERE ) EEERTRENER - EPpER SRR

° SG100ZIZIR*

MNetwork Link Configuration

° SG10003E 18>

Network Link Configuration

BAGARE ) R WiRSRERIRRESIKEMEE (B/mSG1000) o
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Link Status

B RIFIUCEEE

Link
1

e U s W M

BIERE R A EE ©
BIRIREEEIUR S ERE

AR AR SRV SRS BB -
EEERERA  ERESREARESEIL
AR ImAEREEA o

State
Up
Down
Down
Down
Up
Up

Speed (Gbps)
100

N/A

N/A

N/A

1

1



Link Settings

Link speed | Auto

Port bond mode | (@) Fixed | (") Aggregate

Choose Fixed port bond mode if you want to use ports-2 and 4 for the Grid Metwork and poris 1
and 3 for the Client Network (if enabled), Choase Aggregate port bend mode if you want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Network

Enable network R

Metwork bond mode | (@) Active-Backup () LACP (802 3ad)

Enable VLAN (802.1q) |:|
tagging
MAC Addresses 50:6b:4b:42:d7:00 50:6b:4b:42:d7:01 50:6b:4b:42:d7:24 50:6b:4b:42:.d7:25

If wou are using DHCP, it is recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable network E|

Hetwork bond mode @ Indep&nﬂent () Active-Backup

C.unnect the Admin Network to port 5. Leave port 8 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port & and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:.c4:97:2a:24:05

If wou are using DHCP, it i= recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network | |:|

.'E'ﬁﬁbling the Client Metwork causes the default gateway for this node to move to the Client
MNetwork. Before enabling the Client Metwork, ensure that vou've added all necessary subnets
to the Grid Network Subnet List. Otherwize, the connection to the node might be lost,

2. 1 TEAARE) THNBBEERRERENEGRE o
&R Grid Network 1 F B im 48 ER FUAR R 3SR es M BT IR I s RE IR E o IS AFERE SN R I e
BIRBEEAEIRE - MROIAE  AEABBEGRE - AALEESEESER A ARG RENEXTE
BMEE (FEC) 18 o

3. ExF T (£ StorageGRID &5t EFHIZ 4

MRS B UAMETRE o SECAFRALLER -
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a. MRREREGEEZ RN  sABUHENEIRRER BB B 1ZE5 1R o
Admin Network

Enable network

b. INRRFEEEREMFIHMAR « FEN TARKMR B9 TRRER) ZE5HE o

LERF S BRERINICEIZIR I A P RS SR E o

- FR2RK -« REERIBEEREAMMRESEN

HESEHI T

° * Aggregate # lacp *EZEEAN Gridfl A P im4EE o S BASEHERRIEEE —HIVLANEE

EEAY0Z4095 2 FRY(E
° BEAEIRERERActivelH ) ©
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/R

[AnY

®

Link Settings
Link spead

Part bond mode

Grid Network

Enabie network

Netwerk bord mode

Enable VLAN (502, 1q) tagging

VLAN {202 Tq) tag

MAC Addresses

Admin Network

Enable network

Network bond mode

WAC Addresses

Client Metwork
Enable network

Network bord mods

Enable VLAN {802, 1q) tagging
VLAN (B0Z. 1q) tag

MAC Addresses

HArEEE R RS

=
Foced ':. regate\'a

Choose Ficed port Bond mode if you want 1o tse ports: 2 and 4 for the Grid Network and ports 1 and 3 for the

Client Network (if enabled). Choose Aggregate port bond mode if you want all connected ports to share a single

LAGF bond for both the Grid and Client Networks,

k]

Active Backup ;@LAEP (B02.35d) )
If the port bond mode E?Ewe;arﬁeau Donds mist be in LACE {B02 Zad) mode.
%

m H

ENBbdb:42:dT:00 5XEb:db:42:d7:01 ElBbodb 424724 BDBb4b:42:d725

I you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use all of these
MAL addressec in the reservation to assign one |P address fo this network interiace.

&

(O)Indepandent f@ﬁmivmk@ )

Connect the Admin Network 1o ports & and 6. [ necessany, you can make 3 temporzry direct Ethernet
connection by disconnecting ports 5 and &, then comnecting to port & and using link-local IP addreses 1692584001
for acoess.

d8:c4:5T7:2a:24:55

If you are using DHCP, it is recommended that you configurs 3 permanent DHCP reservation. Use sl of these
MALC addresses in the reservation to assign one |P address fo this network interfzce.

| Active-Backup :_@LB.EP {802 2ad) |
If the port bond mode is Aggregate, sl bonds must be in LACF (802, 3ad) mode.

b
R

5D:8b:4b:42:dT:00 ED:6bidb 42:d7:01 BQBb:4b42.d7T:24 5lGb4b:42:d7T:2E

If you are using DHCP, it = recommended that you configure 3 permanent DHCP reservation. Use all of these
MAC addrecses in the reservation to assign ong [P address to this netwerk interface

H—T TR o

NRCEFFrERBIFERRSEL « FAIEEREER - IREE1 D ERRKBEERE

4% « StorageGRID FEREKEEAEENEMIPANL Y — « EMEAZEREENURL :

+* https://services appliance IP:8443*
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FERAE
ESEEIMYREELT A (SG100F1SG1000)
5 & StorageGRID 3FAEIP{iriit

] LAfEFEStorageGRID  (ZIBIRTFEZEVE AR T2 KERE StorageGRID BRFEFEF
HERE TEEN) « 1518 M TAPIEAER) LAAERNIPAMEAERBREDT -

BN ERIIF
ARSI EERAERE ERIRAKEEIKFFREIP « 3(ADHCPEARES LAYIUHE R KA TEER

MRECESEBEERE  F2REBRFEAEREREERIET

1. 7 {SectionApplianceZ4F2,) StorageGRID & ~ #EY* Configure Networkingl (RRE4BEE) > P
Configurationy  (* IP4B&E) * o

tERs g NPAERE) BHm °

2. BEREMBPER « FEEEN MERER BRPIEIFFE S DHCP * o
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

3. WNRCEEEEFAE" ~ SFIKIR T 5D BRER E AR AR
a. {EFACIDRETERAFFERYIPVANLLL o
b. #MARIE o
NRCHIREE R B FIE - SBENHAERBVFFREIPvAIL o

C. MRECEEAERER « FRMTURIEERESERERIVE - H1219000 - B « HREERE
1500 ©

@ MERBIMTUE AT S EREPTER 2 SIS EIRIR PR ERVE - TR » AIAEE S/
MAERE S BEK o
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AESREMERMEE - FAA S EERFEEEGrid Network/ T E LR EHBLHIMTUME © dNR1E
@ B &i25_EGrid NetworkIMTUREEBEZER « BIZ#HEE* Grid Network MTU mismis*&
R o FREMHERERNMTUEERA—EMHER o

d f5—TF (R,

ECEE PR « BN FRRBENRSEEEE -

YNRIEHKEStorageGRID T B EMERIZTAVEL « AR B RAHEFREIPAILLEMEmAURL © 5
U0~ +* https: //services appliance IP:8443%

- FESDHEAS RS FARER B B IERE R o

MREEREFAR « AIFREEREREE - I5ENME S F ARV EZBILREAEER - B
FAtAStorageGRID ZEERF « i BE T EEIERIZEAIGrid Network Subnet List (481848ES F4HRBE)
FE&RIELEGrid Network FATER o

() FouTmRese - MBRERFF A  BITARIESFERICH NetworkRi -

* ARSI SRR MEART 4 RB—IEHNAA -
* BEBRAERNTFHER  FER—TRHRET x

Lgg—T T o

4. YNRITIEEEY* DHep* ~ sAIKER 7! F BF & EGrid Network :

38

a. #EF* DHep B EEIRiRE » BB REF" o

AAEEBEA IPvAuikr) ~ TRE) & IFHER) WM - MRDHCPRERSBREAIERMTUE
A" MTU "I SEAZE « BRUEEmMEE -

THARRERE EHENEMNStorageGRID EEFMIPALLE ~ LUHEA o

b. FesBABIAHBRA T HBRL B IERERAR o

MRETE AT ~ AIREASERREE - 5ENME AR T RSN EEBILREA SEELR - BK
FAtAStorageGRID LR « i BE T EEIREIEAAIGrid Network Subnet List (481&48ES FARRR B E)
hE&HRIELEGrid Network FAFER o

() FoUtTEREsE - MBSREUFRF S MEE  BITARIEESFERIGH NetworkRii -

* AR TR - BER—THERART 4 RE—ENAR -
* REBIRARERN TR « FE—TRIRET %

- MRECEEAERER  FRMTURLEERAESERERRE « $I419000 - B - SHRETERE

1500

@ MERBIMTUEA AT S EIREPTERR 2 ISR EIRIR PR ERVE - TR ~ AIAE S /IR
MAERE S BEK o



BB BAEERIAE « FAMESMAEEE Grid Network/ E_E S EAELBIMTUSE » ISRAER)
()  #25 EGrid NetworkIMTUREABEZR ~ BIZHEE" Grid Network MTU mismis & «
AR EROMTUEE R —EARR ©

a

T

+

5. %

EEE

“fEErL e
MRS SRTEEER (SRR BERAPENFFRE S DHCP * o

() =oxewnEy CUAE NEGEAE) SECREEREN -

Admin Network

The Admin Metwark is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to ke routable between sites.

P
Assignment

[Pyl Address
(CIDR)

Gateway

Subnets
(CIOR)

MU

@ Static (O DHCP
10224 3. 72/21
10.224.01
0.0.0.0/32 +
1500 =

6. YNERMAGEEVERAE” « SAKIB T T EFR E E IR ¢
a. 7T581#% _FAMManagement Port 1 (BIREIEIR1) g AFREMIPVAIILE « FACIDRETRE ©

BIREFIR1 2R EAIEM{E1-GbE RJ45EIZFIBAIAMA] o

b. BMARE

)

MRERERLARE « SFEHMABRBIFFRRIPvALLL

C. MIREECEABERER « FHRMTURUEELBESERERAE « F119000 - B ~ FRETARE

1500 °

®

MERBIMTUER AR & BIRGFTER 2 STIRAEIRIE FPRRERIME - TR - FIRE S MR
AR E BB o
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d B—TF M) o
SICEBIPAILE « EHF AR TSN GEE -

MR AEStorageGRID T B EmMEREIVELR « SHERDITSRAVFTEFRIPAEEHEAURL © Fl
o~ +* https://services appliance:8443%

o REREIBMAI T HBRS B E TR
10 R R PR O R AR BT A T ABRA A ET LSS
() mxmmErcReRERRE

* ARSI R TMREART 4 ZB—IEHAA -
* BEBIRRERNFHER « FiE—TRIRET %
fR—T T*fEfFE~1 o
7. ANERITIEE DHep* ~ IR TP B E B IR
a. JE$Z* DHep BB RE - BERYFRE" -

RFAEEEAA MIPVAfiit) ~ TRIE & r¥£HE§J 1R - Y1RDHCPfRIARER R E S IRIKMTUE
A* MTU "R SEAZE - BERIEE MRS

(RS BI B 58 B B B AT S Storage GRID E2FAIIPAIAE « AP o
b. FeERE B4R T 4B B EFEAAR o
(O B R PR O W SRR BT A T ABRS R LSS -
() ExmmEreRYRERmNE -

AEMEFER - SFR—THEART 4 RE—BIAH -
EEBFAERNFRER « FR—THERET %

C. MREBFEAEIER  SHRMTUBEERBESEREZRRYE « HIZ19000 - [ « FRETERE
1500 °

@ MEERBIMTUE AR S EIRGFTEIR 2 ST EIRIE LA ERIME - TR - AIAE S MR
AR E BB -

d f5—TF MR, o
8. ETRT WP « BT EEN S HPH B R EE A 3 DHCP * -

EERERPIRER - GA7E TEEHERR) BEE LA TRRmER -
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Client Network

The Client Netwark is an open network used to provide access to client applications. including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client Metwiork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static () DHCP
Assignment
IPvd Address A7 AT T 183/21
(CIDR)
Gateway 47.47.0.1
WTL 1200 =

9. MRMGEREFFAE ~ SAIKER T 5P 50 E A P IR ARES
a. {EACIDR&TT AR AFFRSAIIPVALL ©
b. ##—TF T*fFE~1 o
C. MR P iR ErERIER P IE MR o

@ MRERARAP AR - AISERTAREH - EREREEEARFIREREFEE - BERA
AP ImERRE « SR EREME o

d. MREEEAERER « FERMTUBMZERBESERMERAE - fIE019000 - B « FRERRE
1500 °

@ MERBIMTUER AT G ERREPTEIR 2 IR IEIRIR PR ERV(E - TR ~ AIE S IR
MAERE S BEK o

e B—TF [*fiE ] o
10. SNRIBEY DHC* ~ FAKER 54 B8 P S I ABE -
a. JEE* DHop* BIEIRSRTE » B RTE" o

R EENEA M IPV4Afilt*) 1 TRAE) 0L - NERDHCPRIARESREAISRKMTUE ~ BJ* MTU *i§
NIEEAZE - B SEMM:E -

THMRAE R ERE BEENE M StorageGRID E2FAVIPAIIE ~ UHAEER o
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a. DRI IERE o

@ WRERAARIHER « AIESETRERIE - ERBASERAAFIRAERES - BERA
PR ImMERE T ~ SUEASEREME o

b. MNRICEFEAERER « ARMTURIEERBESERMEZRME « F1E19000 - BRI « FRETAERE
1500 o

@ MRRBIMTUEA AT S EIREPTERR 2 IR EIRIR PRI ERE - TR » AIAE S IR
AR RAEE B ©

1ARAEH
SERSMARBNEEAS
AR R AR AR

EREPHEDEBILE StorageGRID MR ETZIFEMNEMA - S5 DS BABMN
BRIBREH ~ FEZ A StorageGRID SRR EFHERE LR (RS RZERNAIPAIY
FIHYEAREE ST o B O] LAEEEEMTUSR E ©

1. %% TSectionApplianceZ #3121 MITHEER S StorageGRID & ~ ##—T T4HAEAEER ) > ™ PingfIMTU
Test*] ©

PingfIMTU Test (PingFIMTUBIE!) EmEBEEIHIR o

Ping and MTU Test

Use a ping request to check the appliance's connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test

Metwiork Grid i

Destination [Py
Address or FQON

Test MTU [

2. AR MR A R ~ BEEVEE RGP | 49 - BIERARI o
3. B AZABRR £ EHRIPVAUN SR MEE %S (FQDN) o

BN ~ R AERR EpingHERE S 2 EIRANRL ERIRZE o
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4. (FIEE) 3Eh* Test MTU* GRIEMTU) #HEEAEL SRR BERCEBMRTIERHAIMTUR
g ~ eI ORI R R B ENRL BN [E) 14 & B RL 2 IRV ERTE o

S B—T TRIEERES o
NRAERFLRBAR ~ EHIR Ping test passed)  (PingRIE@i8) S - A5 Hpingds LH#iH o

Fing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP addrass of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTL

Ping and MTU Test
Metwork: Grid |

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 19.96.164.223: icmp seqg=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms
rtt min/avg/max/mdev = 8.318/0.318/8.313/6.008 ms

Found MTU 1568 for 18.96.1604.223 via bre

FERE
REHERRESS (SG100FM1SG1000)

"""" EMTUHRIE

SEIRIBERBVERER

%7 FE{RStorageGRID = [hNALFEEE « 5FEsEStorageGRID (FER) HEEZERERA
AR ENSE P S A S E B E TCPEHR T EIRIREE o

REMEIETE
EA] LU{EStorageGRID  (fRARZERR) PIREEZEEE « B EREE S Grid Network P Efth &
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b2 FEIRYEEARBES] o

HESh ~ S ET AR EIRAERRAN A P InA8ER b~ DU 7RIS MEBNFSEDN S Al AR 23 Fr e A RYudpid izt bRl 4R
AE] o WIRBLEIFERIFE « 52 KStorageGRID  (RAREIHENEH) SmPRIEHIR2TER o

@ EIRIREARRPTSIRIGrid Networki@?ﬁﬁ@ﬁStorageGRlD FRA11.6.08 ¥ - BERBSEN
BHABRVAE BB R R IERE - sA750 2 R8StorageGRID BRIRRASHY (4BERTERT) o

1. %% TSectionApplianceZ 32y & + #— T StorageGRID T4HAEAERR >*EiRE AR (nmap) *1 °

FERPRER MERsREAlsl) BE e

EIFIRBARRY| N E B L TCPEMMENRIET - $HHEEEMEER « RIFGHHTHNERLEERER
7ZEVAIGrid NetworkiZEIZ18 o

R BURIEE AR P51 e FR 4 B IR B Grid Network R L Efifs 2 IRVEARBE ST ©

2. 4R TFHITUE B « EEUSE RS AVAER | 4888 - SR IR E R o
3. Az IS E —RHIBIIPVELILE ©

g0 ~ AR E R E R S E E IR FRIRE
fEREFIRIEEHLE « WEBHIFT o
4. EATCPEIHESRNS « LUZSROMRAVERIRBE « SERRHE -

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP ubP
Test Connectivity

o #B—T TRAIEERESN o

° YN RFEERYEIZIBE R AAIRELR B ~ Port connections test passed] GEIZIBREAZAIFEB) A2
GREETRIAARIETR c nmapth SEHE Y EEIE T o
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (@.00860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

° YNR BRI TR BB ARV ELR  BEMRIZRE—ESSEENVERE « 8] TPort
Connectivity test failed) CGEHEEGAFHLK) S TEREREEETD o nmapis L H ET7EHEIE
T

FHARIZRHEAIERERBE G Closed) (BRI K& o AN~ BENEFERIIERIENTE
FZEARRE ~ StorageGRID B EIRE LRARMIT IEMARF. K~ GrREGEEE=REERE o

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE
22f/tcp open ssh

80/tcp open http

443/tcp open  https
1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds

° NREER—NSEEIMNVERBRIIEEE RAMERIELR « B TPort Connectivity testkf FAEE
RMEALBRIET © nmapir CEILEHIERIE T

ALBEIRR A TCPERERERER T FRERR « BERRBERNASELRIEEE - ERFERIEE
B~ BIBRRGRES TE&E) ARSI -

() @5 TClosed) (BRIE) fomise .
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 202@ -- 1 IP address (1 host up) scanned in 1.6@ seconds

e
AR ZER]

FREBMC/E (SG100F1SG1000)

IRFSFEAEE FRERIREIEESIZR (BMC) FREN MIRUEERIKAEEN « nl:EBER
TE BRF5FE AL B RISNMPER E A E h35E1E o

HEBMC/ T E N rootZ 5

ATEZEER - B FEBMC rootERAERZEES o

TEENER
EERAPWER SZIENEERIEES -

FAREETL(F

BRLZERAER - BMCEERrootfEAENTARER ( Troot/calving ) o ABEE ErootEAERIENS « 74 HE
RERMEE o

p
1. A P im# A StorageGRID URLIA{ER : +* https://services appliance IP:8443*

$57 THRFS _apply_ip_ipl ~ sATE{EfAIStorageGRID —EEFAEARRR L fEFAFEREE B RIIP Lt o
EMETHIR TtheFREBE %% StorageGRID 1231 BE °

2. BN T IERE > BMCARRE"
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Software*) (¥EX) o
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Installation Advanced -

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Mode during installation.

Current StorageGRID Installation Software
Version 11.3.0

Package Name storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amd64.deb

Remove

e. #H—T 38 LEVSETE L RERENEREN « ABIE— T 2B L ESChecksumigZ o
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware = Monitor Installation Advanced «
|

Upload StorageGRID Software
If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation

package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version None

Package Name Naone

Upload StorageGRID Installation Software

Checksum File Browse ‘
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@ Tha installation is ready to be staned. Review the settings below, and then click Start Instailation

This Node
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Meda name xirgr-8
Installation
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ridwr gnd runming StorageGRID 1160
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - ‘ Configure Hardware ~ Monitor Installation Advanced =

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software
Version 11.3.0

Package Name storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amdG4.deb

Remove

e B—T B B E T HIZREHNHRIEEN « ARIR— T 2B LS ChecksumigZ o

NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced «

Upload StorageGRID Software

Ifthis node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version None

Package Name None

Upload StorageGRID Installation Software

Checksum File Browse ‘
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Home

This Node

Node type

Node name

Primary Admin Node connection

Enable Admin Node discovery
Primary Admin Node IP

Connection state

Installation

Current state

© The installation is ready to be started. Review the settings below. and then click Start Installation,

Non-primary Admin (with Load Balancer)

GW-5G1000-003-074

O

172.16.6.32

Connection to 172.16.6.32 ready

Ready to start installation of GW-SG1000-003-074
into grid with Admin Node 172.16.6.32 running
StorageGRID 11.6.0, using StorageGRID software
downloaded from the Admin Node.

EHAIARAEGEEA [nstallation is in progress » | ~ IE&TR Monitor Installation (Bs#EZest) | BME e

() nRCEETOER BRSEE BE  SRERIE—T [BRRSRE .
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Monitor Installation

1. Configure storage Complete
2. Install OS Running
Step Progress Status

Obiain installer binaries T —
Configure nstlle I Coricte

Install OS
3. Install StorageGRID Pending
4. Finalize installation Pending
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Home Configure Networking -

Monitor Installation

1. Configure storage

2_Install OS5

3. Install StorageGRID

4. Finalize installat

ion

Connected (unencrypted) to

platform.type

[ZO017-07-31T2Z:

ontainer data

[Z2017-07-31TZ2Z:
[2017-07-31TZ2Z:
[2017-07-31TZ22:

[2017-07-31T22:

-07-31TZ2:

09:
09:
Q9:
09:
09:

Q9:

Device or resource busy
12.

12.
1Z.
12.
12.

1Z.

QEMU

3625661
3662051
3696331
5115331
5700961

o763601]

of node configuration

[ZO017-07-31T2Z:
[ZO017-07-31T2Z:
[ZO017-07-31T2Z:
-B7-31TZ22:
-07-31TZ22:
-07-31TZ22:
-07-31TZ22:
-07-31TZ22:
-B7-31TZ22:
-07-31TZ22:
-07-31TZ22:
-07-31T22:

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
Q9:

12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.

5813631
5850661
o883141
0918511
5948861
5983601
6013241
647591
6078001
6109851
6145971
6182821

min Mode GMI to proceed...

1THEB1071E « FFHEMBIENEE -

Configure Hardware -

INFO —-

INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

[INSG]

[INSG]
[IN3G]
[INSG]

[INSG]

[IN3G]

[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]

Monitor Installation Advanced -

Complete

Complete

Running

Pending

NOTICE: seeding ~var-local with c
Fixing permissions

Enabling syslog

Stopping system logging: syslog-n
Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the fA
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Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON

JSON Browse
configuration “ )

Node name - Upload afile v

EIECE HEZ AR JsontEE o

a. FEEFE o
b. M BEEAEZE ©
c. #EHY* TOpen* (FAER*) 1 o

ERE LEUNERE - BEEFTAR - ERLE SRR BT -

AR JIsontERZMIMHREE S TLINK configl ~ rnetworKSJ FMENEES ~ ERISEERE
() ammzEnEs - NRCEIHENIEERES | AERIEHEEBRENE P
7 —SHMMARREEURL

65



Upload JSON

JSON Browse appliances.orig.json
configuration ; )

Node name --Selectanode v

MERGRE) THIUBEGEAJsontERPERNIRE R

@ MBEREY - ERLBILUALICRET « TR BRIEERERNE - BUERIERERE
FREEE o & LUER ConfigBuilder RFEIRIER B MAIJsonfEZE o

4. 1t TEREATE) THITUBE SNSRI, o
TERJsonfBRE ) #ZERERA °
Upload JSON

JSON Browse appliances.orig.json
configuration )

Node name Lab-80-1000 v

5. EEVEFHJson#HARE* o
IARRE B E R ANV ERES ©

£ configure-sga.pyiE < 15 BB LI K% E FE S B R,

CRILAEA Teonfigure - SGA .py) $5<H5REB{EStorageGRID SFZ AR ERRER
MNZEMARTF - BREZEARETESIENE - IRCHEAERFHERERT - ILi5
LHIMRER - CHUAIUERECHBREL S ERREHREMJIsonfEE
ERENES

* EREREEREEMETD  EIRELHHER  LEFRMRER

* BEffMAStorageGRID (BEMAREARERN) AEEERMAREMRBEMNIPAIIL o

* MRCERETEERMBS - B EIPABLE -

* MREELERREEMEE - MIENELTREEMES - MBLMEHIPAL -

* BN T E2EEEMBUSMIFTAEIRS « StorageGRID FiBE%ITE MOraclefEAEEZERIPAL) BEE L
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AIGrid Network F43E& -~ 3BT = EEIRHZEAIGrid Network Subnet List (488488 FAREREEE) HES ©
* BT lconfigure - SGA.pyl 1EX c IERXRZESELZERIEF « AT StorageGRID — F 2%~
1 > TEEREEREESHE ) (X)) KER -

@ IREFERRAEEFERMSHN IR ERERE o & - EhA L £HStorageGRID  TIHAE
A2 ZEREXKBECLERE o
1. B AL ARMITPythonts S EMILinuxi&ss -
2. NBIESHE AN — MK REERE « SFRA TGS -

configure-sga.py --help

Fconfigure - SGA .py (R7E- SGA) 15SHEFEAREFHS -

o RS THEERT AR EREStorageGRID HINSEFEFREEE HE) ~ BEBMCAERS « UKBEI O I EREE
B a4 RERYJsontEZE

° BRERAIDIER - EIRL R BN ERY M4ERS)

° Tinstall] BA%AStorageGRID #1T%4E

° BoirStorageGRID LRy ME51EE |

o TEFFEH) UEHBIEREE
MRTEMATFRST CERS - BT ~ L8 ~ BRI EMR) 5180 HEWA Thelp” (GREF) BEIE - &R

FEIFENRBEXF « FHRAZ T <Pl ARYER © + lconfigure-sga.py F @8 <-help' (F #<
-help") J

3. BEMIIEALEEMMNERAER « FRMA TGS « HP [SGA-install-ip) 2FERLEE &R pIEMIPAIE
. + lconfigure-sga.py configure SGA-install-ip ]

HERETRENERIPEN « @ETESEMMAIPAIL - DUREIR « 8K A P inAARAERER o

Connecting to +https://10.224.2.30:8443+ (Checking version and

connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/networks... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-config... Received
200

StorageGRID Appliance
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Name:

Node type: storage

LAB-SGA-2-30

StorageGRID primary Admin Node

TiPg 172.16.1.170
State: unknown
Message: Initializing..
Version: Unknown

Network Link Configuration
Link Status
Link

Down

Link Settings
Port bond mode:
Link speed:

Grid Network:
Bonding mode:
VLAN:

MAC Addresses:

Admin Network:
Bonding mode:
MAC Addresses:

Client Network:
Bonding mode:
VLAN:

MAC Addresses:

Grid Network

Speed (Gbps)

10
10
10
10

N/A

FIXED
10GBE

ENABLED
active-backup
novlan
00:a20:98:59:8e:8a

ENABLED
no-bond
00:80:e5:29:70:f4

ENABLED
active-backup

novlan
00:a20:98:59:8e:89

(Static)

CIDR: 172.16.2.30/21
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1
Subnets: 172.17.0.0/21
172.18.0.0/21
192.168.0.0/21
MTU: 1500
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Admin Network

CIDR: 10.224.2.30/21 (Static)

MAC: 00:80:E5:29:70:F4

Gateway: 10.224.0.1

Subnets: 10.0.0.0/8
172.19.0.0/16
172.21.0.0/16

MTU : 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

S i i
#HHH4 If you are satisfied with this configuration, FHHH#
##### execute the script with the "install" sub-command. #####
S i i

4. MRECHFEEEFERBERPERE  55#H Tconfigurel Fan<REMBLEE o FIU0 ~ MRIECEERKER
HERNEGETEEIRMEMIPAINEES 1172.16.2.99] - BHMAMUTHS | + lconfigure-sga.py
configure -admin-ip 172.16.2.99 SGA-install-ip

5. MREERFEREBAREMDIIsontEER  FAERERH MEMER T o AWl - MREERIPALE
% TSGA-install-IP) HIFERIEBEREHEHZR% Tappliance-SG1000.json) FIFEZE  BEAUTHS © +
l'configure-sga.pyEPS- N 1E R EFAALEE-SG1000.json SGGAZEE-IP]

BEERERNJsonEZRER ANTIECIENEREE

@ BEMRESJsontERTWEEBHLBETHEAKERBAER - RIFCECREENEH
& - M B2 ##StorageGRID MILEAP| ~ BRI ME ILIEZRETEASE o

6. EICHRBEERIIMER « AEMA Minstalll # Tmonitors) Fam<LRLZEBERESE | + lconfigure-sga.py
install -B53% sgA-install-ip_|

7. NRICEEIEENRE  SBEMALUTHL ¢ + lconfigure-sga.py reboot_SGA-install-ip_J
HEh1LStorageGRID 2 EINAE
ERESTHINERRL 2 18 ~ WAL B &b StorageGRID BREZ R ©

CRENER
TR L2 R HEPFSN TIERNUE -

TERATE AR
configure-storagegrid.py Pythonis <SR BENCAERE
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ERATE sRAR
2% 7E-storagegrid © same.json BARie< B f4EREE
2R E-storagegrid ° blank.json B SIS EECERNZE B 4EREE

* GBI Tconfigure - storagegrid © json) #AREAE c BEREIUILIEE ~ AT LUECLEGIAARERE ( Tconfigure
- storagegrid ~ same.json] ) HZEBAERERE ( lconfigure - storagegrid ~ blank.jsony ) °

FAREETLF

ERILUER Tconfigure -storagegrid * pyl Pythoni&<B5#1 lconfigure -storagegrid - json) #BAEHEZE
14 StorageGRID &R R #ARVAEREBENE ©

() mHANERRERG EEEERR K 2EAP .

1. B AEAR#MITPythoniE S BEMILinuxiias o
2. IR E TN EEEENELR o

%0 : + TCD StorageGRID-Webscales -~ VERSION / platfor
Hrh T platform) & TdEBSJ - Trpms) 3% TvSpheres ©
3. MITPythoniE < EHML (B (R I RYARRERE ©

fugn

./configure-storagegrid.py ./configure-storagegrid.json —--start-install

EDRES
AEEBRERPEEE—EWEEN [zZip) EE » URETHECHTRERERREFNESP - SBARHD T

WIEEM) HEZE « LUEStorageGRID £ —EEZ BRI EFEEIERT « IMIEZ R I « SHERZIZE2HE
PHERIE - URZENEIRHFUE -

@ HAREMEERER - EAHEPE I AR StorageGRID ZAMRISERNINBEHBANE
B o

MRCIEEEEERBMEDNS « G EREE TpREE) 185 « ARTH1FEStorageGRID ERIRAEFTFRAVEDS
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FHHH AR AR R
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#4 ./sgws-recovery-package-994078-revl.zip #h#H#
#HHH4 Safeguard this file as it will be needed in case of a FHHH#
#HH#4 StorageGRID node recovery. #HH4##

R A A A A A A A AR AR AR AR AT RS
AR EERATRET A SR ZERRELHIRLAR o StorageGRID

StorageGRID has been configured and installed.

ZHEREST API4E2E

REMEREST APIZRMITRETIE | (ZIRLE) APIN (IEFEAEIERRAE
) API o StorageGRID StorageGRID StorageGRID

5 MABAPIERE A SwaggerBAMURIAFEAPITE & SRIBMHAPIS 4 o Swaggerm] :ERI2E A EFMIEFARASEFEREN

EHEAPIE S ~ RAFAPIZ{AICIFE 2 EHEIR o AR EHEZEEWebiFiiMJson (JavaScript Object
Notation + JavaScript¥)f41Zsc) BERHER o

(D TEERAPI BB RITRMEAAPIER AR RANRFEE o S/ WOARESERMIET « ERTSMIPRAERE
BrlaEMER o

S{EREST APISs <& B ZAPIFJURL ~ HTTPENE ~ (EfAIAESEANURLBE « UKTEHARIAPIEIFE o

£API StorageGRID

28
EET—HERTEEN—ERRR URERENTEEEIEMMINER « ZA5EER ThRAERZEAP
1 StorageGRID StorageGRID ° ZE#APIR[EBEHTTPSHEGrid ManagerfzEX ©

LEEFENAPIXMH « BRI T EEIEMEL EHNREFEE  ABIINRERSPEEE Help > API Documentation * ©
(FENEZEAPI) B3 T5%E © StorageGRID

E

ABRE : BEEMIRASRAPIFERARIIERE o A LUF HZhRAS PSR B E kR4S EZ2APIRRZS

* * GRID *-MA&EMRAREIEE o (SR LIEVS I ERARRE « BEIEERFEER - ERE0 7R « BT
B ~ LURNTPHIDNSEIARS] Pt

. Eﬁﬁ%&i ENRLEARAVAERE(FEE o IC LURBVEMSENRE S B ~ MIBRABISENRS « SREMIASENRS « WRAREMENRS ~ X
RS ERRERYAERE o

* BERECE-BREEFE - CALIBEBEREEFE « WRRERECEFRAUARAE

* RIE-EEEERMIEIRIE - LA UEREN « LEMEEN - RIBWIE « URIEHRIMIEEERIRAE
* MEEM-THINEEMHFRIFESE -

* IhE-IHEEARRVABREIEZE o EAIIURRIL ~ 1848 ~ MIBRRAECR A8
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FERTE X Z 22 LAPI StorageGRID

f&aI AT TController_IP:8443) iB3EHTTPSTZEEY (SetsApplianceZ2£F2LAPI) © StorageGRID

LEFHIAPIX M ~ 5578 EStorageGRID FERZEE £RY (Some Appliance Installer) (3E30) ~ SARMETHEERS
FRIEEY MHelp*s (§RBB*) > M APIDocs) (*APIXfF) o

(ZiEEREXEREXEATFEILAPI : StorageGRID

* * Clon*-3RE I IZH i REE AV IEE o
* % EEMERIERMNEREREE -
* PERSAHRE-TEMINNEERS L RE RARERIEE o
% REBERAREREREEIE RN o
-BiGrid ~ BIE K P inAE R 40 AERARY/EZE StorageGRID ~ BANRERAREREARKEERZIRR

* BE  BBVIREARERESTENEE  GENEARENKEN T ESEMIPHER o
© XIB  ERRENEHI SR R EVS SO BRI o

© FHR-EIFH R FE R B RRSAERAAVIEZE o

* t{&sg- F{#StorageGRID B LIEEREIZMIEE o

SRS HEARIERE LA (SG100F1SG1000)

MRELEHRBEIRE « EA T RRR ArERe s E =R BRI R 2 HHRR S 5T
REE -

Wt

"

[gige

TR FE RS B AR ACEE
ELREAREMER - BMCE i H— RIS - LRI EZREBMCERERIBN
B CEZES EIERIELENHS -

CRENEM
* EREANRIFEBMCERRR ©
* MREBEFEALANLFS (SOL) ~ mBEERIPMI SOLEZESEAREIREEE

1. SFEE T EP—ES ARIGRE AR E LGB 00RHR A « TLULEFRRRIRE ©

K

& WERR
VGAZEESR * XIRVGARE:1R23
* VGALEAR

KVM * RJ-45484%
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HiE WERR
FFoERR * DB-9/F54E4R
© ERFYE IR

FRRFEE © ERFYE IR

B EFERANZEVCAEES  ARIT TSR -

a. [ AEVGATIREMN B RS EIEE R E T EAIVCAEFIE o

b. #H1REE1R 2 L REREIAES ©

- MRIEEABIZBMC KVM ~ :FHIT TP ER

a. BIREBMCEIREIZIR « ABE ABMC Web/TH ©

b. BEIE-RIRIEH* o

C. ENBIKVM o

d. ISR EEREL 1R as EAYHHS o

. MRIERN Y EZIBMLIEE « BRIT TP
BT E R E S EHIDB-OFFEFIE o

b. 5 115200 8-N-11 :R7E °

C. ARFIENTERFF 4% it L AIHS o

. WRICERARZESOL « FFRIT IS ¢

a. EABMC IPiitFNE ASIEELRZEIPMI SOL ©

() WREMREEBMC rootiEFHE - BIRBFRRMEAS Tcaling ©

lipmitool -i lanplus -H BMC _Port_ip-U root -P Password sol actactuate |

b. HAR E#E F 7 AL UH 14 ERIAES o
A EARREHEMBIAS -

12 TUHS S8

e FRRIETIBERE -

HP %?E%ET‘ TREMARNEFR (NIC) FREEREEEE
KERE ERFREENR « RMIEEEWRK -

FP RS F A RBREENIRE S TTAY © 1ZH83 2 FRYEE

ARFSETEREN ©



12U &R

EER A IETERE IR A StorageGRID FyZREEE ]} o
4 HEERIEFEBITH o StorageGRID
HA #17 o StorageGRID

g

ZEXBMC T E

AR R AR ERIEER S

SNR e R 25 R FERCERER  BMCESCErERR NS o« RFBE ~ WaJLUEABMCT T EER
S LEFEERAURS ~ AR ERMTSIRSFI S ELABRRRE

TEENER

* CERENAIFEBMCERNR °

1. #BMCERIRER* BIOS POST Code* ©

2. BRI B RIS SCAT RS & -
MR FHME—SEERAES « SRR SR BRI S 1R LURRR R -

25 eI

OE A EI 0

OxOF RS R EA

x50 SCIEREVIMR1EEEER - O IBRE AR BN IR RER
A o

051 SCIEREVI4A1E8EER - SPDBEEVREN ©

x52 SCIBREIIA{CEERR - EMAVECIERE A/ N\SEC IBREIEAE
TAEFRT o

x53 SCIBREWIIR{EEERR - RERIZIR HRVECIERS o

x54 RIEEMIECIEREVIA1LEER

x55 KL TR
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12U &R

x56 FEMHICPUSER SR E

x57 CPUARMERF

0658 CPUBFRIFRM ~ SRIAEZE £ CPUIRENEEER
x59 HAREICPUSSES ~ SRIMFE BT

0125A REFCPUSERR

x5B BIAERERPPI

0x5C Peif&E:BMC B AIE KB

xDO CPU#I%a1EEEER

0xD1 1EHEMIsA bEEER

xD2 South Bridge#Jia{b#E5%=

xD3 A HRIBERIRE R EEH

xD4 PCIERECEHR - BIRTE °

xD5 2 A=A AR ERREIEROM

xD6 BAF RN ES

xD7 KA EEERALSE

xD8 EHEREM

xD9 A PIMIEIERF S SHER (LoadimagefZ[EliEES)
xDA FEEIEA RN (StartimagefZ[EliEzR)

xDB FlashE#Tocf

0xDC EAERAEREHIHE

xDD DXEPEEEBMC B F Al kB



12U &R

xE8 MRC : ERR_no_memory

OxE9 MRC : ERR_LD_Lock

xeA MRC : ERR_DDR_INIT

xEB MRC : ERR_MEM_TEST

xEC MRC : ERR_VENDO_SPECTRY
xED MRC : ERR_DIMM_compat

xEE MRC : ERR_MRC_#8 &%

xEF MRC : ERR_MRC_strstruct

xFO MRC : ERR_SET_VDD

OxF1 MRC : ERR_IOT_MEM _%E &
xF2 MRC : ERR_RC_INERNERY
xf3 MRC : ERR_INVALID RED_77EY
xf4 MRC : ERR_SET_MC_Freq

xf5 MRC : ERR_Read MC_Freq
x70 MRC : ERR_DIMM_channel

X74 MRC : ERR_BIST_Check

xf6 MRC : ERR_SMBUS

xF7 MRC : ERR_PCU

xF8 MRC : ERR_NGN

xf9 MRC : ERR_Interlet_ferress



iR ELTF E (SG10051SG1000)

N RIS IR ABAR IR R E B R ERATT R FIEERIE ~ BIRRERAER (IRERK
472, StorageGRID °

TR
1. BEIFEREE FRILED ~ LUKBMCHEERAI B A TEsR1CHE o
2. MREEEHREENIGE) A AR MBS -

FERAER
WA e A B RRAL RS

WA e A B AVEEER RS

SEHPEERRE (SG10071SG1000)

2R StorageGRID EZEBEZFEZFREE « LEZATIHIMEETEDER
BILEGERARKE

MRECEFERERBEPER TR RREE « URERRREEARMINTTR °

TR
1. BEREARENIPAAtpingFEALEE © + ™ ping servicesfEFRESE ip*)
2. iNRping’RBEIFE « FFRERIEERN B IERNIPHIILE

AT LATEGrid Network ~ EIEMER A P inEE L £ A EAEERNIPAL -

3. MNRIPAULIEFE ~ AR ERFEELR  QSFPISFPULEEER « UKRMERRRTE o

4. MR BEFEGRRE « Eral U ERBEFEGEERAELEREIP 1169.254.0.1] ~ iR EEEHISSAIERARRS « I
IREEFH o MNFEHMIET « AP PEE2 FHStorageGRID EmZEEFE o

NRDEAMERREE ~ SBBHE RS IR EBFT -

5. UNRpingMIh - AREARERIESS

6. #j A StorageGRID URL for the URL for the EASEUREAppliance Installer:+*
https://appliances controller IP:8443*

BERNEETREE o

EHTIRARIINER T 2B RS E A% E StorageGRID

C R REFE E1E StorageGRID #1T (SZERBEAREANFRE « ENRERFEAEE -
HIan ~ MNRLZEKXY ~ EAI R EENMRBRTGERAKE -

R BIET(F
R FEERANIRGEAEEHR{TStorageGRID (STEREAEXEEAEXREREIREREENER
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LT  StorageGRID WA R ABIENF « AA#EEBERZILRZARINetAppEAEEZEIZT o

S
1. # TSing Appliance Installer; BJTHAERF!StorageGRID & ~ ##—T RS > TEHHBIMIEHIZS o

MR IR TERRFMIESRIZR) Bm -

2. {¢ Tthe Some Appliance Installer] StorageGRID ##—T &R > TEHEMKITESIZE] -« ARENTIE
FR—{E 1S -

° IRV BRI E StorageGRID SESW* ~ LIS #TR(ENZERISS ~ M EETREEFMARRE - IREEEHEE
BIVTFE T » MEFIT RN MEIER(FE  5FEBULEE -

° ERUEMAMEA MR  LIERENERIES « EERRITEEET o (ILEREEERISENE
HIREAA o) WREEWNMARERZAFTZAMHR M THMAEEFE « SFEBULER -

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Controller |

e e

FRFZFEFR B S SRR o

EERREE

TR REREERB LRITHERF - AHFHREFRREAEEEHZESStorageGRID i
REB(ERFBIRBENRL S EIRERS o

BEREEENMHEEET
BRI REENEEERER - TR TR ENHEERERS °
REENER
* IS (ERE AGrid Manager 2 iER4HE 2528 o
* WAH T##E) I MR FEUER - FEFAEN ~ 2R (RIREIEStorageGRID THAERVERER)
RAREETIE
1R/ D EIE i StorageGRID T ~ iR ERBRERNENEEEN IR FRAEERARIHEN
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() EEEEAT - BRRERARAERARSERISSHER SRS 0rageORID MR R
BOAEIE o

HER

1. #¢Grid Manager/#HY* nodes * ©

2. RENRAEEABIARIRIRF « AR EEEER o
3. EECT{FR5|1EH o

Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. Reboot
Maintenance mode
Places the appliance's compute controller into maintenance mode. Maintenance mode

4. BB AR o

PEENFRRFESDE SE /T 1R ©

Enter maintenance mode on S2-10-224-2-24 X

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.
If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase

o MABRICERBTE  AREBEACHRE"

EEHIF—ZAFNEStorageGRID ~ £13F Request sent] (ERBEHE)  TSting the Sfory  (BELEHIT
) # Trebootingl (EFMEEN) -~ RTMEBIETTHREAMERINDEE o
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80

S$2-10-224-2-24 (Storage Node) 2 X

Overview Hardware Network Storage Objects ILM Tasks

Reboot
Reboots the node. Reboot I

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention

Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

I O Rebooting..

HEE% Ejfﬁ\n& * _tﬂﬁ\‘gtlj}ﬁ_ JED’L-‘EHI%\ §|JtHlu\ﬂ%I§EyStorageGRlD <<§%B§FH$EE_t# *EDE
HHURLY ©

$2-10-224-2-24 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node. ‘ Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.

o This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

e https://172.16.2 24:8443
» https://10.224.2.24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.

A E77EStorageGRID (M RERERN)  FRERRAERIURL ©
MBI ~ A SR ESIEREREFRIPAIAURL




@ MRECEHFEGIEREENEIEEIZE « sA3FA https://169.254.0.1:8443° 1 1%
EXStorageGRID NetAppfEAIEE LR Bl °

7 W (REREREEREN (the A REM) @ HBEMBRNAEEE o StorageGRID

A This nodesis in maintenance mode. Perform any reguired maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. MUTIEMWERMEET(E o

9. SERRMEETEZ 1B ~ sAfEREEEN L MBI EEEIREIEZE o 1€ Tthe Some Appliance Installer
1 StorageGRID #EEY [ERS>*EHEIMEIEHIZS*1 ~ ABERN SR EStorageGRID *) ©

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a coniroller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID l | Reboot inlo Maintenance Mode |

BB SN ERINABKR A SEREZ200 205 E - SRR EMFAKE T - BEFEEE/MMAGES
#5:2[EIGrid Manager o TEi%) HEFETRARENMNEEKRE (BET) - KRLBETRERERS
AARE ~ EERRGE R EME o
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= N NetApp | StorageGRID Grid Manager earch by page titl Q @v ARootv

DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

R A RARAZE R 25584 5! LED
RS EEM SRS EHAILEDAI R « UBBEERFOKEIRAEE -

CRENES

05 S B BBOHEHISSEBMC 1Pt ©
1. FZEREEHIESBMCATE ©
2. mEFERHMA o
3. BB HEC « ARBIBTEIE o
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Server Identify
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1. BERENEEEE  BRMERER :

(D cuEBATIRERNHS « LUEHIEBEOR - ERERERRER A ERERIEX -

a. fEAPuttysi Efthssh R iHE A AR EES
i. BMATHE&S © Tsh admin@grid_node_ip'1
ii. # A Tpasswords.txt) #EZEHFRFIRERRE o
iii. &g A THER LA Eroot ¢ Tu -]
V. #iA Tpasswords.txt) #&ZEHFRFIRIEZRE o
WrootB AR ~ 1R S EFAH M4 o
b. RARARRFSFERLEE & +* shut-h now*
IEE S EIAERE 10§84 BETERK ©

2. BERATIHEHP—ESE  MPEETIRERER -
o BEEMIEEMEIFLED - ERERERAE ©
AEEBMC/AEN MERES) BEE - MRIEECREA -
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* BB BRMERE -
* FAEMBEERR EREMEEL o

RIERT(E
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1. EERBENHEEER  ARFERER
a. BEAMIRENE, -
i. MATHES © shadmin@grid_node_ip'1
ii. A Tpasswords.txt] #&ZEHFTFIBERS o
iii. &g A THER LA Eroot ¢ Tu -]
iv. B A Tpasswords.txt] #&ZHFTFIBER o

BlrootE AR « R EHE ) BFEHR T o

b. BEEARME © + BAt&-h now
2. AEATIIMER 2 —KERERERES SR
° ERIEANERENELEDE IR
° BMCHER MERZEH) BEEFRREECHN
3. MR StorageGRID 1% 5| FEFAE BV ERADHCPREIARES « 55 £ HTDNS/AEEHMIPAIILERTE ©
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@ RHBRMEERE ~ 5A70HE ~ BE - KRB LEBR -
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5. WEETFE RS B B 2L HIRTEGrid Managerd ~ B REEREAER o
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R REITEAR « AR GREANAMR

6. [ THECAMIEBLEE BT RIS o
7. MRICEEHMEERES « FEED 26 UERE _EEIRHEAESS -
8. BHERGEREEMMNEETIELER o
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FARFBRAEEPNER

IRFEAEER/\ELAERS - MREP—ERBRE - KAREIRER « LERERR
BEERSER -

CEENER

89



* CEREIRERREE o

© BH BRMERE -

* CERSRHMEARERRILIT -
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FHMEARE - BAFIERRKENR o

EnaRBEEARENESE - RENEERER LETE « BeHEBESAEAR -

() mEERESEThSESTHE—ERR - BLERTaaTERES .

1. BEREREERER  ARMAERER
a. B ANGIEENES
i. BMATHEHS © Tsh admin@grid_node ip'1
ii. A Tpasswords.txt] #&ZEHFTFIBERS o
iil. A Tan< U Eroot ¢ Tu-J
iv. A passwords.txt) HEZEHPRFIAIZREE o

BlrootZ AR « {RnEHE M) BFEH M#) o

b. FARARRFSFERLEEE  +* shut-h now*

2. AFERATIMESE2— « ERIRFSEREENEREREA
° EmEANERIETELEDE R
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3. EMWHIRPHIY -
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9. BIEERMERL « ARZT12HE « REZEEEEIN
10. BARRFEFREEEEIR « M BRI HI2RLEDAIBAI S o

fEFBMCY M EI 2R ESHERIARRS ©

1. FEERFEA R B E B HIRTEGrid Managerd « BREEREAET o

SEIAARFS R A B P AVHAIRE

ARFSEREE FRISSDE & StorageGRID TABRITER R o LI « EXREBRTEHEIE
#iEs « SSDE B FIEIXECE: - EEMERERRE o HIREERARAIDIETERST « LUEMH
IRINAE - MRHEP—EHEEMESE « LORERER « LURRRBIE

CRENES
© 15 ERMERE o
+ {CERMERELAE | BEELEDISTIE 2 mpItE -

@ NREBIFTIFIER R « PSR ARERNR o F2RRARSIERERE R ER
MERAE °

* CEBSE HRIER o
* KEESEENEFRIRFE -

1. BB HIR N EAILEDR T 2R B -

T AT LUfERA Grid ManagersREZESSDRYARRE o BEZEIRL" o AREIE TRMEEIRL) > THERS ) o WNSREAR
Witk « T'Storage RAID Mode (f#7FRAIDIER) | H SRR BMERL IR SRS

2. LR ERTERISITE R IR BTSRRI £ YRR EE TS Bt £ - BRELHE -
3. TRBE RN EE « UREREERKIEFERKTHNRE L -

HEPTA BEME -
4. BT ERERARE_ERREIURER o
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I, Press tha
redease button

= N Attertlipn. Ensune
= that the ey handis
is fulty apen before
you altempl o slide
li. Place the drive on & the drive cul
static-free, level surface.

HHRE ERVIRIE S S0 FARL ~ MR S1EIBIERREM -

o fTRER « RHEIRE L - ARREREEFERKTHRE L -
6. TEHREIARLBRIE TR A LRI IRAE Z A ~ SRSTIR TR

BT ER o

ii. Cloze the drive tray handle
Hode: Do not use excessive force
while closing the bandia.
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EHERE TR EBAR - R 1R —8-
HiER S BB T RHERE RS BRI ER o SR LUIERGrid Manager RIRE BT ERVIRA o FE GRS
*o RBIERE TRMBEIEL) >* TFERE*) o Storage RAID Mode (#7ZRAIDIER) I gRER NEEERE)
B BRI EERALE

8. UNTEEAMERRYL « SEBHAR BT SR ERFT -

PRS2 1R EBPIR fR (AR [ ERPERARR IR TS o

S EIRFRAEEREGHER

TANESERFFERAEEN X EREGER o A USEEZIBEGEIET « HIREEE
BB AE IR o

CRENES

* BH RREEREERT -
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RANEEIIE
SERBEAREN N AREEHEREEEE :

s BeEiEmnEaER Nt TEE) B85 TAggregatel ~ 5ft TAggregatel EA EE
BB R EBBNEEALACP ~ IELACPE B A EENHER

* EUFAEFFAVLANIREE ~ SUEEVLANZEEHIE

C BEELERE

B

1. ¢ (SectionApplianceZ4£#23) StorageGRID H ~ #EHR* Configure Networkingl (GREAEEE) > I Link
Configuration] (GE4E4EAE) o

NetApp® StorageGRID® Appliance Installer

Home Configure Networking « Configure Hardware - Monitor Installation Advanced ~

Link Configuration
Home IP Configuration
Remap Ports
Fing Test
Port Connectivity Test (nmap)

@ Th

Review the settings below, and then click Start Installation.

2. SHEEARRITIT RS o
MEEEN SIS « B20 LB o
3. BIEHFEIEE REHER BT TH#E o

IRICE B FEARAVARREELS « TIRE R ARELR - MREE1DIERNRE BME
() @ StorageGRID sAfEFERAMMBEBIEMIPAALY — « EHHARMEALBRURL :
+* https://services appliance IP:8443*

4. HEARENIPAUIBE TV EREE o

MREEETVLANKTE « HRENFHEROEEKEE - IRTCHELTRAKENIPAIL « F2H £
TE StorageGRID AFAEIP{LL o

S. fETHAERFIEEEY T4ERRAEER>" Ping Test*) o

6. EAPINgAH T AREEREEMMAR_LAIPAL « ELEMR AR IETERERAKERFMrESHA
BEETE -

BRT IEERITREREMAIE Z 5N « BRI MU ping = EIREBEAIGrid Network Pzt « MUKk ZE/D—I(E
HANEIEEAIGrid Network IPfIZiE o MNEXE ~ 55RO E MR EERTET « WAEEEFIREE o

7. —BICHSELHREEIEFENE - AEMEEIEIEL o & Mthe Sof the Sof the Some Installer] #EHY 3
FE>*EHTFAIER2% ) StorageGRID ~ ZABIERN 7| HAh—(EEEIE :
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° VBT EStorageGRID SESW* ~ LIEHTRIENZERRS « WEERERIAME - MRS EHEE
R TR IIE « WG RHFMEEREE « FFERULEE -

o ERUEMAAMEAMGERTIV - LIENRENERIES « EEIRRITEEET o (ILEREEERISENE
HIRIEAA o) WREENMABERZAFZAMHR DM THMAEREFE « SFEBULER -

NetApp" StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Uparadse Firmware

Reguest a controller reboot. Reboot Controlier

K ESMEMAEMMABRAIERE200 ENRRE o A2RSEMRLE TN « BEREEMMAR
% ~ 553R[EIGrid Manager > 8% BEBETEAKENMNESRE (BET) - ®RWRBEETRE
RIERFIREE « BEREEREREE -

= N NetApp | StorageGRID Grid Manager Q @-v ZRootv

DASHBOARD
ALERTS
e\ OC
NODES O e S
e
TENANTS . N .
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION n
Name = Type = Objectdataused €@ %  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%

DC1-ADM1 Primary Admin Node 5%

DC1-ARC1 Archive Node 40

DC1-G1 Gateway Node 2%

DC1-S1 Storage Node 0% 0% 12%

DC1-52 Storage Node 0% 0% 10%

T VY SV D VN I D S RN PP

HEMTURTE

TR B AR AR E MR E P RFIEREIMTURE

o
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R EIEK o

AHEBRENIRMAE « FrE B2 ERFETEE Grid Network/ T B La& ELELBIMTUME © 1R{E 3 &H2s
C) L Grid Network IMTURER RBEER * RIGHEHH" Grid Network MTU mismis*& 7R ° FRA#EER
FEMTUERA—EMER o

HELBEMTUREMAZMABEARERNR « EAEEIPTA -
YN StorageGRID E#JIARERAMAE « TR RN EEMRIARETIZ LRE « ERAEEEIEEMTURE °

FERSEIPTESEMTUSRE

CRENER

© [CRILAGER MRS HEZE2RfER TE@EIP) TR

FIREEIPTA « WKEBFFAEHRMTURE £ EERERHAAR o

ERMHEEEEEMTURE
MREAEREBIPTATIEERTE o EAMEERIIEEMTURE °
CRENER

© BF RRBEENEEER -

1. #¢ (SectionApplianceZ#£721() StorageGRID # ~ #EEY* Configure Networkingl (GRELHE) > TP
Configuration] (* IPAERE) * o

2. ¥Grid Network ~ EIR4ERA B P inERHIMTUR EHEITETEREE o
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal

- BCHRERIIMEE  SFERR#E
. EFERENENEL o 7 Tthe Sof the Sof the Some Installer) #EEEY MEME>*EHFAIZHI2S* ) StorageGRID
ABIERN T T A —(EEIE -
° BEEV E B E StorageGRID SESW* ~ UEHRNENIEHISS « W EERRIERIMALEE - MRESTTAEE
B TR - MEEFEHMIRIEIEEEE « AEDULEE -

° IERUEMME ARV  LIEMRENERIES « ERIRGRITEEET o (ILEREEERISENE
HIRIEATA o) WREENMAMERZAFZAMHR D THMAEREFE « SFEBULER -
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NetApp” StoragaGRIB' Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot. Reboot Controller

4B BB ER ARSI SR E207 BRI - EEMNEMAKETH - BEEEHMAR
& ~ sA3R[OIGrid Manager o TEi2Y ) BEEMERATERESHEMNIEERE (BETR) ~ ®RTEELTE
RYERARAE « BEIEEEEF T o

= WM NetApp | StorageGRID Grid Manager Q @v ARootv

DASHBOARD
ALERTS
Nodes
e 3
TENANTS . N
View the list and status of sites and grid nodes.
ILM
o\ Total node count: 14
CONFIGURATION n
Name 2 Type = Objectdataused €@ %  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-S1 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
L S U e T SRR NP

BRI
&E1¥StorageGRID

1 EDNSRI AR 4HRG
TR ENHREBIRAKENEREANBELERL (DNS) [ARSS °
1,_<EEEEIJEEEI
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RIRERI(E

MEMBXZERFEGEETHEIEMAARES (KMS) HKMSEE ~ TAIAEREEEDNSHAREERTE « AAKMSH
TR ERISE MRS « MIEIPAL - SHEAEEDNSREMMBVEMEENE YRR « EEERHEE

DNS servers *) o

* AAMRNERBERTRENLE (MIFPAL) REZRKMSHERSNEHRHEE « 7 FEEREEDNS

ae
4ARE o

© EERIIEREEREERBEREKMSE « REREHP—ESEREZNDNSHERRES - 4% « Hh—
EIDNSRIAR2S B A8 M e E A3 P

* WNRERGEAESR EMRDONSERES « UEEMRMBAEAR BRGNS E 7 EEMERAIDNSTR
E ~ BIZERRLI A E R EKMS o EAADNSHIE Z Al ~ BIARERARE LRINEER o

EERRGBRKMSELZRIDNSERE « 557EStorageGRID (FEAREZRERRRN) PI5E —sZEDNSFHEAREZHIP
ik - ST ADNSRE AR AR BEEREKMS « WERER EHER] o

BIgN ~ YNRTENNZEIRLBEAREF ~ ASHIDNSEARZZ B E LT  RIEKMSERELREF « BRI EIZELEKMS ~
HAT{NERSTAIRIDNSE © /£StorageGRID  (IRREFEAKEELHEIZTN) PEHEAFTHIDNSHEARSZ P ~ 7]
R RIKMSEARRZ RN E R o

1. #¢ (SectionApplianceZ#£F21) StorageGRID A -~ #HY* Configure Networking) (GREAEER) > [ DNS
Configuration] (* DNS#HRE) * o

2. BesiSREMIDNSTRIARES EREMsS o
DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

servers
Server 1 10.224 223135 x

Server 2 10.224.223 136 +x

3. MARE - BEEONSHES o
(D) HDNSREFHMINEERERILN  FEOERESHARSEL o

4. BEHEFADNSRERIIMER « BRI R#F

ENENEEAILEE I ERIDNSAMRSREENEREKMS « LUERTERE_ ERIER -
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5.

100

ENEL BRI RS « SAEIERENENEL o £ the Sof the Sof the Some Installer) EEEY P >* B FTRII& I H 23
*| StorageGRID ~ #ABER 5 EHAh—(EEEIE :

° JERV BRI E StorageGRID SESW* ~ LIS HTR(ENZERISS ~ W EEREEMARRE - IREEEEE
R TEMIF « MG EHRNEERFE « SFEBULER -

o ERUEMRMEAMERTI - LIERRENERISS « EERREEEET o (ILEREEERISRENE
HRRAA o) WREENMAMERZAFZEMNR D TEMAEEFE  SFEDULER -

NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Controller |

L=

(| |

AL E AR A RN ALBARS « GEMAGrd Managersh3IIth 12 RAEDNSHIIRSS o
()  EHMABSE - EStorageGRID AR E M MEEERE  RARERFBERE (
FIBIEEZHETZT, (Choice Appliance Installer) | H3EERIE FADNSTIARES ©

BB SN ERINABR A SEREZ200 205 E - SERMREMFAKE T « BRFEEMIMALE
1% ~ 553R[EIGrid Manager > T80%4) HEBETERAKENMNESRE (BET)  JRTWRBETE
RERAFIREE « BEREEREMEE -



= N NetApp | StorageGRID Grid Manager earch by page titl Q @v ARootv

DASHBOARD
ALERTS v
TENANTS B
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware

Feguest a controller reboot. Reboot Controller

R E SR EMNMABEEERE200 EHRE o S2RSEMRLE TN - BEREEMMAR
% « 35R[EIGrid Manager ° T8i%) BEEETEAREHMENEERE (BETR - RXRTLEETE
PERFIRES « BRI EERERES -

= WM NetApp | StorageGRID Grid Manager Q @v ARootv

DASHBOARD
ALERTS v
P N\Od
NQODES O e S
e J
TENANTS . N .
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION =
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%

DC1-ADM1 Primary Admin Node 5%

DC1-ARCL Archive Node 4%

DC1-G1 Gateway Node 2%

DC1-51 Storage Node 0% 0% 12%

DC1-52 Storage Node 0% 0% 10%
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data
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