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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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Date: date

Authorization: authorization name
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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BB ERRERZ R MR TRAENL EaBHENX - R EEREE -
IEEREREBHAERPHERBIBREERES” MestBuckets BUHEFEFRBYIM o

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

AREREEREEEREMNERERTE « 5% L TGet BucketEaniEHA1 2K - fig0

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RUTHEIEIE S5 LERI E RN s BHRAER -

BesE B R DB A E £ BRI

ST TREWMH) ~ TEEYIH) o TESYH) B3R - FEnE diB R PRI EIR B @D ER R
BEYYE - MRERRE « ClIfEEES—(E TExpirations (F/HA) 2 - I RIRERIEE « UK ESHLEE]
HARA o

@ BANMEEEE GBI EEILM ~ FIEEERE NHEEER ) EYMERIREEMRHER - INEFAS
A SR MTHEERE o

fIgn ~ e TREYIfH) EREE2020F6H220 L ~ WRMHHRERE testBucket) EFEF o

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FIhEIERTYIGIE100K% (2020E1081H) %iBH - B S4B ER4ERERIRE2 -

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fIgn ~ it MRERYIM ) BERZAKREISE— B+ EtestBucketi#F & FRIPAEE K o
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RUTHEIFE BLFE AR E R  F5HHISTE 100K B « BRFSRAN2 -

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

fERSIYtFHERRFFRRE

MRFEERFFEERASIIFHE - KR iEEEREMEEFFRZSEMFITERR
BRI TERIREHAM o

* ERUMBEFERE - IHHRTERAREASIHFHEE
* MREHBEEFFERASMIMHHE « KA UREXHFENTERIFRE -
* ERIRBHERIETE
° ARG IR | StorageGRID B NEHREME) &KX -
° TARIRBHE (URHFEREM) o
ESYH S E 4B AR

'Get Object Lock Configuration) (EX{S#{F#HEARR) ERmGEEHEISTEHHERERFEA MMt
El CUMREEA - AEEREAEHHZAEERENTERFREEXMRBHAR o

YRR AN E T &S « TR KISE x-amz-object-lock mode ~ BISERTERFRBER - NR*KIs
TE Ix-amz-object-lock-ret-B;E BHA1 ~ BIFERREMMEERANSE T8Z8H3) -

EAZEEES3 | GetBucketObjectLockConfigurationt#[R « 2K Froot « A RESERLILIEZE -

SECE

27



GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz—-date: date

x—amz-content-sha?256: authorization string

Authorization: authorization string

[ElFEEE A

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

MEMHHERR

TREYHHERR) EXAEREGENREMA "MIMHEE 2RFENTARRERAMEAERFRBZIRE  EthaTX
BRI RENTERRERE °

TSI RR AN E T &S « YR KISE x-amz-object-lock mode * BIGEMRTERRZIER o NRKI5
TE Ix-amz-object-lock-ret-B;E BHA1 ~ BIFERREMEERANE T8Z8H3) -

SNRTE R AR A 2 BASCA TR (R B HAR ~ BUMIFRABVRE & LE BRI M A - BEASERMIERFRS
HAREMETE o

& BEAS3 | PuttBucketObjectLockConfigurationtPR stk B 1R MR ~ A BESTAULLIEEE o

WBEFEPUTERFIEE MContent-MD5] ERAZEE o
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FAsRE P

PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization string

Authorization: authorization string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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S EB BT HFEIFENIYES3 REST AP| ~ WEH AR © StorageGRID
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLEE ]
IEBEHEEIS NG ~ 2010FEA O ~ 2015FfE5TAO « UREBMRABRNEET AL - BRPIFRENCEHRE
kel
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SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEHERART 1200 ~ B Tzan ~ Tz®.) ~ Tz®) ~ THRE)

SUMLEV, STATE, COUNTY, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME, STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATE2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020
040,01,000,00000,00000,00000,0,A,Alabama,Alabama,4779736,4780118,4785514,4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A,Abbeville

city,Alabama, 2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555,2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758, 754,751,750, 745,744,742,734,734,728,

725,723,719,717

AWSs-CLI{&E A&

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
-—-no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

TLAEZRATAIRETT TE B o csv'UIFFR ¢



Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017, 6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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FAsRE P

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata":

{

"age": "25"

}o
"tags": {
"color":

}

"yvellow"
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GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

[E1FEEE A

IEEAFET—EIRE « EPmEREFERALEYH1 2@ TENER - SEFFES S MEY 4B
TCHERYE R o

79


https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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BiBFs . Get Bucket ComplianceEX

Get Bucket/ZRBREKEBE o M@ « EAILHEEFERILER KA IR A EREE T
& BRIAMBERERRTE °

@ FRIRAHNAZIE (ZEAFEEK) 8 « IREBSIHEHERN ° StorageGRID
StorageGRID

EFAS3YIMHFHEE

ERILMEEY 4

"NetAppHIAE © WA EEStorageGRID ZIEEENMHE « FF2H (MHEXE"
8B S3 : GetBucketCompliancet#[R ~ Z 2Rk Froot ~ BIUSERLLEIEZE ©

FREEEED

HEEEHIESRETRITRE SRS Tmybucket) BIETFITREAYAIRBIERE o

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

EiS

TEEIFEXMLA « T<SGCompliance > &F|HILR#FENBMERBERTE © LOREHBRRFFEINERE
BRE ~ HpSEMTRERE—F (52560008) ~ (EMAHREEIERERRELE - LEMBATRBESERA °
BEMHRE—FREEMR

HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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NumericNotEquals RIBEETENLLE « BB ESEEITILE o

BEER iR TRR ¥~ RS mEEEITIR

NumericGreaterThang Equals iR TRRIER L« SREBEETHR -

g FLessThan RiE RS HEE -~ R R EEERITIEER -

NumericLessThang Equals Rig DNREER e SRS EETIER o

il HRiE Mrue orfR' LEH ~ S IBEIMMERITIEE o

Ptk EEER 58 B IP A ik SR IP it EEE] ©

NotlppAddress ﬁgﬁe SEMELE « BRI PR IPA I SRS T

% o

null BERHSRESEENEANERNES

LRGSR

a5 BRRME S8 SRR

IPEEE AWS : ZiRIp e BN BRI P HEETTEE
8 o AR B HFEE

“MIEE : *MNRSIBR BB B EEM
RN E BN RS _E RV & BT 28 AR TS
FX - IEEHaHTHRRE L
HERYIPAAEEITEEER -

Mizk : MNRERFE=7 ~ TBEAEW
BETEes « ARz aHTE
23B9IP{I3L o 4E{7] ['X-Forwarded-
for) IZEEER GBS « EAE LR
EEBEMM -

RIS #5 AWS : fEFESTE o EEBEIXE R EAE TS ~ L
WEPEIXEN - AITAREEHF
fEE o
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Rl
S3 : BEfHEFEM

S3 : listBucketVerionsiEfE

S3 : RERFEM

S3 : listBucketVerionstEfE

S3 ! BEfEEFEM

S3 : listBucketVerionsiEfE

S3 . PuttObject

S3 : PuttObjectRetention

FRAFIEES R

BANRGER
S3 ! DRI

S3 : &% LR

S3: HIE

S3 : Y EERIBRRERH

S3 : Y EERIBRRERH

=R EH

ELEER Get Bucket) ¢ Get
Bucket Object versions] E3RH35

ERIDFRATSRBE

@t TGet Bucket) 3 Get
Bucket Objecthids] ERAIEEH
BAZEBSY -

ZEEE [Get Bucket] o Get
Bucket Object versions] EXKAi5
ERNHIEF T2 °

EE#E Tx-amz-object-lock-retest-the-
date] ERIZFERIEENREEL
BHER ~ R EAITER (R B HAR T
8 URELEERS TIEKRN
REFEE

© MEYF
© HEMH-ER
* BEEEHLE
B TR EMHRE] BEXRPIEEN

REELE AHREITIEE ~ LIREfRE
ERETRIEEEA ©

TR UERAPERES « FRAATAREARREN » ErIUE MER) TxPERRAERR - hellifE MF

1 TTERPERFHRLER -

7EUEEEHIG « EBU${AWS:username} 2 BIRITTEMN—E(45 -

"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

TELEEEBIA ~ EHU${AWS: username} 2 IR EIRPIRMHERN—Z 7 :

"Condition": {
"StringLike": {
"s3:prefix":

by

"S{aws:username}/*"
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28 CiLd

s {AWS : s&iRIp} J ERARRIpERIFRHIRMENEH

s {AwWS : FER&ERTE e UserName &R i AR (HAVE L o

r$ {S3: prefix} | ERRBEBHA BB FRIRHAIES

r$ {S3: max&id} J ERRBEBNRASIRIFAIRENEH

F${1 FHFTT o RAF AT FIT

r${?}. FHRFTC o ERFTMAFE ? Fo
{8} T TT o BRFTMAXFSFIT

B EERAREENERR

BRRRRFIAE IR AL 2 MBI EIR « MEEEHITIEE « HIUNEHEIRABrootfEMAE - E/RAIEE
HAR] ~ R1&Amazon ~ StorageGRID #1177 2#&S3 REST APl RIFRHIEL ~ (B[R AL HAR BIRERAE

[FRI5RER [RREER AmazoniT# E{EH T StorageGRID
{E4BroottR P BV(ERIMEPE &=} B B5E ~ BrootfE  MEE
BERPREFAIAESIHEFEER
[RAEZERIRER
IEAREERE /B BERE B4 BB 8=
fATHERR
AEFIMEBIRBEHAERTE  fE | TR B~ BEREAFR B
AT HERR BS3EFEFRREEARE

IREFEE [RAFFEE
FA405737%) $E5R

REFIMBIRFrootslfiER  #ES} B~ BRAIASE ~Fr 48E
EREBEAER BS3f#fFERRIEERE

IREFEEO [RARFFEE
FB405757%) $E5R

REFSEANEBBEATF B~ BFFES3HEEFRR 1HE
B#fE AIEZERVERE S (BRI R
kAR BEMERERR

T8 T405757%) #EeR
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[FRI5RER [RREER AmazoniT# E{EH T StorageGRID

1EXEFTE ABFRESIERY =} B E5&f ~ BrootfEf  #HE
FERR EIRPREFIBESIHEFE
[REUPEZERIIEIR
FREANFENEREN #E} EUBIERS BN
i)
BERETFENSHHEFE B4 B EIE
FREBAEEFE §E = EUBERS B
R TFIEERERRE ( #E B - MMrBBUERE AW - YIrHEEEE
BREERIRP) REWMMF A - BERAAFE RS - BREMR
BURER A - BIUEIRPMARER We
Y1 ACLIREZ Y4 V7
EVEIR o

—REAZE (WORM) 1R:E

TRILGZI —RBAZREN (WORM) #EFE ~ UREER - EREEROYHPEEL « USSR
a0 © IEEIAREWORMBETFE ~ UAFFRILMMG « LWHLEBRIMFIREAR  BEAAXFARNEP—TE
Vabr

=T RERERKEEKIEE ~ AL

* 7£Grid Manager® > B#Z* configuration > System*>* Grid options > ZAT&#EH Prevent Client Modification *
EIEIE -
* ERTYIRAIASIREY :
° H&PuttOverwriteObjectiEAB {EZEHTIE ES3RA! ©
° BB BB ERRTIE = SI/RA] o
° G TRFFMEMMG) EEES3RA o

@ ATESIRRFRMBRH R AR ~ AR EERTE B0XRBETHRA) FRAK ~ [HLEILMMIER
Yt o

@ EMEERPTAEERAIMRA ~ hEZMLELEITREA G2RIBERA) o EFfEEENLLESS
EER (GR2RIERB) o

BRA L LITRA (RZFRE)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 ——-—————- > OK
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BB : EETHER (FhEE)

/mybucket/important.doc
PUT#1 - -—————- > PUT#2 ---X (denied)

R

EARILMERY4

B EERHRIENFEA]

an{aF BB ILMAR B SR E IR 4 StorageGRID

S3BHAERAIEEA

S3RAEEH

A FAZASEYE A « $+¥fStorageGRID BN AIEHHRE R RAITIZEURA

S3fEFE BRI

FEERASEERBMMBFFEFEER © #F&RRAZEMAS3 PuttBucketPolicy APIETTERE ©
IRIETHE< ~ AIfERAAWS CLIRERERRE

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

6 : AFFSEARBFREHEFR

EULERF - BEAN (BEESR) MALFLRFEFETHYMG « LHHEFEPHFREYMHHIT Get Objects (
EiStE) 1E% - A HMIEREAGELE - 5FER « WRAFISEL SR ER ~ AR TIRPIRUSN - REHEM
ABEARAREFEER -

"Statement": |
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket™, "arn:aws:s3:::examplebucket/*"]
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#BH : RFFE—ERE P SEABER TBEFIE « LUREMMIRE FESEA REFEEL

FUEFEAF ~ HEIEERS PRSEABAUSEFRREEFHEFE « MH—EEERS FRSEARFES HXf
FE& - UHRHEFERU HE YR FEFRENYIHITGetObjectFE o

@ TEINAEEF StorageGRID ~ JREREIRFFMZIIMNYMG (BIEERIRF) - HIREAEEERR
A - BARAERREEMMNT -

"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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P . AFSEARBEEFNEEFE - LHRIEEREETTEEFR

EULERF - BEAN (BEESR) MAILZILERER - THBREFRIFIEYHHIT [Get Objects  (EVSY)
) 5% - MRABERIEERAS MI5TiH BHENERES AFFTBEFN -

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

A MRAAHKAIPER « AIAFSEABREEAMFEHFITE
EUEEEAF ~ BEA (BEFER) HELFHFHFE « LEFFEFHRBEYH LRITEADHEE - fIRREE

KIKRBIEEWIPEE (54.240.143.0554.240.143.255 ~ {854.240.143.188F%5M) o FREHMIEXEE G ERIE
A8 ~ MEIPEELSMIFIEERE S B EIELE -
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

P AR ERREREERTRFIHER

TEUCEERIF ~ BBREAREAlexA LUSTREF TE8AF REERAEMMN - FREEMERE « 815 Mooty
BRREEABFR A 1R - NBFERE © lrooty KIERNGHRAELBEFEUEIR RN E/BUF/MIERBucketPolicy ©

=

103



"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

&) : PuttOverwriteObjecttE[R

FEUEEERI

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

EZENPHEBRFSIYHFIRC
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
HERAE R
EETRE E1EZE
S3EHA/RAE A

BHHRAISISERAFRMIIN Z BH4EAVZEVERR - BERRE TFE) & IATERASH - BH4ERAISFERE
BEIEERXHAPIZRERTE ©

#f : ERAFEEREARERERA

ERER EEENESARER AR « A LUERGETBHERANG R « WERILEFHEFILESSFEERN S
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I HEAREHERR ~ INTFFR -

* EES3TFEY | FAREIR o ILBHEFRIEAERA SIERIFIE « IRIFEAERBRERRIR TFIE - INFE

B tE3ETE « FEEE R BrootE BRI LAFENS3E R ©

AR : UIEBHETRRIERE A SSEIRIIMEEFEVE o 140 « EEFAERRIERE AT LS Y ML B AR 4
iﬂ s RAEBERIANRGT o BERULETRR « MERHERAINIsonF R EHIRENFHIRT « SEAREILT

* SERFH  IEHEPHERE T EEFISIER « BiEREFE o EBULEERR « SENFHRTERTER

EEHER AR JsonF & o ITEAMREEIL T & o

* Bi] | BHETRERE SRR T ICEXF HIRPIEERIEIR

FEUEEEAIR « AN B REERRENRFFERIERFRESEEMRX (ZREH) -

Mo 52 Access 7 A

"Statement": |
Read Only Access

"sid™: "AllowListBucketOfASpecificUserPrefix”,

Full Access "Effact™ "Allow”
"Action™: "s3:ListBucket",
@ Custom "Resource": "arn:aws.s3::department-bucket",
[Must be avalid JSON formatted string:) "Condition™: |
"Stringlike"™: {
"s3:prefix”: "Slaws:username}/™"
}

}
L
i
"Effect”: "Allow",
"Bction™: "s3:"0Object”,
"Resource”: "arn:aws:s3::department-bucket/${aws:username}/*"

P AFEETRERERERE

TEUEEEAF ~ BRIFENIRAIBRREEAR « TRIBFENFIA ST A USTEEFREF IRF A RFRBELL -
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

6 AFEHEMEERARHERE

TEUtEBHIT ~ BRIFEIRERAIPRREIELR « DRIZHERIPRA RS &R SSERBIMERTFEVE o HI40 « LEEFAEHRY

ERETUS B MEIYIFER « PEERAIRE o

"Statement": |
{

"Sid": "AllowGroupReadOnlyAccess",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"

1,

"Resource": "arn:aws:s3:::%*

P RFFEHENE R R EFEUEFETRY Molder”)

FELEEEHIR « BEM B RAEERRENRFEFERIHREFREREELNR (ZREH) - FIF TREEEEN

REFRAERS - [EE B EMEBERAMFFERAMNFEER
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

THEAE

ERMBAAIRE

L TFEREST APIRNZ 2

REZERSHEREST APIEENZ 21811 « RN AIRERALE °

WA AREST APlHEHZ 2% StorageGRID
1T FE 2B R StorageGRID {2t R4 AREST APIE(ERZ 2 M  BREBAISHE -
fEFA T3 %250 © StorageGRID
MR EHH AN THRREREHTTPS B A &M T A R RSAEH G EAHTTPS

EEREEHTERIRRE  JLUEZERAHTTP © fli ~ SR se B2 EAHTTPEI TR RS MIFETNIEE
FA#& - MNStorageGRID FT+AAHE « 552 (RINEEINAERIRAE) -

* RIEFAERRStorageGRID ~ {EAHTTPSEA#ZEIRAETR P iREN « WIERBEIRS_EERACLBARF -

TR LUEE M RS R AAHTTP o figN ~ ErIseBEERAHTTPETAE S EMIEENFERR -
giStorageGRID FEFHMEE ~ 552H (FAREEINEERRA) o

(D cLemmREs-

108


https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html

* ZTREATLSIIZZEARAZIRNE FiniStorageGRID Z3@: ©

- EAANTEHRRERREAHEHTTPRHTTPSES « BN N AR THSRBREEHY MBS
1% o

* AR IR BEIRMHTTPERE1Z5EStorageGRID 457 BEIITREST API{E o

ZeHRELEARKEARER

;H;)Eﬁﬁ”ﬁﬁﬁi,%ﬁ BHRNEENAN LNE TSRS - EREREREFER - WEREREM _LAICLBAR
55 o

EEABERT « BRimEAERESAIUERMEKREIES HEN BRI /&E X StorageGRID HZARELEN
RIS IREBITLSELR -

* ERRREARENEGEGH TEHSRRTR « RAEASERAHNANRBIIEGNTE S THRIRRLFR
ERVRERMITILIESE - BEREEE B Y/  TUUSHEREIRS LENBETARSES « Ll U2
AAt& B 12 B StorageGRID TE8 TE iRt 2 £ I /&:E o

* ERPRERRENEREREAF IR EREHR ERCLBARFSE « EfiE£MAStorageGRID &k (H#R
FREREEURE) ARTHREENRARELARSEE - NEHEREEESRENE—BIARSEE

;'Y‘o

FRRIGERERAEEEEZERANEITLSER 2 HA/RERREREE

YNStorageGRID FERE & & T2 AVAERE N « UKL E— BT ARS RSB UM TLSEEGHIZEEE
FENEL O RAE IR, EBICLBARFERVAERATE ™ ~ 552 (for Administering) (ZIBINEE) o

HE

TREETS3FISwift REST APIMIAIE/ELZ 214 F9E -

ZE2E REST APIREE
B2 TLS
FIAR23 588 HAMRCAT A A EESREN BT RARRIEEEE

BIX - 509fEAR A3 REE

AP imEgE * S3: S3MRE (FEXEHRIDMMEFEER)
* Swift : SwifttkF (£ ELBNZEE)

BRimEkE . BTREPR A R A 1 A B9 BT S /R 21
* Swift : R EEEABEN

HERAZER
‘E1EStorageGRID
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TLSIEREXZ B ENNZEBEEE
YER—EBRNNMZBEN - BRHREAERNIEELGRELEME (TLS) TIEMRERRHMER o StorageGRID

S EMTLSHRZA

XETLS 1.2F1TLS 1.3 ° StorageGRID

() FExESSLGAITLS 1.1 (HERKE) -

SBHMEEY
TLShRZS MZEEHBIANALTE
1.2 TLS_ECDHE_RSA_with AES-256_GCM_SHA384
1.2 TLS_ECDHE_RSA_with
_CHACHA20_POLY1305_SHA256
1.2 TLS_ECDHE_RSA with AES-122_GCM_SHA256
1.3 TLS_AES-256_GCM_SHA384
1.3 TLS_CHACHA20_POLY1305_SHA256
1.3 TLS_AES-128_GCM_SHA256
BARNMEES

TIMBESBIBE o RIRIRAR SEIFEELERENIE

IANAZTE
TLS_RSA_ AT AES-122_GCM_SHA256

TLS_RSA_AT_AES-256_GCM_SHA384

HERAE N
NMRI 3% T FE P Um i AR

2 YIS AN S

TR LSRR EER IS EMMIIRZEE - REZRPIREENITFEFHME - &7
DU AR REIEA P IRERNRS o
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B RREN AN RREER =R

1|\
IL:\

SR ABS Y RRENANFREE R ~ IR ETE « EANEREERIEE » LRI LURRRA R IR

FEFA2T\1EStorageGRID BHY ~ ®ARIE BT ~ AIHFIKBMBIE R -

1.
2.

£ AGrid Manager Sz 1EHIAHE 2B 25 o
FEERRLE - KB MFEREEE) B

A EIEStorageGRID EHN—ERAMITHIRA R IRIEEHRE - TBREMNERTIIERHERE

EE IR o
EHREE (BEBER) BT EHTEHSIRIREK -

BLEBRER T ERNEMRAEHTERIEHNAERPEREES - AILUEZELUNE X B~ BE&F
HEANRRERRE - St UERBETRERER

EHMFREE (BEER) P BZ-TUHRITREK-

IEEl#& LA StorageGRID S TAEBAN BT AR R EE R FRVIREFIRREGRE o {KRTLUEZLUNG
X B - BRFEAEUNKERER - SrIUERBIRERER -

FEDERERFOMNEN - FRCCAIBEREINEGR « 281%Z—T H R31EH -

R EERIL A B REE Y R FRECR X © RS IRBE S8 - ERNERENEE - TR
—TREREEELEEENTES °
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Mismngabjects @ o 1|.
Carrupt abpects: @ a 1'.
Carrupt abjects wnidontificd: @ a

Criarantined obiocts: @ 0 ils

7. MREEEEFARE RS
a. JEEV SR> TR> AR
b. BEHE LG *>*4EE>*FEEIF" o

TAPIfEE ] EREGRTRBEMBIEEEN -
c. EiF MEFHMH_1 > &KX > TARREAER_ > EHE > 1FE)
MEX¥) BREETAIERFOMIREESN -
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AR FEIAE X EC &R

1&1%5N S '2StorageGRID HZIEARFSEE « WHFEXFELErET o FEiZHFEFAPIR
BREZNE AHRMERENZE M « (FENMBEEIEER « BB EFHERFRIE AR

ERENES
* BEBRENFEER o
* 8B TpesHhE) tEE o
© EESIEEEERYIPALE o
BAREIBIE
TERPRIERZECEER A TTEZeCE ~ RIFEEIEMES L -

—RREFE—RIEAFRaudit.logig® « SRR [TE&ECER) 185 - HEFERNBEELL Tedy-mm-
dd.txt) #RIISHRHEFRAE o

—X#  FENERGBRELERGR  BRAA Tyouty-mm-dd.ixtgz) ~ REBRWAH -

LEEFIRERERPR ettt B2« si—KIEE ( 12018F4815H1 ) ~ UKkAI—RKHIEBRLEER
( T2018%F4814H.tx.gz1 ) ©

audit.log
2018-04-15.txt
2018-04-14.txt.gz

1. B AEIEEEL
a. BATYE% : shadmin@_primaryBI2EELIP )
b. 8 A lpasswords.txt] HEZRAFFFIHIZRHS o

2. BEGIRIZCCEMENB iR

cd /var/local/audit/export

3. REERGE BTN ERHEFLIEILCEIE o
FEtxEC iR IEHERIS3/FEE
EATEIEIZECERT « GERZIREMFENY)F{EEStorageGRID °

P 2 e b R B E A E 3

* MIBREFER
* MIBRES(IARE
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* MIBRZAE4

* Get Bucket (5|HH#14)
* EY{SBucket¥ R

* BUSEIRE

* §Es)

* TRA#E}

* HEERENR

* BAEMFR

* MABREIRAEIE

P 2 b i SRR 3
* SEREEMD LE
* EEZH (LMRRIGER BAS S PR RRE T A3 BF)
© EEZH-ER (LMRRIER RS ST SR T2A5)
* MBI
* S
* REYH
* POSTYIHEIR
* MEWH
* EMH-ER
FERAER
TERTEE E1EZE

Ui ERITESE

ERA™H ~ B ERMITHTTPERIVERS

WA EHTTPELR ~ BIAe & &/ ZStorageGRID FIEERARBIKAE © ABREFEHTTPESRS
TERPFEENRRE « HELEFRRAZEERMBFAARE o

R R T AR HT TPEAR R AE B S

* MBHTTPELS
* (EFHHTTPEAR
* MATHTTPELR

RIEFHEHTTPEAR ARV ERL
BMEFA PinERAEREE « BMEARIFHTTPERRER « UAsrH P iknERAEIUEBRKI
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EFEPITRER S - REBEAMAIEHESER - CREHAENHTTPESFREHBRKERE
1oﬁ§;°n AEE HENRARIS BRI B BB 100 fEHTTPEAR - StorageGRID

R EENHTTPEGIR B TIEE, -

* WRIGHEIERSRY ~ #tStorageGRID FE(EBEF « AEEBEFHNENRAFHECLBERITHTTPRS
%|StorageGRID E{BRAMAESIHITR Z MRS

ME R T BBS - THEERILTCP/IPATLSEGIERRHEA °

* ERLRPITHEERERIACTCP/IPIBERMENRE % « BltiReERHEH=
* BB S REHPEIE R EI':F'H[FH}E'ﬂffﬁﬁ%ﬁﬁ*zeftﬂiStorageGRlD Z R 2 B EAR

14:]%&5‘5% BRFAMNFERE - SERRAEGERNEEMEBEMARNT RN T REFIIERDECZ HEEF
]'O

EFRFRHTTPELARHVER,

HNEEG R HEH TR E R, _ERICLBARTS (Ei_lﬁ) s (R EZASERRHTTPELR
T ERRIEFIERR107ER ~ BMEHTTPELRIFENITRZ ©

HEFEASERFRBNRRERE - REEGFEMNEIEESEANBRAAE RVIEE S 2 MEYS T4 o
Hi AP InEE R A EFEACLBARTS ~ IRHITERHTTPEAR O IR TER, :
* 1£StorageGRID BEEZiZBEFERREEEHTE o
fEFCLBARFSET ~ (G ER S RSB AR TCP/IPELR « IR E(EStorageGRID E{EVMware 2 4tV & &
187 o INFEZRE AR AR REMSEHTTPEZAFERRE « YERTREEMEHTTPEL « LUESE
BN M EHFEHHTTPEL o
CLBER#5 & 7EStorageGRID FﬁﬁlﬁﬁﬁgﬁﬁﬁzTL_LHTTPﬁﬁﬂﬁ s EEHEBEREEERRNE S - BEERREHE

% BEEHTHRROEDE  HTTPERAIEFBERENRE - ERAFREREAAEERSZEUEIL
FIHTTPEARES « R ENITHRIERHTE 151_‘%1@5*%%%?5%%%)5&&258’]%% BERREAEE -

@ CLBARFSELIBHS o

* AFABRIRERRERBHTTPR ZE AR T HEBMILDRARTS ©
* AIRNENAEETRE o

B HEEIEF REEFTAEITHRIHTTPER TR R T GRE ©

HWNERE BT ARRBIE P IRER « REIFEPCERIVERRE - BEEE D MEREF RIS - IR
PIREGNFHER B RIREG « A sEREX D ENRE A SE BB LR PRELR

TWITHTTPEARHYBR,

JaN h\uZStorageGRlD B ZETCP/IPEARFIFHEMGRAE « LUASFFITERIE « EMIEFHREE -
RIEMNTFITEFRHEEPCANZERR °
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WATHTTPEGRIR A TR,
* HEREIEIERR
R & A LAILENRYE « TIEFRFEMIIZ 5T ©
* REREE
IERFERTRITFITRNS  LIRSEEGRXFEIEE © StorageGRID

RRIGEARAERIZEHTTPER - ERPRKEAREILVAENTRZE « ERJLUERI T BMEREABEAIR
RIERZERILELR °

£ StorageGRID MAEFAFRZ AT « BEXERAMPIBEEL TR ZNER S EEETERNRIERES - &
REEFANERER « MRER - fFEERNWANEEZRER o b - ARB[ARFBHIHE StorageGRID
MRSz R AR « thERE -

XEZEAPIREMAIEINAIRLR - StorageGRIDE TR E A P iR R A2 TR L AR TZR B E _LIREF ~ 555850
B - MRABRREAENESSENRER - SEBEREGEIStorageGRID EZAMAVER « TR
IEREBERZENAEER - T FIERT » ErIfe FRBIITERNRAYE

* ERFERRES R ERRPIRNL TR ZMERHE LR - StorageGRID

* 1£StorageGRID AR ARAVAER LEZ AR EBNAP HRMAIER « AT AR BLITE « URFERESIED
R A A Se AR 32 5

y ;"J‘?%FH}E'jﬁ”ﬁﬁﬁﬂz‘b#&ﬁﬁStorageGRlD ZRARET ~ EAIREREIR D ETTREIRENIZE ~ LUBRBH RAIR
I| o

DIRHTTPEAZEGE LUEITEIME AEE

TR LUERRERHTTPERER EITEIA B AIEE « TiEtSEEeNERE - HBiL
HHTTPEREE A EEEASUMIEHRZZ I T & -
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