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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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W E e B ERRE A EITRE
BB ERRERZ R MR TRAENL EaBHENX - R EEREE -
IEEREREBHAERPHERBIBREERES” MestBuckets BUHEFEFRBYIM o

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

AREREEREEEREMNERERTE « 5% L TGet BucketEaniEHA1 2K - fig0

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RUTHEIEIE S5 LERI E RN s BHRAER -

BesE B R DB A E £ BRI

ST TREWMH) ~ TEEYIH) o TESYH) B3R - FEnE diB R PRI EIR B @D ER R
BEYYE - MRERRE « ClIfEEES—(E TExpirations (F/HA) 2 - I RIRERIEE « UK ESHLEE]
HARA o

@ BANMEEEE GBI EEILM ~ FIEEERE NHEEER ) EYMERIREEMRHER - INEFAS
A SR MTHEERE o

fIgn ~ e TREYIfH) EREE2020F6H220 L ~ WRMHHRERE testBucket) EFEF o

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FIhEIERTYIGIE100K% (2020E1081H) %iBH - B S4B ER4ERERIRE2 -

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fIgn ~ it MRERYIM ) BERZAKREISE— B+ EtestBucketi#F & FRIPAEE K o
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RUTHEIFE BLFE AR E R  F5HHISTE 100K B « BRFSRAN2 -

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

fERSIYtFHERRFFRRE

MRFEERFFEERASIIFHE - KR iEEEREMEEFFRZSEMFITERR
BRI TERIREHAM o

* ERUMBEFERE - IHHRTERAREASIHFHEE
* MREHBEEFFERASMIMHHE « KA UREXHFENTERIFRE -
* ERIRBHERIETE
° ARG IR | StorageGRID B NEHREME) &KX -
° TARIRBHE (URHFEREM) o
ESYH S E 4B AR

'Get Object Lock Configuration) (EX{S#{F#HEARR) ERmGEEHEISTEHHERERFEA MMt
El CUMREEA - AEEREAEHHZAEERENTERFREEXMRBHAR o

YRR AN E T &S « TR KISE x-amz-object-lock mode ~ BISERTERFRBER - NR*KIs
TE Ix-amz-object-lock-ret-B;E BHA1 ~ BIFERREMMEERANSE T8Z8H3) -

EAZEEES3 | GetBucketObjectLockConfigurationt#[R « 2K Froot « A RESERLILIEZE -

SECE
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz—-date: date

x—amz-content-sha?256: authorization string

Authorization: authorization string

[ElFEEE A

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

MEMHHERR

TREYHHERR) EXAEREGENREMA "MIMHEE 2RFENTARRERAMEAERFRBZIRE  EthaTX
BRI RENTERRERE °

TSI RR AN E T &S « YR KISE x-amz-object-lock mode * BIGEMRTERRZIER o NRKI5
TE Ix-amz-object-lock-ret-B;E BHA1 ~ BIFERREMEERANE T8Z8H3) -

SNRTE R AR A 2 BASCA TR (R B HAR ~ BUMIFRABVRE & LE BRI M A - BEASERMIERFRS
HAREMETE o

& BEAS3 | PuttBucketObjectLockConfigurationtPR stk B 1R MR ~ A BESTAULLIEEE o

WBEFEPUTERFIEE MContent-MD5] ERAZEE o
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization string

Authorization: authorization string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLEE ]
IEBEHEEIS NG ~ 2010FEA O ~ 2015FfE5TAO « UREBMRABRNEET AL - BRPIFRENCEHRE
kel
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SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEHERART 1200 ~ B Tzan ~ Tz®.) ~ Tz®) ~ THRE)

SUMLEV, STATE, COUNTY, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME, STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATE2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020
040,01,000,00000,00000,00000,0,A,Alabama,Alabama,4779736,4780118,4785514,4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A,Abbeville

city,Alabama, 2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555,2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758, 754,751,750, 745,744,742,734,734,728,

725,723,719,717

AWSs-CLI{&E A&

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
-—-no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

TLAEZRATAIRETT TE B o csv'UIFFR ¢



Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017, 6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

ZEMD L1EFE

B BAStorageGRID IEIREMN A iR Z 80 _EEIEE o

TR EERIR A S EHS LEFE

* ORFEBB1 000 RFARISS AL LEEE—HFE - BAHHZHEESIH S AR LEEHERT
AEREERTEIER o

* S EDHHITAWSA/NIRE © StorageGRIDSIFF i B 1E F5I2ER) :

° %E‘Mﬁtf%E@%T@%Eﬁ%?ﬁﬂﬁ%@mib (5~ 242,8801ii7c4H) #15 GiB (5 ~ 368,709,1201i[7c4E) =

° ExfB—EDRR5EmIib (5~ 242,880 T4H) ©

° —fRiE ~ SHRTEREAK o fIE0 « $i2100 GiBYI4HEERS GIBMZH A/ - HNEEZSHEHIRS
BEE ~ BILERARTEIZ (4 AIRE ) StorageGRID JTEH&f ©

° BRYINELS GIBEVIF ~ SRE BrURIFS P LE -

* WNRILMARANE A BT AR EEEUTA « AIEHESHIMANSERDETILMEE « MESH D EE5%
BB « STHEEMHETILMETE - SRZBESSNMAREMHNSHNRE !

° MNRASIZED LEETHRILMEEEE « AIEZ S0 LETAMEE 26 « AIsEEAT S ER
BIILMER o RIEBHRENEASHEGEEAILMER LTS « HESBREERMLE o

° FHEZHFRILMBEFStorageGRID ~ iRIBZHHA/NMIEMHR/IIRETE - BRI D AIEFER
FFEZEMHFILMERILE - HI90 « INRRAISEFRE 10 GBEEARRYHERFHFEDC ~ MAAAE/)
B BIETFIEDC2 ~ AFE1088 D 2589y LSS 1 GBRIERER?Y ~ EPEETFTEDC2 o EHHH BEM4H:T
fEILMBEs ~ ¥ BOFRA S D EEHBEDC -

* FREMNZ &M L E1FRE & StorageGRID A—EAVEEINEE o

* HEE - CELERRRSHINER LEZEE D - FE[EASSe (£MAStorageGRIDEEE AV FEARER IR

) ~ IEREETE THMRIES BERD LE) EXRPMA Ix-amz-serverinilE 1 ERIRE - HEEMASSE-C

(ERFFRUNERETARSIRME) « ERAIE PIAEZEHH5 LE EXNEESE [ LEZH)
EXRF - IEEERN = EMNE T HERFE o

iR I
55 E255 18 HSBY IS BN LB
BES 5 LS ESB IS HH L0
e ESB LU

56



wm B1E

HEEH-EE E2H LESG-ER

SRR ZEMS LE FE2H THZEM L1E

HhIEZER S L1E LFFEAmazon S3 REST APIfTAKEF
B EH LFREAmazon S3 REST API1TAKEF
HERAE R

s —HitEE
* ERAMERSSIRINE
FIHZAE S EF
SIS E E1E) IERE BT B EE TS LF o
SETIERSH
Fencoding-type.
rEERR
I RAAREC
* AIEEA
I H{EIDIZ5C
A%1E Tdelimiter) BRZ2E o
hRAE3E

ZED LERSTENIESE  TARYISELE I EERE - LEZH ~ HE LENSH « kTl LEE -
EWITREN TZ8M7 L@ (FEE - AZIYMHNIRRER GER - BIAMRAESR) o

EREhZakn L&
Ma1E2 80 L&) (ERSSHEYHREIZE(H L& « WF[E L&D -

% # Tx-amz-storage -Class] ERIZHE o 123245 x-amz-Storage-Class) BI{E - Z R & StorageGRID FI7E#A
EXHAR ~ afAIfReEMHER ~ LUK StorageGRID R HEEFMHNIFHEEAREEEIEILMARFHHEE ©

MRS HEYEILMIR R ERREEIT AR ERISEEE - B) Mx-amz-Storage-Class) 1ZBEAEHEMFE o
THHERT AR Tx-amz-storagefB?l) :

e FER
c BBRX | MRILMRAHETE TWERITAL B T8ERR EE - MIRZYAHEINE S —EYHEZR « 5

57



SETZIEE _EER « TRESHEITRNFFHR (BERR) - sHEILME « StorageGRIDE
HEPE LB EEA RS A RARNKEET - MRKRA - AIEREEFRUERILNMNYIHE
7~ TR rIRe R 2 MRV EIEE S o

° T WIRILMIRAEE FEHEIE « StorageGRID B A BNRERAIPIEENFER
Zx ~ StorageGRID BITEARRIBV#TFEIRE_ERIEM D EREFEZS o

WMRBEMIENRIILMIRA (RAFHE) PIEENFIEMHEZ « Tx-amz-Storage-Class) 1ZHEMAE
B1EmEFE o StorageGRID

* "educed_deete"

c BERX | IRILMRANEERIIT AL EIRIEIA « StorageGRID RS EREEWHRFEILE—RYE
BEEA (B—REXR) o

° Ff7 L MNRILMARBIEE TR « StorageGRID AEE A E A BNRUERAIPIEE PR B B A5
ZRESUEE—RIBEEZ - MRAEHAITRAIHE « BIILREAREEEARE © StorageGRIDENEY)
HFHILMRRIBI E—EFEARE - RBGER EfEFNHEE) BB - FEEEERT - £
FA Treduced_deref®F FAIEFFESREEBIEEAUEMBIIMMIFFERINIHEZS ©

FHMIBERT « TREER E2RFFNER) BE - TESANGE) SENREEEYHERIERINE
B2 o BN ~ R E—EA—FRIBRFERERRETILMFHLAVHEFER L « RIRTSEEEKRER -

AR ARAREERARE—EERES - EEENERXAERIER - IRIABE—EMHERESEFE A
ERFASRIEIEEERERE « ZYVMEER - TARSERZFIRE « SO SERREMHFIE

15E [ERENFER) EEXEF—TEHRRINEERHE - EXEREEAPFILMERR G4BT
REMHELRHE - WA EFERERH#FEStorageGRID BEEBRMNERITERIRIES

FisE - MRCERMASIMHHENBERT - BYMHERAREER « Mg TEEANER) EIE - MREHEY
HMATSERDIHETFE - A Teduced_defx) EIEGEEIFER - 1T IEHFEKGE NERFF - BUARAERNS
EFRBIEEK © StorageGRID

Z1E THIERITER !

TRAFERY
Mx-amz-meta-] -~ EERESERAEEEPEEHNLIBERY

HEREERNPEEHEE LBEICHE « SBERUT MBI

x-amz-meta- name : “value’

MREEEAERAEERNR IR EREAILMBRRINSZ5E « AW AER T2IiRE MARIY
rEFECERRYRAEE IR TE - fIaD

x—amz-meta-creation-time: 1443399726

B70F1A 18 « TRISRRE) MESUREHE -

58



@ MRECERIH IS EERAERERERBIHTE « BIRRFHE Tereation - Timel #TE%
EAEERNTEER o [KERIEHES

* SIHHEERITE :
I'X-amz-object-lock-mode
° {X-amz-object-lock-RetainEL 2| A £A)
I'’X-amz-object-lock-legal hold |
MRBENERLAELERE « HgFERREEERFRERERAE RS RE B -
EFAS3MHFHEE
* SSeZE KR :

I'X-amz-serverim 24023
X-amz-serveri N ZE- customer-key-md5
[X-amz-serverimiNZE A 28]

IX-amz-serverim/il#&- customer-/&2& £
[EKfEARES IH N2 AIAEEE]

()  m®StorageGRID BARMFIMIZUTF-8FTTAVEN  MSB NREMIE) BIXHE o

ERfEARSZ N ZBIIREE
CRIUER T 5 E2RIRE ~ UUEARSR ISR NE ZER A o TSSE) # TSSE-C) BHIEEAAER o

* * SSE-* ! MNREME(EMStorageGRID HZEMME—FIRRMEBYIM « HE T¥I8EZ 8P LE) EXKF
EATIRE - F7EEM LESHERPIEE LIRS -

I'X-amz-serverimEainzs |

* * SSE-C* : IRERAEMEATIRMH A EENM—SRRMEN M  B1E VRS LFE 2R (UKE
BNEE TEEZH BR) PERE=ERE-

IX-amz-serverimIZ R A EE Ll  1I5F TAES256] °
[X-amz-serverimIIZR £ - IBEMYGRNEELE o
[X-amz-serverim/NZ- customer-key-md51 : IEE Y INZ L IEAIMISTEE o

VER ERENNEZRAESGHT - IRECERNE T - MEEXHENYMN - EEATFRHENEE
RREMHER Z R  BARE [ERARSRNE FHNEEFHE-

AZIBHERIZEE
AZRTHIERIZE ~ WfH[E] "XNotimplemed.

I'X-amz-website - redirect-location |

59



R4~ B

ZED LEESTRENIESE « TARBELE  JIH EERS « B2~ BE EENSH « kTl LEE -
HITREN TSEAMGEE) FER - SR (MEERBR TRIRE) -

HEREER
FERILMEEYHE

&R AR RN
TRE

EEEH
rEE2H) (FET LEMHIZIH LEPREH -

IR ERIRR
SR TYERIREE ¢

* (RBARE)
* {Content-MD5)

EREMRER N EIRER
MRER RS ERS EE ERISESSE-CINE ~ MGt AESE T LEZMH EXFEITIERR

B .
IX-amz-serverig B EFEE %) . 15F TAES256) ©
[X-amz-serverigMIZE A Ei8 | I8ELE VIREZER D LE) ERPIZEBRNZEE o
[X-amz-serverimNZ- customer-key-md5] : 35ERTE FRIEZEM D LE) ERPIREAERIMISHE

=
= °

@ RN ESRAKBERERHET - MREERMEBRR « MEERKEBOMT - EERAZFEM
I IRRREM M ER 2R ~ 557ieh [ERFERSGHNE PHEEFR -
IRAEIE

ZHD LERSTRENIEE « TARYBELE  JIH EERS « LEZH ~ HE LENSH « Ukl LE -
HITEN TSEAMG LE) /FER - SR (MEERBR TRIRE) -

R
AR S N
HEREER

I HETH-ER) EFEIHEREYHENERERABNKR « #EIt EEMHRN—3E5 o
FEETH-EE (FEETEFFBAmazon S3 RESTAPIfTA THIT ©

60


https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html

It E Kk &3:EHStorageGRID W& ATE x-amz-copy-source-range] H3ISEMMIHERS o
SR THIERITER !

I'x-amz-copy-source-if-match |
I'x-amz-copy-source-if-none-MATCH
I'x-amz-copy-source-if-modif-since |

*  {X-amz-copy-source-if-modif-s &)

ERE AR IR

MRER THREZEMD EE) ERIGESSE-CINE ~ MGt AESE T LERD-ER) EXFEZ TS
ERITEE :

IX-amz-serverig B EFEE %) . 15F TAES256) ©
MX-amz-serverimIIZRE £ | I8ELETE WBEZER D LE) EXRPIRENERNE S o
X-amz-serverim %~ customer-key-md5] : 3I§EMEE T¥BEZER D LE) ERPIREIEREIMISHE

=
= °

MR RERAZTRIRMNER (SSE-C) ME » EXATE T EESH-ER) BEXPFEI T =(E1FE
LUERRZYIT ~ ABER

*  {x-amz-copy-sourceese-sider-side-ridionese-customer-alralc;8& %) : 15F [AES256) o
I'x-amz-copy-sourcez-serverinilZE AR | I EBERILKEMHRFTRHNNE 18 o
I'x-amz-copy-sourceze-serverimil&Z-ZFE£88-md5)  IEEEERE I IGREY G REFR HAIMASHEE o

@ TRENNZT/IENCGHE - REERNBRE - MEERBEHG - TEATFREE
MEIRRFE G ER 2/ « FhieR ERARSRME PHNEEFE-
R~ EE

ZHD LEESTENIESE  TARYIAELE L EERE « EEZH ~ HE LENZH « Ukl LEE -
PITREN T2EEG LE FER - SEIYH MEERBRTRIRE) -

FERZ AR L&
TR 1ZETHLE) (FESERERT LENZMH - lHNZER D LE -
R

HRVARHRER BIUmESAR—EZRARE) S I&MBE) BATUBR o TR SHERIE
IR StorageGRID fa]lisEHVMware RAESTAIEERIEK ~ MIFS3A P inFAta FERAIRE o

ERITEH

%18 x-amz-Storage-Class) ER1ZEE « U1R StorageGRID HAFFHMIILMIRRSE M€EA] ) 5 P 894
T4 ~ Mg E3 BN EER#E -

61



* (RE)
(FE52) BILMRAMEREHIREE « o FEEBER ZIZ I ERRAE AR « 15 EEIRMEVEE °
* "educed_deete"

EILMARAI AL EIRIEEIE « T EEREIZEINBRERE « e BE— 1R HREEE ©

NRERIASIIHHERBER T « RUHBRAREE « AIE2E TEfEFENER EE -1
@ RIEFMERARESEREHETFE « Bl Teduced_def¥) BEIEGEEIFER o BT IEFX
sl BEFR ~ BOHERET GAREBIEEX - StorageGRID

@ ?g%%’v%ﬁﬁt%ﬁ%&w?&ﬁq%ﬁi  IZER SR TAIEERT - BEFfEERENES SRR

@ EER TETag) EARARERB—LMDS4EF] ~ ME1EAmazon S3 APIEEZ IRy T
ETag) fBEZ%#% °

MR~ E1E
IEFEE M ZEML LE - MREHHREREFERBREAERE - MIEETMRZEND LEREIIVFIRE -

MREHBHEFEMBRAERE - 2R HEHEENYHIRESBENEEW—/ THRZASID) Ittt ThRZAID) HE1E
[ClfER{ER x-amz-version -id) [EIFEIZEE(E[T] o

YNRARASIZEFIE F ~ BIHFRRZASE LUnull MVrionld) f#7F ~ IRnuliRAEEEFTT « AIGBRZARA ©

ERE#FERABRAESER « e ZEMY LEG—RRZILMARA « BMEER—EY+FEiR LF

@ B e %8R0 LEH—1% - MIRRHHEERFERABRAEE A URSIZESD LE - A
BRER—EYMHZR LREL NS —EZEED LE - EIFRFTOFEEFEL « STRRE—RE
ZED L1EEXE -

BRERW - BN EEREN

MRFERFBERELEZMH LENREE « BMERANERSBMBERR « SESH LENE/MI -
MRBELEESTEEN « BIE7EGrid Managerd #t#iTotal B (SMT) ZHHER - RE—ESHAESHEBAK
MHRE—EYH ~ B TEEAEMBucketBLiBYIMEIBAVER o (ETEIHR - sHEICER > HFH
BE > EM o BRREIBEIRNRE—ESMG o) BHHABHEIIE var/localllog/bycast-err.logl H o

7L BB B AR F A B S B A B A R AOME R S o 7B T SRR I R0 « USSR T R
BHEE o

=R
FERILMEEYHE

i s [0 FE
S HEFRAERRIZEES3 REST APIFE:R[CIFE o StorageGRIDLESM ~ IETHEEE S INABUE R

62


https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html

zJ[o]fE o StorageGRID

L IEMIS3 APISEREE

e
ACCESSDENIED

(RS ED)
BuckketAlreadyEx45>F

BucketNotEmpty

AR EES
InvalidAccessKeyld
InvalidArgument
InvalidBucketName
InvalidBucketState

InvalidDigest

InvalidEncryptionAlgorithm#&5=

InvalidPart

InvalidPartOrder

InvalidRang

InvalidRequest

InvalidStorageClass

InvalidTag

InvalidURI

HTTPHRAS
403%2 )

400fEIFEEREE K

(EIES

(EIES

4001EFERE K

500 BB MRl AR iR

403%1F

400fEIZESREEK

400fEFEEREEK

(EIES

400fEFEERE K

4001EFEERE K

400fBIFEEREE K

4001EFEERE K

LW 416 ZERAVEEE

4001EFERE K

400fBIFEEREEK

400fEFEERER

400fEIZEEREK

63



g
KeyToolong

Malformed XML

Metadata ToolLarg

FIERSEF

RBERE

MissingRequestBodyError

MISingSecurityHeader

NoSuchBucket

NoSuchKey

NoSuchUpload

REMF

NoSuchBucketPolicy

ObjectLockConfigurationz<$k 2 §&

FaSIRE R
EKEFfEI TooSkewed
ARFS A

4 DoesNotMatch

TooManyboo

£ A& KeyMustBeSpecified

T EETiERCHEStorageGRID

64

HTTPiKES
4001EFERE K

400fBIFEEREEK

4001EFEERE K

RAFHER405757%

B|EANMNEE

400fEIZESREEK

400fEFEERER

HAZFN404

HAE404

HAFN404

501K B1E

HAFN404

HAE404

4125 T RE SRR

403% 1k

503fRFEEIEER

403%2 )

400fEFEERE R

4001EFEsRE K



Ry
XBucketLifecycleNotSupported

XBucketPolicyParseException

XComplianceConflict

XComplianceReducedRedundancy

Forbided

XMaxBucketPolicyLengthExceed

XMissinglnternalRequestHeader

XNoSuchBucketCompliance

XNotAcceptable

XNotlmplemed

=RER
RAFERNAERREHEED
EITETRE A B HA4ERE

#EE R EERRJson ©
KA ERRRE R EMIERIEE o

EANESRENFEEERAFIRLD
if7

THRABEAFNFTFERIR
ELEPR -

TRV EREE K BYIRER o

%EEEWE%??EEEE&EH ERRERE
1 o

EREE—HZEBRERE
AYAcceptiZEE o

TRMNERERINBER AR E(E

S $#£SS3 REST API{EtStorageGRID

S3 REST API_L#1% T 45 E StorageGRID 2R FRIESE

* USRI —EIEESK

HTTPiES
4001EFERE K

400fEISEERE K
403%1E

4001EFEERE K
4001EFEEREK

400fEIFEERER

¥ AZI404
HIAIE 19406

501KREF

[Get Bucket—214 1 ERAGELREEAEFEBucketlI—IE B4R o

* EARER—EIEEK

TRABE—2ME) EZRAEEE

* BUSHRIER D RFENGF R E R

TEVISBER L RFENS ) ERAIRIGRE RS AR BE &R A SHF A L RFIEEER -

* RERFERTIIA ERIFENEF R K

EEEERAEEURNITIEEN—IERER

MR ER R ERIFENERE ) Z2R ARG H BHE R B R R S E A L RF IR ERT o (S L REFEEEE

eI A EREE « BFRFALL10.3.0MREERM R A I 2 #F ' AVTE

* MIBREFER B LB R AERRES

A8 —]
ax A AE. ©

65



THIBREE (i FP A B B A AR RE Z2 K AT SR G BRAEREXML ~ LUS RERIENRESE EIRTS -

* BViSBucketPAE B LA AHREES

Get Bucketf#E &} ) BRAABERARICHEAEREXML - UREERFEFENESES -

* MERRPES FEERERES

FEABAITTER BRAREREGEEHHERHNEUMBESESIRT o GEEREHREHENPES
FHERMEBEXML ~ S8R FEBEFHEXE BMIES RS IR

* RSREFEREREN

IGet Storageft & EXRGEHERBIRFFAEANRREERE « UKEZIRFERBNSEREES

=
=°

* BEREREENEBRERBENX

1B A BESE E A StorageGRID Sfs3 REST APIZRE IR A E ikComplianceTHAEFR R I MIHZE o

EVSRFES—EUEE R
FGet Bucket—21%1 EXRA[:REREE A ELFEBuUcketf I —UI4 B4R ©

TRRI—EIHERERE A R R YRR AR

8B S3 . GetBucketConsistencyt#[R ~ 32 MR rooti#[R « A SEFERIE{EZE ©

FRsRER P

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: <em>date</em>
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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Date: <em>date</em>
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Host: <em>host</em>
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUESEHIR ~ BEERE [/RR) ARG ZHPEEN SEXE—@EE « MEGHE [R5 BTG

ZMrEEN A EEXES —EERM -

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata":

{

"age": "25"

}o
"tags": {
"color":

}

"yvellow"
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GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

[E1FEEE A

IEEAFET—EIRE « EPmEREFERALEYH1 2@ TENER - SEFFES S MEY 4B
TCHERYE R o

79


https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/index.html

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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BiBFs . Get Bucket ComplianceEX

Get Bucket/ZRBREKEBE o M@ « EAILHEEFERILER KA IR A EREE T
& BRIAMBERERRTE °

@ FRIRAHNAZIE (ZEAFEEK) 8 « IREBSIHEHERN ° StorageGRID
StorageGRID

EFAS3YIMHFHEE

ERILMEEY 4

"NetAppHIAE © WA EEStorageGRID ZIEEENMHE « FF2H (MHEXE"
8B S3 : GetBucketCompliancet#[R ~ Z 2Rk Froot ~ BIUSERLLEIEZE ©

FREEEED

HEEEHIESRETRITRE SRS Tmybucket) BIETFITREAYAIRBIERE o

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

EiS

TEEIFEXMLA « T<SGCompliance > &F|HILR#FENBMERBERTE © LOREHBRRFFEINERE
BRE ~ HpSEMTRERE—F (52560008) ~ (EMAHREEIERERRELE - LEMBATRBESERA °
BEMHRE—FREEMR

HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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@ MAFRER « ERAEERNPET SR o It « IFER LR R IRECCZETG R (
RG> RM>ERIETRY) ~ AREEER PuttoverriteObject) HERAIRIE ©

HERIE
S3BHARRAEEA

ERBIPIEE R
B ERRINEREE - U OEEE THSRERY o

I ERSRERRETIE - RETRAUESIZERT - MASEFRGTUESIZESRELY  FHFEHR
ERTIIEI -
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Condition: {

condition type:
condition key:

ETHEHIF ~ ipAddressi& - {FE R Sourcelpl& & o

"Condition": {
"IpAddress": {

"aws:Sourcelp":

by

SERIRGFESE T
R ERFHIDEMT

* PR
*BF

* FME
* 1P fifdik
* nulligE

1 ESE T
HINEEER

#AEYNotEquals

StringEqualsignoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

condition values

"54.240.143.0/24"

55

RETE2ET (BAXNNR)  REBETFHREET
EE#Z o

RIBRELEY (BDANT) ~ ReiRHlFhEET
EE#Z o

RETE2ATHER (BBRANE)  RERRFH
BEITIER -

RESELLH (BRBRANR)  REBRFHREET
EE#R o

RETE2ET (BAXNNR)  REBETFHEET
EEER o FILARIE M ? BAF T o

RIBESELY (BDOANT) ~ ReiRHlFhEET
EE#R o PIEE M ? BRAF T
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IR EREF siLPH
&=

DTFEE R 2ERNER - KEBEMERTHER -

NumericNotEquals RIBEETENLLE « BB ESEEITILE o

BEER iR TRR ¥~ RS mEEEITIR

NumericGreaterThang Equals iR TRRIER L« SREBEETHR -

g FLessThan RiE RS HEE -~ R R EEERITIEER -

NumericLessThang Equals Rig DNREER e SRS EETIER o

il HRiE Mrue orfR' LEH ~ S IBEIMMERITIEE o

Ptk EEER 58 B IP A ik SR IP it EEE] ©

NotlppAddress ﬁgﬁe SEMELE « BRI PR IPA I SRS T

% o

null BERHSRESEENEANERNES

LRGSR

a5 BRRME S8 SRR

IPEEE AWS : ZiRIp e BN BRI P HEETTEE
8 o AR B HFEE

“MIEE : *MNRSIBR BB B EEM
RN E BN RS _E RV & BT 28 AR TS
FX - IEEHaHTHRRE L
HERYIPAAEEITEEER -

Mizk : MNRERFE=7 ~ TBEAEW
BETEes « ARz aHTE
23B9IP{I3L o 4E{7] ['X-Forwarded-
for) IZEEER GBS « EAE LR
EEBEMM -

RIS #5 AWS : fEFESTE o EEBEIXE R EAE TS ~ L
WEPEIXEN - AITAREEHF
fEE o
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Rl
S3 : BEfHEFEM

S3 : listBucketVerionsiEfE

S3 : RERFEM

S3 : listBucketVerionstEfE

S3 ! BEfEEFEM

S3 : listBucketVerionsiEfE

S3 . PuttObject

S3 : PuttObjectRetention

FRAFIEES R

BANRGER
S3 ! DRI

S3 : &% LR

S3: HIE

S3 : Y EERIBRRERH

S3 : Y EERIBRRERH

=R EH

ELEER Get Bucket) ¢ Get
Bucket Object versions] E3RH35

ERIDFRATSRBE

@t TGet Bucket) 3 Get
Bucket Objecthids] ERAIEEH
BAZEBSY -

ZEEE [Get Bucket] o Get
Bucket Object versions] EXKAi5
ERNHIEF T2 °

EE#E Tx-amz-object-lock-retest-the-
date] ERIZFERIEENREEL
BHER ~ R EAITER (R B HAR T
8 URELEERS TIEKRN
REFEE

© MEYF
© HEMH-ER
* BEEEHLE
B TR EMHRE] BEXRPIEEN

REELE AHREITIEE ~ LIREfRE
ERETRIEEEA ©

TR UERAPERES « FRAATAREARREN » ErIUE MER) TxPERRAERR - hellifE MF

1 TTERPERFHRLER -

7EUEEEHIG « EBU${AWS:username} 2 BIRITTEMN—E(45 -

"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

TELEEEBIA ~ EHU${AWS: username} 2 IR EIRPIRMHERN—Z 7 :

"Condition": {
"StringLike": {
"s3:prefix":

by

"S{aws:username}/*"
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28 CiLd

s {AWS : s&iRIp} J ERARRIpERIFRHIRMENEH

s {AwWS : FER&ERTE e UserName &R i AR (HAVE L o

r$ {S3: prefix} | ERRBEBHA BB FRIRHAIES

r$ {S3: max&id} J ERRBEBNRASIRIFAIRENEH

F${1 FHFTT o RAF AT FIT

r${?}. FHRFTC o ERFTMAFE ? Fo
{8} T TT o BRFTMAXFSFIT

B EERAREENERR

BRRRRFIAE IR AL 2 MBI EIR « MEEEHITIEE « HIUNEHEIRABrootfEMAE - E/RAIEE
HAR] ~ R1&Amazon ~ StorageGRID #1177 2#&S3 REST APl RIFRHIEL ~ (B[R AL HAR BIRERAE

[FRI5RER [RREER AmazoniT# E{EH T StorageGRID
{E4BroottR P BV(ERIMEPE &=} B B5E ~ BrootfE  MEE
BERPREFAIAESIHEFEER
[RAEZERIRER
IEAREERE /B BERE B4 BB 8=
fATHERR
AEFIMEBIRBEHAERTE  fE | TR B~ BEREAFR B
AT HERR BS3EFEFRREEARE

IREFEE [RAFFEE
FA405737%) $E5R

REFIMBIRFrootslfiER  #ES} B~ BRAIASE ~Fr 48E
EREBEAER BS3f#fFERRIEERE

IREFEEO [RARFFEE
FB405757%) $E5R

REFSEANEBBEATF B~ BFFES3HEEFRR 1HE
B#fE AIEZERVERE S (BRI R
kAR BEMERERR

T8 T405757%) #EeR
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[FRI5RER [RREER AmazoniT# E{EH T StorageGRID

1EXEFTE ABFRESIERY =} B E5&f ~ BrootfEf  #HE
FERR EIRPREFIBESIHEFE
[REUPEZERIIEIR
FREANFENEREN #E} EUBIERS BN
i)
BERETFENSHHEFE B4 B EIE
FREBAEEFE §E = EUBERS B
R TFIEERERRE ( #E B - MMrBBUERE AW - YIrHEEEE
BREERIRP) REWMMF A - BERAAFE RS - BREMR
BURER A - BIUEIRPMARER We
Y1 ACLIREZ Y4 V7
EVEIR o

—REAZE (WORM) 1R:E

TRILGZI —RBAZREN (WORM) #EFE ~ UREER - EREEROYHPEEL « USSR
a0 © IEEIAREWORMBETFE ~ UAFFRILMMG « LWHLEBRIMFIREAR  BEAAXFARNEP—TE
Vabr

=T RERERKEEKIEE ~ AL

* 7£Grid Manager® > B#Z* configuration > System*>* Grid options > ZAT&#EH Prevent Client Modification *
EIEIE -
* ERTYIRAIASIREY :
° H&PuttOverwriteObjectiEAB {EZEHTIE ES3RA! ©
° BB BB ERRTIE = SI/RA] o
° G TRFFMEMMG) EEES3RA o

@ ATESIRRFRMBRH R AR ~ AR EERTE B0XRBETHRA) FRAK ~ [HLEILMMIER
Yt o

@ EMEERPTAEERAIMRA ~ hEZMLELEITREA G2RIBERA) o EFfEEENLLESS
EER (GR2RIERB) o

BRA L LITRA (RZFRE)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 ——-—————- > OK
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BB : EETHER (FhEE)

/mybucket/important.doc
PUT#1 - -—————- > PUT#2 ---X (denied)

R

EARILMERY4

B EERHRIENFEA]

an{aF BB ILMAR B SR E IR 4 StorageGRID

S3BHAERAIEEA

S3RAEEH

A FAZASEYE A « $+¥fStorageGRID BN AIEHHRE R RAITIZEURA

S3fEFE BRI

FEERASEERBMMBFFEFEER © #F&RRAZEMAS3 PuttBucketPolicy APIETTERE ©
IRIETHE< ~ AIfERAAWS CLIRERERRE

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

6 : AFFSEARBFREHEFR

EULERF - BEAN (BEESR) MALFLRFEFETHYMG « LHHEFEPHFREYMHHIT Get Objects (
EiStE) 1E% - A HMIEREAGELE - 5FER « WRAFISEL SR ER ~ AR TIRPIRUSN - REHEM
ABEARAREFEER -

"Statement": |
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket™, "arn:aws:s3:::examplebucket/*"]
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#BH : RFFE—ERE P SEABER TBEFIE « LUREMMIRE FESEA REFEEL

FUEFEAF ~ HEIEERS PRSEABAUSEFRREEFHEFE « MH—EEERS FRSEARFES HXf
FE& - UHRHEFERU HE YR FEFRENYIHITGetObjectFE o

@ TEINAEEF StorageGRID ~ JREREIRFFMZIIMNYMG (BIEERIRF) - HIREAEEERR
A - BARAERREEMMNT -

"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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P . AFSEARBEEFNEEFE - LHRIEEREETTEEFR

EULERF - BEAN (BEESR) MAILZILERER - THBREFRIFIEYHHIT [Get Objects  (EVSY)
) 5% - MRABERIEERAS MI5TiH BHENERES AFFTBEFN -

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

A MRAAHKAIPER « AIAFSEABREEAMFEHFITE
EUEEEAF ~ BEA (BEFER) HELFHFHFE « LEFFEFHRBEYH LRITEADHEE - fIRREE

KIKRBIEEWIPEE (54.240.143.0554.240.143.255 ~ {854.240.143.188F%5M) o FREHMIEXEE G ERIE
A8 ~ MEIPEELSMIFIEERE S B EIELE -
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

P AR ERREREERTRFIHER

TEUCEERIF ~ BBREAREAlexA LUSTREF TE8AF REERAEMMN - FREEMERE « 815 Mooty
BRREEABFR A 1R - NBFERE © lrooty KIERNGHRAELBEFEUEIR RN E/BUF/MIERBucketPolicy ©

=
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"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

&) : PuttOverwriteObjecttE[R

FEUEEERI

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

EZENPHEBRFSIYHFIRC
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:federated-user/Alex"
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
HERAE R
EETRE E1EZE
S3EHA/RAE A

BHHRAISISERAFRMIIN Z BH4EAVZEVERR - BERRE TFE) & IATERASH - BH4ERAISFERE
BEIEERXHAPIZRERTE ©

#f : ERAFEEREARERERA

ERER EEENESARER AR « A LUERGETBHERANG R « WERILEFHEFILESSFEERN S
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I HEAREHERR ~ INTFFR -

* EES3TFEY | FAREIR o ILBHEFRIEAERA SIERIFIE « IRIFEAERBRERRIR TFIE - INFE

B tE3ETE « FEEE R BrootE BRI LAFENS3E R ©

AR : UIEBHETRRIERE A SSEIRIIMEEFEVE o 140 « EEFAERRIERE AT LS Y ML B AR 4
iﬂ s RAEBERIANRGT o BERULETRR « MERHERAINIsonF R EHIRENFHIRT « SEAREILT

* SERFH  IEHEPHERE T EEFISIER « BiEREFE o EBULEERR « SENFHRTERTER

EEHER AR JsonF & o ITEAMREEIL T & o

* Bi] | BHETRERE SRR T ICEXF HIRPIEERIEIR

FEUEEEAIR « AN B REERRENRFFERIERFRESEEMRX (ZREH) -

Mo 52 Access 7 A

"Statement": |
Read Only Access

"sid™: "AllowListBucketOfASpecificUserPrefix”,

Full Access "Effact™ "Allow”
"Action™: "s3:ListBucket",
@ Custom "Resource": "arn:aws.s3::department-bucket",
[Must be avalid JSON formatted string:) "Condition™: |
"Stringlike"™: {
"s3:prefix”: "Slaws:username}/™"
}

}
L
i
"Effect”: "Allow",
"Bction™: "s3:"0Object”,
"Resource”: "arn:aws:s3::department-bucket/${aws:username}/*"

P AFEETRERERERE

TEUEEEAF ~ BRIFENIRAIBRREEAR « TRIBFENFIA ST A USTEEFREF IRF A RFRBELL -
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

6 AFEHEMEERARHERE

TEUtEBHIT ~ BRIFEIRERAIPRREIELR « DRIZHERIPRA RS &R SSERBIMERTFEVE o HI40 « LEEFAEHRY

ERETUS B MEIYIFER « PEERAIRE o

"Statement": |
{

"Sid": "AllowGroupReadOnlyAccess",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"

1,

"Resource": "arn:aws:s3:::%*

P RFFEHENE R R EFEUEFETRY Molder”)

FELEEEHIR « BEM B RAEERRENRFEFERIHREFREREELNR (ZREH) - FIF TREEEEN

REFRAERS - [EE B EMEBERAMFFERAMNFEER
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

THEAE

ERMBAAIRE

L TFEREST APIRNZ 2

REZERSHEREST APIEENZ 21811 « RN AIRERALE °

WA AREST APlHEHZ 2% StorageGRID
1T FE 2B R StorageGRID {2t R4 AREST APIE(ERZ 2 M  BREBAISHE -
fEFA T3 %250 © StorageGRID
MR EHH AN THRREREHTTPS B A &M T A R RSAEH G EAHTTPS

EEREEHTERIRRE  JLUEZERAHTTP © fli ~ SR se B2 EAHTTPEI TR RS MIFETNIEE
FA#& - MNStorageGRID FT+AAHE « 552 (RINEEINAERIRAE) -

* RIEFAERRStorageGRID ~ {EAHTTPSEA#ZEIRAETR P iREN « WIERBEIRS_EERACLBARF -

TR LUEE M RS R AAHTTP o figN ~ ErIseBEERAHTTPETAE S EMIEENFERR -
giStorageGRID FEFHMEE ~ 552H (FAREEINEERRA) o

(D cLemmREs-
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* ZTREATLSIIZZEARAZIRNE FiniStorageGRID Z3@: ©

- EAANTEHRRERREAHEHTTPRHTTPSES « BN N AR THSRBREEHY MBS
1% o

* AR IR BEIRMHTTPERE1Z5EStorageGRID 457 BEIITREST API{E o

ZeHRELEARKEARER

;H;)Eﬁﬁ”ﬁﬁﬁi,%ﬁ BHRNEENAN LNE TSRS - EREREREFER - WEREREM _LAICLBAR
55 o

EEABERT « BRimEAERESAIUERMEKREIES HEN BRI /&E X StorageGRID HZARELEN
RIS IREBITLSELR -

* ERRREARENEGEGH TEHSRRTR « RAEASERAHNANRBIIEGNTE S THRIRRLFR
ERVRERMITILIESE - BEREEE B Y/  TUUSHEREIRS LENBETARSES « Ll U2
AAt& B 12 B StorageGRID TE8 TE iRt 2 £ I /&:E o

* ERPRERRENEREREAF IR EREHR ERCLBARFSE « EfiE£MAStorageGRID &k (H#R
FREREEURE) ARTHREENRARELARSEE - NEHEREEESRENE—BIARSEE

;'Y‘o

FRRIGERERAEEEEZERANEITLSER 2 HA/RERREREE

YNStorageGRID FERE & & T2 AVAERE N « UKL E— BT ARS RSB UM TLSEEGHIZEEE
FENEL O RAE IR, EBICLBARFERVAERATE ™ ~ 552 (for Administering) (ZIBINEE) o

HE

TREETS3FISwift REST APIMIAIE/ELZ 214 F9E -

ZE2E REST APIREE
B2 TLS
FIAR23 588 HAMRCAT A A EESREN BT RARRIEEEE

BIX - 509fEAR A3 REE

AP imEgE * S3: S3MRE (FEXEHRIDMMEFEER)
* Swift : SwifttkF (£ ELBNZEE)

BRimEkE . BTREPR A R A 1 A B9 BT S /R 21
* Swift : R EEEABEN

HERAZER
‘E1EStorageGRID
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TLSIEREXZ B ENNZEBEEE
YER—EBRNNMZBEN - BRHREAERNIEELGRELEME (TLS) TIEMRERRHMER o StorageGRID

S EMTLSHRZA

XETLS 1.2F1TLS 1.3 ° StorageGRID

() FExESSLGAITLS 1.1 (HERKE) -

SBHMEEY
TLShRZS MZEEHBIANALTE
1.2 TLS_ECDHE_RSA_with AES-256_GCM_SHA384
1.2 TLS_ECDHE_RSA_with
_CHACHA20_POLY1305_SHA256
1.2 TLS_ECDHE_RSA with AES-122_GCM_SHA256
1.3 TLS_AES-256_GCM_SHA384
1.3 TLS_CHACHA20_POLY1305_SHA256
1.3 TLS_AES-128_GCM_SHA256
BARNMEES

TIMBESBIBE o RIRIRAR SEIFEELERENIE

IANAZTE
TLS_RSA_ AT AES-122_GCM_SHA256

TLS_RSA_AT_AES-256_GCM_SHA384

HERAE N
NMRI 3% T FE P Um i AR

2 YIS AN S

TR LSRR EER IS EMMIIRZEE - REZRPIREENITFEFHME - &7
DU AR REIEA P IRERNRS o
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B RREN AN RREER =R

1|\
IL:\

SR ABS Y RRENANFREE R ~ IR ETE « EANEREERIEE » LRI LURRRA R IR

FEFA2T\1EStorageGRID BHY ~ ®ARIE BT ~ AIHFIKBMBIE R -

1.
2.

£ AGrid Manager Sz 1EHIAHE 2B 25 o
FEERRLE - KB MFEREEE) B

A EIEStorageGRID EHN—ERAMITHIRA R IRIEEHRE - TBREMNERTIIERHERE

EE IR o
EHREE (BEBER) BT EHTEHSIRIREK -

BLEBRER T ERNEMRAEHTERIEHNAERPEREES - AILUEZELUNE X B~ BE&F
HEANRRERRE - St UERBETRERER

EHMFREE (BEER) P BZ-TUHRITREK-

IEEl#& LA StorageGRID S TAEBAN BT AR R EE R FRVIREFIRREGRE o {KRTLUEZLUNG
X B - BRFEAEUNKERER - SrIUERBIRERER -

FEDERERFOMNEN - FRCCAIBEREINEGR « 281%Z—T H R31EH -

R EERIL A B REE Y R FRECR X © RS IRBE S8 - ERNERENEE - TR
—TREREEELEEENTES °
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