fEAS3Y4HESECILM
StorageGRID

NetApp
October 03, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/storagegrid-116/ilm/managing-objects-with-
s3-object-lock.html on October 03, 2025. Always check docs.netapp.com for the latest.



Sk

5 R S S EHBECILM

ERASIMIHHE REEW 4
HEEESIYIHEHE ?
ELERS 3 SH e B EE A FR R

ST TIERIZ
MERREIET (
MHAERAETLE

S HE TS
ER2IHSIYIH TR ERT R
REBILMRABIER
FEIXAEEWILMEREREXK
RS E M REE K
EUFRS3YIHEE 2 fFEE PRI EK
RS E N AEFEE G E B

IR RSV EE

EHSIVHHTE HERRERBIEARREERT AR — S EER

0 0O 0 N O OO or.or ok WDN 22 A

N
o



EFAS3YHF IR EFEECILM

EAS3YH R E R EZEMMF

SRR EIES - E0] L& StorageGRID ERIRMRIASIYIHHE ~ MBI EEIR
RYILMIRAY ~ RS E ST R PRYHEIEEREAR S KMIFHER °

HEZSIHIHTE ?

TYIHEETE ) THRE BRI RERIRTTE ~ StorageGRID #HE ¥ Amazon Simple Storage Service (Amazon S3)
REYSIYIHEETE ©

SNEFRT ~ EEXAStorageGRID 215 S3H) 1+ SHE 5 E UM S B R ETNAERT « S3HEPIRA P IAR I ER A BB
FAS3¥HHEMNHEFE - IREERFEFEERASIHEE « AISSARIREAREIAIERIEMIEEX#HEFRET
R IRAERRERE MRS BEEBIEENFRERE « 7 IEREISIVHSHERIFRE © LEIh ~ BUAAS3Y)
HrHEENSEREFENJLUESERRFRBEXNFRNE - IREREFETFMEYHMAERELSIRER
T~ Mg ERILRERM -

StorageGRID with 53 Object Lock setting enabled

StorageGRID 53 tenant
Bucket without Bucket with Bucket with S3 Object Lock
53 Object Lock 53 Object Lock and default retain-until-date

Objects with
retention settings

53 client Objects without
application retention settings

A

Objects without
retention settings

TS3¥+EHE | StorageGRID IHAEfRMHE—RERT « 1HEAmazon SIEREIEIRT o (KA ~ RIRZENY)
R A E LR EREREB R HMIR o TS3MMHEE) StorageGRID AEFAZEREBIERER AR AB K
FEBRBYfE B BRIB IR B 5 E S MIPR= (REERVDF -

MRFEFFEERASIHHEE « BISSHRIRRARA IR EMYMGER « EEMRIEE TIE—W
B ERRERRE

* (REELEBH | WRYARANRES L BHERK « RIBTEEW( « (BEAEREMFR - RBEZEMY)
HrEVREBE LB ~ B BEIARATRLD o

* GARA [ REAFAEREMMRE - GIAEEZNMN o Al « ErRISEREN AT REAEFRE/MA
;@J#ﬁ%ii& o GARFARAEIHAR « BERREBIRZA » (MEREE - SERFETRREERINR
| o



STHRERE BRI ~ SEAIEE (EASIIFBE o
MFBRERDREOHMAN « BATE EESMREERHERRE -

EERS 3R E B EE iR A R ISR

S3¥ 4 HE BN EE StorageGRID hRAYComplianceIN5E ° FIH S EINAERT & Amazon S3WEK ~ EILEE
X T EEBStorageGRID By TRFTEER] THEE ~ EIEINAEIRERA ERERERE) o

MREEAMERRA T2EaEE) RE - AEESMA 2ESHFHEE) RE - HRERETERENTTN
A DERERE) NIER TEILROEEE - N8 - RIERK - HAEREIUEREAMKEREARANTEE
MEBAVEEE ~ BFEPITTIIIME

* R IMACRRERZRERNREFHFFE

* ERERABEREREBRNIRE FFENREHRE

* @FERABEREFREENRAREFENEBMIFRE -

* GERACRABRERERINRE HEFE

* RIREERA °

52288 "NetAppAlGiE : WAl EHEStorageGRID ZIFEERAHE « 55268 (NMHEXE" UESERET °

YNRTEF StorageGRID EERRRVEFTIRASHISZIRINAE ~ FHBR TR  BRAEH EAStorageGRID ERTARANH S35
THETHRERIELER ©

S3MHHE (Frig) ERRERE (BhR)
AT Z SRR AR LEThAE 2 #Grid ManageriEE RS >R FEXZEK -

ir>* SIMHFIHE ©
IR CUREERE
hikStorageGRID BYSZ HETHAE AR ER
B T2EERB1E) &
7E  StorageGRID Bl 'S3#){44
El REGE MZEZIEEE F
BSUR o (&R LU AE(E
FiStorageGRID M EIEINAERE
IBREMNERERE « B8

BRIV AL o
LEThREN R R PR T R 2 fEREARASIMHEE « 78t EAEEIBEIERA 95

EREAEERER - AREEAPI ) RMRHEEE « BTSN
5(S3 REST APIRILFTHV#EFE -  MFEERAN &1t #7F

B o
EESERFEEREAEIE? 2l o FEERAREERVEN - FAuUERERBIEERAFE
BEERBREENSIMHFHER (IREAEIE -

BEEA -


https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/use-s3-object-lock-default-bucket-retention.html
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

SAIREMD RS ?

RESAFRENSEFENTERR
E?

REBHAREI AT U ENS ?

BIAFTRIERITEWE ?

eI BF BT ARIBR4 14 2

REXREMEBER ?

SIMMHHE (Fig)

ERE U SEYI R AR E R
BEIEHHR o

B o RS HE MR E&E
A UBETER (R EHRRE - EREYH
RS ~ M4 kR A 7E RRERHAR AL >k
FEEHRERTE o StorageGRID

WIERRAS R R E AR
o~ BREHL o

ERERUSERA T iE
A RRENEEFTE ©

MR AT EEEIRE B LE HERR
FR « AR RENGEFA
AARE o

=8

S3YFERER TIEMIZ

SAEREES « K REHPERAEBINH - UREVGREIRE « TS HFRES

K o

TERiE BRI ERASIMHHEN ST

EREE (BhR)

ERENEAEEREFERERE
HARE - (R A e R RIFR
B -

[

AEREMRNRBERRE ~ ERE4E

Eo

BERAEENITRR L ~ WRERT
RERBYFREMM o

REHAREEIHR  WRFEFERE
REEREIRE ~ RIBIMIBRY ¢ -
Yo e] LA B Eha FEMIRR o

=
=

E il

BESHHEREESNERERENT -



Grid
Administrator

Review considerations for
53 Object Lock

Is
default rule in
active ILM policy
compliant?

Enable global
53 Object Lock setting

v

Maintain compliant ILM
rules and ILM policy

Create new default rule
that keeps at least two
copies forever

l

Create new proposed
ILM policy and activate

Tenant User

v

Review considerations for
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As required, change
retention settings
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Name Compliant Used In Active Palicy Used In Proposed Policy
2| Make 2 Copies ' +
'®  Compliant Rule: EC for objects in bank-records bucket J

‘0 2 copies 10 years, Archive forever

() |2 Copies 2 Data Centers +

Compliant Rule: EC for objects in bank-records bucket

Description: 2+1 EC at one site
Ingest Behavior: Balanced
l Compliant: Yes l
Tenant Accounts: Bank of ABC (94793396288150002349)
Bucket Name: aquals 'bank-records’
Reference Time: Ingest Time
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Compliant rule: 2 replicated copies at 2 sites

Description: 2 replicated copies on Storage Nodes from Day 0 ta Forever
Ingest Behavior: Balanced
Compliant: Yes
Tenant Accounts: Bank of ABC {94793396288150002349)
Reference Time: Ingest Time
Filtering Criteria: Retention Diagram:
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = S3ObjectLock @ [+ Region = ObjectCoumt @ = Space Used @ = Date Created =

bank-records v us-east-1 ] 0 bytes 2021-01-06 16:53:19 MST
1
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53 Object Lock Settings

Enable 53 Object Lock for your entire StorageGRID system if 52 tenant accounts need to satisfy regulatory compliance requirements when saving object data. After this sefting i= enabled

it cannot be disabled.

§3 Object Lock

Before enabling 53 Cbject Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with 53

Object Lock enabled.

It must create at least two replicated object copies or one erasure-coded copy.

These copies must exist on Storage Modes for the entire duration of each line in the placement instructions.
Cbject copies cannot be saved on Archive Nedes.

At least one line of the placement instructions must start at day 0, using Ingest Time as the reference time.
At least one line of the placement instructions must be “forever”

| Enable 53 Object Lock

LIES

The
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53 Object Lock setting replaces the legacy Compliance setting. When this setting is enabled, tenant users can create buckets with S3 Object Lock enabled.

Tenants who previously created buckets for the legacy Compliance feature can manage their existing buckets, but can no longer create new buckets with legacy
Compliance enabled. See Managing objects with information lifecycle management for information
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Enable 53 Object Lock

Are you sure you want to enable 53 Object Lock for the grid? You cannot disable 53 Object

Lock after it has been enabled.
o
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422 Unprocessable Entity
Validation failed. Please check the values you entered for errors.

The default rule in the active ILM paolicy is not compliant.
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o}

]

503: Senvice Unavailable

- HREERENERESED TIHERAR !
Unable to update compliance settings because the changes cannot be consistently applied on
(503RR7

enough storage services. Contact your grid administrator for assistance.

* AR EBAPIERESI APHFBEZWRNFELENE XFEMEIFERES 1503 Service Unavailable |
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