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Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
¥ Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T00.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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ﬂ Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
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9 The quota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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sEG o

* BfAE | BIRACHETE P BB KA SMNER 5 3 3B SRR HAER (R BARE P BHAR VR ZE o

* BRHBIIR-EE | REIMBE DR ~ UKk FERED RIEH AR ABEREES o
* HE-TEE « LIFIERStorageGRID MiLE#E 2R E AN Z R ©

* * 83+ BIETHAERESIFINERAEE -

* * S3-object-lock *-TERIHSIMHFHE R TE LHITIEE « AN LZIBERERE o

c FRE-BRAEERAERAENEE -

SEFEER

ERASEAPIEER « Mol UBEIHEHHTTPENE » iRB5URL ~ ERIMLEHERADHAVEE « BERAXHEHF (]
FBE) ~ WUXAJSEREAE o
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

EHAPIER

@ IEERAPIHEBE R THEMAPHEREER ZENRFEE o 35/ NOAREEERIEE - BHMIBRAERS
BRI EMER o
1. BEEVHTTPENMEULEEERFMAER -

2. YIERBEREERRTEHLMBEY « GIMIBHESERZEID - ARIUSELE - BERERELFEHTENAPIER
7 BEBUSFRERNE ©

3. PIUFEETBBERBABRA - MBE « R LU HE RS ER R -
4. BRI o
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O IRHMEMUENDH « HIRFEIENFRFAEX o
6. BEEHIT o
7. BRI ARUFIEERE DAL

AR EEAPIRASIE
1P EEAPIERRAEIERZIE A PEEERFH4

BN ~ tERequest URLE5EAPIRRZ3 ©

https://hostname or ip address/api/v3/authorize

BEETTMERNEER - EHF SEAPINEERALEIRER - EML-BRERBTHEER - ARE

EAPIHREBRRASEHIRTT - HAMNE T GIEIILIREIB M o THEH:R BB AR ISR AV S B Ea R 2kiR
SAPIRRZS ©

AP E4EH] EhR7s b
BERRER 2.1 2.2
BERRAFHEE 2.1 3.0

F—RLER « DERARNIRAATEE EIEAP| o StorageGRIDAEStorageGRID ~ B XIEINEEA R EHTH
AERRZSES ~ SR ARABTZENEEARAVAPI ~ LIBIS E /L —{EStorageGRID RRASHISZ IBINAE ©

BEFNERGLU T AR T A EBE

* [OIFE1ZEE2A (deprecated : truel
* Json[ElfEZAAXEE ldeprecated] : true

| B AT hR s S IR PLEAPIRR 2

fERTHIAPIZREEIIRIIAPIEERABE

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,

3
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IEEEFRBHIAPIRRZS
TRIUERRESE (/APING) FHRER (API-RRZ : 3) FRIEFEAPIRRZ o INREFEHRAEMEE « BIRERE
gERKRKE

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

PrEEsauLERIBE (CSRF)

1&StorageGRID FILAfEEFCSRFHEM ZR3R{EEEA CookieFYERETNAE ~ WBIFLEEIEHIAE R
3 (CSRF) K2 o Grid Managerf2iH R EERN G BEIRAILRZ 25 « EthAPIAR
iR EER S EE ARRA -

gﬂé%%%ﬁﬁﬁﬁéﬁ%*%ﬂﬂﬂﬁﬁﬁ (BIMNHTTPREPOST) -~ AIReGEREREAERERICookieZE HIFEE

FFACSRF1EMR 1#BNPh#ECSRFINEE © StorageGRIDEIARF ~ 457 CookieFIA B AR S ERIRS T EPOST
EXBHEHIAR °

EERUALLTHEE « ATEREHARME TesrfToken) 284 Trues - FERES MRy o

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

MERABE ~ GridCsrfTokens CookieEABEKIERTE ~ MUHE AGrid Manager ~ 1 AccountCsrfToken
1 CookieBIFLABEERTE « UHBEAHRFREEREN o

NS Cookie?F1E ~ BIFf B A[ERAMFIRAERIESK (POST ~ PUT * PATCH ~ DELETE) #W%E® S FyIEP—IF
* IX-CSRF-Token) 1238 - HiZGEER A CSRFER CookieAI{E ©
s HRESRIGIEEIEMIEEL ¢ TesrfToken) MBRAGIBNEREIERE o

EERTECSRF{RE - :AEH MR EIEAP| ot THEEEAP| o

@ HEREBCSRFH#ER Cookiefs ~ thEE#HEMERIERHTT Content-Type : application/json) 1%
88~ LUE— P {(ReEJsonERBIE R T CSRFIXE o
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EEAMFE
156 £ 43 SR gk 22

fEAS R BRI BIRRERPEHENERE « LA REF ERAEERAENEE
HPAIRE -

ERREEREINS 72 5H5! BEE

MBCEETHMAL (FIE0Active Directory  Azure Active Directory (Azure AD) ~ OpenLDAPE{Oracle
Directory Server) FEIEHFEANERE - IUAHFEEEXRTE oHRHHE o

TEENESR
c WREREAMAEERR TENESEIESS
* THER R ENFEER o
* {&fEF Active Directory ~ Azure AD ~ OpenLDAPZ{Oracle Directory Serverfti & 53 s 5l L FER o

()  mBEEERERTIHALDAP v3IRES « SEHHEHITIELR o

* MNREITEEROpenLDAP ~ BI4ZEE E OpenLDAPEIRES © s5 20 % E Open DAP{EIARESAYZER] o
. yu%‘”ﬂ%ﬁ%@auﬁt@& (TLS) EALDAPfEIARZ3E1 T ~ BB DA HER N BERTLS 1.2801.3 ©
FHER ANMERTLSEARN L IBZRHE o

RAREIETLIE

SxE'EE_JLX%iﬂ)E s RE 5 70 R BB ER AR TS ~ BURISIEPIRPBIERE ST o ERIFAF AJSEZ A Grid Manager
ERIS 7RI ERARTS - IREEFN H0HbHE EEREIILAE « BIEEA I P R E @5 rH R
%ﬁ%ﬁ%ﬂﬂ%ﬁ o

o This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

BAARRE

1. B ENEE >R H e -

2. RV RN S s BB ER o

3. ZELDAPRRFFIRTIEELH ~ BEEVEER ENLDAPARFEIRE o

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other
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B H At * ISR E E FH Oracle Directory ServerfJLDAP{EIARESE ©

4. NSUEFHM* ~ FHER [LDAPEM) BRI - [R ~ FAET—F o

° EAEM—%1E | B LDAPEREWE —HRIBREERE © ILEIEEE Active Directory

B TshamAccountName) #1OpenLDAPHEY Tuid) ° WNRIGEERTE Oracle Directory Server ~ 58
A Tuidy ©

° *EHAEUUID * .| FELDAPERAE KA M —#FIIERE 4TS o LB E R Active Directory

B9 TobjectGuids #1OpenLDAPHY TentryUUID] ° ¥IRERCE Oracle Directory Server ~ 58

A Thnssiuniuniid) -~ {8EBMENSEERAEESRZ 16 THENF BRI +/NEMLHF

SRS o

° BYMEME—RTE | B S LDAPEHEME—HRIEERIE MR o ILEBMEAEE R Active Directory

B T'shamAccountName) F1OpenLDAPHY TCNJ o UN1REEELFE Oracle Directory Server ~ 558
A TCNJ ©

o *B4HUUID * . B ZLDAPEHE KA M —# R E TR TE o LEE4AER Active Directory

B TobjectGuid] F1OpenLDAPHY TentryUUID] o ¥1EREFEZE Oracle Directory Server ~ sA%
A Tnssiuniuniidl © 15 B4R ERAEXNER 16 tHF BIETNAI2 B -7 EM T ~
B8 o

. HINFTALDAPERFFIREL « 357 TRELDAPEIARES) ERRH#AFTERILDAPREIARSSFFEREREN

14

° T8 | LDAPAIARSSAISTEMAELTE (FQDN) SHIPHziE o

EIRIR | AREZLDAPEIARSIHEIZIR o

@ STARTTLSHYTER EIZIEA389 « LDAPSHITEREIEIEZA636 o i@ « RERNIERELE

B ~ (CRAPTIAGE R EfAIEIRIR o

° EAELTE | RERELDAPARS ZERENNHLTE (DN) FTTEIRE -

#tActive Directory ~ fEth A LIS ERERNEA LB ERE T ERME
IEERERELAERS I HBHEMNERERNEIR « YAIFIT7IEIE

FTAMAccountName 3¢ Tuid]
* "objectGUID" ~ "entryUUUID"8%"nssiuniuniid"
* (FRED

Fmemberof] 5 lisMemberOf]

= * Active Directory * : TobjectSidl - [primaryGrouplD1 ~ TuserAccountControl]
Bz TuserPrincipalName]

* *Azure * . THREBERUAEL # TuserPrincipalName]

o B . BAfE AR IEERES o
o BHHETEDN : [CEESEHA Y L DAPFIRIAREEEEHRIZTE (DN) STEERIX o EActive Directory#ifi (

Y =

E¥

WMTF) & HRIRTEEEEBEDN (DC=storagegRID * DC=example + DC=com) HIFRHE4HI9AT1H

I ERRHERER -

() resme—amE ) EAETEREN BHARRON RE—H o



. EREEMDN | IERSEMAE 2 DAPTHRESOMEIEHE (DN) FEHT -
()  eman—amEy AR RS RN Rk .

c EEERAERBRR (8A)  WRStorageGRID B BHFIEMER  RIFEERAAERNERE RBE

= o
ERiR MBS ERELEEI « A% StorageGRID MR EEBAERFFIRE ~ FRAEBRIUEA ©
WA TIEP—EEL

* FEAETRELEER (Active DirectoryflAzure) : [l[username]@example.com]
" EEBREALTBIEL (Active DirectoryflAzure) : lexample\[lusername]l
= MR fEET ¢ TCN=[username] - CN=Users - DC=examends ~ DC=com ]

TR LRy (ERERME) o

6. ZEBEREME (TLS) BRP » ERMZEMRE -

° fEFARTTLS : EFHARTTLSK{R:£EILDAPEIARZSHVEZ 2 © S 2Active Directory » OpenLDAPZH
hAYERRIEIE « (BAZUre R R B IIEIEIE o

° EFLDAPS : LDAPS (LDAP over SSL) iZEIB{FATLSIEI HL DAPAIARSSAVELR o [RABAAZUreE

ERLE35ETE o
° SB/NMEFTLS : StorageGRID FAMRENTNEBERFAEILDAPEARES Z VAR E o Azure RSZIRIEEE
I5 o

@ R Active DirectoryfAlfR2S58FIHITLDAPERE ~ AIIRZIZEEA* TREATLS ) =EIE °
R ZBEFAARTTLSELLDAPS °

7. YNRITEEEN T ARTTLSTILDAPS - A EIZ AR REEGF LT EIVRE o
° EREERMKCARE | FRFERR LZENTERGrd CABRERIREERLZE °
° FBICAR:E | (FRBEIZEMES -

NRFEEULERE ~ AR B L2 EER NI AL EICARE X F HIRH o

AR A FAA RS
WAFTBEZR « CRATRAFEER - 7 AEREFER - NRERMHLDAPRERSNERREMEGERE R
I\ ~ BIRIZEBILERSE © StorageGRID

1. R R

2. MRERRMEEERELERN -

o YNRIFBLRBTEER ~ BIEHIR Mest connection Successful GRIFEEARMIN) 1 2 o #E* Save (
#1F) 1 *LUTFAERE -

o YNRIFAFL TR ~ BIEHIR test connection Could not be connection... (FESEERIAIENELR) 1
B o BB EAR o A% ~ BORFRERIRE « B IGAIEELR o
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S MRETIRMELEERERBER « FRARNERERENERELBNEE
fIan ~ |mAKLE CNERERBNEE - F7EERELERESEMARHAFET  fll@s -

Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

........... ®

Cancel Test Connection

o YNRBAZHTEBR ~ BIEHIR MTest connection Successful GRIERE4ARAIN) 1 2 o EEEY* Save (
#1F) 1 *LURTF4ERE -

° MRBHRTE  BEEAERBRATASEAERBNRHEY « MIEHIRERAS - BRFIER
& AABBRAEER -

SRR E D IRRES

RS E AL 2R B & 73585 5RAVE BB B A A E - StorageGRIDIIR TR ER IR A HIRFIEAERE
IR ~ AILGERREIR D -

1. pifE TEOHREE) B -
2. EWHEIERAY RS FEAREE" o

RICHIRIRME ~ AP RIEEF s R E— LR o

@ YNRED RRIER E 5 255 SRRV R A AA A (E R B R 3 L RE ~ BUEAREE 5 iR R )
TRIBRBEMT o
=RE D HAHEA

TR LLE R SR A FREHEMNEREN S 2n i - FRE 2 #5 Bk StorageGRID ~ NEEERENE 7
spl IR Z EEITE - N ~ LERENEAIREEGIRE TR  BEEBA BRI RENEA S 75 p iR -

BRERLIIF
EIEREDHEBEZ A ~ EREETIER

* BBERERELEA -
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* BRIEE ARG FEREREEStorageGRID HET{FREEGBHAZ AIRERILRFRIEFEVE « BETFREESEH

BINEZEA ©

* FEEFAD RRES D HAKIEZBETREY « StorageGRID A& #H ¥ HARE D HIIRF ZEHERHE

e

* WMRE—FA (SS0) REA'ERAE WMEL Bl TRRSDHE ZEUGIREER - E—8Al

HENSSORMENAA SR « SRS DHINE - HBM CHE—EA -

TR

1. gifE TEHAIBE 5m -

2. BUBIZEY TR S o#plEtEa) =AU o
52 EOpenLDAP{AIRZSHIZER]

MRIEEFEAOpenL DAPEIARESETTE 75 Al HkER ~ BIMZRTEOpenL DAPfAIARES LREHFERRE °

@ ${JEActiveDirectorysAzure B 28 BIIZK R ~ StorageGRID 5% B &1t #HS37ZEIIMNSRZ R
fEAE - EEIHSIFE  ARRERENEMSIEE « WA ERE WA EHETRR o
memberOfflirefert® &

FEESFEmemberofflrefert®E & o YNEFME T « ;AR RV REREFAR S BN AfEES
TRhttp://www.openldap.org/doc/admin24/index.htmi["OpenLDAPX {4 : 2 4hREIEE5/""] °

E]

A REFRIEE MRS | RIS F R E T5OpenLDAPE Y :
lolcDblindex : objectClass eq.
lolcDbindex : UID eq ~ pres ~ sub]

lolcDblindex : cN eq ™ pres * sub]

lolcDblindex : entryUUID eqJ

IESh ~ sETERE (e E BRI BRI B 2L R 5| ~ LIERREMSE -

B2 E R R EE AR A B B R AEERY B #lhttp://www.openldap.org/doc/admin24/index.htmlI["OpenLDAPX 4

| 2ARREIESIERE"

EIEEHAE

#S3HFEIEHE

e LARE A [RIBR B¥ AR SR I AN BHAR ~ SRETESIEA B BFHARAVREIR o
EEENER

* WVEERBE AR BEERR ZENEEZESE -
* B BEBRARA MREFEL #RMERERE - F26 HAEEER
* MREHTBEARREE - FnLCERES7HAIHE - MEAMBEHEEFENRENS D HFIRIRF
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: B

Mame = D = Type = Access mode =
Applications 22cc2el7-88ee-4461-a8c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4dB Local Read-write
1
- BEEVEEIIBFAR” o

AR HRAR TR ST BB R (AR S RIS

YN5RStorageGRID THIRMRAAE—FA (SSO) - BRAMBHENEREREZZABFEERERX R
BMFIRT URIEEHERER ~ ERAFRERAREIVREEEFHNER

BIABEAERTE o
° ANHEBAE C AR RIBNIE—2E o MR UHEERERETAE o
o BBABEAR | BAME—5TE o ¥HActive Directory ~ l\E—Z B2 'shamAccountName) EBMHAERIHEAY
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Mo 53 Access x A

"Statement"; |
Read Only Access

"Effect™: "Allow",
"Action™: "s3:ListBucket"”,
@ Custom "Resource": "arm:aws.s3::department-bucket”,
(Must be avalid 150N formatted string:) "Condition”: {
"s3:prefix": "S{aws:username}/*"
|
}
L
i
"Effect”: "aAllow",

"Action™: "s3:"0bject”,

Full Access

"Resource”; "arn:aws:s3:department-bucket/S{aws:username}/*"
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: H'oups

Name = D = Type = Access mode =
Applications 22cc2el7-EBee-4461-a8c6-30b550besecl Local Read-write
Managers 8b15b131-1d21-453%9-9353d-f229334Tc4dB Local Read-write
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials




3 HIRBEFTRERE °

@ LHERRHTEE FESAeRETEER BERR#EEE - #FEER - EHA LAY
HjIEEEFVLa nﬂé °

a. HE « EEETREIREET # UEMBRRE -
TEFEERENME 2 - MEARERHEHERNETRRATE

b. 5¢& « FERMER o
C. $HHEHERA ~ FHEHHSIHSWIfttHREITEENEE -

* R IEE4REESITA P MIEHE « FHEIERRMSIEHAERE - NRMENHISIRE « FHREE
HrJson=F & o

* INREEERESWIftIE R RIBHAE « SRIEENEUNEN [ Swit EI25*) ZEUTHE ©
NEESwift AdministratorfEfRAIVEFHAE R « H2 R Swiftil R BHERVET ©

d. 5E « MEHBHRERE o
4. BERCEHHBEEENGREFREEE

FARTREN ~ BB A REFRE 15D 8 BEERK ©
FERAE
#5SIHRZEIEHE

7 SwifttH A 2 I B¥4E

MG EREEEEHE

TR URBE R EREME EAREEFE -

CRENEM
* B AEREARREERER TRENEERES -
* BABIRRA NREFEU HERAEAERE -
1. B FEUEE > R o
2. EEVEEMGERENIERHERE o
BE ~ SHATLUEEC TEhfE) > TMaRBHEsFAER o

BERNEE R EHE A E R B o


https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html

26

Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Manage users

You can add users to this group or remove wsers from this group.

Displaying 1 resul
Username = Fulllame = Denied =
User_ 02 User_02 Managers
4. ENCEMMEEERHANMERE - ARBEAIEERE" -
Add users X
Select local users to add to the group Applications.
Q Displaying 1 result
Username = Fullhame =+ Denied +
User 01 User 01 Applications

Cancel
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters

IA[:-[:-E catians

Cancel
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: B

Hame = m = Type = Access mode =
Applications 22cc2el7-E8ee-4461-a8c6-30b550besech Local Read-write
Managers 8b15b131-1d21-453%9-933d-f2295334Tc4dB Local Read-write
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Users

View local and federated users. Edit properties and group membership of local users.

Username = Full Hame = Denied = Type =

root Root Local

User 01 User_01 Local

User_02 User_02 Local
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = 53 ObjectLock @ [+ Region =+ ObjectCount@ = Space Used @ = Date Created =

bank-records o us-east-1 0 0 bytes 2021-01-06 16:53:19 MST
1
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Create bucket

= & Manage object settings
o Enterdetails ————— (2 R

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

Region @

us-east-1 v

Cancel
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Buckets

Create buckets and manage bucket settings.

3 buckets Create bucket

Experimental $3 Console [/}

Name % S3Objectlock € % Region % ObjectCount € % SpaceUsed @ 2 DateCreated =

bucket-01a P us-east-1 0 0 bytes 2022-01-06 13:48:08 MST
bucket-02a v us-east-1 0 0 bytes 2022-01-06 13:48:26 MST
bucket-03a us-east-1 0 0 bytes 2022-01-06 13:48:38 MST
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Buckets > bucket-01

Overview o
Name: bucket-01

Region: us-east-1

Date created: 2021-11-30 09:55:55 MST

View bucket contents in Experimental 53 Console [7]

Bucket options Bucket access Platform services
Consistency level Read-after-new-write (default) (W
Last access time updates Disabled v
Object versioning Enabled v
S3 Object Lock Disabled v
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write (default) v

Last access time updates Disabled ~

Enable ordisable last access time updates for the objects in this bucket.
When last access time updates are disabled, the following behavior applies to objects in the bucket:

® Requests to retrieve an object, its access control list, or its metadata do not update the object's [ast access time. The object [s not
added toILM evaluation queues.

s Requests to update an object's metadata update the object's last access time, The object is added to ILM evaluation queues.

» Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the
source object to the ILM evaluation queue. However, the last access time is updated for the destination copy, and the destination
object is added to ILM evaluation queues.

s Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new objectis
added toILM evaluation queues.

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.

Enable last access time updates when retrieving an object

@ Disable last access time updates when retrieving an object
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Bucket options Bucket access Platform services
Consistency level Read-after-new-write (default) W
Last access time updates Disabled v
Object versioning Enabled ~

Enable abject versioning if you want to store every version of each object in this bucket. You can then retrieve a previous object version
to recover from an error.

After versioning is enabled, you can optionally suspend versioning for the bucket. New object versions are no longer created, but you

can still retrieve any existing object versions.

@ Enable versioning

Suspend versioning
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<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

INFTECORSAHAEXMLAVEHAHE S ~ 55200 "Amazon Web Services (AWS) SZf% : Amazon Simple Storage
ServiceBiEE A B15R"

FEARFREEREND « EEHTFERE (S3) >*@
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#E1E* Bucket access*>* Cross-Origin Resource Sharing (CORS) * o

#EEY TRY{FICORS. 1ZEXFF1R o
RFCORSHHREXMLALEISCF A IR  ARERHTFEE"


http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html

Bucket options Buchket access Platform services

Cross-0rigin Resource Sharing Disabled e
(CORS)

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If you want that bucket and objects in that bucket to be accessible to web
applications inother damains,

Enable CORS

rmins="http:/ /33 amazonaws.com/doc/2020-10-22 /">
<CORSEnle>
ZA1lowedOrigins*< Al lowedlrigins
<A1t owedMethod -GET< /Al 1 owedMathod
<hllowedHeader>*< /Al owedHeader>
«/CORSRules
<CORSEule:
<]l lowedCrigin>http: //wwd.example., coms fAl T owedOrigins
<4l TowedMethod>GET< /K] TowedMethod>
<A1l owedMethodr-POST< /Al lowedtethod> "

¢RllowedMethod>DELETE</Allowedtethods|
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REM T B EEREREYHIET

1. BB RETERME (S3) >*@ o

IR ERR TEL BE - WEERFTAIRARISIELL

Buckets

Create buckets and manage bucket settings.

3 buckets Create bucket

Experimental $3 Console [/}

Name % S3Objectlock @ % Region 4% ObjectCount @ % SpaceUsed @ % DateCreated %

bucket-01a P us-east-1 0 0 bytes 2022-01-06 13:48:08 MST
bucket-02a v us-east-1 0 0 bytes 2022-01-06 13:48:26 MST
bucket-03a us-east-1 0 0 bytes 2022-01-06 13:48:38 MST

2. BEEVEEMIFRZ ZE QREFRAVZEUT IR o fE—RATLUEI S E#FAE o
T&1F) THAERERA °

3. 1t TActions (ENfE) 1 IHAEZRAD ~ #EEY* Delete Bucket* (MPRAE) 1 (GNRIEEZLER - 5=
Delete Bucket* (MIBRHE) 1) o

Experimental 53 Console [/}

Delete bucket

oo = Region 3% Object Count @ =% SpaceUsed @ = Date Created 4
bucket-01 us-east-1 0 0 bytes 2021-12-02 11:14:26 MST
bucket-02 us-east-1 0 0 bytes 2021-12-02 11:14:49 MST

4. EFEDEEETIRHIRE « HEEE Yes MR ICEBEENFIB HEFE o
RS ERFERIEZEN « REMFRSEMIFE o StorageGRIDILIFEPIAERE X 5 HERIRR
MRFEFEFEZEN « MYHIRHERAS o CHARLRBRFAIBEYG « 7 ERRHEER o

(ERRRIESITIEA
A AE A S3 X E A RIASHHAFE MM -
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M NetApp ‘ StorageGRID Experimental S3 Console enanto1 =

Buckets > bucket-01

1 (7 bucket-01

Upload New folder Refresh Actions w search by prefix Q

Loglcal space

Name Last modified on

used
2021-12-03
@ 03_Grid_Primer_11.5.pdf 2.73MB
09:43:26 MST
2021-12-03
@ 04_Tenant_Users_Guide_11.5.pdf 1.07 MB
0%:44:24 MST
Select an object or
@ 06_Tenant_Users_Guide 11.5.pdf 125MB ik folderto \.ri:'w its
; N B N 09:44:27 MST
details.
. 2021-12-03
@ 08_Tenant_Users_Guide 11.5.pdf 1.25 MB
09:44:27 MST
2021-12-03
@ 09 Tenant_Users Guide 11.5.pdf 1.25MB
09:44:26 MST
2021-12-03
@ 10. Grid_Primer_11.5.pdf 2.8MB
09:43:27 MST
v
Displaying 16 objects
Selected 0 objects

EIESIT SRS

HERTF AR ?
XEERBRT RS - HENCEIFRESERE © StorageGRID
IREHTAF IR A ERT AR « CEAIMSHHEMISIRERRE TR |

* * CloudMirror#€E* CloudMirror#& 5 iz 75 StorageGRID B 4F EMIH- ¢ StorageGRID 3% LEEHR ST EIFEER
SNERE R ©

f#ﬁﬂ » A LAE A CloudMirrorfE B A A5 E B E P sC#k 841 ElAmazon S3 ~ AR FIFAWSERISE B REATT

() DERFEEEESEMSIERE « BIFZIECloudMimorEH -

* B . BREEEAN BREMARI TR E B ERNBAEXEEENIMFAmazon Simple Notification
Service™ (SNS) o

Bl ~ AR ERFXETMAMEES  LBNMEEREENSEYNG - HAMHRAREERRMRSE
H1ERARYECERE ©

60



@ HAEMHEN A EERASHHENRFFE LRE - ERNARF RS YHNS3H
HEPEEY (84 REEZIEH M DEEFRSE) KE) o

- BSEARE LSESRE B S3lEFEXEISEMElasticsearchZ 5| ~ WEERAIMTARTESE
SNOMPEER

BN ~ SR LR EEFE ~ iFS3Y P B RZX FiRimE lasticsearchRTS o A% &R LA Elasticsearch
RHPTERHEENES « WEHYEPHER PR ETHEZOMN -

@ HIARI{E RS HE M 77 & LR EElasticsearchB & ~ BB ER R E T WY
S HEREE R (B4 [MREEZIBH N DEEFRE) RRE) o

HIRNFE & RENBEZENEEE EStorageGRID A2 BT 1E « AL FAREEEETERIMNPIHEER - &
AR ~ UBESHOHERIRT ©
R ARFEASE I REAE—SIHEEE o HIU0 ~ A LA7EStorageGRID S3f#7F& £ 5% CloudMirrorfR#5#0

JBR ~ LUEB IS EYH 55 E Amazon Simple Storage Service ~ [BIRFE SEY 4@ EREE R R EI1TrE
BiE - LB B AWSER o

@ B F IR B % ZBHStorageGRID #HGrid ManagersGrid Management APIFVEIRE A&
ARFEBIEER o

FaRBHREA
FEREEACERER EEENZE, EEAPIRENINBIRRE - SERREEAR—EINTBE R  F

iNStorageGRID — AR Z1EMIS3H#TZE « —{EAmazon Web Servicesf#Zz& « —EfFEEREAARTE (SNS) =
78~ WEREDSK ~ AWSEE Mt 5 X B AYElasticsearchzz & ©

BiuiRR 2% ~ S LWXMUAERITE ERHFE « HEFERA T AR - XMLARRR R HEERNITHY
 ~ EFEERIBVEE - DU HFERARIRFIRES o

T AR EEERERT & IRFS G E R BIXMLAERS - FIin

1. INREBERF R [images/BR 151 FERHIFIEYIHFEREEIAmazon S3HEEFE - BN ERERABINEE
RIRHFE o

2. MREHBEEELEYHHEEHEFEREEEN « BIAEMEENAER -
3 R - IREEABEYMHNPEENRETRS| « IR EMEARBFESBENPEEREENAER

HEREXMLEVS N B B {FStorageGRID 3Z4RINAERIS3 REST APIFAREE

T LR S3 REST API

CloudMirroriE & * BISENER
* MABRGES

AA * BSEFAEN
* MERREA

61



B iR S3 REST API
ESEs * EnfSBucket P4 E R @A 4H A
* B ERIE4ERE

ELEEEEIRIEStorageGRID B REHITEN o

AE2RBESIAFIREAREINIET « LUEXSStorageGRID BRAMFIEBEELAPIRFAHE o

e
ERTaRBHNEE

fEFES3

CloudMirror{g 2 RS

IR StorageGRID ER ML EEFENIEEYHER R —HZEB pMEEER ~ Bn]
LAt S3#FEEN A CloudMirrortE R

CloudMirrori€ B {EEE ML N AAEHIEF RILMERRY © CloudMirrorfR# & EMHREE IR RFEEEFRHER MM
I FRRI I EEE BB EEE o YIF BRI - SEEERYFRIRM -

WRIEHRBVFHFERACloudMirorEE ~ BIREERMIEEZH TRV - HEEHNEIMRENMH
HAGER - EERFIERREYM - EIUATYHESRERRAEYHNPESR -

SNSRI fEF CloudMirrortE B i1 E R EIAWS S3ERH « 357F B Amazon S3EHREEPUTER
() iEmEnEmEESN PR RSS2 KB - MRMENEMETETEERAR2 KB + BIF
BEREWE o

EEERET ~ LA E—RFEFERIHEREIZERRIMEEFE © StorageGRIDEEREEM ~ sREERRA
BXMLPEESERRNE M - SEZERRYHFERSIZERFE -

HESh ~ I PTIATE IR A SR AR A1 19377 & L 32 E CloudMirror#E 5 ~ AT AR S 2l SR iR AN 122 61 A 28
FEiEER B o MAILIEREMARAZERIFRRAIZRIBFEEFEAES © HI40 LRI LGRS EZERIRfEEFES
ERARIRAERFFEFER BB « RZIFA o B A UERRFMENRFFERZEEITER °

CloudMirrorfg = IRF5BIMIFRTT A 22 Amazon S3IEMHAVEERIFER (CRR) ARFFHIMIBRITAMER ~ MERRIRGEE
& FREHES « KIETERIFRE R RBER Y o NRICRA B RIFEFEE AR « BIEEEMERRC - 1
REMELDRBRRAE « MFFRARREA RGN SR BIBFRCERE B EN - bR EMERE At -

Y E = 2 BBy E (R StorageGRID ~ i HAIZRA lplicass ° BBYHMIStorageGRID BIREAEBXERIZ
IAERRYIHE -« aIFFLERIMNIE R EE o I8 AIZE5E %4 StorageGRID AEBHIYIMH ~ M A WHBHETEERAmazon
SIHEFEEEABRMEF « AAWS CRR ©

@ R IZECE A B TIZ8ES TX-nTap sg-replical © tbAZsC AIBh LE REGIRET o TIRMIELEE 2R
B E CloudMirror ° StorageGRID

HOARE B AU B FRESESSIEMIER o 2T REXMAY « SRS EERNRRYHESEEEEN
#h o FERVEIERT ~ EE—EYHEFR R StorageGRID EsE 2 ARIMLE S EHEF - BAMtELL_ EAYEZE
g =] SE B AR E 1L _E FYSE A IR AT o

62



CloudMirrorfE BB H R E A EAIMBSSHEFEFRBRIM - RiE -~ B AR ERRERERR
fthStorageGRID BYS<IRINAESIERISIHEEARES °

PR AR R T AR A A

YR EAEStorageGRID BRI AT E S HHEFAFXZE HHytAmazon Simple Notification
Service (SNS) - AL BUASEFEMNEHER ©

TR 52 E S HEA @A ABREXMLEL SRR ETF @ 2 1 RAH o BRNABREXMUESESIERIZRR E#F&EN « B
RYthSNS E RERFEE 2 ImEEHIURN ©

FHENGEENERPIEENRRFREFREIL - WEXEBRIM - MREYHIEREIRISE I - MEBIIZ
FHENTHEAGZETY)

MR BB IEMIER - B TR AIHTREBIESE « FIRe SR S EEHENEEEI BRI - Bt
REEANIERD ~ HItE AR Bt @A R EIERF RAREU S FIEFAERT - TEHERBER

[EStorageGRID RYIEBHI{EE o ERIUEASEAHAE TR DS BRFENTEDHEHIES ~ 1Amazon
S {HFfrit
SERERMAE

T RHI & EEAmazon S3 APIFYSE{43@40 © StorageGRID
© EOERE NYIEMRIAER o BLEEHER AR o
° 'S 3 . ReducedRedundancylLostObject'

I's 3 : ObjectRestore : completed.

* fSusefBiXRIE M@ StorageGRID EEAREEIsonE « EFESELEER « LEAEMESBASE
{8 ~ MNERFAR -

EiRGE {&{&StorageGRID

EHRIR "gws:s3"

awsRegion N

X-amz-id-2 =Y

ArHE furn:sgws:s3 : : bucket_name]

BRI SEARE

MR EAEESFEAIBRESEE R DITIRFBRESIEPESH « s LRAS3HFERNEE
R

frn iy |

SRS IRFE—StorageGRID IRHFIRIINAE « AIEMHF S E @B R ENRE - B8 EIFED MRSV i
BRHEIXE BBythinRgS - 2418  (ERIUEA BRI ARFS PR VR RS - BRlo - HRCHRB2EITA -
KES - DITMHER ~ LIEFESRARE -

63



TR LA BT AR AAE R SR AR AR B BB SRS IRT - ESESEEBRPEBSFIENABXMLE
HEERIMABRRE « LEEFESIEEZEMEMH ERTHIF - LRGP EERBRM -

BlsonXHEVCNEE R « HRBAREERE - MELEREAID NMREA) - SEPESHBENHRES
MIHRIRERBEPEERE « UGB RCHERE RESE -

HEIZCAEREPEE R StorageGRID ~ i HEAMEFEUF R SIEH B FX

@ ZEElasticsearch ° HE R EElasticsearchifiELF B iFZEA HEIEF « s521EElasticsearchig
INEITEIRERIEE - URHEHIRT o NBLERS| EEUAENERAHIE - TEREES
BEIRT - BIIXHRS| 2% - MBEERS|IPREXHORMAIER o

ETIERT - RIEGEEBMA A FX(TT -

* BERNEIIM o
* MERYM  BERERILMERREETRERY B o

. }Tg#qﬂﬁ@iﬁﬂﬂﬁi TECEATIE  BATEMER - —REEENREETENPEBHNRLCSE « MAREEER

IRPEEFEERARXMUTE EFEE 2R « RS HEEPMEINEMIHIYT - UREEBEHEEN « £/
EPEFR SR RERERYG « FEXE - BR - A THEREFETEANTAMAHEEEMN - 5
ERREFETAEYMNYGPEERESEXZ Bt « CRZITTIHP—IA !

* ERUMBFEZE - UREEAYIG A « SBIAREESEGIRT o
* BRFFEFEANFEYHNITEIE  LIEESTEEENMSEEERRM -

S #E L Elasticsearch#& £ 1A B RIHAI 18 o StorageGRIDUIEIE T & RTS « HRMETIHREFIEE ~ M
HURNB AR ARFSEVAEREXMLA © 5 "NetApp Bi@4HEIER T B AR T HEIRA<AYElasticsearch ©

HERAE N
BSES4HEEXML

PR RREA P B S BT R
IS B A IRHEENISON

ERTARBNEE
FEEFFaRFEZA - AARREREERENERREESH
INTESIHAERAE A - FHSRA (E/HS3 o

ERFTaRBHNEE
Z8 SHEER
B YR RE BRI T REEE(E B A tIRRERY AT B E  IRERE BRI REAR - MAA

RENERFFEE  PERRIMIAF IREKStorageGRID  (FIINRHER) RE
K o ElnRir] R « MU REREERUHENK o

64


https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix

8
B Rt iR REER

5] BB fRaE

|LMZE [ 415 b B

SHEER

NREEERNVEEER B BthinREZ N ERAVRE ~ BISZIR(E R LERBS SRR &
AS3HETREEEXK © StorageGRIDENAI R BEA FHEXE BHItIn AR B KT RIER
BREEE o

ME—pYA] RMRZEASIERAITR IR - NREFRIRERIZIMBERIBIEE - /&
ZIEERREUERE « B AT ERANIRE: - MREKRNTRIERBFHEREM ~ A
FiRS3EE (FIMNPUTER) R ZRM o

CloudMirrorZ2RiRA 7 X E| B tiRRSNAENT E - AAEEERBELLNSES
HEHBENERTRESEREEH o

Bl {R:R1IL & AYIEBIEZIBR o StorageGRIDR EYMHMIFI B 1EXEEER—EIL S
A~ REBMIEREE (BAIRER) MEXKEFNNStorageGRID 544 5 IR

FERESAETIFER « B/I5TEEHR © StorageGRID StorageGRIDAIAN ~ #1R
T—RERIHREALSA « 2AR7FILSBEREENYM » BICloudMirrorE = 2
B Bt & N R ARV AR R BORIIMF o

A7 THEAWS CRRIISNSARFSHIMIFRITA ~ ERRHEEFERYIG
[EStorageGRID % (ILM#RA) mMEMIFREF « R E{EiXCloudMirrorfl S B E
§ o g ~ WIRILMFRAITE 14K ERIEFMMYE ~ BIREEECloudMirrors BHAE

MM FARILMTIMER 48 « SEEESEIEK -

{EFACloudMirrortE B RIS EZ 2

Z
&

EH g

N

erk

RN

#FEhRZAEIZMARZSID

T
A& Tx-amz-replyingiki&) 1288 o StorageGRID

CloudMirrorf& 5 RF5 A 1B R = B RSt EFE YA/ LIRS TiB ~ B
K_supported# A/ \VEE o

MizE . BE—HEMEIEEMSRA_RecommendedA/\A5 GiB (5~ 368 ~ 709
~120fi7TéH) o MNREHIMIG KIS GiB ~ sANEZ IR LE o

Y0:RStorageGRID XIEIRAEIENEERARIRSIRHEFE  SthEZRUAE B It fEE
&RIRRASEIRINAE o

fERIRAEER « 5515 © FAS3EHIRERRS « CloudMirrorfiRF5E A RE R
BYMEFE YIRS HVIEF IR o

Fi#5E : StorageGRID HEFHE R BERIKRAIDE B o A2 LB HORRAS I DEERA o

65



8 SHEER

RaCHIFRRZS FRS3BEEHERIPRE] ~ CloudMirrorfRIS A S R IRHhRZANIDBYER TTHEY)
1 R EMERIHRECER o FARERRA B AUt AR ASIDERRE ~ EILE AR
RaC B = E4FERRZNID o
BEZT ~ CloudMirrorfRB5EHRE NREWHRC) X  SMIERRISERZSIDRY

MR ER - BEEREENNERITLT NRFFERSTERRZE g
EHrERMhRA) - WEERS AR AR GHECEMN) o

ZEMy LEM"ETagE  HRSEAZE LERWHEE « CloudMirrorB RIS A EIREBEBLE D © At ~ RETIH
89 TETag) ERERBYIMHEY TETag) EFRR o

fEFASSE-CINZENMYH ( CloudMirrorARFS A2 1R USSE-CINENH MR EE A I ERFHTFE
ERATRRMHNERET LUETCloudMirrorfE R « EERFPE S SSE-CERIREE « BIfFEEERM o
EARSIIHINE)

B ARSI HENHER QD%ﬁﬁﬁACIouderror?’E%E’JEEI’JiHJS31u%Y_ EERESIIHIETE - BIRRERTFEE
B (HMEREEER) NESABF IR « WEERAccessDeniediEzR ©

RIET & BRFS IR
T RFERE D —EiRRERE AT aRFIBE M « ZESEERFBEERE T aIRT

F & IRFHITFEUEStorageGRID HINetApp B2 S LIS ETR A S EAIZRRA - EREZ U SfER T aRFins « &
WAREA TERRR) 3 MREFEL #ERHBRERE « (IR ERTEMPBRUATHEEFHREFIINIIRREE IR
A& o WStorageGRID FFMAE - FAHEEHNEES -

BT & ARES IS 2
BN T S IRFSIHELET ~ 35167 StorageGRID 1FERSMEB B BV PRI E R o

e ~ INRIEEE R4 1EStorageGRID EEHHHERR ZIAWS S3E(L « AT LUR I —(BF & IRFSinE: « H
B & StorageGRID EFMZNE © EEIRRLZE A RFIAWS LRI BRIt B PR R B AMEEER

SRENNTORGEEEE CHIR « AILtTHASSEITEERANTaRGEDRE—EiRE: - TEHETA
ARFSindh 1% « ISR ATE FSRER A BRFSBVAEREXMLA ~ ERIRFERIURNYEZ B RUM

RIS B —(EimEa (F A S ERIRHEF R B AU o g » LAIURESERRHFTE « SYPESHEEE
E—EESE SRS - UEESERFEZEITES - CHALRKRFEFERESERSERMESERE
LB B R I VRN X EE —SNSE/E « WARHMIFRRVRAI X ES —EISNSERE -

AR CloudMirroriE & By iH 24

FTHEARKRSIHFENIERIHE o StorageGRIDE L EFE R SEsTE 7 £Amazon Web Services ~ HEEZHIZ
IinStorageGRID FYINREE EMARFS L o

BBV Un RS

X #&Simple Notification Service (SNS) U2k o StorageGRIDA X B E(THIRFS (SQS) EXAWS Lambdaii
Bk o

66



ESBEIRFRRE

<R KElasticsearchZ&Z EMIE S E SIHRL o StorageGRIDIE LB EZS R E UM AEERIPO ~ HEEE
PEAWS E s E it 75 o

RESRGHAZIREENBMEESRS MR - LR/ EElasticsearchFEIIZR5| ~ 7 BE7EStorageGRID H
ViR « TRIRREIRERM - EAIRBEERTIRZARIER - IRFE « ERYHPEBEREXE
ImFGET ~ R R ILRE o StorageGRID

MERAZER
‘E1EStorageGRID

IEET B8 IRFEIHEEFIURN

ECRIITaRBIHET - W AEEH—IERRME (URN) - EEATaIRFELE
EXMLET ~ IR EERURNR S Eink - S{EimREYURNARZHE—HRY o

BRI T S IRFSIREEEF « LEINAEEEREE T M o StorageGRIDTERIL T & RIS IHEL Z Al ~ sALERIREEPISEN
BREEEFE « UREE AU EZ IR

urnElements
T A IRIEIHEEAIURNYAZELL Tarn:AWS ] 3 Turn:mysites FAZE ~ ¥ FFAT ¢

* MNERARFEEEAmMazon Web Services (AWS) ERE -~ :F5EH Narm:AWS] ©
* MNRARFE Z1EGoogle Cloud Platform (GCP) EAE - :5(ER larn:AWS] o
* MNRARFEBEDSHELE  sAFEA Turn:mysite]

a0 ~ IMRIEIEEBI RN StorageGRID VMware_EBICloudMirrorimEiHIURN ~ BJURNATSEE LA Turn:sgws.
FI5H ©

URNH T Bt Z EisE T aRFRIER « Y1 TFFR :

AT E=Rit]
CloudMirroriE 8 S3
L Eayal| SnS
BERrs ES

flan ~ BEHELE 4 StorageGRID 5%z REICloudMirrorim@siEEURN ~ fREIAFRIE 13 WUEGE T
urn:sgws:S31 °

URNHREZ—ETZEEENMUR LIS ENBIEER

AR5 HEER
CloudMirror{E & BT

67


https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html

AR5 BEEIR

BHE SnS-topic-name
BEsEs M 18235 | B iB/AE R A T

*EE | *UNRElasticsearchi&= & * R * R EABHEILRS| ~ AIABEEIL
IREh 7 BT F BRI RS o

IR AWSFTIGCP_EHIBRTS
HIAWSHIGCPEREMS « STEMURNEBERHIAWS ARN o FI40 :

* CloudMirror€ % :
arn:aws:s3:::bucket-name
* @A
arn:aws:sns:region:account-id:topic-name
c EEES

arn:aws:es:region:account-id:domain/domain-name/index-name/type-name

(D) stAwsESEARE - Tdomain-name) KEEAXFFE fdomainy ~ ITFIR o

BRARSHERERTS
FERAAEAERBMIERIRRFBE - REURNEE=NEENUETESHENTER « ST UNERSRIE

FEURN ~ UEIIAMEEFHIURN © ERILEERNTRZRAREEE ~ el MBI A RIEEELETE « HEE
BB R FEURNR A ME—RY o B4 :
* CloudMirrorE% :
urn:mysite:s3:optional:optional :bucket-name
24 StorageGRID LUt A EBEAICloudMirrorin®h ~ ERILIEELL Turn:sgws) BHEERIARIURN :
urn:sgws:s3:optional:optional :bucket-name

* B
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urn:mysite:sns:optional:optional:sns-topic—-name

urn:mysite:es:optional:optional :domain-name/index—name/type-name

@ HNAEAKENIESESHE - DBRRIHURNER— - Tdomain-namel TTEMAIUE

EfEIFE o
BT & IRTS IR ES
RABEE /DT —E AR - A 5ERVBF AR o
REENEM

* BAEFEREARFEERER SENEERIES -
* EAIRFWERStorageGRID BIEEAKEKTAA RSB °
c BB AR TEIRIREL) #IRMERERME -
* FERBIRMFI2BNERANACET :
° CloudMirrorfE% : S3f#FE

° BB I SnSEE

c HRIEAN I BUERERS|  MRBMEERREASBBEIIRS
SRR BRI ERAVERAE ¢

* #H—EFEHATT (URI) BIEHFERZE

@ QD%‘H'+$H%§%ZY_StorageGRID FE{ESnapMirror& 4t _L N H#TZEE {ECloudMirrortE &
HimEL ~ RSN EES - LHECEZEHANE

° B EIRESTE (URN)
IEEF A IRFIHFIIURN
o BRrERREEN (BAEE
* FREIE | FIEEIDANZREFEIREE

* BERHTTP : FRERBNENE

* CAP (C2STFEXAMAELL) : EAsPsEURL ~ AARSEBFIHNE - ARIREE - URERNAR
IRTA R S BRI RS o

© Z2MERE (MREMABEICAER)

1. BB RERE (S3) > TEIRFSIHRES o
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M aiRFinet SEPEEILIR -

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ =+ Lasterror @ = Type® = URI® = URN® =

Mo endpoints found

Create endpoint

2. BB ImEL" o




Create endpoint

. uthentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel

3. WIARRTRTE » IR REAR

e ENT ARBEL RIS AESE « BRI BT R EE LR 1
i, o

4. 7F T URI*) @I ~ IEERRAIME—EIRHAIT (URD) o

AfEA TIEP—ER -

https://host:port
http://host:port

R KISEEIZIE « RIEREIB443AMNHTTPS URI ~ EiZB80AMHTTP URI ©

il StorageGRID ~ SE&HT | REREER LHFEERNURITIAER -

https://s3.example.com:10443

7EUESEEFIF « [3.example.com) {X&StorageGRID EAR ZESEHEE (HA) 1
HIDNSIEHE ~ M 110443 RKRE S FHRInEPERIVEIZIE o

T RETLETEIZ

B4R ERRIP (VIP)
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()  cRz@mmEEE HA BRI BTHRE  DUBSBRSE -

EH ~ AWS HEEEHEFERURIAIEER !

https://s3-aws-region.amazonaws.com

@ R imEE L CloudMirrortE = ARTS ~ 55 7ITEURIFFAIABTREH4HE o

I INARTEERME

O WIAGBHIME—ERETE (URN) o

() mumme . CELEERBHURN o

6. B g o
7. B ERRE AR B0E  RBRBWA K LEPAEIEERER -

72

Create endpoint

@ Enter details e ?ﬁlect.authentlcatlontype

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous

BILTE ™ URN*) 18

THREEIRLARA BRI ERNE AR -




BrsEiRnY s s =t

E# RUENBENMNEREFR - EEANER EiE -
L2 MR IRES ©
FEER EFRAWSEIET R RERE L B RMBVER o FEXEIRID

- RIS

EAHTTP gmﬁﬁﬁ%wwﬁﬁwsﬁsﬁaWﬂzﬂ@%@ - ERERTE

CAP (C2SHEA GREBNSHRRBRENMES o  « HHEDBURL
4@
#8ss) - FBRESCARE (PEEIZ F(®)
* PRI /&:% (PEEfEZELE)

* BEmthE£iE (LEPEEE
Z ~ OpenSSLNIZEE I AR INZBIFA
B iatgIl)

* ARmLAEIEMENE (ER)

8. BEE G -
9. FEEVERS ARSI AUEIRIZER « LUSIERETLSHIRRAER SR
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Create endpoint

@ Enterdetails — Select authentication type o 'fen_f?f_ :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
BERRsR R )z
EAB:]CARE FHABETRZRR2MRE - MRCERILRE « BHERIAL E ™ CASREE
*] XFHIRPHIBTZ R MHTE o
ERIERRFCARE FEREERF L ZENTERGrid CARERREEFLR ©
ARG R FRTLSEARRV /R H KRBT o IEIBERZ S o

10. BRI R 7 IRRE o

° MNRAILUEBIEE MR ERRERERE - AIFHIR—RRIIAE - KENERESEESELSH—E
BNRLBREE o

| EIRESERIEAMES « GRS  MRORBEURBLISERSR « SR EER B
EHA © REEA BB R T o

@ NREHEFRIRPAREA TSRS « IR T XM - Bl & StorageGRID ERYARAE
BHES -

REMRZ & ~ S UERHEURNRERE T & IR



HERIE
EE T e iR iRAEAURN

FHECloudMirroriE s

K

FHEA

Ks
[l

SEEERE

AR5

K

AT & IR IRREEER

MBFEBBOBROLE  TAURR
BB AU E IR

CEENEMR

* B RERBEAEREEREN SENEEEE

soag SRR ©

522 o

* TR ERR TERRR #HIRMERAERA

BAREELE
AR ERE

TR

1 EERETERE (S3) >*F

& ARFSN

w8k o

EEA IEFERIHEIR o StorageGRID

RhRYIE

ek inet) HEBEENLIR « YERERENTEIRFIHIEE

1%~ LR BRIt EIRESFE « UKk

use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3

my-end point-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ Lasterror@ +* Type® + URI® = URN® =
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. FEEVCERHEE

AREYImES o
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IR B R R EPEEN IR -

Overview o
Display name: my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

3. EEE-AIEER o

° MNRAILUEBIEE MR EARERE R - AIFHIR—RRIIAE - KENEREEESELSH—E
BNRLEREE o

° Eﬁ%EEEﬁE;E‘QEMH% N @'tﬂiﬁ,ﬁggﬁfﬁ'ﬂ,ﬁ o gu%f@%%1@&ﬂﬁ”ﬁ£ﬁbﬁ%£i§%” N gﬁ%m*%ﬂ%"jﬁ@%ﬁiﬁgﬂ . %
BER AR HEEEE

IRIET LR

SRR LARERF 5 AR ES iR RVAHRS ~ IS E AR ~ URISKEMGFMEE R o FI90 ~ [a5ERR
ZEBEAEIEER - EEBURILUIER H{DElasticsearchZR5 | UEITREERHE - &
BIAEE TR ImEAIURN o

TEENER

- U AEREAA SRR SEOEEUES o
- U ABRES TN IRIERERIE - B0 A SRR o

1. BB RERE (S3) > TEIRFIRE o

EaRBinS BEEBEAILHIE « TRTERENTaRBIHEEE -
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

- EINCERIREVIRR,
IR A E R R EPEEN IR -
- EEERE o
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78

Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate




4. RBZLTIRFAOMER o

BImREZ 8 ~ SRS BIRRLAIURN ©

a. AEL TRV  SHENREERT # °
b. IRTJELEURI -
C. MEDE TR o

* FRETEFRERESE FRREEERIR - FIARERNRESITIR AR LMHEFERERID
FMMEFIER ° ?D%‘”H‘EEYFJ“‘ \ SRR IS SR IRAREE"

* MEBEEAHTTPESSE .;a?‘ﬁﬁ?&ﬁ%ﬁﬁ%%%ﬁ o IEEVMREEIS WM AT « AR RREEER
B - MRCFEBICHEE  FEIINERIERE" ©

- BEE(TCAP (C2SHFERALEL) 53 - AR TUBBBURLIRBN AR BT L HENT
1 LIRS LEHREN RIS -
()  mABLESMAEAOpenSSLNEHE R MBI ABESIMR o

d MEEHERBARBOSE o
5. BB MR HERE

° MNRAILUEBIEE MR BERRERERR - AIFHIR—ARIIAE - KENEREREESELSH—E
ENRLEITERE o

© BiRRLEREERMET - GHIRHERAS o EOURRILUEIEHER - AREN AR L #EEE

MR & BRI B
MR EBERERITRT » AT UMBRImSS -
ERENES

* M REREARREIERER SENEERIES -
* B ABR AA SRR RN ERAERE - 2R HREEER -

1. BB RERE (S3) > TEIRFIRES o

Sk inRG HEEENHIR - TEREREN TR RBE
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. BEEVEEMFZ SERRBIIZET IR

NREMERERPBIT SRS InEs ~ RIERIRR N EITREE S (F AR T S iRFS o ([
@ MR E R ERIEE o N EEESE A FE2BEMRNURNZ A  Hee
EEEMHRNENR © KELEERRER/FAIRIENTER © StorageGRID

3. EEEY: [EhiFr) > THIFRIRRS o

%Eﬂaﬁl‘rﬁﬁhuﬂﬁ ©

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint

4. EEMIERIRRL" o
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SEREPHRT & IRFS InRh g R

MNBREER LT B IRFS IR EL BT 2 4§45 StorageGRID ~ FRIR EGEET—RIFNE -
7£ TPlatform Services Endives] (FF&EIRFRimEL) BEE L - RE—(AERHEUZIEHE
REAREEERZA o NRIHETENERMEREAR LR « B REEEREER o

el | P e S T

MRBETRAZRE AT SRS IRELER « P EERRABRRINTETETRE - BB E FER% R
2t Bm - EEERAGEAEN -

B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

BER L ERARSSS IR [TARSIEY) SENES o SEREEMEeNE |

1. fLieBEEEsch | SREN SR HOIREL o

2. {EISELSHMEEIEE L RIS o IhEE [ B D G TR R S A PSR « IEFS SRR A PRSI
BEA o aiexEREs € BmarxraE o
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

BEEREDNARIIARS

BLESERARIAEGHMEHE T TRE—EER) M - AIEEEHERERR - EEEERHERESHERHER « 258
HIERARPIEIREMIRAIEER

TR
1. BERUIRRY o

imF s E R R EPERN R -
2. EEEA ST RIEER o

FE B AR (£ StorageGRID SexingBgsE T B IRFFInAI R S FE © UREE AU B RIBINEE FIRELR -
IR VR BB E L & B — B RLERE ©

R RImEL SRR

TR fE AR A E R B E LAY EoREEER S B ARRBNF EE RS SR MR - BRI AEREITIREIRAL A
AERRRREIRE o fiNStorageGRID ~ MIRMANRA [EFRMNFEERNFIRERERL « R AEFEE Ryt S
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ZF& ~ SR L CloudMirroring#isR © sS4 NHEERE BMEREEEM ~ sFHERA MAccessDenie
dl 3¢ MnvalidAccessKeyld'] ©

MRECFEE R InRG R AEREER B RIS M HFEE" « LUStorageGRID §gEBHTAYIRES « W HED A LUER
BAIBYEDEE ARIZ L InR o IRRGAVER SIS EIL 8 I —EEREEE
1. BERUIRRY o
2. iR E R R E b B AERE o
3. MBEREIRALAAR o
4. BEVEE >R R o
R B RYImRE 05
EEesE T O IS IRRLE SRR EEN A AREE B ETR - WHITEASERIEE - StorageGRIDF

#8StorageGRID ~ RNEGEHRE T A IRFBIEEFIERIFAAER © FHit - MREEESERT & IRFBRURE RN
B (514 ™4003 Forbidbididbididbide") ~ sEtEE BinEhe0 s 1ERARIHERR o

HthT S ARFE R BEAR
MERRH PR S IRFBNEMET ~ 528 (BN EIEStorageGRID INAERYEREAY o
EI2StorageGRID

e
BT S iRF iR

BT & IRFS IR EaRYELR
REET 2 ARFSImEL
FHECloudMirroriEs

o CloudMirrorfE 2 ik# EStorageGRID =X BT EARFEZ— o EaILUE
FiCloudMirrortE % ~ B4 BEER FIIMEES3HEEFE ©
CEENER
* FEBIRFE W ZEHStorageGRID HIEE AR FR IR EUA ©
* AR —ERTFE - MAERERIR o
* [BITE A CloudMirrortE & B BUM VIR RN B ELETE ~ MBS AR ERIURN ©
c BB AR BIEMBENL & MEEFEU #RMNEREEE « A scBIEHEPIRERFTAESIEIK
T o EEH#REEFEREABIEEAREREER - EREHNFERRRPIERERTE
R EIETIE

CloudMirrorifE B E YR REEFEERIIGRPIEENBENMHEFE - EEARFEFEERECloudMirrortg
B SN ERT T ERAMNHERESLHEXML c BB HEXMLAEH HEE B ot E B S3HF & IR,
AIURN o
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()  EuBSsmEHENIRS B AT B -

MEFFEESREREHN—HAREN « 552BIAmazon Simple Storage Service (S3) E&i%#E®E (CRR)
X% o T StorageGRID BH#ARIIAIEFSIEFEERABAPINEN « F2H HIFS3AFRERRENNE
T ©

MREELSYARHFE LA CloudMirroriE R ~ BISERMEEREFERNFIN - EREFEERNIREWH
AIREER - G AEMRAMMN - THEERER -

YNRICTEE R AHRRXMLAPISE #7485 - StorageGRID BIE#H BRI SR MITIRRE « SEEMAZLER - B
HYsthim R RS IRAEE BV EARR! o SAT5 B 1E BRIt R R PR VRS o

1. MAKREFENER
ERAXFREREIFIRIERARRXML « LUEASSERAPINIEENER © REXMLE :
° X EStorageGRID ~ EXIRVIERAAR - EF&RTStorageGRID ~ N FZIREM (Filter) TTERRH
TRRAI ~ ELtBEV RBIZRMIFRYIHERRZS o NFTBHANEN « 552 BIAmazoniE RAERESIHF o
° (EFSTRRIRREAIURNIER B A -
(AJ3%E) AN"<StorageClass>'7t& » ARIEEMUTEBEZ—

MR FRRGEFAER o INRICE LEMHRERIEERFER  AIEER NMRE) 85 -
Mandard_ia' : (R#E-FEFR) - WWRHRFEHBEAREFIIERRE  BNRERERFRREFRN

HH -
ﬂjﬁiﬁﬂﬁ% D IR EFER BRI ERELENER « HERENTER TR #FE
I| o

o MNRIBIFLAHBXMLPIEE Al -~ HZZEZAER o ItEARHStorageGRID F5IEBFEA :

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2. EHA S BB  MECREFRMA (S3) >E -
3. AR EALIE -

IR g TEAFAER Bm o
4. EE TR EE
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o EH TEURER ZEUTLE -

6. BERE

REXMLEEEI F 75 1R ~ AR EEC R EE" -

Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

& Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Rules>
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: Sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
< /fDestination
</ Bules>
</Replicationfor f1g“¢at10ﬁﬂ

®
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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:sgws-topic</Topic>

87



Bucket options Bucket access Platform services

Replication Disabled v

Event notifications Disabled ~

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

ZNotificationConfigurations
<TopicConfiguration>
<Id>Image—creacedd/ Id>
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>
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b. e BAIGAE B HISNSEE o

BN ~ ARG B pYth B2 EEEH TAWS Simple Notification Service (SNS) L ~ BRI EARFSITE

MIREREXEFHMHGE -

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRMRAPEEFENBREXMLANITE °

by 2B
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Farn : AWS : es : region : account-ID
. domain/mydomain/myindex/mytype |
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>

<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>

</Destination>
</Rule>
</MetadataNotificationConfiguration>

BN RAAEEmIFARR

FUEEEHIF ~ BEEEE UG BTG ZYHTPEESHEEXE—EBM  MASH [/A85 Bt

ZUHPEENASEEES R/ -

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FEREE
fEFES3

PEENBENPESHYGTESN
RESESRBEEENISON

93



RELSEGIRE

BERT - MERYMH - NEMRHEPESH IR « ESESRG SR FESTHEE
EERMERERS] -

CEENEM
* E AR ERStorageGRID BIEEAKEKIARIRA LA °
* TEBEUSIHHETFE - HNBWARTERIRS
* BEMALSESRE BN EDSEE - MELKEEBSEMIURN o

* B BB RA IEEFAE 5 MREFEL #RAERERE « A EEEEAIRP PAAASIERR
E o BEHREEEAEFEEREAREREFER  BRFENFFERRFHERKRE

FAREETF

AERERFFREFENESESRBE 2R « BUMASEMFRPESTHESRC - SR ESHEXE
BEvMtIRSS - IRERHEESMHFNRFERRESESRS « AIFSHHRAYHESEETEENEN - &
WAEMEBLERAYN « UEREFEBENEMEEERMESRS| -

1. EAXFRESELMAESESEHNPESEBRNXML -

° A2 RERXMLIVERERUETRSES -
° REXMLE; « S5EAESESHRAIURNIER BRI

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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* EEMEERE (S3) >MHETFERME - RRECHERRAESES IR
* NRECEZFEMASI API ~ FHEAMFREERPEBREENEX - F2RBEFSSARKRMAERNET o

HERIE
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fEFES3
BT & IRTS IR,
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FEE Json Xl {5 X ZE B Ry im RS o

Jlim: et 7l07E mf%ﬁfhﬂjmﬁfﬁ$L4EﬁwGW&ﬁ%mwﬂjﬁm%#ﬁ‘j EELE R Json&iFl o T
test) EFEIIERRAE ~ ELE Tvrionld) E52AZER ©

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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e BB ERETRE
B EaBAMERER R « SIS TRABEAL £aEHEX - REERERES -
IEEREREHAERPRERBIBREERES” MestBuckety BIHEFEFRBYIM o

aws s3apl —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

HERETMBRERESENINEREMEE « 5% Get BucketEaniEHA) 235K o HI40 :

aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket

PRIV EIFEE S h G EIE AR £ e B RAERS o

et B IRE DB A EN L anERARIHA

RIS L THREWF) ~ TEERYIM) 30 TESYDMr) Z2RET « FIErE epB AR R ZIEARRI R T EAN
BEMG - MRERRL - BIEEGE=—@ Expiration) (FIHA) 2 - {5HYEEE I « UK SHLEER)
HAZRA o

@ EEIEAE%TE EHIEERILM « RItERR NAMR) SYHRERAERRBER - MFRFEE
s FE2HE ﬂDﬂ#UEﬁ%#ﬁ"’ °

fIgn ~ it TREYH ) BERZE20205F6 8220 # L ~ Wik REE testBucket) #EFE ©

aws s3apl --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FINEIERTYIGEE100KX (20205E10818) %iBH « B A 4 enBHA4ARERIFRAI2 o

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fugn ~ it MRERYIMF ) BERZ2AREISE— B EtestBucket#FEFRIFAEE K]
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RUTHEIFE BLFE AR E R  F5HHISTE 100K B « BRFSRAN2 -

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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MR ERFFEERASIIFHE - KR iEEEREMEEREFRZSEYHFITERMR
BRI TER REHARE o
* EEIUFFERIE - I ERTFERANFASIYIHFEE -
* MREHBEERFFERASMIMHEE « KAUREXHEFENTERFRE o
* ERIFBHERIETE
° ARIRBIEL | StorageGRID EXZ1E NEFREME) KL o
° TARIRBHE (UXRHFER/EM) o

m

ES¥ SR E AR RS

'Get Object Lock Configuration) (EX{S#{F#HERA) ERGEEHEIS T EHHEREFFEA Mt
El CUMREEA - AEEREAEHHZAEERENTERFREEXMRBHAR o

TSI RR AN E T &S « TR KISE x-amz-object-lock mode * BISERTERFRBER - NRkKIs
E Ix-amz-object-lock-ret-B;E HHA ~ BIFERREMEERANSE T8Z8H) -

EAZEEHES3  GetBucketObjectLockConfigurationt#[R « =21k Froot « A RESERLILIEE -

SECE
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz—-date: date

x—amz-content-sha?256: authorization string

Authorization: authorization string

[ElFEEE A

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

MEYHHEHERS

TREWHHERRE) EXARGENREHA "MIMHEE) 2HFENTARMREBRAMBERFRZIRE  LhrIX
BIRITATRENTERRERTE ©

YRR AN E T &S « Y8R KISE x-amz-object-lock mode - BISERTERFBER - NR*KIs
E Ix-amz-object-lock-ret-B2;E HHA1 ~ BIFERREMEERANSE T8Z88) -

SNRTERBE AR A 2 RIEATAR R BRI ~ RIMIHhRARRE &L BHRAERSAE - BASERMIERRE
HAREHEtE o

& 7BEAS3 | PuttBucketObjectLockConfigurationfEPR a ik B 1R MR ~ A BESTRULEIEEE o

WMBEPUTERFIEE Content-MD5) ERAZEE o
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FAsRE P

PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization string
Authorization: authorization string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLE A

IEEHEEIS NG ~ 2010FEA O ~ 2015FE5EAO « UREBMABRNEETHL - BRERPIFRENLERE
WK o
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SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEHERART 1200 ~ B Tzan ~ Tz®.) ~ Tz®) ~ THRE)

SUMLEV, STATE, COUNTY, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME, STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATE2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020
040,01,000,00000,00000,00000,0,A,Alabama,Alabama,4779736,4780118,4785514,4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A,Abbeville

city,Alabama, 2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555,2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758, 754,751,750, 745,744,742,734,734,728,

725,723,719,717

AWs-CLI{E A&

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

BHAERMAIEIT TB#E) o csv' Il FFR
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Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017, 6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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IEESREH#EER A Bucket) Z{#FEAFEERIEBAAHERS o

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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ERRTREEZRURS B - URERYIHPEBEREEERMERES

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUESEHIR ~ EERE [/RR) ARG 2GR EEN SEXE—@E « MEGHE [R5 BTG
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PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata":

{

"age": "25"

Yy
"tags": {
"color":

}

"yellow"
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GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

[ElFEEEH)

tEEAIFEET—EIRE « EPMEREFEERAENEY A1 2@ TANER - SERFTFES S MEY4A S EGL
TCHEBVERY o

175



HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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2388 . Get Bucket ComplianceEK

Get BucketbZ B IRERBIBR - F@ ~ ERILUEEERILENRKFENRB ERERHT
& BRiAMBERERRTE °

@ FRIRANAZIE (ZEAFEEK) Tt « IREBSIHHERN ° StorageGRID
StorageGRID

EAS3IYIEETE
FERILMEEYIS
"NetApp#l:#E : WA EEStorageGRID ZIEEEMAHE - A2 (NHEEXE"

8BS3 : GetBucketCompliancet#[R ~ Z 2R Froot ~ AIUSERLLEIEZE ©
ER A&l
IS HIE SR AT B IS RESZA Tmybucket) BIEEIZETRERYEFRIBIBRE ©

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

[E1FEEE A

FEEIFEXMLAR ~ T<SGCompliance > &5 ILR#FENARUEREERE o ILEIREARE R EFERERE
BRE ~ S EMHRERE—F (525600788) -~ (EMHREEIERRNELE - ILEMBATRBEGERA °
BEMHRE—FREFME -

HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

178


https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

by 2B

RetentionPeriodMinutes FEEIRFEEEZMHNFRBHEERE (UDEAE
fiI) o {REBEAME Y HENE AR o

LegalHold B I EERER SRS ARE - RN A
HEZH - EMERERITIBN « hEARIsLe
EEEE o

* R IEEAIBRIRGETE o IWHEEFEFRYIHA
TR B AR ZI HR RS PR ©

EENTES * B ItREEFERHNYIGEEREHABEIRR S5
b~ BRIFRTFRENR SR AR

- (REGERIEINRS | I E R E a8
s o MRBEMIRELE « CHBEFHMIRE
B o

BRI

MRFEFENEILATEERER « BIEMHTTPARREIES THAEI4041 ~ S3TERHE
7 TXNoSuchBucketCompliancel (XNoSuchBucketCompliance) ©

HEREER
FERILMEBEY)HE

fERHERRA
BiEF | RHERBEREREENX

MAARER EREBBEEKREBR - T8 - ERIMEEERIEERREERB ERBERF
RYERRBIERTE o A0 ~ ERILGRIRANETRENGEFAERE « EERAREBME -

@ FRIRAHNAZIE (ZEAFEEK) 8t « IREBSIHEHERN ° StorageGRID
StorageGRID

EFAS3YMHSHE

ERILMERZEYH

"NetAppXl:#/E © YA EEStorageGRID ZIBBERMME « FF2H (FHMEXE"
f&%8S3 : PuttBucketCompliance PR ~ ¢ @MRFroot » 7 SESERLEIEEE ©

TR THABELL FREBRERE - MU AREREERENSERAIEE—EE -
SR

HEEBHIZEREIENRA Tmybucket) ZHEFEBYERBIERE o TEULEHIT « Tmybucket) FBIMIHIRTER R
BmFE (1+051+200788) - MIF—F Y EAFERELR - ILEMDRBSEFA - BEMHREMFERE

179


https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

BHMIER o

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

By AR

RetentionPeriodMinutes WEEIFEFEZMANREREBRE (UDERE
i) o REBIFESY RN EEREREE o

“FIE . *“E5ARetentionPeriodMinutetS EF{ERS « %
BEIEEENA RN ZHEE B AR EEEBNE - T8
R LRI E e 2 & ~ B LR D sZE ~ REE
1EINEZME o

LegalHold * B ILRHEBERERGERANRE - EEUHEE
FAZA ~ BMEREHBEERH « thEAMIBRILGE
FEFEf

* R ILEMIBRIRGERA o IWREFEFYI4A
TER G HAR ZI HARF RIFR o

EEUNTES * 2 IREFERIYA SR B AR 2 HAR B B
B ~ BRIEREEERN G AITAMARS

- T {REBHIRIEIERS « LB RO R a8
s - MEBSMIRELYLE « CABFHRIRES
s o

ERBRREN—RMEER

ERENSHEFEAEARER/RTE « LR TERFEEFEEREBE) EXKEStorageGRID ~ BIFIEFHEME(E
MRINREFEPEER - IRIEFAR - StorageGRID SHRERBINEE —HIERER - UREFMAERF OISR
BERHEETEBSHNAEREENR  TEERERERERET - BARAREN—RIE -

4N%R StorageGRID HINFE(ELL &NWER OIS NS EREFMMELIER - EREREN B2 —BEE
& ~ BIEIFERIHTTPARREARE S [503ARFSE A ER

NRECULEIMEEIFE ~ RIAZARHMEEREIES « DIERFIRIREIRTENEREY - MREREESELESE
hE ERMEESRRFEIR - RITSIE PR G Eh s 5 — M ER « 5| ELEAKRKHIENK -

180



@ PRIFICREMISR A BRYET « MELTRAERILERAISEEMIERR « TRIFI8E 85
S —HEERATERERREE -

Bt EARFEE SRUL 5 R StorageGRID ~ EMEVAREBERERIATMEARNARIREKRT BARAREH
—H1% - & StorageGRID TEFTA UL S M FHREAI A ZA « ILRFFERINRERISESERE S ER B
RIE ° A—EBIRE A AE G EXIEFREANIIETRARRYITAS o AIM0 « IRERFEEEENRERFAZT ~ MaRHIFE
—HIEER ~ AREFEESAIEARBRERE (AIEEEF) AUfS@ETREEERP OIS EER - FIL - &5
AEFEFRENYMG - FRESEREHAMZIEREIIME « EREXEBMF (MREKA) -

EERFIER RIS — MM EAR  FHEMELPPUT Bucket/ARUEMEER ~ WMA T—EM4EES) HTTPER
TREE ~ WNRFA

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

$EEROIE

* MRFBEENEIATEERENRK « BIEMNHTTPIREEANA [TARE1404)

* YNREFFEFHY RetentionPeriodMinutes) {EFYELHAIRIREEART « BIHTTPAREECEEA 1400 Bad
Request] (400$E:2E3K) o

e
BBk | REFRRERERUTEERER

ERMAAIRE
FERILMEEY)H

fEFEMEHEFEURA

X 1&fERAAmazon Web Services (AWS) [REIFES -~ :ES3THASEHEHIHELEHEEFEAMN
HEFEEMYIHAITZER ° StorageGRIDIL R4 EES3 REST APIREIZES I F
£ o StorageGRIDS3 APIF7ZEUR A2 A JsoniRE o

EEURA4EE
S IERNEFEURR]E M ° StorageGRID
s BRERA - R TIEERE RARE - THAERE] RR -~ URMRERERRIS3 APIYEE o Efi

RAISMINZEREAL - FIELERR PR E S EG B LIS EiRP REMIRE FEERER B R EPYIHEY
FH - BAIRAMEERN—ERE - AISEthERR 2 @4 -

* BHERA ~ EREF EEENSNEF SEAPIETRIE - BHERBGHINERS FrIEHE - RItELERAE
REBAFXBHATFIAIRPFIERNEERNR - BHERAEERN —E24E - FIsEtERRZSEFTFE -

RiEAmazonERMIFEEE ~ BUTEMEEAE/RA] © StorageGRIDEER A A EREE —4ARAIZE A ~ S{ERR
HEI TR

* HIREID (Sid) (#H)

181


https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/ilm/index.html

* R

S INE S IN

* BRIARER

* TENIRITED

R GER)
[R B Rt 2 5 B 4S8 2RI TERERR © 7EEF<condition>BF » % #l<effect> st 5F/FB4B <Principe>#11T<Action" ©
SERRTTEZEBAREIEE -

TTE =R EH

SID SidTtRAERER ° SIHERERERBER - TEHE
{BStorageGRID A E W IEHE R fEE ©

MR fEMeffectTRARFEE R D RETIEBIRERIER  LAAEASE
B9ActionTTRRIRT ~ WAL RET (IEE) HIRTRIRSIMHEE

EYNE SN TAIURFERE ~ BHENIRFFIEEERLHITIEEE - NREXK
hAREESIESL  AIAEEEAT T () HAREE - UEREFN - R
a5 « RAroottk A ATUFEGLIRF BEAEER ©

TRBEAEEURAPIEETETE - HREERRMS - MINRARIEE
HRAZHIERETTE °

BRIRER BERTERAHEFENYMG o LI LUfFERAmazonE R4 (ARN) 2k
FAETFEIEABRTREANI A BVIEIR ~ LIGRIER

TENRITE 1781 M TR TREEROWETH - EFHEERERE - RIRE

% EIRAVF EVEERRIZ T EIEAE © FRIFEISRIEREIR « [TRIEFINEEE
BIEA U fEFAPRREEAR R E R E M RBIFTIR T HURERR -

(3 IR TEBERERRE R IRCEEESN « LHERRIREERRR

fEActionTTEH ~ ERAINERERFT () KIEEFMBIEERRIEETFE © AIM ~ IEBEZEEEIS3 | GetObject
+ 83 : PuttObject#1S3 : Delete¥J{+ ZE MR o

s3:*0Object

TFERTED  CONUERERFT () M (?) 258 (%) HoEULNFEF ~ BRI (?7) FaER

B—FiTe

EERTER  RTREEREFN (RERERTEEAN) 259 FZERERFT - I~ GREAFT () &
B/EBE-

182



"Principal":"*"

£ FPHIEAIT - BRsUEMmeYE TR ~ TER) ~ 178 M TR o= o iRpImns 2 i T & RA
2 HEA TasF) BRKETERR « €180 TMEERE/EES ) MMFHEE B/ ~ T
FEEAREYH LT 1178 13 BEREE) BI#R - Uk 117811 3 GetObject) RIHEIR o

"Statement": |
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"Effect": "Allow",
"Principal": {
"AWS™: [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
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"Action": [
"s3:ListBucket",
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1,
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"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:::mybucket/*"
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arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key
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arn:aws:liam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name
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"Resource": "arn:aws:s3:::mybucket/*"
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"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
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Fin@ErIUBRMENER « FAEERNPESK SR

HEHEPRAY R BERR E B4

* R5F L BRIHEAUBRYM - EEFERKE °
* 1BAE | BRImEABRYM - /% TEXE) K - PuttOverwriteObjectiERAVEIFAS VAT :
° MRER—BEHREREDM -
* EAERYMGHEN - EREEERNPEBER SR
* (EEEEITHR R ERE G ECH « WAEOFERR o

" MIRENFASIHRAEIE - B ME48) REALE TEYIHE:C) 3¢ TRBRYEIER) (EE BRI
KEIEBEAHIRAEB TagSet ©

- MRHATIRENME - LIRS TR -
+ HICHIRTIFER « R (A% REIER o
MR BAMSIRAIAFHFEE ~ MEPuUttOverwriteObjectiElR:RE2A B4R, ~ AR RELIES
() memsEs  CREERORETNSMAER - 15  DRBRTLLARBER R (
(A R BIREE)  BRRERES [PutioverriteObjects HIRETRE o
R
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FEIRBIR S el
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Condition: {

condition type:

{

condition key: condition values

ETHEHIF ~ ipAddressi& - {FE R Sourcelpl& & o

"Condition": {
"IpAddress": {

"aws:Sourcelp":

by

SENGRTERF
R EEFRIDENT ¢

* FE
2

* miME
* IP it
* nullig®E

HESE T
HINEFEER

#EENNotEquals

StringEqualsignoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

"54.240.143.0/24"

Bl
RiETE2ET (BOANT) ~ ReiRlFREET
EE#Z o

RESELSR (BANNR)  RERBEFHEET
EE#Z o

RETE2ATHER (BRBRANE) - RERERFH
BETHER -

RESELLH (BRANE) - REBETHREEST
EE#Z o

RIETE2ET (BOANT) ~ ReiRHlFREET
EE#R o PIAEE M ? BRAFTT

RESELR (BONNR)  REREFHEET
EE#R o FIXEE M ? BRAF T
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IR EREF siLPH
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NFEE RIET2ETNER - REREBEETHER -

NumericNotEquals RIFETERNLLE « R RAREEITIER

HEEH RIE TR B~ BEREBEETIER -

NumericGreaterThang Equals RIE TRIER) L~ RE\EBEETIER -

#FLessThan RiE Vi) BB~ B2 IREBEETIER -

NumericLessThang Equals RIE DINREER) L~ RE\EBEETIER -

il REE Mrue orfR') LE¥Y « S EIMEHMEEITLER o

[232ubls b s B P hE SR IP (I HE SO o

NotlppAddress T:E;FE', DERLLE 5 B IPAut st Pt SEEETT
% o

null BEGRHERESFENRENERRES

SRR ER

Rl BANFRGER 55

IPEEE AWS : ZKiRIp o G BFIXERAVIPIHETTEE

¥ o BT RAREUSAIHEE o

Myt : *MNRSIBRE BB EEN
AL 8 ERG_E AV S BT A3 ARES
EX - e Rla#H TSRS L
RV IPAIUEEITELER

Mizt : MMRFEBFE =7 - FEBEBW
BETEes « BTz a s TE
23B9IPIL o 4E{7] ['X-Forwarded-
for) 'ZSEERE AL ~ RAE AR
EEBXMIE -

BEIRIS5#5 AWS : fEFRERTE e LEREEENEAERME « L
REPFEER o ATAREMSYIF
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Rl
S3 : BEfHEFEM

S3 : listBucketVerionstEfE

S3 : RERFEM

S3 : listBucketVerionstEfE

S3 ! BEfEEFEM

S3 : listBucketVerionstEfE

S3 . PuttObject

S3 : PuttObjectRetention

ERRIPIEEEH

BANRGER
S3 ! DRI

S3 : &% LR

S3: HIE

S3 : Y EERIBRRERH

S3 : Y EERIBRRERH

=R EH

ELEER Get Bucket) ¢ Get
Bucket Object versions] E3RH35
ENDIRTTHESE o

@t TGet Bucket) 3 Get
Bucket Objecthids] ERAIEEH
BAZEBSY -

ZEEE [Get Bucket] o Get
Bucket Object versions] EXKAi5
ERNHIEF T2 °

EE#E Tx-amz-object-lock-retest-the-
date] ERIZFERIEENREEL
BHER ~ 2R EAITER (R B HAR T
8 URELEERS TIEKRN
REFEE ¢

© MEYHF
© HEMHF-ER
* BEEEHLE
B TR EMHRE] BEXRPIEEN

REELE AHREITIEE ~ LIREfRE
ERETRIEEEA ©

TAIUERAPERES « FRAFATAREARREN  ErIUE MER) tx=PERRAERR « hallifE MF

1 TTEPERFHRLLEK -

TEUEEEFIF « SBUS{AWS:username}@ EIRTTEN—E09 ¢

"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

TELEEERI ~ EHU${AWS:username} B &4 EIBH IR ERN—EB 7 !

"Condition": {
"StringLike": {
"s3:prefix":

by

"S{aws:username}/*"
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r's {AWS : ZKiRIp} |

r's {AWS : EHEE%E |

r$ {S3: prefix} J
r$ {S3: max&sd} 1
F${*}.

r${?}.

{8}

B RESRERIENRAY

e

AR RIpZIRIFRIRHAVER -

fEFUserName & & AR (HAYEEL o

ARG EBNA BN E AR HATES

ERRBEBNRAZRIFARHENERH -

5T TT © EAFITMAX

e —

FHFTT ©

BT - ERFTMARFE? FT

BT o ERFTHABXFSFTT

BFRREFER AR REZ2 MM ERIRER « UEEEHITIEE  FINETHEIIRE BMrootfERE o 7RIS
HARS ~ R f&Amazon ~ StorageGRID #117 %#8S3 REST API1 HIPEHIE/L « (B1E/R B MG HART EAR AR o

[REIERER
$E4Brootik 2 BUERIHERR

EfENERE/RHEEAT
eI HERR

REFINBIR PR AR T
IR

FAEFSMNERIR A rootak {52 A
EREBEER

ST SEAEBB AT
BEEF
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[RAERPA [RAEER

1EXEFTE ABFRESIERY =}
FERR

FREANFENEREN #E}
2|

BEREFFENSEFE B4

FREBAEEFE =}

R TFIEERERRE ( #E
BREERIRP) REWMMF
BURER

—RBEAZE (WORM) 1R:#

Amazon{T4

B%HaE%! ~ {BrootfEFd
EBIRPREFAIAESIHER
[REEZERIRER

EUBIERS

B

EUBERS

B - BB ERS
A ~ BE(IRRITE
A - BiuEIRP AR
Y1 ACLIREZ Y4 V7
EVEIR o

E{EH T StorageGRID
ElE

B

EIE
B

B - MMrEEMIERE
[I%Eﬁ' A - BREUK

TRILGZI —RBASREN (WORM) fEFE ~ UREER - EREERNMEREEL « LURS3YIHR
iC ° AR EWORMEEFE « UAFFEILIYMG « LR BRIMFRERS -

Vabr e
T REARBERKEBIEE ~ AL

AERAX R —&

* 7£Grid Manager®? > #Z* configuration > System*>* Grid options > #A1&3EH Prevent Client Modification *

BIEME -
* ERTAIRAIMSIRAY

° J&PuttOverwriteObjectiEAB {EZEHTIE E=S3RA! ©
° BRIFRMIHEAB M EEIE = S3/RAY o
° ¥ TAFFMEWM FEZESIFEA -

@ ATESIRAFRMBRI R AIERE ~ AR EERTE 30XRBETHRAE) FRAK ~ [HLEILMAIER

Yt o

@ BMEERMAELERINERR « hEEFLENITRA GB2RBERA) - efEEENLEESET

HER (R2RIERB) o

BRA D WITRA (RRFE)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-—-—-—-—- > OK
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BB : EETHER (FhEE)

/mybucket/important.doc
PUT#1 - -—————- > PUT#2 ---X (denied)

HERAEN

FERILMEEY %

B2 BB PR IERYRA]

gn{aI R AR ILMAR B SR E R4 {4 StorageGRID

S3EAARAER I

S3/RAIEE S

AT BAEIREER) « $H¥StorageGRID EIMEFAAZE R ERITHIFEURE!

SR EHHI

HEE R EIEERAMMNNEFRFZIER - #FERAZEMAS3 PuttBucketPolicy APBETTRE o
RE TS « AlfERAAWS CLIRERHEFERA]

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

g#h - AFESEAREFRHETE

USSR « BEAN (BEESR) WAL HFEFETHYE « TEREHEEFRIFREYHEHRIT TGet Objects (
EiSt) (8% - FRAHMIEREAGELE - FFEE « WRAFISELATHIER « AR TIRPIRLUSN  REHEM
ANBERERARTFEIER -

"Statement": |
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket™, "arn:aws:s3:::examplebucket/*"]
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A : RFFR—ERA POEEATES TEFEUE « DUREMIRA PREE A REFEUESL

FEUEEEHIR « HEEERP FHNSEASAIUTEFNRERFE « M5 —EEERS PRSEA RS HZf#
FE  UHEHEFEFU HE/) YHERFERENYHHITGetObject(EE

@ fEINAEE FStorageGRID ~ JRERERFFMEZIINYMG (BEEERIRF) - HHREEEERR
A - EURRBERNEEMMN

"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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A AFSEAREFRHEFE - T hisEFEETTERFN

EULERF ~ BEAN (BEESR) MAILGILBERER - TN BEREFRIFMEYHHIT [Get Objects  (ENS4)
) (5% - MRABERIEERAT MIHTH) BHENERES RAFFTBEFN -

"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

6 - WRARRMUNIPEE - A AFFESEAERMSAREFEIFIE
FUEEGP - BEA (BFER) HILGLFHFE « UEFFEEPHNMMENHE LRITEAYHEE « AR

REBIEEMIPEE (54.240.143.05F54.240.143.255 ~ 1854.240.143.188F&5N) - FrEHMIEE A ZERIE
48~ MBIPEELIMNIFIA ERETEEIELE o
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

8P . AFFRERBEREERTEETNHEE

FEUCEEAIF ~ BB EAEAlexA USTREFR 18R REERAEMMT - FREEMERE - 815 Mooty
BRREIEABFR B RS - NBFETE © lrooty KIENGHABLEBEFEVEIR RN E/BUF/MIERBucketPolicy °

- EiE
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

&35 : PuttOverwriteObjecti#[R

FUEEEHI ~ HERERYME) N TR B TEE) MRARGREASEHBRIMFMGER « £HAE
RE ZEHYPEE R FISYHRAC o
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
TERAEN
TEATRE E1EZE
S3EHAEIR A &)

BERR SR E RAIFRMIN Z B AR FEEIR - BERFIRA X8 & ARERREN - B ERAIZEEHRME
FEERENTHAPIRRTE ©

6 : ERE,R EEEARERERA
ERER EEENESARER AR « USRI BHERANG R « WERIEFHEFILESSFEERME
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I HEAREHERR ~ INTFFR -

* EES3TFEY . FAREIR o ILBHETRIEAERASIERIFIE « IRIFEABERBRERRIR TFIE - INFE

B tE3ETE « FEEE R BrootE BRI LAFENS3E R ©

AR : UIEBHETRRIERE A SSEIRIIMEEFEVE o 140 « EEFAERRIERE AT LS Y ML B AR 4
iﬂ s RAEBERIANRGT o BERULETRR « MERHERAINIsonF R EHIRENFHIRT « SEAREILT

* SERFH  IEHEPHERE T EEFISIER « BiEREFE o EBULEERR « SENFHRTERTER

EEHER AR JsonF & o ITEAMREEIL T & o

* Bi] | BHETRERE SRR T ICEXF HIRPIEERIEIR

FEUEEEAIR « AN B REERRENRFFERIERFRESEEMRX (ZREH) -

Mo 52 Access 7 A

"Statement": |
Read Only Access

"sid™: "AllowListBucketOfASpecificUserPrefix”,

Full Access "Effact™ "Allow”
"Action™: "s3:ListBucket",
@ Custom "Resource": "arn:aws.s3::department-bucket",
[Must be avalid JSON formatted string:) "Condition™: |
"Stringlike"™: {
"s3:prefix”: "Slaws:username}/™"
}

}
L
i
"Effect”: "Allow",
"Bction™: "s3:"0Object”,
"Resource”: "arn:aws:s3::department-bucket/${aws:username}/*"

A AFRHETEERFIARER

TELEEEBIR ~ FRIFE(LRRIPRHELEAE « DRIBHANFIA B E R USTEEZIE R IRP A FTAESL -
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

) . AFFRHEMRTIFEFEEER

TEUESEBIR ~ FRIFEIREERRPAREIEAR « TRIBHERIFRE B S ER A SSEIRAIMEEFEVE - FI40 ~ LEEHEFRY

ERE RS LI REW B R  REERIAIRR -

"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1y

"Resource": "arn:aws:s3:::*"

FH © AFFEHENRE REEREFIEEFETH Molder”)

FEULEAF ~ BHEME REEIREENRFEPILRFREABEERRK (RREN) FHIE5  TRAEEEEHR

IRAFRTAERS « FEE B H thBHE R HEEF ' RAAFEHER o
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"
}
}
by
{
"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",
"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
}
]
}
HERAEN
ERHERIRA
FREREST APINZ 214

TREZIERIFHHREST APIBEN L2187 ~ LRI FARERRL SR °
M{AIAREST APl % 2 4 StorageGRID
1T &% R StorageGRID fTEZRILRRBREST APIBIFL 2 « BRsENIRHE o
EA 5L 28 o StorageGRID
* MREHHEHTEHRIHILREHTTPS ~ BIFE P imE & 8 TSR RSB S EAHTTPS

BITRE B H T E23REEEF - AT LGEERUAHTTP o I8 ~ el sEA EERAHTTPET A S EMIEIE R FE
FBi& o WStorageGRID F:FME « :520H (BN EIEINAERIERAE) o

* 1R{EFAKStorageGRID ~ fEAAHTTPSERFENRAETTA P imEaN « WIERERRS L ERCLBART -

AT LU R B R R HT TP o fIUN ~ (SR se R 2 EAHTTPEIT AR S EMIFIETEERR -
YiStorageGRID FHMAEN « 526 (RANEEINERREA) -

@ CLBARFSEI@RE o
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* ZTREATLSIIZZEARAZIRNE FiniStorageGRID Z3@: ©
c ERAHTHSRREERTEAIEZHTTPRHTTPSEL « AR & TSRS EAEFHE 2 R ENESE
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* AR IR BEIRMHTTPERE1Z5EStorageGRID 457 BEIITREST API{E o
2R E AR
R im A AR E R E ST B IR, F M E TSRS - BiBEGR TN - iEGEREH M EMCLBAR

o

S

FEEFBERT - BRmRARIEIUEREREES LENE5TARS /R StorageGRID HEZRAMELEN
RSB TLSEAR !

- ERPIREAENEGESH TEHRRER - EREXSEAHARELEGNT T e & T EisinbFrR
EREERITILIEE - SEIREEHAECHES - IURHAREIES HENBETERSESE - AU
{BR EIE S StorageGRID 7E:8 E IR EGFFEE L AY/RES ©

* ERFIRERARENEEEGEAFHNMNEET ENCLBIRFSE « Ef & €A SStorageGRID Z55K (H%R
MERREBUEE) ARGHMEENRREERREEE - AEHEREERRHENE—BIRRER
i ©

AR IHEREAEEEEZEHERAREIITLSER ZHARERREREE

gNStorageGRID 2 E & & TR inAAERME N « UG E— B AR REUHTLSEGEIEERER
TFENRASU R ENRS_ERCLBARFSBIAERATE™ ~ 552/ (for Administering)  (BIEINEE) o

TiE

TREETS3FISwIift REST APIMIAIE{ELZ 2458 -

Z2[E REST APIINEE
BTN TLS
R AR 23 ER=E HARFACAR A EEEIREN BT AR EEEE

BIX - 509(F Ak 3 &5

AR RS * S3: S3MRF (FENEIRIDMMEZFEER)
* Swift : SwifttlkRF ({FHE&ERBIZEE)

=) =br iy * S3: ITRSFh A KFIE ERNEEUEHIREA
* Swift : R EBEEABEN

HEREE R

&E1¥StorageGRID

TLSTEXE BB ENMZEE L

TE—EBRNNEZES - BRIRERAERAIERIIGEREZ2M (TLS) T{ERSERRHMHER o StorageGRID
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1.2 TLS_ECDHE_RSA_with AES-256_GCM_SHA384
1.2 TLS_ECDHE_RSA_with
_CHACHA20_POLY1305_SHA256
1.2 TLS_ECDHE_RSA with AES-122_GCM_SHA256
1.3 TLS_AES-256_GCM_SHA384
1.3 TLS_CHACHA20_POLY1305_SHA256
1.3 TLS_AES-128_GCM_SHA256
BB HMBEL

TIMEEABEER o RKRRAER ERIFEELERBITIE
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TLS_RSA_AT_AES-122_GCM_SHA256

TLS_RSA_AT _AES-256_GCM_SHA384
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swift

-U <Tenant Account ID:Account User Name>
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-A https://<FQDN | IP>:<Port>/info
capabilities

v
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touch test object
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-A https://<FQDN | IP>:<Port>/auth/v1.0
upload test container test object
--object-name test object
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swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
list test container

4. MIBR4DM

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
delete test container test object

o. MIpFREES :

swift

-U "< Tenant Account ID:Account User Name >°

-K "< User Password >

-A “\https://< FQDN_ | IP >:< Port >/auth/v1.0'
delete test container
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HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0
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