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Audit Log Rate = 2 x S3 Operations Rate
Audit Log Average Size = 800 bytes
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Application Log Rate = 3.3 x S3 Operations Rate
Application Log Average Size = 350 bytes
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Audit and syslog server

Audit messages and logs record system activities and security events and are an essential tool for monitoring and troubleshooting.

Audit levels

Adjust audit levels to increase or decrease the type and number of audit messages recorded

System @ Normal v
Storage @ Error v
Management @ Normal v
Client reads @ Normal v
Client writes @ Normal v

Audit protocol headers @

Optionally, define any HTTP request headers you want to include in client read and write audit messages.
Header name 1

Add another header
Use external syslog server

By default, audit messages are saved on Admin Nodes and logs are saved on the nodes where they were generated. If you want to save audit messages and a subset of logs externally,
configure an external syslog server.

° If you want to use an external syslog server, you must configure it first.

Configure external syslog server

If you want to change these log locations, select a different option below.

Log type Log location
Auditlog @ Admin Nodes
Security events @ Local nodes
Application logs @ Local nodes

C Default (Admin Nodes/local nodes)

Local nodes only @
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Configure external syslog server

@ entersysioginto

External syslog server configuration

Host @

Protocol @

Server CA certificates @

Client certificate @

Client privatekey @
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Configure external syslog server

@ Enter syslog info e Manage syslog content @ Send test messages

Manage syslog content
Send audit logs @
Severity @ Informational (6) ¥ Facility @ local7 (23 v
Send security events @
Severity @ Passthrough v Facility @ Passthrough v
Send application logs @

Severity @ Passthrough v Facility @ Passthrough v
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Configu re external syélcg server

@ Enter syslog info @ Manage syslog content e Send test messages

Send test messages from all nodes

A After updating the syslog server configuration, confirm that the external syslog server can receive test StorageGRID messages. If the test messages cannot be delivered and you
use this configuration, you might lose important messages regarding StorageGRID events and activities.

Before using the syslog server configuration, confirm that all nodes can send messages to the external server. Select Send test messages and then check the

syslog server. Make sure it receives a test message from each node in your grid. As required, correct any reported errors and try again.

Send test messages

Skip and finish

FIaERSMBsyslogfliRas Z All ~ IR ZEZ R PR P IIFRE BRAERR RISl S X ESMNBsyslog@ARES - EEZ
ERELEAE NS RKIFEN SRR B A NERRRIE - ARBRERMEEEIMDsyslogfAAkas o

@ BRIEICHERDSM BB syslog RIAR23 U 2 2R B A& R S ERNRLRVAIE S « MEAS EMFRRIREE
BRI IERIMNBsyslogfRIAR B AARE

1. MNREREEXAFANE ~ MEHEESMEPsyslogfARER EEFRRE ~ M H o] UK RIFRA BiRGZ RS Z
Bl » sAEECBEB I e

LR S HIRG B AR - RMERERERIN#E
2. B[R~ FERHEXAEAES

ARGEREFERTERER L - HEIGEFEEAESBLE < AEETHE « EHNEZA S SREFEERAIRE
HYE Rt o

3. MNREUREBMERIFER ~ FEIEFHR « REBIOERFXAHAS - F2H HHRIMBsyslogE AR AVEE 13
B G RRRAEfAISESR o

4. FEFIFIGERIE - RTFEHRTEREH -
o. FAIRELRsysloglAfkas ~ ESTWENAFHAS « MIRRTARARE

@ NREEARIRudp » FFRBERECERRERTRRIE  Ltudp@E@RE R AFFEEMERTGE
—IRBRIRBVEEERIEA] o

6. BEMFLLALER" ©
RR B2 AuditMsyslog server* B ° LR S HIRAREIEE « BAEEMIN#EF R EFAMRESER

12


https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/troubleshooting-syslog-server.html

@ BRIEMCEENE =5 EBsyslogElARZ3FI BRI ~ [RIGHY TRFEIZENI FEEXEISMsyslog
{AlAR2S ° StorageGRID

FEEE X EF BRI
TRILUEEREME MR - EAECHRMELA S eI EENE -

()  mFStorageGRID HRIEEINAAIRAAR « $2B A4 StorageGRID o

1. 1 Ti&#%8isyslogfAfRas) HEL {5 HAvERPENEZ BN Bt

IR 55

T (BEIRENRL/AHEENRE) IS eEXEEEMA FATEZcr ( TTEfacER) ) ~ MEEMN
FMERARNCHRERHEEEL NGRS L (thas T
BRGL ) o

5hMEBsyslogfalBR2S ERENEEEEINBsyslogfAfRes « WREFEASEERL L o FIENE

EER BRI G SR E SN EBsyslogMARBFMI A I - RBTEREIMsyslog
AR 2% ~ A GRUALLEER -

EIREIRAFNIMEBsyslogfAARES NS e EXEEERMA LR ZEr ( TTEZeCER) ) ~ FBIREM
BEEEEIMsysloglRlfkas » WiHFFEARER L o FRREFIBRE
RIIERTEIMBsyslogAARS AT - RBTERESIMPsyslogfEikez =

& A ERRAILEEE -
ERAHEERS FERESEN SR EEEHR R msysloglRlikes - FBIZEN I GR#
FHEELEZENRER L ©

Pi5E . StorageGRID ULINAE S E RIS FRELEAEECER « URBLZERA] o
EERGAVSCEREEER]1 GBRY « BREFIRAMESE « WRBNRIECEE o
SCERE RIS RFI 75 21{EESE o B 22hRECErERT « SIFRRERIS
BiE o SERTIIHFAI20 GBRVECERER

()  EsErmmes FEsoEEERRHEE TvarlocalloglocainapBa 381

. BRI o AAMBIREY () LUSSERRE NEE .

2. MISRIERIE SN A A AR o BRI R A S AIRES (E ARSI MM B « B HIRAE
SR o BRTEET -
() masEmssEsysiog AR FTIUEIK A H Storage GRID FHIEH o

1 EEHmE B ESERZEMNBt o
IER & IR B R « BAICTEIRABRRERIN#T
W EEETENN BRI - RECRNEFRETEUE -

13


https://docs.netapp.com/zh-tw/storagegrid-116/monitor/storagegrid-software-logs.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/storagegrid-software-logs.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/storagegrid-software-logs.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/storagegrid-software-logs.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/storagegrid-software-logs.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/storagegrid-software-logs.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/storagegrid-software-logs.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/storagegrid-software-logs.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/storagegrid-software-logs.html

MERAE R
Bz SR

R E B ER BRI

RIFIEIZEAE
MHEFE LS
EEEZANE

FA R imsB I IZENE

E1®EStorageGRID

14


https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/system-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/object-storage-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/management-audit-message.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/audit/client-read-audit-messages.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/index.html

RRIEE

Copyright © 2024 NetApp, Inc. FRTEFRE ° GEEIR  JHEREFMBE ASASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

15


http://www.netapp.com/TM

	使用外部syslog伺服器 : StorageGRID
	目錄
	使用外部syslog伺服器
	外部syslog伺服器的考量
	設定外部syslog伺服器


