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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups =)
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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* [BIfE1ZEEZA [deprecated : truel
* Json[EIfEANE S ldeprecated] : true
* NMS.logH &3 EBRIES - filn -

Received call to deprecated vl API at POST "/api/vl/authorize"

F iR B BTk 2s Sz 32 BPLEAPIRR 2
A TIAPIEREEZENAPIEERRAEE !

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3
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curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts
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curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

MERABE ~ GridCsrfTokens CookieELABEIERTE ~ MUHE AGrid Manager ~ 1 ['AccountCsrfToken
1 CookieBIFLABERERTE « UHBEABFREEREN o

MR CookieTFE * BIFI B AMERRAARAEMER (POST ~ PUT ~ PATCH * DELETE) ##EGE THHEA—IE

* IX-CSRF-Token] 1238 - HiZ88{E& A CSRF#EMt CookieRI{E °
* WNESRRIEEIEHEEL ¢ TesrfToken) MRARIENEREEERE

o

INFEAMFERIEFEER]  FF2RR LAPIXfF -

@ HEREBCSRFH#ER Cookiefs ~ thEE#HEMERIERFTT Content-Type : application/json) 1%
88~ LUE— P {(ReEJsonERBIE R T CSRFIXE o

MRESAE—FA ~ sAEHAPI
MREIHE—EA -~ sAEFAPI (Active Directory)

MREE ERELRAE—EA (SSO) MmBEfEAActve DirectoryfffiZSSOMAER -
WA —RFIAPIEX « A 8EEVF#E AR Grid Management APIZ(FE 5 B2 APIAYER S5 1#E
B o

MREBE—FA ~ FEAAPI
AR & fEAActive DirectoryffiZSSOE i p &R  BIEAELELET ©

CEENER
* [RHZEEH StorageGRID FEAE( [ {#E A& B HAE R FAEBSSOFERBE LB o
s NREEEFIIES SEAPI ~ SAENEFAFIKRAID ©

FAREETLE
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EEISEEREN « eI UER T EP—(E#EF :
* "storagegride-ssoauth.py" Python{§ <85 ~ ilfi*StorageGRID 7| Bt : ZitEZE B (WRed Hat
Enterprise LinuxZ{CentOS - Ubuntug{DEBIANSHEY"./rpms" ~ VMwarefJ"./vSphere.") o
* CurlZBRMTIERIZEEH] o

MRMITREKIE - BHTIERERISERER o TS EIIUTIHER | [TFLEEHIXFIEN
AISubjectConfirmation) ©

() SBICUITRAIRIE AN L HA RS T HI RS -

MBTBFIURLAGIERIRE « nJRe 2 ERI$E52 ¢ TUnsupported SAML version (FRZBAISAMLARZS) 1 o

SER
1. BERY AR 2 —UES BB AT
° {§/"storagegrid sosoauth.py" PythoniE < HE o AL ER2 o
° EFACUNZEK o BIfEPERS o
2. NREfFFH"storagegrid ssoauth.py"$5<HE « ;AR IE S IBEELASPythonfR:ZRET « ABRHITIESHE ©

HIRLRRET ~ SFEMA TS5 YA !

° SSOA% o #A TADFS) 8¢ TADFS] ©

° SSOfERELTE

o ZH T RmAIAEIE StorageGRID

° R RiZ(EStorageGRID RizE

° fHRIRAID (MREEFEFHEFAEIEAPI) o

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
s

e s
StorageGRID Auth Token: 56eb87bf-21f6-40b7-afob-5c6cacfb25e7

g AR T BRSE L o StorageGRIDINIRTE AT LARHEM AR ELANEK ~ FLU R ERSSORERAAPIRI 75

= o
3 MRCEEAHEEER « FEATIER -

a THEBAFRBIEY -

16



export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ B EZ1FEGrid Management API ~ 55 F01E%4 TTENANTACCOUNTID] °

b. BEIZINEFEMEREFURL « s8M T/APIN3/AZHE-SAML] 2 HPOSTE R ~ W EIEPFIRE fthJsondR

b5 o

ILEEHIFETR TTENANTACCOUNTID) MBS EEREURLIIPOSTER o EREEXE python -m
json.tools ~ LAFEBRJIson#RES o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

IEEBFINEIREE ZURLARBNEZEZURL ~ BREZHtISON-encoding/g °

"apiVersion": "3.0",
"data":

"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..

sS1%2BfQ33cviwA%3D&RelayState=12345",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {t[EfEHETE TAMLRequest) ~ LUETEREMSHMER o

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cviwA%3D"'

d. BS5EEAURL ~ EFESAD FSHEFRIREXID ©

Hh—EEIRRE A A EIERNURLREREARE -
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curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"

id="loginForm"'

[EIFEEFE R R IREKID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e. fROEhREFARIRERID °

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RICHRNEERHBAE AR REEE

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FSEE[MI302EE M « WEREPETREMET o

@ NRIEHNSSORMERMAZRER RS (MFA)  BIREPOSTHEE S5 _EZMEsH

2EEk -

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. #EIfEFEETE NISAUTH Cookie ©



export MSISAuth='AAEAADAVsSHpXk6APV...pmPOaEiNtJvWY="

h. {EGERLSCEIE A= CookielIGet B R EISENIE ©

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

CIFEZEE B FAD FSTIEREEN - UMHEHBREHFER - MEEAXEEREERERMMITE
& SAMLResponse °

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:

SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND

UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMQ==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">
<input type="hidden" name="SAMLResponse"

value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

. EpEEIRAI#TE TAMLResponse" :

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

J- EF#ER TAMLResponse" (AMLResponse") -~ gt StorageGRID (/API/SAML-Response") &
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K~ LUEA StorageGRID —1 iz BRESSEHERYL ©

7% TRelayState] - sAEAAFIRAID « EE48Z A Grid Management API ~ 350 o

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[ClfE BLIEER R IEML ©

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. RO #FS "MoYTOKEN) o

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

CIRERT LA TMoYTOKEN) R EMEK ~ SR A EHESSORMERAPIFNA R ©

MNREAE—BA ~ 55EHAPI

MEEBEE—ZA (SSO) - EEHEH—ZRFIAPIERK « LIEHGrid Management APIZLFEF EIEAPI 0l
R&fFEHActive DirectoryfASSO& 8 BIELFER - BIEAB LIS

EﬁBAEIEIT’E

WMBFE « StorageGRID RENSHBNE—SHERESH « BIRIEHILINEE - 3F - el U
’E.‘*StorageGRlD RETHEENE—FY (SLO) : FEHBMStorageGRID HISESOZKELHER ©

p
EEELEHEENBHER 558 Cookie "SSO=true"] fFIE4SSLO AP :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool
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ZERIEHURL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. FEFFHURL ©

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D

3. EEXEREEHURLLUERESLON EFE A StorageGRID EER ©

curl --include "$SLOGOUT REQUEST"

B{H[E]302[EFE - EFMERUEARNBRRIEAPIEY °

HTTP/1.1 302 Found
Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018

22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MiB&StorageGRID R & H#ERY o

filBRStorageGRID Lt R ZSSOMAR L IREM IS AEE o NRFKIRME TCookie "SSO = trues ~ FHER

! StorageGRID ~ MAERZESSOAREE ©

curl -X DELETE "https://S$SSTORAGEGRID ADDRESS/api/v3/authorize™ \

-H "accept: application/json"™ \
-H "Authorization: Bearer SMYTOKEN" \
—-—-include

r204EAA) CIERTERERTEEL -
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HTTP/1.1 204 No Content

MREEAE—FA ~ s5FEHAPI (Azure)

MREE BEXREMHE—ESA (SSO) ErIAERAzurefffi#ASSOMIER ~ /8 MEEE
i< ISR EVISE AR Grid Management APIZ{FH B EIRAPIFYEGSEHERL o

MNREHAzureBE—E A ~ 555 AAPI
W RICERAzurefiASSOF B HFER ~ BERELIER

MEEMNER
* {®&N7E B H StorageGRID HAE Sz 1B ¥ R EF4EAVEL A (F A& BISSOE F ER (4 st MEFNZREE o
s MNREEEFEFEEL BIEAPI « FEEHEBPIRAID °

E@EAEIEI{’E
AEISEEEN ~ ERIUER TIEAES

* "storagegRide-ssoauth-azure.py" Pythonig % 1§

* "storagegRide-ssoauth-azure.js" Node.jst& < 1%

EMEIE S IEERII StorageGRID S23#ERed Hat Enterprise Linuxg{CentOSHIRRA/romss B#% (B Ubuntu
B{DEBIANSHIRRZS/debs B % ~ MBI VMwareAIhkAs/vSphere BE%)  ©

EEBALBEAZUreIAPIE S « 5527 TstoragegRide-ssoauth-azure.pyl $5<H o PythoniE$HE
B StorageGRID BRI MIEE ZQ (5EENIESAMLRequest ~ ZBEVFIRERER) ~ W EIEIYNode.jsiELHE
BAzure B &) ~ ABITSSOEZ ©

SSOEERILUER—RFIAPIER BT « BERMILAREIZ o Puppeteer Node.jsi&E4R 7] A 3k #FHAzure SSOFT
7 o

MRTBFIURLARIERIRE ~ SIAERETIEESR ¢ TUnsupported SAML version (RZIBRISAMLERZS) 1 o

HER
1. ZLEEFRERAVARMAY ~ INTFA -
#£Node.js (3B2B "https://nodejs.org/en/download/") ©
b. LEEFREERINode.jsiEZE (puppeteerflljsdom)

"npPM install -g <module>
2. #&PythoniE S HEERAAPython B8 LI TIS 18 ©
SR%Pythonfs S HEZ LA ¥ FEAINode. jsTESHE ~ IL#1TAZzure SSOEH) ©

3. HIRIRTES  SBEATIISIBME (SEASHEA)
A& AAzurelISSOE F R4 ithit
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https://nodejs.org/en/download/

° fR7RiZ(EStorageGRID RRE
° fHEIRAID (MREEFEFEAEIEAPI)
4. HIRIETREF « SRRIARDE « MR ERERITFIREMFARELSAzUre ©

ey storagegrid-azure-ssoauth. py sso-email-address userfmy -dosain.com
ocom --tenant -account-id @

@ E LB REMFAZERAMicrosoftdgsg& Teh © (ERISEREMB e < « LEHREMZ R
BIMFA  (FlINEA BB F5 S RRAIRZTURS) o

B T BRSE M © StorageGRIDIEIRTE FI LI RER AR ELthZEK ~ R R EASSORfERAPIBY S

= o

MREIAE—FA ~ s5EFAPI (PingFedate)

MREH EXRTEILAAE—EA (SSO) MAKERAPingFedatef#SSOMER « WA
BH—RTIAPIER « 7 SEEISBEAR Grid Management APIZ¢HE 5 SEIEAPIRYERSEHERL o

MEBAE—FA ~ sBEAAPI
R IE(FEAPingFedateffiASSOF i AHER « BBAELET

0N E
* [RHZE EH: StorageGRID 1@ [a{#E A& B AR FAENSSOFERERBIZERNS o
s NREIEEZEFAS EIEAP| « FAEIETASAIRAID ©

R BIET(F
EERSEEREN ~ TR UER TR P —EZE) :

* "storagegride-ssoauth.py" Pythonf5 <8 + fili{StorageGRID T7|B&kH | Z&EAEZBE: (MRed Hat
Enterprise LinuxZ{CentOS ~ Ubuntug{DEBIANSEY"./roms" ~ VMwarefJ"./vSphere.") ©

* CurlZBXRITERIZEEH) o

MRHITEREXIE ~ EHTERIZAIERER o oIRGB EIU TR | TELEEPHRARER
AISubjectConfirmation) ©

() SBICUITERIRIE AN L E A RS T FI RS -
MREBIURLARHERIRE « RIRE S ERISELR ¢ Unsupported SAML version (RZIBAISAMLARZR) 1 ©

1. BT A A 752 — IUBS ERsE gt
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° {FF3"storagegrid sosoauth.py" Pythoni5<HE o BI{EFEE2 o
° EFCUNZEK - AIfEPER3 o

2. NREFEA " "storagegrid ssoauth.py"i5<H5  sARHE T IEHIELAPythonfBET2T0 « ABBITIESHE ©

3

24

HIRGETRET ~ SFMA TSI ZREYE !

° SSOA% o IE[IUE A Ipingfederatel (Pingfederate - pingfederatess) HY{EfEIEAML o

° SSOfEAERTE

o LH T IEmEmAIAEIE StorageGRID o B AEAR PingFedate o &R LGS EIR B = A A EAE o
° R F5EEStorageGRID R9RE

° fHRIRAID (MREEEFEIEFEEAPD) o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

%ﬁétﬂ FRiR {7 BRsE AT o StorageGRIDIGIRTE A LURHER AR EMthE XK ~ L R EASSORERAPIR
T o

MRECEEREEENR  BEATIERF -

a. BB AFRBILE o
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ HEFEGrid Management API ~ s5fEF01EA TTENANTACCOUNTID] °

b. EEFINEEZMEREURL « 58M [/APINV3/AZHE-SAML] EHPOSTER W EIEHRBIREMIson4R
B o

LEEE BB TENANTACCOUNTIDR 2 EEREURLAIPOSTE K © &R G{FIEE python -m json.tool X #
PRJson4mEs °



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

LLEEEFIAIEfE S S URLARBHI EEEURL ~ ERE S EMJISON-encodingfE °

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {t[ElfER{#7E TAMLRequest ~ UEEREDSHER o

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. EEH[EIFEFR Cookie i [E]FEC]FETIFE

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "S$RESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. B Tpf.adaperld) {& - M:[CIFE[E]FECIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f B THay B (BIREREFE) ~ AREIELFE :

export BASEURL='https://my-pf-baseurl’
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echo "SRESPONSE" | grep 'form method="POST"'
o W M178) B

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’
h. XA E3858HICookie :

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. EpEEIRAIETE TAMLResponse" :
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- FFRA#7ER TAMLResponse" (AMLResponse") ~ #EiiStorageGRID (/API/SAML-Response") E
K~ LU EA StorageGRID —1 fz BRES B HERL ©

=7 RelayState] - :AfEARTEFIREID « &8 % A Grid Management API ~ s5fEF0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[ClfE EIFERRE AL o

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-afO0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. RFOEREERE M #FS "MOYTOKEN) -



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CIRTERTLAAE TMoYTOKEN] AREMERK - HLUNAERSSORERAPINAT ©

MREAE—EA ~ FEHAPI

MREMBE—ZA (SSO) -~ EBEEH—ZRIIAPIERK « LEHGrid Management APIZ¢FE 5 EIEAPI o 1

RIG(EMAPingFedateffi#ASSOS 7RI HAER « BIBAELEET

FAREETL(E

MEFEE - StorageGRID FRENEHBNE—FHE

SEE S - BIATEHIEIhEE o 3 ~ ISR LUER
#%StorageGRID ZRE Y IHENE—EH (SLO) ' FE

B34 StorageGRID FISESOKEHERL o

p
1. BEELEHENTHER « 558 [Cookie "SSO=true"| FIE4SLO API :

curl -k -X DELETE "https://SSTORAGEGRID ADDRESS/api/v3/authorize" \

-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \
--cookie "sso=true" \

| python -m json.tool

Z{ELEEHURL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {#FEFEHURL °

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. EEERFEEHURLUMEZESLON EFE A StorageGRID EEJR ©

curl --include "SLOGOUT REQUEST"
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ZEE302[OfE - EXFERUETERNRMAPIEL o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiB&StorageGRID FREC &R o

fHlFRStorageGRID b A& SSOMA S ZEENB A TNAERE] o TR KIEMH Cookie "SSO =truel ~ ERER
F i StorageGRID ~ MIAEFZSSOREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

r204EAA) CERTERERTEEL

HTTP/1.1 204 No Content

1% H|StorageGRID HIHAERITEEY
ESEE R E AR

s A b2 P 2R BB Storage GRID HIEZRT o 18 ~ IERMEEEFTE@HAZNE o T
%Z MEEM HHE « WEERE - HPEEERRIEEN « ARG EIEeER
b5 ~ StorageGRID URSERANZAKBIME T8 o

TRENESR
* &5 ERE AGrid Manager SZ1EFU4EE2|EE55 o
* BB THEsE) =X TR FEUER o
* WEBRNERECE B o

RAREIETLIE

HFZRENEEREFURNTREE RICEEMEN EE THIMEEN - BRCEBMEBIERIITE MpesEE]
TEEF - FHYCHERIEBRZEE - LRBEBRETRZENMUE

1. BEEAR > FEUTH RS o
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Grid passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.

Change provisioning passphrase Change node console passwords

Change provisioning passphrase and download new Change the node console password on each node.

recovery package.
Last time updated: 10/29/2021

[ Make a change — ] Make a change —

2 f TETERREBMEE TRR EIRE

Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to
download backups of the grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new
Recovery Package 4
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Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to
------- ps-of the grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new
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LDAP service type

Select the type of LDAP service you want to configure.
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Single Sign-on

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using 550.

SS0 status @ (® Disabled ) Sandbox Mode Enabled
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the 5SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.

2. BEEUELS  ENURLILALEIZER « WERS H#pHEFRNEARR

3. BEMSITUEASSOE AStorageGRID XIRINGE « sAEECEA T EHP—EiLE* « ENEEE
EIRENRAAVRIB T RIRS « AREEE A" o

You are not signed in.

™ Sign in to this site,

I S5G-DC1-ADML j

4. B AICAVEGER (5 B R IBFNZRDS o
° JIRSSOBAMBHIEEMT » M LIRS o

+" Single sign-on authentication and logout test completed successfully.

° WNRSSOMEEARMI) « BHIRERAR  FHEERMRE ~ BPRZIEZEM Cookie ~ ABEH—I o
5. EEELL - BB SESEHENSSOELR
Azure
1. AifEAzure \O4BIAR) TEE—F A BHE ©
2. EEFRIE LR o

59



3. MARRBRERAENREER
° MNRSSOFANMEHIEZEMT « MEHIRRINAR ©

+" 5ingle sign-on authentication and logout test completed successfully.

° YNSRSSOEEARRIN ~ EHIREERAE o FIEERE « BFRZIERHICookie ~ ABBH—K °
4. BEELESR  BRAEMERPSESENNSSOER

PingFedate
1. %% TIHRERE—FB A1 BE  EEUVFHER SR E—(EZE4S © StorageGRID

—JOEEAL A — (B o

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connactions for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.
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A Warning

Disable single sign-on

After you disable S30 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o
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1. #Grid ManagerEiE 4B RERTE>* R 2 M > /ReT* ©

Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA”) generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The 53 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management APl, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage

- - o Nodes or between clients and the deprecated CLB service on Gateway

S3 and Swift API certificate ) . n Custom Jun 4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.

74



2. B UEE) BEENRS|IRE - UEUSSEREEMAEMEN « LEFIURERTE - BRETHEAEER#

PRAYIE R 1P BN B o

° Ik ! {REStorageGRID E4IE 2| E S FSMBAPI A P imEI TR R R IR7ZEN
° * Grid CA* : {rs&EAZBStorageGRID IR L2 TRE ©
° R . {REINEA P iREStorageGRID (The SHestetheusBHIE) 2 RIRIELR o
o B1E T E23IREs | (RES3FISwIiftFH B iREdStorageGRID T & & H T #2851 ZRRELR o
© P REERES DA BERFERS « I T AR IREEISIEFERNELER ©
° Hfth : {R3&StorageGRID EEHFE/RENTEELR o
SEZRSIFEEBEE N ARA « WiIRHEMSEFAERELS o

75



76

e

21550551 StorageGRID 4218523 « 9MEFS3FSwift APIF R i L 2 TR S PRAYIFEY o ZR4EHARS
R A B BB S E £ ME 215 /&5 StorageGRID ° ERFEIBENRIEEHEMCE S FERIMNRRETE
%LLEE%E,J E P E’EE °

* [BIENERE] © (REH P IR 2 B3 8 StorageGRID iERENEENEHE

* S3FISwift APIFHEE @ RER P IRAPIEIR EfEFER « EIEMAMFEHRAILZE « S3HSwIftl R i
FEREN AR LEM TEMGER -

LRERNEERERREMNERE -

© B URERTE - SEERRENES -

* &EA
* 7R BEISTER o +EREZKERRBIRERAEERZ RN -
* ZHAR  MREATERAE « AIASRREMAR -

AL

* RN REREEAEZENBFIRERNATERRSE « UASERZEMT
° HYft785%StorageGRIDEL I E IR HE/&:E A Grid Manager#ll Tenant Manageri&E 43
° EHAS3HISwift APIFHEE FRETZENRS « CLBARTES (Biak) MasiTsinst (ER) &R -
* BEFERNEENEERSE
* BIRTAERAIS3HSwWIift API&RRE
* FRIECIRELMNERE NERE o
* B TH EENETEE 5 S3MSwift APISEEE ©

HMCA

o Gr|d CARFEHLEATZPIEREIERAPRESL « StorageGRID FI{R:EFFA AZBHIE AR
o StorageGRID StorageGRID

REEMEEERIBAANRERS -
fREI L RS T EGrid CAZREE » BIEESEMUEE

R

F3 P i /S8 RIMNER /RSB IR R BB (U PR EE A ~ FIFEMRIMERERIZE T A B StorageGRID VMware B} &5 2 FERIE AR
LEREER

BERMEPEIARESEERENAFIHER « WisHZEERS A A Prometheus B EFE » LUKk
REEEIHAR -

FOTIIY O

* FESEEMBARIRESE
* ERURE ABUBETESEFAER « GRIERS



° BERPIRRELTE o
° 3R TE Prometheus/ZEUESR o
o HEWEAR KR °
° B TEHA, &R o
° BIRAPIRREE ©
* EEEY TENfE) BDPIRERBAT ARGE « MUINEK iR AP IRERE o RS AILUER0ER P im/&RE « Lk
R e > T8k —RBIRELERE ©
B T8 imes
BEHTERRNES LERELR « ARARSIFSwit A B inz MIVESZ S « WHE{RStorageGRID REHT
REMEIEEE LY TIREGHTES REZEEE -

BHTHREHRIHTHSEERENEH TERIRREE I « FlishinihE EA 2SI Swift APIZ&
2 BEREAB AR THSIRIERE - W EETRESE&ERNZIHE -

(D) simmomermfEnes  TEREI5HH EEREMANL o

R

s ENREHATBUREES a8 FHsin AR E MR B R5 12% - SEH /RS MEN
* }EEEFabricPool ERN & & Féesinih/&:E o
* [FEHEZES3FISwIift APIFEEE MIFELE & & FEesinEh/&R:E o

GEVS
P RIMAER &7 A iR FARE: /RS 3 T 5 ik ineh /R ff£FAStorageGRID NetApplREER LS ©

HRAXRRGHESEHERER—Y « TsHESEHEFEEHEEER B SHE 2 HR KRS & BRFS

=1 1D

i

* ENEE AR EEREANER RS

* EIEP ATBLURARIE R & owp B A E
* EEGE R BB P T e IR EE R

* TEiRALE I HAEIE E T & IRFS R R REE

i

Hith
HERE AR EREHMEZ 2 MRS o StorageGRIDIEL/RFA S REINGER BT L - HthZ2M/RFEEE !

- S HAIMEREE

- ERREERNE

- RIREIBAMRS (KMS) &%
I

=21
- BFBHETENEE

77


https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/signing-in-to-tenant-manager.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html

kﬂ

* SMEBsyslogfal iRES /&5

iﬁ%ﬂ?aﬂjlb EfEFARYRELEE « UIRERRERS A R im/&sE

1R~ CRI R R PR R AR R A

®

eI

CREEEAE

* R R AREE S 7 i B BR VR SR
© HESBEIRMARSE (KMS) EARSEMAF ISR
* $87ES3 ~ C2S S38kAzure M Eimf#TF /&g
* FHIEESSOEEUMREHEAEE
* EEEREFEHMAENESE
* F5TESMERsyslogfEl AR REE

ZEMEEFEER
SERENZEMEREEE T AHRA L Eas

=43

BN @IS

ank
[z
'ﬂlll

S K
ot b

(Gl

3558

BB P ImEE SRR
£aStorageGRID ReaISet
BIENEZ FRVELR
£ A& SE£07F AN Grid
Manager#lTenant
Manager * TAEHIRZE
eHEE-

&8 th & BEsE Grid
Management APIFIFEE
%EEAP'E:% °

AU fERZ
ENFERC YT

2T SEE 232%
51/B58 ©

RHRZEL
CHELEE

S3fswift APIZIEE

78

B E RERIVER TER A FIEMEENE -

34

E{RHETI A o
Wi SRR
gﬂ%>*§%;&*>*,%=§* N _}'Lﬁﬂk‘rii E

EAC 2R IIRE ~ A
BENEENERE

ZUHAE - EEUTLRER B S FRUEE

iG]

57-'2
e


https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html#attach-certificate.adoc

REEHRE
RIAR23

Grid CA/R:E

2R 7855 Grid CA&:E

RIREEERAFIR

ReefEE
BRis

BT iRERE

'ﬂll|

=R EH

ERsB L 2 S3aSwiftFl A if

BIRERFER « FEE
& FEBRREREHT
a3 (CLB) BRFS ~ LUKk
iﬁé%izlzﬁi%%ﬁﬁ”ﬁ%ﬁ (EA

BIE I

=B8R
ZETEBERP IR

_ « StorageGRID 3ZEIHAE

Basg MR A R IR TFEY o

* REFIRERIN R
IH17EYStorageGRID
(The
WilsPrometheus &1}
E) o

* #4¥FStorageGRID &
BN T R 2Bk
INKE ©

EENE

HRES* L 2 M >RER -
EEC RS ER « A
#BIEEY S3FISwift APII&

=AY
og

EEUE
HRE>*Z M > IREE
RBIE P imR5 1E
%

SHME R
R ES3FISwift APIIE:E

SHEER

R E A P i /R E

79



REEARTY
fRlfkes

553 85k B2 7R 8

REEEREY

fElAREs

& RS i ek R

SEE LB
ReefER

fEIAREs

80

=R EH

ERs% S35 SwiftF P im 2 [
BY3E4R ~ StorageGRID 1L
KR E R E IR A
B RealsLoad

Balancer] AR o f&RJLA
IR E B 8 T 23 inehabT
T EREEEHTERE
i85 o BRIRERENTEE
#7StorageGRID E¥HE
B ~ ZERa 8 T3
Eﬁﬁﬂéﬁﬁﬁﬁﬁﬁﬂywﬁﬁ

e LUER 2RI EET
RRZs S3FSwift APIEEEE
B8 & E T 23RS
HIFHYREE c MRERAE
HRE R ESTE B T 18723
B4R~ AIREE LER A
BEaHTERRESE
BB BY/&RET o

*HizE BN aETERR
ERsERYREE « BIE

& StorageGRID #1{T7iB72
PR E FERANRSE

=7 EH

E%:5 StorageGRID Reality
ERSMER 5 3 s Bl (L FERS (
fiNActive Directory

* OpenLDAPZ{Oracle
Directory Server) Z[EH
AR o A& 538 A! Bk

9 TR EIES AN
REBRIMNBRFER o

R EH

%5 StorageGRID
#SRealsIffE T &R
EISIAFERAVELR o

TEMUE
AERE>*MERR > B T 783
I EE*

BEUE

KERE>*TFHUER] > 5 735
il 2

BEMUE
HAEEEN>HERRE
(83) >*FaRF5ineh

SHRER
© REEH THRinL
* }&17FabricPool & &
FrERunRa A ER

SHEER
fERE 75! Bk R
sFHEER
BRI BT InRS
AREET 5 ARTSIRRS


https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/creating-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html
https://docs.netapp.com/zh-tw/storagegrid-116/tenant/editing-platform-services-endpoint.html

ERinf#F E RN IRRRE
REEERTY
fEIAREs

s AH

%5 StorageGRID 1£Ss3
Glacierg{Microsoft Azure
BlobfE & E N #ETE
I ERER - SEEiRH
ﬁ%ﬁiﬁﬁm%?ﬂﬂ’]ﬁ

DE°

TIREEMARE (KMS) &E

P TRk
ARReS A A i

B—TA (SS0) &&

REEARTY
fElAREs

BF B ETBAEE

55

E&:¥StorageGRID 81
REEISMNI S iR E IR RARES
(KMS) ZFEIRVEAR ~ It

R AR28 AJ % StorageGRID

g%ﬁ%%%ﬁﬁ%ﬁﬁf#bﬂ%‘ﬁ

s AA

EnsE 5 i p AR (
flENActive Directory

Federation Services (AD
FS) ) #1StorageGRID F8

KEIEE—F A (SSO)
%XE’\JSE}EHE%%ZFEEJE’\JE

HEUE
* ILM >*EFEERA

EENE

EE>22E > 2REE
fAARas

BAE

MARE>FEUES > E—F
A*

SHEER
B Einf#FE IR

SRR

LS ia B IR FARES
(KMS)

FARER
REE—FA

81



REEARTY siLPH TEMUE SHEER

RIARZELAE B s Exs5 M StorageGRID & ELR>*EFEHRTE* RELRIEFERHER
TIBHIINSMTPE FE 4
gﬂlﬁ%%iﬁimﬁﬁﬁ@ﬁ'aﬂﬂ’\ﬁ@
* YR EASMTP{EIAR S
BEEERERZS
M (TLS) - Ew47Efs
EEFEHEARESCA

B o

/CARSZ

* OBFESMTPEFEY
FIRESFEEAP IR
REITERER  Ai5
TP IHERE o

S ERsyslogfalfiR2a /&5

W EeE ks 55 AA BEME FHER
fElAREs BusgMBsysloglaliikész  AHRE>*BEIE*>*IEMZBARME REIMElsyslogfAiRas

BIBITLSZYRELP/TLSE  sCiffAARes* ~ AR EEE
48 ZARBITREMSE RTINS RGFCERERES
#%StorageGRID 7EZ1{EE

2o

BIEE  REEINBRR
sCErfElARER/&5E © FLAEE
ZEISMNER R AR C BRI AR ES
HYTCP ~ RELP/TCPJzudp
IR o

BRE N
B BFTEERES
T EERIFStorageGRID ~ F{EEIARSSHIZINAE ©

1. eI LR E B & T & 23082, « Wi7EStorageGRID & - {Es EE GRS /&E ©

2. BRI AR E SIS SwiftFl P IREARE 8 T Hesing « ARFHERNERE LEEAFIE

3. ERFPHMAERFIMEIERE « §FRAHTTPSERE & & FHissines o

4. LEAREVEBMEEIE - HhE3AKREE - UL ZEERAERIRHEE$H o StorageGRID
5

- ARIEERARSERERREES EHNESEITILR « FBILRREILESE - MRFLERT - BRIEMEERNE
[EBY AR iR R ERE) TIEREER o

6. ARHERMHEEHEXStorageGRID EMHERL o

82


https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/email-alert-notifications.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/configuring-syslog-server.html

g2 | INPEIREIEERES (KMS)
L& StorageGRID ~ HE R ENAGEILE

1. ﬁﬁa%ﬁl@%‘*ﬁﬁﬂﬂﬁéﬁmﬂ « IR LAHE StorageGRID AR E AKMSH B i « WS CAZE ZR[EARES R
s ARAEREERARIRRENLESE o

2. {REILAERGrid Managers2 EKMSTRIARES « M - {SEARSIM A P i &8 K B R IRTAR £58 o

3. ERXEEHEEME LB - EGRAKMSHERIFREER - EREPESRERENEN « URULE SR
AEMRIEES © StorageGRID

4. KMSTElRRSIZ B /REES « WREHETES58StorageGRID °©
S. KMSTalAR23 & {E Fl B B8 HVEAR 2K [CIFE ©

0 AR AE

SR ARSRELER

ZIBFRARSAZECDSA (EllipticHARE{UZREEH L) MEBHEE]/&K:E o StorageGRID
YNZEStorageGRID EZFARMNAIREREST APIF RIREAREH « 352 /S35 FEASwift o
REEENERE

EaIUfERE— BRI KRB TERNEENE/ESE  BERES %ﬁﬂyGrid Manager#(]
AAEEREN MAZTBRIZEMESE - S lERATESNEENEES ARESE
:L"‘FEE,J"%DE °

FRERLIIF
RIETER « SESEMMMEIZEBERCARERNESE - EECARBN/RETHEBRANBIEENE&SE
R EMFZ SR

EEEAFEE IEEREE R E— BT EIRNERE « EIWNRAFIREELR EGrid ManagerfTenant Managerf<F
E‘ﬁﬁzt B8 EATE « Al BERES ﬂ'a* ﬁ;%ﬁ%—?—mﬁi@ﬂaﬂi’i‘%uﬁ ° EHRBFIANE « FHASHERTNME IR

CEEEMARSS LERAR - REERANREEIREEN (CA) ME - FREENEEEAEAER+IR
%Gnd CAR:E ~ LUETZENGrid Managerflfi E EIEFEL ©

BT RREERREALMNFARSEETRE  HILARSEEGIBNEN « BB%"
(i)  Management Interface RIS BRIBIIET: - MIAHE « M LUEEARRE> B2 "> BTk
BAREAEENEAE 7 (24 R3BH FEEEENTASNINE -

MR (E LB R IBMIEIPAIIE 2R 7ZENGrid Managers{ Tenant Manager « B 2|88 & BET /&5
52~ BEZETIME—BERE - FEHIRBGEREEE !
@ c N BETEENE/RERIAH o
c & REFTEENE AL ERATERFARESRE

IZI

83


https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html

WEEIEENENE
AEMERTEENERE &

BJLUR M B SRR « SEEAGrid Manager 45855 o

1. BERRE > L D> KR o
2. 1£* Global*Z=5|12% L « EHEEN 05" o

3. EEMERABTERE" ©
4. FEREFRE -

84



s
R AR R

a. BEIE* HEUEIE o
b. EEFRFEMEARSS&EE

* [AARESREE | BEIARBIREER (PEMGBH) o

* BREALEER | B ARSEELETBE (key) o

71:0

@ ECTAR EIRMAARNHF [ 224017T © REATAE EIBUS AR HF 1204811

*CAERMES | E—ERER - ASRESEPEITRERMEEN (CA) RS - EXERE
@’é‘ui‘%.ﬁﬁlllﬁf BRI SERPEERBAICAREER °
C. REYERSEFHEER

BRI EEL LB SEGRENTEEN - IRE LETERANCAEN « 5E
BREHERRNIESENRSIRE L -
EEC T EURSE U REEER

BER T HCAE M UURFREEMES -
15%E

BEEERREA THAE - #FEMERD Tpem) HIEE -

%N : Ttoragegrid/&:%.pem.

T BEEERURSEPEP I ERCAREASPEP « BN EREEABT LRI EMAIE -
d. ZEEREFE o +B ] E BN E/ASE I ARFIA R EHELE EGrid Manager ~ Tenant Manager ~ Grid
Manager API"Y,Tenant Manager AP| o
EERE
EEFIARZZREIEE o

(D) ERrEEsnReEHUARERRN SRR S BN ESEN TEE

a BHEEEME o

b. 15 /BEE ¢

. ;ﬂtﬁ%m BEESERETHN NS ETBEALE - ERMFAERFTRAKRSEEES
ﬁ o

*IP* D —ESNZEIPAIIE AN ARG o

* R RSBHEAEMNX - 509 BEEHRIZTE (DN) o

- BRRY BRI G RORY -
C. BEEQ L o

d. ERRSEHFHER UEBFELRENREERY

* EEC T EURSE U REEER o

EE/BEIERBBIN THUE - FHFEIELR pem) BIEE -

85



4N : Ttoragegrid/&:%.pem.

* R ERIREPEP UEREER B BB HMIE -

e. BEE'RE o +BF I BN E/RE I ARTBEREMEIRZEGrid Manager * Tenant Manager ~ Grid
Manager AP13{ Tenant Manager API °

5. ENLEEEURFESIHBEET -
() EmzswesEe  BAERETTEMNEBEBET—X o

6. IEETEENEEEZE - EENEES) EETENERT/EENGFMEEEDN - +EALIREET
%Jﬂi?ﬁ%ﬁ;ﬂPEE °

ERERNEENERE
&R U8 EFH Grid Managerfl Tenant Manageri@Z43 FOTER B IR /&S ©

$ 3:74

1. IR > Z R > RE o

2. 77* Global*Z=3 125 £ ~ EECEIE T ERNEE" o
3. EEFHTERRE -

ZREREENEGER - ERENEIARSISEREZREMER « EEARRAREPER - EROEENER
E’é%’ﬁ%ﬁ’*ﬁﬁﬁéﬁaﬂ’ﬁﬁﬁ%ﬁ AR o

4. ENMBEEEMUERERIESRESEN -

ERECHEREENNEREZEEENEESE
MRFEEREHREEE « CIUERIECHBRELESEN

'ﬂll|

CRBNES
* EHEBRENFEER o
* 8B Tpes®hE) HEZE o
RAREETIE
FREEIRENREEHBMERERINUREIREEUMBEENRE o
T ER
1. S SEEENRNEEELE (FQDN) ©
BATEEENE .
a. WATHE% : Tsh admin@primaryEI2EIZ4IP
b. #i A passwords.txt) ¥&EZEAFRFIHIZREE o
C. A TGS ZEroot : Tu-J
d. #A Tpasswords.txt) #&ZEHFRFIREZRE o

86



KrootE AR ~ 2EH 18 EF% T#) o
3. {#FStorageGRID il B H 3 B /BE KRB EINAE ©
'$ Sudo make:&=-4913,_ & A= t-admin-node-fqd_-fEEYETE |

° {1 l-domaines) ~ FBFERABRAFITRNARME BEHMNTEENGTE o 4
g0 ~ T*.ui.storagegrid.example.com] fEA*EAF KK admin1.ui.storagegrid.example.comi
# Tadmin2.ui.storagegrid.example.com] ©

° ¥ T-type (FBEY) 1 %% Tmanagement (BIE) 1 ~ LEREGrid ManagerflTenant ManagerFifE Ry
%EE)/I\E/'E\EE °

° IRIFFER - EEREER VRS —F (3656K) ~ WREEIMIAEMEIL - (MAILUER"--days "5|H2K
BERTARIVARUARA -

@ REERA BHAER I AT rmake?i‘? 1 B o AR EIEA P inélStorageGRID Hith
KIRREDT « TRIAFIRAISE SRR Eﬁ

$ sudo make-certificate --domains *.ui.storagegrid.example.com --type
management --days 720

EfNHHESEIEAPIARIRIEN RS o
4. IS BUEEE o
EEHVEEDR AR BIESS A RIZS
5. EH#p<Shell o $'HO"
6. HRERTED
a. 7ZBYGrid Manager °©
b. FEEHRRE > L 2> KT
C. T:E* GIObaI*%%Mﬁ%%JZ ﬁﬂy*r‘:ii wuuﬁ
7. REEERPIRERCEENARRSE - SRR

THHENEENERE
ERIURFEEREENERERS « WETHMMSER -

1 BB ERE >R 2> RS o
2. 7£* Global*&5 [12# L ~ EEEN ERE" ©
3. ¥EHY MAfRe%) 3 M CAREME*) Ro1EH - AETHIENES -

87



THREIERUCARRES

THRIGENCARRMAS pem) 1EE - MRIEHERAEANCAERHES - EHPHSEGENTRRE
HEBHNFRIFHL -

a. FEETNHES I THCARRES" -

MREETHCAEH « CAEHRERS I REPHME RRMEUE—IERZTEH -
b. I REEZLEN THAE - AFRIESRS Tpem) AIEEE -

B30 : Ttoragegrid’&:%.pem)

BERRESCAER A SPEE

BRIRANFUREEIHMUE - IREERERNCAEHES - ENTHISEEREHERRTHERR
MFRIIRHRL -

a. EEERUREPEP S ERCAREHESPEP
MREEEHCAEMHES  CAEHTHFAEET T —ERR _BRIITRE

b. BEERAREMEINFREST
C. #FRINERS Mpem) BIXFE o

40 : Ttoragegrid&:%.pem)

R E S3FSwift API/REE

R AR R AR S3ELSwift A R imE 4R E AR ENRL « FER LB BRRVEREH T
#es (CLB) BR¥s - NG H T ERmAINI AR ERE - ERHBI RS RERLEEE
BHY o

RIRER I

RIETER - BERFEREEZEHAERCAZERNX - 509ARES/EE - BLECAREBRRERIHE—EANG
s] AR RN H MR S WA -

PRARFENREREA E— BT AR /EE - FILIRA P R ERE T inRR E 22 T RS « AIERE
RfEEABAF TSRS - EERBFIRSE - BEN SRR RIFTA#EE -

ERIARAS LSEmARRE 2 18 ~ (RO AE IR R E1ES3 T Swift APIFE Ak 4EGrid CARRE ~ UUERIRFR SRR &S
RIEEBL (CA) RENRMR

BTREEETSRALMNFARSEBTN « BIRFERSEIBNE « 2B 1S3002
() cERISEEAE) M [Swit APFER) o WARE - AU > 221> Rl FR
HEBEEIEEE « b7 (25 H3IRE L EESIHSwit APIEBIEIRE o

A A L EE BETRIS3FSwift APIEDEE ©

88



#rig 55TS3HMSwift APISEEE
1 B AR >R 2> R o
2. 7£* Global*Z&5 |12 £ - #EEY* S3FSwift APIFBEE* ©
3. BHEERBEITERRE"
4. FERELRE -



90

C. EERUES

s
R AR R

a. BEIE* HEUEIE o
b. H{EFERAIRERREESE

* [AARESREE | BEIARBIREER (PEMGBH) o
* BELEER

B ARSI RELEZR/IE (key) o

71:0

@ ECTAR EIRMAARNHF [ 224017T © REATAE EIBUS AR HF 1204811

**CAERMES BE—EAER

AR ESEREE I TREREEMNESE - EREBEILUER
Gk EIE2 %Hﬁ‘E’JE:ﬂEIEEIPEEiﬁE%E’JCAﬁuﬂf“W

SEHARE R« DB B2 SEBFTS3MSwift APLRFZENPEZRIAPEM - NRE LET
ERANCAEN « BEGRHTEREHZBNRIIREL

RN EURSE U RREER R THCARMH URERREMES -
IEEREER LN THAE - #FEMERS Tpem) HIEE -

%N : Ttoragegrid/&:%.pem.

» EEEAUREPEP S ERCAEEHSPEP*

© BRI SUERER B MBI HMIE -
d. BEEREF ©

B EARkEs /&8 A R ERISIFISwift A B iRiE4R

B
EEFREBENE o

a BHEEEEE

B o

b. 15 /FEE :

;ﬂiﬁ%ﬁﬁ BEIERRTHN— NS ETEEALE - ERMFABERAFTRARSERES
.Fi} o

*IP* D — B ZEIPAIIE AN ARG o

= R

* BMREC

BEEEAERX - 509 e A48 (DN) o
D RREN B EIHARIREL o

C. R AL o

d. BEEY URSESFMERL MU EL 2 B5]S3FISwift APIIRERIFEERIFIPEM o
* EEC T EURSE U REEER o

EEE

BEEERREA THAE - #FEMERD Tpem) HEE -



40 : Ttoragegrid&:%.pem)
* ERREURSEPEP IR RUERE NS AL EI MU E o
e. EEMRE" o
B51{RAR23 /&8 A B ERIS3FSwift F B in 4R ©

o. BEEVER5 | 1IRE U TAR StorageGRID BERAMRSEFHIFEER] - E LENCARERSE - AREEE
HIBET&REE o

() LesEsmnmss  SAFERETERNEEERET—X o

6. EMEERENRAERLEREER -

7. I EETS3FSwIift APIREE Z % ~ S3FISwift APIREEHEE R ERF B:TS3FSwift APUREERIEFAH/REE
Bl o +IEA IR EE T EH T8 8L /REEPEE

E[RTERAIS3FISwWIft APLERER

fEA] LA SIFSwift Fl P imiEAR = EF AR ~ U KRB RS LB BRFRICLBARTS ~ R TERRRYS3FNSwift
APIE?}EE o i ~ IR A HETERAIS3FISWIft APIEE N & 5 T E2SimEL o

6
1. BEAS >R 2 M >R

2. 1£* Global*&5 |12 L ~ =EH* S3FISwift APIFREE* ©
3. EEMERTERRE" o

BIR 215 S3HSwift APIREEHITER AR ZASET ~ 18R E B 1 AR REBIER SR f‘? BRI RATER o TR
?ZEI]S?)*DSWIft APIZRE R B B AERIS3MSwift A P in iR ERETF AN « U FER _EBEBRAICLBAR
5 o

4. ERUHEE AR E S B RFARRAVS3FISwift APIRE ©

MRECEERFEVER « T E B5TS3MSwift APIREE AN B & T #2indhER « NGB TRa & FERink
BE ~ EIABEATARS3MSwift APERSETFEX © AifE RE & H T ing AIRESMRR R EiRE, o

o. EMRIEEmURAREEIEREER o
TETERS3FISwift APIFIEE
1REI TS BIS3FISwift APPREERA ~ LB EMthith A

1. SRR > T 2> ReE o
2. 7£* Global*&5 |12 £ - #EEY* S3FNSwift APIFBEE* ©
3. EEEY MMAfRe%) =i ™ CABRSMESE") RW5IRH - AR THSERERSE °

91



THREIERUCARRES

THRIGENCARRMAS pem) 1EE - MRIEHERAEANCAERHES - EHPHSEGENTRRE
HEBHNFRIFHL -

a. FEETNHES I THCARRES" -

MREETHCAEH « CAEHRERS I REPHME RRMEUE—IERZTEH -
b. I REEZLEN THAE - AFRIESRS Tpem) AIEEE -

B30 : Ttoragegrid’&:%.pem)

BERRESCAER A SPEE

BRIRANFUREEIHMUE - IREERERNCAEHES - ENTHISEEREHERRTHERR
MFRIIRHRL -

a. EEERUREPEP S ERCAREHESPEP
MREEEHCAEMHES  CAEHTHFAEET T —ERR _BRIITRE

b. BEERAREMEINFREST
C. #FRINERS Mpem) BIXFE o

40 : Ttoragegrid&:%.pem)

TERAE
* {EFS3
* fEFSwift
* 3BTES3 APIIEABIE 2 18

BEGrid CAR:E

ERAARENREIRMEEN (CA) KIFRENIPIME ° StorageGRIDYIRE HEEH28YEEE - It
BEREESE -
CEENER

* (% AGrid Manager 2 iERU48 B 25558 o

s CHAERSENFEEWER o
RIFEET(E
MRBERTE B 1A RE « AP IGERREEMSR B 1R REHREEEERES © thPIREZYEStorageGRID
ERARREHCARE o

1. SR> L 2 M >EE « ABRERCHEKCARSIEE

92


https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/swift/index.html

2. 7 UREPEP) &ERH ~ TETEBIEE o

THEHEEERE

TH/ESE Npem) R -

a. FEETEURSE o

b. ISE/REIEZLBINTEHME - RHFEIERS Npemy BIER -

%N : Ttoragegrid/&:%.pem.
EEUREPE
BB F UL R EMAE o
a. EEFEBUREPEP

b. BERIEBMEI N FARESIT ©
C. #FEINERS lpem) FINFHE o

40 : TtoragegridZ&:%.pem)

R EStorageGRID #EFFabricPool HI5358

ARSI P imITERAREY E LT85 ~ BEAIRIERABESINEELTBEE - AIMIONTAP
fEFFabricPool SZ1RINEERISZIRINAE ~ RIS UER E B # FE2simaais « EE o EEE
HE%%/&E"\DE °

TEENER
© BB ENFEEER o
* T {E R E AGrid Manager SZiER4HE2|E 28 o

RAREETIIE

B 8B FE2EImRGEy M UEE B REBENFRSEEE - ' LEREHEERESM (CA) = %E’JE
i o EIEFRIRIEH « MEZEAHENCAZREZRERE - HCARBRVRE I EFPEEZEN TR TREIR o
1F'E|J¢',E>‘té AR EfiseEARUp S mE Tl -

T3S R FAFabricPool Z1EINAERIS3A P iRt t—RRZER o MNFFMEAMNER ~ F2MH &
7 StorageGRID #E A FabricPool F#E&HY ©

() s EoERSSERTES (CLB) MRISTIBR  RESEEFabricPool I °

SER
1. & - RESIHAE (HA) EfsHFabricPool WU {{EHA -
2. ES3EH T &2 HELFabricPool LUHEER ©

EREITHTTPSEH T H2RIREE - AR FRTE LEARSEES  RELEEBEANCAEMHMES -

93



3. 7£StorageGRID E{E:BIZHHINNIEEIRERITIAEE - ONTAP

e B H T EERnRERIR « LRI EERCARSEFIERBTTREENRE o ABRIBHCARE -

@ AR CAZEEStorageGRID T IILEES ~ EAEIRHPECAREE ° MR StorageGRID
IEEEEE R HIRCARREY « M ERMIECARSE -

RE P IREE

FB B i /R mT R IR A INER B B iR 72BN StorageGRID  {The) (The VMware&#}
E) ~ AIMNBTLAERMHEZ2IESEStorageGRID /A1 ©

WNRIGEE StorageGRID EHSMEREEIE T AEFEEINAE ~ BIZEFEHBGrid Manager LB ELE R P in/&RE ~ Wik
BEEENEIINTTA o

R 2BEREN L2 MREER M REBIARSEARE ©

BT REEETERBEMARSEBTAL - SIARSEEDEBNES « @8% EEE
() & STPRENRRREEEY - MARE - CrLUEICAR > R 2> B RRE B AT
BT « b7 (AR 23RE LEERE WEENEIEE -

@ 9[15%‘3@%@%%%%@5@%% (KMS) ZRIFREFFRRE AKX B FRER « F2REEMNEE
Bl LEKMSAF &S ©
TRENER
* ISR rootIZEVEER o
* TR E AGrid Manager SZiER4EE 2528 o
* EERTERP ISR
o iR SIREEEAY PRSI B o
° NRIEEREStorageGRID STEEEIENHE:E * MG EACA » AP e EERRREEENHE

ygazx
ﬁ?lb:lﬁﬂ °

© FELEEEHCNEE « TIUEAEER EISZEENLE TR
° MWEERARERIUFREMHAFEEE - MRERLBRIBHIFLE SR « AN ARIIANER
* AERIREAFIRESE -
o YRR SIRENREAYIPAIUL S4B LTS o
° ;E*EJ:%,‘&?E CHUREZTHVERE  ERAHER LU ERANEER - BRIR/EENCA (NRER

WIS A P i &sE
RIRZE R FRRYIZ R AR P i REE -

* [EENEEEERE

* CAZTRIA P im &g

[——)

94



" #£Grid ManagerE /&%

EENEEEERE
MREFERAEFIRMHENCA - BRIREENAESBRREESENEESE  AERIREFRINE B IRE&SE o
1. 7£Grid Managerd ~ ZBEECERE>*Z 24> ReE* ~ RBENBARIR RS 1EH -
2. 3R TAdd*) o
3 MAZELVEF1EBFBEANEFTHEE RS o
4. EE(FAIMRELIET B7ZEPrometheustSiZ « s5EE* 2 #FPrometheus* ©
S. 11 NEFBE) &P~ LETENEESE Npem) HEE o
a. BEE HEE - NBEERE -
b. HEEENE/REEER (.pem) o
+ BEE A P i AR e A B L U BRSSP A B B /REEPEE ©
» BEEERURSEPEP LB EUEE AR MR R MG E o
C. ¥EHY* MCreatey (1iI) *LATEGrid Managers{##F/&5E o
WHESESRERE (AP RSIZERLE-
6. TESMEREEEET B (BliNGrafana) L:RETFHRE ©
a. LfE  MAEARRTE o
AEREEIENR - BERNBERHELTEIRAFELR o StorageGRID
b. * URL* : S A EIRRIRARVANIS 2B IPALL - $EEHTTPSHNERZFIE9091 ©
%0 : Thttps://admin-node.example.com:9091" |
C. RF* TLSH P imERsE*f* CASIEE* °
d. 7£ TTLS/SSLER:EFAER T ~ ERIALE - +
 EENMECAREE M CARE]
' BRI E RIS
* AR R RS AR SR
e. (AfRE3 LTS | A TR LT o
AR EBNENSEENEEEPETIEREE
f. GEFERE S StorageGRID & EE T A iiE B RUAVRENAZ TS o
fRIRTERT LAStorageGRID fFSMBESIET A ~ #EThFE R _EFEXPrometheus}siZ o

OB BRI - $SH BStorageGRID SRR o

95


https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html

CAZTTRI A P in/&RsE

YNRAREBENHRE - B EMEERACARITH IR/ EE®BYPrometheus A R IR/&:E ~ 55

A R AR I 18 B F B i RES o
- ITORE XEEENERE °
- 7£Grid ManagerH ~ ZBEEVAHRE>* 22 M >R « ABRER AP R5|11RH o
- R TAdd*) o
- WAZELEZ1EERBIBI2EFTHRERTE o
EEFEAINBEEE T AEEPrometheusigiZ ~ sAEEE AAFFPrometheus* o
-7 TUREEEEE) BEAH - LERAPIRRE « AERBICAEEMAS Npem) BE -
a. EE FEFE  AREEEE -
b. HERFIHESE  AEEIBNCAREMESER (.pem’) o
* EEE A P RS SR E R U TREE P A B R A /RSEPEE ©
* ERMERUREPEP LIS RRE NS UAAR HM U E -
C. #EHY* lCreate; (31ir) *UTEGrid Managerd £1F/&:E o

—_

o oA W N

WEVEEGRNE THPIm R3lIFHL -
7. fESNEREEEET B (fldNGrafana) E&E TFIERIE ©
a. 4t WAERRE -
FREIEN « BEGARMHBTERAGFELR o StorageGRID
b. * URL* : 85 A BIRENREAVAEI BB IPALLE o +EEHTTPSHIZEHREEI091 ©
40 :  Thttps://admin-node.example.com:9091" |

C. R{F3* TLSA P imBRsg " CASYE" °

d. £ TTLS/SSLER=E=FARERl T~ ERIALLE 1 +
- BEENHECAREE MCARHE
* AR ImsEEE E A P st ag
* B AR ISR AT SR

e. Afkds%idE | A EIEEFAEIELTE o

Rk LBON AN S EENE/EEPERNENSTE -
f. EEFENR S StorageGRID B EES A iE 2B RV REMFAE 18 o
fRIRTE A LAStorageGRID EAYMBESHET B ~ #EThRER _E7ZENPrometheustSiZ o

MEEERMERIE « 5528 B5iEStorageGRID IhEEFRHA ©

96


https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html

%Grid ManagerZE4/&:5

MREENEEREHARE « BE ZJr%EGrid Manager fTiE (5 F & £ /&8 T AERIPrometheus FA R I /&R5E ~ 57
ﬁﬁﬁltt&f HATIEEIE S A P IR RE

1. 7£Grid Manager/ ~ RV AARE>*Z 2 4*>/K:8* « RBEICAF RS 11EH o
2. ZEEY* TAdd*) o

3. MAZELEE1EENBEREFTHRERTE

4. BEFERIMNIEZET AFEPrometheus}siZ  s5EEE* S8 5FPrometheus* °

5. IV RBIEIVC B  EECES RS o

6. IEE/RIE ¢

° ?ﬁiﬁ,@%fﬁ  BESTERSETEIRMRZ — S ETBEELTE - ERMEABRRFTRARSERES
H

o *IP* I BEESERETHN—ES S EEIRERI P o
o FBE I URSBHEAEENIX - 509 B8R FE (DN) o
7. EEVEE o
8. [Client_certz¥ARES I 328 F P i /ReH e A S b A RE /R P A B LA /R B PEE ©

@ RARAEE S 1R ~ EREARERNE R - RSBENATHIZEUE -
° B HERUREPEP UERREANR AL EI HAM I E o
o RV TR U RTFREEIER ©
IEERERRELBNTHAE - #FEESLS Tpems FIEE -
a0 :© Ttoragegridi&:%.pem.

o BEERNAE SR UENRENTZ S - LWEMEIHEHMAIE -
o R THAE SR BB SRHETEAER -
IEEMERIBERLBNTEHAUE -
9. #EEY* TCreate) (E1II) *LATEGrid Manager{#77/R:% o
HBREGEERE TR RIIERLE -
10. #£Grid Manager/ ~ BEEV4HAE>* R 2 M >* /K8 « AR ER DI RS |11EK o
1. BB g o
12. EIEFERBTESE °
13. ¢ E1H52:8 pemFMIPrivate &8 .pemiEE F P in/R8-HHER P8 c FEE HECAREAS -
a. BB LES0E - RBBIEHE o
b. HESEFEERE (.pem') o

97



C. #¥EHY* Createl

WMEEEERERE (AP REIERHELE -

14. 7ESMEREEIET A (fI¥Grafana) ERTE FFIR

a. 2t L AR

ARTE o

(#1r) *LATEGrid Manager? {#17/&:5 ©

REZUWEN  BEHERMHZEIAEELR o StorageGRID

b. * URL* :

fgn -

C. BYFR* TLSH P imEesa A" CASTRE"

d. 7 TTLS/SSLES5

* BN EALIRRERRRMHL [ CAS
* AR P RS AT SE
e. [AfRESETE - BA SR EAAEIE TS o

fRRGRBLENE

f. EEFI R StorageGRID BEHAIEZBRAVRENINE SR o
fGIRTE AT LAStorageGRID fFRYMBESIET A ~ #EThAER _EFEXPrometheustgiZ o
MBEEMMERAEN

AREE R P i REE

TRILMRERAEEE AP REREEERME - BAZEAPrometheusfZEX ~ SZTEB AN

BY/&REE ©

1 EEERR >R 2N >TRE « ABREE AP IRRSIRE -

98

o o & W DN

TR
T o

A SIRENREAVADI R ABER P L - FEEHTTPSHIZEREEI091 ©

Ihttps://admin-node.example.com:9091" |

HEERD T BRIAEE © +

;Z?EﬁJ 0 rﬁﬁ J=h uﬁJ

B E/EEP RS GTE o

A2 BT StorageGRID IHAERER ©

==
E

SRR (&R

/&5 2 HA H APrometheusFEVEIR o MNR/GZENK AN 2IBH] - REPGHIRAR « LAFHRE

ERCERERR
FEAAREE ~ ABERARE R ER
LEE1EBRBIBI2EF T /RESE o
AEFRIMBEEIET BFEPrometheustsiE

BWAZE

EEE

EHEY

B ERE

IR =F

I:|

*BIFEGrid Managert f#77 /&5 o

nE TR RIIRHL -

===5B8

oR 2=

SEEV* A EFPrometheus® ©


https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html

AR E0 R i
(EEIIATE B A0 BB RS L (SR 00RE o

ANy

1 EE R > 2 2

> ReE  ARIEF BRI RIIEE -
ZHA A MPrometheusZEVEIR o NR/GZENEEIEAN 2IBHT - REPFHIRAR « LAHRE

JCAA.
_;&
REE

TRIH &S
/—|— o
AN IS B AR RV /RS

o

2. 3%
3. EEVAREE”  ABIEBUREEEIE o

99



A
BB S B A o

a. FEE- HEE  RBEEE -
b. HEHAFIR/&ERE (.pem) o

A A P i R RS s A B R U B RS P AR B R /RS PEE ©
B T8RS U REEIEE o
IEEBREIERLEN THUE - #EFREIESS Tpem) BUEE -
%N : Ttoragegrid/&:%.pem.

* ERREURFBPEP LR RRE AR MU RI HM U E -
C. JEEY* lCreate) (311) *LATEGrid ManagerfE7F/&E o

EMHREERRE TARK R3IEBE-

B EE
EE BT R BB T o

a JEEEERE o

b. 15 /RHE :
;ﬂiji%iﬁ BEESERETHN NS EBEALE - ERMFABBRFTRARSEESS
ﬁo

* P . —ERZEIPHUERARET o
* B2 URSBHEAEENIX - 509 B8R FE (DN) o
" BMRE  REEULBIANRE o
C. EEEVEL" o
d. RN A P i R R s AR R MU BB RS P AR B AR PEE o

@ RIFASEE SRR « GREZRRENE T - RERERWTHELREWE -

C R ERRSEPEP U B RUREAR UM EI EHMAE -
CERC T EURE U T REER -
IEEREIERLBNTEHMUE - #FIERS Npem) BIER -
4N : Ttoragegrid/&:&.pem.

FEECEMNME TR UERERNE T - UERIIEMAUE -
CERTHAESRRILAERRETAESR

100



IEEE SBERABN THAE ©
e. ¥ lCreatel (E3I) *LUTEGrid Managerd{#77/&:% o

MRVRSEGERE TRRR R5IRELE-

THIERB P IRRE
R AT S EE R A P iR ~ UEEHEMM S A o
BER
1 EEHARR >R 2 >RE - ARBEE BRI RIEE -
2. %mlu\g?gij—lzﬁal]/f'uﬂ °
3. THIEREE °

&
BRREXFLREEI EMIE o

a. EEERIREPEP ©
b. RENBREMEIN FHRESRT
C. #FEIERA Npem) BIXFHE o

B8N : Ttoragegrid’&:%.pem)

bR P im/REE
MEABEERAAETEE AP IHESE « el EBR -

S5
1. BB R R M >R NGB 18208 424 o
2. EEVCERIRHE o

3. BB MIIS"  SAERER o

101



®

1 > THHBRL * o

AEBRFRZ10MEEE  FE AP R3RH DENEBRNSEESE  ARER [F

BB R « ERZRRENAR IR RISEMIIA P IR/ESE - 787 StorageGRID  (TheZePrometheus &}

®

» o

S

RELBERAMRES

X

REEZREIEFERS : B8

K

TR UARE —HZEIN R EIEREMRE (KMS)

Bit} o

tEEEREEMERE (KMS) ?

~ LURsE

R E VB R E R A

IR EEERES (KMS) 2—TESMBRSE =7 & 4iStorageGRID -~ AJi&EiBStorageGRID i SR BB EEH 1%

E (KMIP)

» A ERAIG RIS & ERE AR E MR HME T

TR AR —S S EEREIRFERES « REIEStorageGRID L4 HA R B * B RGN 2532 E AR AT ER R RV ERRL AN ZE
T8 - BMERERPOBIREREE  KMREIEARBRELEMARENIIEIER « hiEREEY - RIBH
BREME 2% - FRIFER AT AEKMSER « B[RS EAFIRRAEE LREMER -

I NEREANMENRERRREERRAIMNEEE o StorageGRIDIMNRITITHEAIMNIEIR

®

RIAREREISC M ~ BB AR EREBFT o

1% RIStorageGRID THAENNZR /534

E IR (AARES R IREStorageGRID BB K} « M RBRARUNAI R E Z (AR © T BRI E
EMEER o JITHREETFNEEBLEEETHNEE - MREEZHEY - F2RTHER

RMUFTFZMNE B RIAVEETE © StorageGRIDEEZIRR FT AN E ~ LUHIELE R EZR S

HIERHREER o

T RIEHStorageGRID BRZIEMNZR A ENEMEEE o

INE#EIE

Grid Manager 8y &8 E 1R (A ARES
(KMS)

102

BIFAI

&AL % StorageGRID ZIEAHRE
EIREEMEMREE (MEE> L2 ME>*
HIREEMEMRESY) ~ WAZERLE
EENRETEINE o A% ~ ERESE
ENELE AR EKMS ~ UER BN
F£8E (KEK) - It MER
RZE{EVolume LB KIINZ £18
(DEK) o

VEL)N

LRI A RN AR E
BN - FEFEE FRVPRA ERERAE
REIFRE - BEENFONERE
REFERR o

®

£/ KMS SEIEN=
SBEIEGHIFE
FARTSFERLEE o



IR

T (ZERENMFRERR) PIRAL
2% SANTtricity

EERYINEEREEIR

S3fHEFENE

S3MH-EMRESIRNE (SSe)

S EARERIRINE ~ EAEF R
L (SSE-C)

BIEAT

MREFRALE AR SR
Z2IhAE ~ R LUEASANTricity 32
BRAEER REILIKEEY
2E8 - FIRIRENIRE LIS

& A LATEGrid Manager EX B * (1%
BN EIE (AERE>* R4 >4
MIEIE*) o BN « ERREHRE
& [ ARSI B AR N B ORI 14 ~
#EEFAEEARIING o

TEL—E TRAENL MEE
R~ DUBAENIINE  {ERIREY)
FEARINZBIFRT ~ EETEREEX
HARINNGS o

{03 I SIE SRR GEE M ~ A
L+ Tx-amz-serverimiilZR ) ERIE
g8 o

TR HSIERUFFMN - WES
=B KT o

' X-amz-serverig il Z3-
customer-;&E 3%

* X-amz-serverigiIBEE £
-l
' X-amz-serverifinz-
customer-key-md5 |

BAR

BASTEMIRINE (FDE) HiBREE

EFEMBRIERE (FIPS) Hibk

W= E - REWERRE EAIFR

BEFEIIER 2IfRE « R BRSE

REIEERIRIOIEER © FAEE 7

gﬁ%ﬁfﬁﬁﬁﬁﬁﬂﬁﬁﬁﬁﬁﬁﬁiﬁﬁﬂ
% o

* SGB000fETFRE

* SG5700f# 1721

* SG5600f#1F=R1E
HrHAENAYSIFISWIft &k} o

RAENFEEYHRENE - Yfts
EBEHNEMBERENAEME -

© REFRIE IS

(IR B S S TR o
WEAEEEISENE o AN
BRI o MR
AR E R R AN o

* f£MAS3

(EIRSFHEERAS IV R o

WRRSYIHEEMNE © YT FEE
HFAEMSRERNAEME -

B E1EE4R o StorageGRID

* F/AS3

ERFTHAEAIS3MG B R o

BRSNS o Mtk
KR SUR A R N o

%38 27EStorageGRID JEINAEMERY
HERNEIE -

* f£MAS3

103


https://docs.netapp.com/zh-tw/storagegrid-116/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg6000/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5700/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/sg5600/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/s3/index.html

IR BIEAT BAR

5MERVolume B FHF IR & 1% g0:RStorageGRID EWHEFT 5 FIEYMHER « FEBEHNASE
&~ CAERABNZENME BER - RRESEERESERNE
HERMZZ2EHRENERFR  HEHEME -

SMNERANER 7554 PY 5B R B s N
BEDEMEIR o ATEREMSIHAYTS
EEGER -

Y NNZE AR StorageGRID BEER  EAJLITEStorageGRID #EERIA  ERYEERFPESE (Rif4E
R BRI HEEYZIStorageGRID B BEERIRMNER) o
KLz A ~ BRIETHREMRINER /5 7E
KINZYMHEERFPEER o SNERINTE 75 74 A BB R I N 25
i%&}géﬁ o ] A E M HHEI
HEERER o

* "Amazon Simple Storage
Service -FZEABT5ME | FRHA
P s RIRE B k"

ERZEMESE
RECHRIBRME « E—RETLUERZEMNETE - Bl -

* ERIAEFAKMSRIREFE A B EIRL ~ th AT LU SANtricity 1R R BIRE NP RHIRIZ 2 THAE ~ £
—EEAEETRNBERMEZHIRE £ TEEmME, &Kl o

* ATUERKMSRIRER AR ENR ENERRZE « thalUER TEFEME) ERER « TR
MBI B Y o

ZE%F'\ —/\EBDMHREINE « FEBAREREFEEENYERIERIMNE - BRAZEINE S LM

KMSEHFEREE EHREARES

TEERASREEMAMRSS (KMS) KR{R:EStorageGRID FEFALEERIEL EMRIEER ZAT ~ &
B TERMIBAR T | RE—HZEKMSHERSS « Uk A ME AL E LR R ER5N
& o R EMIRMERTIFZE - M BBHITZREERER °

T2 ERE R EFAKMSR#StorageGRID B EHIRL FHEM L2 SRS

104


https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html

KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron

or reboot?

Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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- Appliance node with node encryption enabled

X Appliance node without node encryption enabled

- Non-appliance node (not encrypted)
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enahled, you can use an external key management server (KMS) to manage the encryption keys that protect vour StorageGRID at
rest.

Configuration Details Encrypted Nodes
You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manags the keys for the appliance nodes at a particular site.
Eefore adding a KMS:

» Ensure that the KMS is KMIP-compliant

» Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions. see administering StorageGRID

‘+ Create || # Edit || & Remove
KMS Display Name © Key Name © Manages keys for © Hosthame © Certificate Status ©

No key management servers have been configured. Select Create.

3842+ Create (FiI) o

;H:ﬁ@th‘iﬁ FAdd a Key Management Server (i &g E2AMRES) | BENTE1 (EBHAKMSHAER

Add a Key Management Server

0 :

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KMS3) and the StorageGRID client you configurad in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @
Key Name @
Manages keys for & - Choose One - v
Port © 5606

Hostname @ o

#+ #1185 StorageGRID E5ZKMSHEENKMSHIRER Fif ~ BIATIIEH ©



1R
NERRTRE

TiRRE

BEENER

EiRR

EHRTE

s AH

Bl B IEE R LEKMS It 78 o AT TIN 1564
(ElEabrbd S

KMSHE RN P imi L &85
£ StorageGRID ° ZETH1EI255(EF T2 [ ©

1% B IEKMS AR RIS AV o StorageGRIDYNIA A
fE ~ MEZALREE AL S EENSREIRAMRES
BREERNEMKMSK BB ZFrEILATE
FZKMS ©

* MNRUIKMSH BRI Ei4 & A E R RINE
T FEINLE o

. %H&*T HthKMSEEILS (FERKMS) *3K
ETFEZKMS - UEAZEF MR AEEBKMSHIL
s U R EEREET DG EMILE o

*BEE U SRCEEE TR E R TR KMS N E A4S
4 ~ {BRA B AR R RGN & iR tR ftAai
AIKMS ~ BIfEFKMSARRRRY & 25 4 Bpa88a3 o

KMSﬂHE%%ﬁﬁﬁAéf‘””"ﬁE SRR RE (KMIP)
B HOEREE o FTARA35696 ~ BIKMIPIB#EEE1R o

KMSHYSEEE 4815 s FBEk Pt o

izt : “EARES/REAISANIEALLBE S IEELIEEHA
AIFQDNERIPiL o B StorageGRID ~ &G %
EIEEKMSHKMSHEEFRIPRA fAIARES

4. MNRITEFAKMSEE ~ FFEEUNSE 4 AHBEEPHSERRBIIG ML -

5. BB T—5" o

T2 | LERRER

£ iR EEARS B8

i)

BPER2 (LEREREEE

) B 88 EEKMSHREMRE AR (BUREEMHES

) o fAIARES /&R Bl EIMEIKMSER 58 B & StorageGRID LAfHER:S o

1 1Pz (LEFARSERSE) HBEERFFNARSREEIERESMUE -

115



2.

116

Add a Key Management Server

o—0

Enter KMS Uplead
Dietails Server
Certificate

o
Upload Client
Certificates

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate &

HEEEE -
BAEPEE RS AR P AR o

EBrowse

=1 3



Add a Key Management Server

@._

Enter KMS2
Details

(2] 3

Upload Upload Client
Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) ora
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Ceriificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:

Serial Number:
Issue DN:

Issued On:
Expires On:

SHA-1 Fingerprint:

() ;mecre7TEIEGES  SEEENNETNNEBETE

3 BT o

T3 . LERRIREE

(C=USIST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA
71:CD:6D: 7253 B5:6D:0A:8C:69:13:0D:4D:D7:81:0E
(C=USIST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
2020-10-15T21:12:45.0002

2030-10-13721:12:45.000Z
EE:E4:6E:17:86.DF :56:B4. F5:AF:A2:3C:BD:56:6B:10:DE:B2:5A79
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse

o [
2. HERFPIRREEE o
Lt g B P iR /RsE PEER o
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Add a Key Management Server

@ @

Enter KMS Upload Upload

Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5A8A2T.02:40:CH:F519AT1.28:22.E7V-DG:E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

= e

SIS B REKMSAE  (EFE S SER AR B REKVMS 2 N5 el - R
()  ‘ammrmE - cesms BRI Y e CREBHEITMERRE G - FERER
RZBN ~ (AR ERY o

8. WREIMEENES « MNRCHEZRHH7FAAR « FEEH OK * °

A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration. you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

*fou can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS is KMIP-compliant.

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannet enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID,

| o+ Create | ‘ # Edit | | & Remove|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. (AR EIRRER IR ERL RS 1R

Key Management Server

If vour StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, yvou can use an external key management server (KM3) to manage the
encryption keys that protect your StorageGRID data at rest

-
Configuration Details Encrypted Nodes

i,

You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one
default KMS to manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a
particular site.

TINZENRE) 2R3

RE G5 StorageGRID R EIRMNEZ RENZ IR AR PR AEEEN

Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node ancryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name © Key UID © Status ©
SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41bi...5c57 «" Connected to KMS (2021-03-12 10:5%:32 MST)
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted MNodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

« Ensure that the KMS is KMIP-compliant.

» Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID,

| & Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.99 164 «" All certificates are valid
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. BEEVEERIRZ KMSHEIRIZR « AR BEACTEER" ©
3. REEHEARFHNEEEEHE -

A Warning

Delete KMS Configuration
You can anly remove a KMS in these cases:

= You are removing a site-specific KMS for a site that has no appliance nodes with node
encryption enabled.

= You are removing the default KMS, but a site-specific KMS already exists for each site
with node encryption.

Are you sure you want to delete the Default KMS KMS configuration?
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Storage Proxy Settings

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Nodes and the external S3 endpoints.

Enable Storage Proxy rd

Protocol HTTP SOCKS5
Hostname

Port (optional)
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Proxy Settings
Storage

Admin
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Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTE you can configure a nan-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy [+

Hostname Myproxy. example.com
Port 8080
Username {optional} root
Password (optional) sssseeee
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Untrusted Client Networks

ITyou are using a Client Network, you can specify whether a node trusts inbound traffic from the Client Metwork. if the Client Network is untrusted, the
node only accepis inbound trafiic on ports configured as load balancer endpoints.

Set New Node Default
This zetting applies to new nodes expanded info the grid.
New Node Client Network & Trusted
Default 0 Untrusted
Select Untrusted Client Network Nodes

Select nodes that should have untrusted Client Network enforcement.

Node Name Unavailable Reason
] | DC1-ADMA
£ | DC1-G1
= | DC1-81
I | DCi-52
DC1-53
DC1-54

Clisnt Metwork untrusted on 0 nodes
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Create a tenant

° Enterdetails ——————— C:l Select permissions —————

Enter tenant details

Name @

Description (optional} @

Client type @
@ s3 Swift

Storage quota (optional) @

GB w

Cancel
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https://FQDN_or_Admin_Node_IP:port/?accountld=20-digit-account-id/’

* [_FQDN) =¢ MEIEENRL) SEIREFBITEMENBIEIRIPALL
* Tport) BIEAFRERVEZIR
* N200uMRAID) EFEFRIME—IRAID

° MRIEIEERIR443_ LTFENGrid Manager ~ BREE A EIREAE NN ~ 357EGrid ManagerfIfE A 3R
MEHPERCEAY ~ ABREREEE R AR AERENEER o

° YN RITIEEREIR443 L 1FEGrid Manager M A 7ZsrootE &R E X5 -
i. BEE*LlrootE A*LAZEPREFE ©

ELEAR - SRTARNRERFERES: « BoH5IKE - BHEMEAERELS -

Create a tenant

(:) Enterdetails ——— C) Select permissions ——— C) Define root access

v

The tenant Tenant02 was created.

If you're ready to configure the tenant, select Sign in as root.

Sign in as root I o Hgheddn

‘ou can now access the Tenant Manager to configure these settings:

» Buckets (& :Create and manage buckets.
. Identity federation & : Configure an external identity source to use federated groups.
« Groups [ :Manage groups and assign permissions.

« Users @ :Manage local users and assign users to groups.

I ERUEA R ER RS o
SEEGHSEEFEEEXTRAREENER - E25xKER 26 HAIREERHA -

ii. A~ FEIFEA UATHERFEFER o
2. BRHREFEER
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Tenants

To view more recent values, select the tenant name.

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

Search tenants by nameor Il O\ Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 41 D
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0

2. ERVEEIREHNTERIRE o
MEhF) 1%ERBEENRRA o

3. 1t ME@tE) THIUSER - BEE [ Broot®hE)

4. AT IR 5 BORTEEEE o
5. JEIEHRTE" o

AREETE A R

TR LAREE A IRP LS BRI AT - EES0HAIRIRRE - RFHELETaRT - 5

WA fETFECEE ©
CRENES

* & EAE AGrid Manager SZ1EHIATE 2 EE2S o

* BHEARENFRER -

TR
1. ERFE R o
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Export to CSV Search tenants by nameor 1D O\ Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 41 D
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0
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4.

5.
6.

142

Edit the tenant

o Enterdetails ———— @ Select permissions

Enter tenant details
Name @

Tenant 01

Description (optional) @

Description

Client type @
CE
Storage quota (optional) @

GB w
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° HFE
° 3B
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Notification Service™ (SNS) o
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() mEkEBEFIERNTARE  BERTRREK -

RAmRLAYRERE
MREEAERERB IR EEHRStorageGRID ~ AIG7EFHIREEIEEMNERIR LER—RIFE -

g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HAEREFRE Mk BE - MRS ERENEMERAS - LHEEREEREBZ AR o [RE—(E
2 WEETSERBNRINESE  HEHERsEREEsa - aiEnss @ BE7RrLRET -

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ + Lasterror @ * Type ® +~ URI® = URN® <

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2:example2
my-endpaoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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MNetwork Storage Objects iLM Platform services Load balancer

1 hour 1 day 1 week 1 month Custom

Pending Requests

1350 1355 1400 14105 (B A L1 14:20 1425 14:30 1435 1440 1445

== Pending reguests
Request Completion Rate @
1.00 ops
.75 ops
Oolops
0.250ps 4

Dops
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== Replication completions == Requests committed
Request Failure Rate @
0 op
15aps
210ops
005ops
Qops - = -
13:50 1355 1400 14405 1410 1415 14:20 1425 14:30 14:35 14:40 1445
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VLAN details

VLANID @

203

Description (optional) @

VLAN for 53 tenants. Uses Admin and Gateway Modes at site 1.
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
Site @ = Nodename @ 2 Interface @ = Description @ % Nodetype @ = Attached VLANs @ ;
Data Center 2 DC2-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 ethD Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 etho Grid Netwaork Primary Admin _
2 interfaces are selected. Previous
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DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Name: DC1-ADM1

Type: Primary Admin Node

|D: ce00d9cB-8a79-4742-bdef-c9c658db5315
Connection state: & Connected

Software version: 11.6.0 (build 20211207.1804.614bc1T7)

HA groups: Admin clients (Active)

FabricPool clients {Backup)

.

|P addresses: 172.16.1.225 - eth0 (Grid Network)
10.224.1.225 - ethl (Admin Network)

47.47.0.2,47.47.1.225 - eth2 (Client Network)

Show additional IP addresses v
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Active-Backup HA
GW 1 (Backup)

HA Group 1 VIPs
_L) GW 2 (Primary)
_I—} GW 3 (Primary)

GW 4 (Backup)

HA Group 2 VIPs

DNS Round Robin

I » GW1IP

DNS
Entry

» GW2IP

GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

. » HA Group 1 VIP

DNS
Entry

P HA Group 2 VIP

—

» GW 1 (Primary in HA 1)

(Backup in HA 2)

GW 2 (Primary in HA 2)
(Backup inHA 1)

TRIBZRPAZHABRRIER « WEFAT ©
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Create a high availability group

o Enter details C} Add inte

Enter details for the HA group

HA group name

Description (optional)

2. (FJ$E) BIAHABHHERYEREA o
3. BEEMEGR o
HIBNTEEHARE
1. EN S AT ELUTIE EUHEHARHE ©
ERMIEERGFY « A LSHARUAERKE TE o

Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.

SEAET Q Total interface coun
Mode = Interface @ = Site @@ = IPv4 subnet =2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth @ DC2 Admin Node

0 interfaces selected
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° NRHABHARN SR ERFEIIHARE (8FEGrid ManagerfTenant Manager) - :5iEE MMEEIEE

HERAmEL °

° MIRHABHERMHARESIHSWIft AR IR E « AN EIRER « REERSME LAY TE o
° NRHAEHERARHARE D BRAICLBARTS » s EN MEREME ENNE] -
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Site @ = Modename @ =

Dindas & omdoe T (Y e B I'-.tﬂl

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Lrata o emer L (L R

° MR EHFHERENREREMERN T EEEES  RIEAENTE
° WNIRBEMNERBFFREIPMLL « BIEIAERZE o

2. BB o

REBTIERF
1. EIHABHEN T ENENERER (BEBE) MmE -

166

A BB IE R R FEIE -



Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) s DC1-ADM1-104-96 eth2 Primary Admin Node

2 3 DC2-ADM1-104-103 eth2 Admin Node

@ WERHAB4H T ZEXGrid Manager ~ IS BE T EEIRHM FENTEEATENE © 35
HEREF RN T ECEHMHIT

BEFNE—ENEESEENE - TNESFEAFNE © FRIFEESRE -

MRBHABEBE S ZENE - MEENERE « AVIPAUEBR ERBANRSELIEFTE © MRZNTEH
[« VIPIIERET—ERANRSELIRFTE « KILEH -

2. BEEE o

& APk

1. TE* F4BERCID* I ~ LUICIDRFTIEIEEVIPFAIRR « BI—RIPVAIL - BEIZFE—KABENFERRE
(0-32) °

MRS REE A EHALTT o HIF0 ~ 1192.16.0.0/22) ©

()  WREEMATATER - VIPAER AL B A RS AAHVIP Lt o

167



Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

e U I VAOPRRIE | TR LU SISCY o | gy RORRE LY (S
F ress followed by a slash and the subnet length (O

A aaar

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address

2. 3FE ~ MREIS3 ~ Swift ~ BIZFH A IHIFEF B R IHF TR FRERFEGELVIPALL « FHAREEIP{I
HE* o RE AR VIPFAERRA o

FA P i A0 B ER 58 P 2 S50 R AL RS SRAZ B SRR IP i o

3. BAHABHAN — B ZE EHRIPADIL" - SRS AT 108IPIE - FRAVIPER AR VIPFHEEEA
ENEZE R E—EIPVARLIE o A S E HMAYIPve it

4. 342+ Create HA group (EEITHAE$ZH) -~ JATBIEEY Finish (58RR) * o

HABHEBAENEE T - (RAE AT LUEA B R R BIP ALk o
() @155  MHABANEERA AL -

RETH

MRCEERICHARRETRETE  SFEI A THRRA - DA EERRNAERERHE « MHIERLS
BRVRGE  FA2H REBH T EEEImE

RES R RERE
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High availability groups B8 e kg

You can group the network interfaces of multiple Admin and Gateway Nodes into a high availability (HA) group. If the active
interface in the group fails, a backup interface can manage the workload.

Each HA group provides access to the shared services on the selected nodes. Select Gateway Nodes, Admin Nodes, ar both for
load balancing. Select Admin Nodes for management services. All interfaces in a group must be in the same subnet. You assign
one or more virtual |P addresses (VIPs) to each group. Clients use these VIPs to connect to StorageGRID.

0 * You cannot select an Interface if it has a DHCP-assigned |P address.
» Wait up to 15 minutes for changes to an HA group to be applied to all nodes.

SEarcn O\ Total HA groups count: 2

Name @ %  Description @ = Virtual IP address @ = Interfaces (in priority order) @ %
i . . 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2
. i DC1-ADM1-104-96:eth0
53 Clients use for 53 client access 10.96.104.10

DC2-ADM1-104-103:eth0

2. ERGEMREE Z HABFERIZE IR
3 IRBEEEEMHAR  MITFIIHP—IA !
o AV TENEr) >* TAREBEHRIPAIIL" ) LSS RRVIPALL
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(D WRHAB4H P ZEXGrid Manager ~ RIS BE T EEIRER DENNEEAETENE ©
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e. JEL TSave (f#7F) 1 ~ FAMEEX TFinish (5EAR) J *o

() =598  BHABANEEEMEFRAHE -

s r] BER A
gﬁﬂx—ij’t%[‘%—ﬁ%ﬂﬁ%ﬂﬁﬁfi (HA) B$4H - N8 ~ MRHABHERGEE — NS E QT HRIR « AEER

A2 BRRPRTDE - AT EMEARERISIESwItt FinfERARET « BEIRHARE - EXSER P IRUE
FEMIPAIMHETTELR ~ BI80 « REHABHERVESREIPABLE - SR LZEHAMA T ERERIIPA3L o

1. SRR > 4R >R ] I EERNE" o
2. EEVEER I 2 SEHABHEIIZET I o ZABIEIE" Actions >*ISIHABAE -
3. HRBIENE TR MR HAB AR LRSI o

CIERRIFREHABHER G205 - T AERE EE LEHIRGEHNAINIEE

EEAHTHE
BEEHTE B

& o] LAfSEF StorageGRID SENE & & &1 Ih8E 2R BEIES 3 SwiftFl P imBVHEEN A HEEN TE&
& o BETFEHIFEE TEEHMERIHEIZERFEEHE UEXKEEREMNERES °

TRAIMER T AR T ERAELIFaH

* EAREEEEMANREN LNEHTEHERT - QU TEHSRRFRES7TEaHTE « THAFIRE
RPATTLSALE ~ BEER ~ URETMNREEREREFHR - ERESNEHTEHE o

A2R BETENEFS - B8 TE2RRTS o

* {FHBERFAYConnection Load Balancer (CLB) AR ~ sZBRFZELETEREERL L o CLBIRFSIRIHF4EEE
Tl s WSTIREAEARA o

R2H BHTHNEESI- CLBIRE (B@R) o
* BAMIMEaETES - MBFAER -« FBHETHINetApp TR ARK ©
BETEREFL - TERERS

BT ERRBEEREANARESRUAPIREAEXSHEREEDNM - EEMBaHT
87 ~ ISAZBEEAGrid Manager?R:& € & £ F &7 28 in = ©

THESEEMANFENRE Q| THRmt - BAEEHMENAIBHTEHRRE - CEAIARERFH

170



REDN ERAE BN RL BV Im RS o

SEaHTHRHLGIETEHE « EREHHE (HTTPHHTTPS) ~ AR (S35 Swift) FBRLEER
10 o HTTPSIRELF 2 AR &g o EERI AR IR InR B IRIR AT IR SIS

*HBESURE (HA) BHEMNERIPANE (VIP)
B EIENRE A e AT

BIZIBEE

FA P s el U ST R BT B S P 3 IRFS A ENRS_ EREE MRS  BAWEGIS : EIRER ERE &R
1880M1443 « FILELEEIRIE FRE IR ESIRRFBEHR LNE S THEE -

MRECEEMHBEMERR  AEAERAARNERRRRE B H TR RE o MR UIERERHERNERR
JKL_LJﬁﬁEE BELEIHEENHRRERIBCLBERIBNRE « MIFEH T RIS - SBKRRHNDRET 2
BIZIRERTHE o

@ CLBARTS B o

CPURTHE

i S3BLSwift/i BEFA E (A ANALE « SETEMRMFENR LRSS T ERIRFHIBILEF - EBMER
F ~ B TEHRRFERESERRBEXECPURAERSHIHFER - BiMCPUBR BN BIRANIESE
M—R ~ BMERISES BIAEMER - FREREFMAHERIERREBENESESR(E « BMERLEER100%ERAE
AR SRR

ARLEBERT « CPURIAERBRENERN & H T ESIRFFAIERILS o

RE B T AR ImE

B & Fhesineh JJIF_L?szStorageG RID ZEREMEIREEY_FRYS3FISwiftF B imrl{E AR
IR AR ER

CRBNES
* {8 EAE AGrid Manager SZ1EHIAE 21 EE2S ©
* ISR rootIZEER o
* MREFEACEMHEERN AT HRIRRAERE - EMBERT SRREERERHE -
* BERIAMITEERANSAAE (HA) BHE - BRFERAHARE « BREE - 520 BESA AERE -

* R FEHEHTEIRE S3THFEE « NMEEREAEEETZERIPAIILTIFQDN © S3 SelectFrfEANE
H 23R D AE{EASG1008,SG1000E I BFVMwareErBEER RS o

s RERTEEAFTEFEAMVLANAT o 208 HEVLANSTHE ©
* MMBEERIIHTTPSIHEY (B3R -~ LA ERIRENER o

C) HIREEBITMNEE « TAERE5H A EREMEHY o

B HEESR  CREARIERE  BEVNEETR - UEEEMNCAREES -

171


https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-116/maintain/removing-port-remaps.html

© RRELRE - (MEESIESwiftF P in A RFIUGREBIFA A ME L EMIPAL - S BENEEE (M
BlaiE) o

° YRGB E[EStorageGRID Sfor S3ISwift APIFR:E (el BN EIREGEAEFNE)  BIESE AR
SR REE IR B I = BRI B T80 RN TER SRR © sA 2RI E S3HSwift API/REE °

BT UEA B AF T RARAI TR T ER R 2 A IR B BRI TR T o 5
a0 ~ I .storagegrid.example.com] Tﬁﬁﬁ BERFTRET I'adm1.storagegrid.example.comJ
# Tgn1.storagegrid.example.com] ° 552/ 55 7ES3 APl 4EIE % 1E o

B & 8T et imRh
BEaHTEHRRRMTIEE SRR « BRIRER (S3zSwift) MMEBEHIHE (HTTPEHTTPS) -

EA
1. BEARE > R > B H T 2SR o
2. 3E{E* Create (i) o

WAmR AR
1. B AGRBIEFAEERY

172

Create a load balancer endpoint

o Enter endpoint details ———— O binding

Endpoint details

Name @

Port @

Enter an unused port or accept the suggested port.

10443

Client type @

Select the type of client application that will use this endpoint.

@ s3 Swift

Network protocol @

Select the network protocol clients will use with this endpoint. If you select HTTPS, attach the security certificate before saving the

endpaint.

HTTPS (recommended) @ HrTe

Cancel
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Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed —using any IP address or using specific IP addresses and network
interfaces.

Global @ Mode interfaces Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpoint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

=£arch Q Total Interface count: 3
Node = Nodeinterface @ = Site @ =2 IP address @ = Nodetype @ =
DC1-ADM1 ethD @ Data Center 1 172.16.3.246 and 2 more Primary Admin Node
DC1-ADM1 ethl @ Data Center 1 10.224.3.2456 and 5 more Primary Admin Node
DC1-ADM1 eth2 @ Data Center 1 A7.47.3.246 and 2 more Primary Admin Node

3. WNRITER HABHAERIERRIP * ~ SAIEIN—S S AHABHE o

Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed —using any IP address or using specific IP addresses and network
interfaces.

Global Node interfaces @ Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpoint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

Search Q Total interface count: 2
Name @ = Description @ 2 Virtual IP address @ = Interfaces (in priority order) @ 2
i ) ) 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2

DC1-ADM1-104-96:eth0
DC2-ADM1-104-103:eth0

53 Clients use for S3 client access 10.96.104.10
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FabricPool endpoint #

Port: 10443
Client type: 53

Network protocol: HTTPS

Binding mode: Global
Endpoint ID: c2b6feb3-c567-449d-b717-4fed98c4a411
Remove
Binding Mode Certificate

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode: Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this endpoint
using the IP address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any network.
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DC2-SGA-010-096-106-021 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
Node information @
Mame: DC2-5GA-010-096-106-021
Type: Storage Node
I0: f0890e03-4c72-401f-2€92-245511a38e51
Connection state: o Connected
Storage used: Object data ™% @
Object metadata 5% @
Software version: 11.6.0 (build 20210915.1941 afce2d3)
|P addresses: 10.96.106.21 - eth0 {Grid Network)
Hide additional IP addresses A

Interface 5 IP address =

eth0 (Grid Network) 10.96.106.21

eth0 (Grid Network) fe80::2a0:98ff:fe64:6582

hic2 10.96.106.21

hic4 10.96.106.21

mitc2 169.254.0.1
Alerts

Alert name Severity @ = Time triggered 5 Current values
ILM placement unachievable (£
© major 2 hoursago @

A placement instruction in an ILM rule cannot be achieved for certain objects.

FRREHTLSERN RS

XE—AHARNINEEN - UEEHE

BIRAMBYIMNEE R 4R o StorageGRID

FIEMTLSHR S

ZIRTLS 1.281TLS 1.3 ~ AJ&E

\I

B#ZE (TLS) ERERNE DB ENEiRf#E

ERERAN S 72 H5 B BEN B iR #FERNSMERAE o StorageGRID

EERHRBEINIRAERNTLSMESS « UIERESBINIRFAE - ILFE RIS Swift AR IHfERRE

PSR BVE RS

186



@ TLSAERGEEIR « PIUNEMIBEMRDS ~ 2285 - éﬁﬁ%fé?ﬁ}i%}ﬁﬂMACE%}i 7£StorageGRID #%

AEXEFRE - MREAFNELERENHFEEX © BHBRENNetAppFRAK ©

SIEMTLS 1.2N2E 0
FIETFITLS 1.20NBEH .

. TLS_ECDHE_RSA_with AES-122_GCM_SHA256

- TLS_ECDHE_RSA_with AES-256_GCM_SHA384

- TLS_ECDHE_ECDSa_with AES-122_GCM_SHA256
- TLS_ECDHE_ECDSa_with AES-256_GCM_SHA384
- TLS_ECDHE_RSA_with CHACHA20_POLY1305

. TLS_ECDHE_ECDSa_with CHACHA20_POLY1305
- TLS_RSA_AT_AES-122_GCM_SHA256

. TLS_RSA_AT_AES-256_GCM_SHA384

SZENTLS 1.3MEBEH

ZIETFITLS 1.3MEBEH !

. TLS_AES-256_GCM_SHA384
- TLS_CHACHA20_POLY1305_SHA256
- TLS_AES-128_GCM_SHA256

Jtt%z.ﬁﬁﬁﬁf%im%?c (TLS) StorageGRID TRAREAI IR B! EZF'EEE’JWﬁIZP‘”%IJ*};.LE

BREENNE | FEIRAIRE TLSARMEB AR Z BEFIRERERIE © 1L
EERINE o

EENER
* TSR E AGrid Manager SZiER4HE 2528 o
* REARENEERER o

RRERI(E
RTER ~ MR EENNZE ERES256-SHARE X © 1EHIRE Al EAES128/SHAERE AN o

1. BEAR > R > R EE" o

2. 7£ TNetwork Options (48E%%EIE) | &E&H - #& Network Transfer Encryption (4HE&@HNE) | 88

#* AES128/SHA*Z* AES256-SHA* (FE5%) ©

,.ﬂ

E-'\/
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Network Options

Prevent Client Modification @
Enable HTTP Connection &

Metwork Transfer Encryption & 0 AES128-SHA = AESZ2E6-SHA

3. BT o
EIEHE S EEA

BERENERE

ATEIRFEmE (QoS) Em ~ A UEIIRENTERA « LR K EEER R IAY
BORE o BLERB I RBIREIRE KRBT o

S HEERIE A S StorageGRID FIEAFLTIEIEMEEN (HEARTES) RS LN - EERIIE
HERR « T AT & W T RIRE, o

AT EBIRRAY
BERESHERIBES —NZERTRR « ALEHIE T - S EEREEMNERRE

* 1

* P

© FHER (B2 APIRIPV4FHEER)
inkh (B TERmRe)

IETHEERTRIBAR AR B IR « BTSRRI PERIREJAYRE o StorageGRIDFF &RANEARAIBMEIREE EH
ZIRAERIE o & ~ TWRIURERBUNT SIEEBRUINMIFIERE -

PR
TR LRIBE THI28 » KRAIRERS

* thfYAggregate$BE

» Aggregate Bandwidth Out

* WATEENER

* WITRAEKR

* FNSEERER

* BEERERHD
AREVERE
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REIERUSE R F FERAEMRBFINT - WRAERFIINN SEEH TS - WRRAERRELIEEN
RERRBIHIER o

@ Ea LR R R RBR HIAggregate B R I R HIEEERBISEE o RiStorageGRID ~ REERIFFR
FIEMmiESET AT o Aggregate B R PRI SE B HAZ RHIF M EE MBI R EMBERZ o

#¥tAggregate B ERIAERE] - EXRGIUEREIREBANEH - BNZIENREREET—E « Bt
RiEmatcherfBE! « BRI GMIREIF SEBIHITHIZERE o StorageGRIDEFA A EMIRHIFEE « BRIRERGIE
IE2502F) ~ M H B BERMERRRIRFIFER « IZ5031E ISR [C]FE o

fEGrid Managerd ~ SR LUSRABIREIR - Wi BasE R BB RH B S TR R 2R

e D AR R EASLASECfEF

TR RE D ERARAEREIMBRMRERIER « LOARIITIRIEERBE (SLA) ~ LRMHEE B
REEMIBERTFFEE o

BESHTHRTSEFEREDERG - MRARERFKISBNZEEHTERS « WEERREHRZTISERERE
PRAIBIFFE o

LTS HIBERSLANZE - IERIUEILREDERR ~ LUESESLARBRINEERR ©

ARTS B 4R B2 BhlRE RMAE %N
E4k A1 PBEESRE  EHILMIERER 25 KEZERK FH$S
&5 GB (40 Gbps
) $ER
IR4R REF250 TBRAERE 2EHILMIRA 10 KEZEK =9=E

1.25 GB/# (10
Gbps) #8E
HHAR AREF100 TBREEFEEE 2EHILMFRE] |5 KIEERK BHS

&1 GB (8 Gbps
) SEE

BirmgnaRme

MREEBIKFEEE « HHP ~ IPFAIRR S & 5 T 1523 n Bk 2R B 17 RS 12 14 th PR 1| A 2R U7
£ FRIDAENHERE] o KA LURIBIER ~ WITERHMEEKEK « KR ERBIPRH]
TERENER

* TS (E R E AGrid Manager SZiER4HE 2528 o

* {RHEA rootfZEVER ©

© eI ELL RN a8 T H2RiRes
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s RE B EREELLHAAES o

B
1' %*ﬁ*n %*>*l%|¥.|ﬂ§*>* %ﬁ E

LR HIR DRENERA BHm e

Traffic Classification Policies

Traffic classification policies can be used to identify netwark traffic for metrics reporting and optional traffic limiting.

Description

Mo policies fourd.

2. 3BiZE* Create (i) o

MRS IR TRIDRENERA HWEEHE -



Create Traffic Classification Policy
Policy
Name &

Crescription
Matching Rules

Traffic that matches any rule is included in the policy,

i+ Create | | # Edit || X Remove
Type Inverse Match Match Value

Mo matching rules found,

Limits (Optional)

Type Value Units

Mo limits fournd.

3. R R AR « MARRIRIRTE o
BARIERTE  DUEHERERR -
4. 5 ~ SATLITE TERPAL MMUARRTIE RRUBIERER
HIEn ~ FREALLTRE D 4RIR A RYE AR SEE K PR o
O. #IRANREIL —HZEERTAIRA
MBFFRVARAATEFIEBR SR AIUREN BRI E - A0 - MREERILRERERERF IR
é@jﬁ AEEER o BiE « MRCHEERILRAERERES & Tttt LRERRE - FEN Ny

a. (BB SR o rhEIE R o
IEESE IR Create Matching Rule (BIIFF&#RAI) HEEHIR o
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192

Create Matching Rule

Matching Rules

Type @ -~ Choose One - w
Match Value @ Choose type before providing mateh value

Inverse Match @ [

b. f¢$RENMUNBE P « EIEMALLERAERER
C. A RERUTP - RIFCEENEREEMAENE -
* REE  BAREERE -
* Bucket Regex : MAR AR E—H#FITRELBIRAESRL -

MANERIRETE o €A {caret} BEIERICUNEEIIRMEHAENIRIE « L EASIRCUN GRIBE
R o

* CIDR : LACIDRFEEBMA T SR FARRBIPVAFHEEE ©

IR EIRARRLEERIENRE: c BERLE TafTEHSRRR EE LERNaHTERIE
# o A2 R REBH T Hasings o

R WERAMRBERENER - HRRH ERBEAFIHETIRFIBEME - ERFIFEERE(
MEHEABEANER -

d. yIREBELLHABFSBIRIEZRZ A EERENERRE _avi RE » FEI [ Inverse (*RE
) 1 ZEUHR o BRI ~ SEECHERUZENI 1R

g0 ~ R ER IR ERERET—Ea H T ER RSN AR « e ZHHRNa T
fresimRh « ZAREEEY” Inverse * ©

@ HREEZEENEEENRE  HREDE—ERRABEHNEES « HERTERLN
BFFBEERIIRR

e BEEEEM o

MRIBBENRIL ~ WH7E TRFERAL - o



+ Create || # Edit|| X Remove

Type Inverse Match Match Value
=  Bucket Regex o controkid+

Displaying 1 matching rule.
Limits (Optional)

+ Cr&at;e_| # Edit || % Remove |
Type Value Units

Mo limits found.

a. SHEYCEARAEY NSERE  BEELSE -
() ReEARANRESERIIEE -
6. % - ARARIME) o
() EMEERRIIRG! - StorageGRID B IKELEIE  LUBE A RAINAR TR o
a. 7 MRS BETIRE MR -
TR ITRG) 5 SREENLR o
Create Limit
Limits (Optional)

Type & - Choose Cne — |

Aggregate rate limits in use. Per-request rate
limits are not available. ©

Value &

B

b. RE TFHINRES « ENEERAERAMRFIEE -

ETSBER ~ A2 IEUESITSwift i A i Z|StorageGRID T & T #ZRHVRE - *8
B 28 2 S3s SwiftF P IRAYRE ©

=it
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* fIfYAggregateSEE
= Aggregate Bandwidth Out
* WATFEENE R
" WITREAEK
" PNEEERER
* BEEKERHD
* AEENERE
R AR T R B AR R HlAggregate SEE T R HI| S B B RAVIEE o i@ StorageGRID

()  TERRRHEMEEREL - Aggregatel AR IRHITTAE G H R ZIRFIN RS
SATREISHERE o

TESEE PRSI 5 EStorageGRID ~ EREEARMTAIRGIFEERAERER o fIN ~ N REHFRR R RHI—
BEAEKNRE « MR ABENTREFRZRG « BMEERE/RSEBEEERBIFEMERR o R
TIER ~ #1T T&{E) SEERHI : StorageGRID

* FEIIPAIE (/323E)

- EYINHERRTE

* $ESL O AR

o il=

" UmRh

* JERERERICIDRABFRTIEE (3E/32)

" REE¥

C. TEHE ML ~ EAFTERGIERMEE o

ETIERIRGIE « FRARTRAABVENL -
d. B e o
PREBIBERNERIL « MBUTE PRI KB o
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+ Creats | |/‘ Edit :| ® Remove I

Type Inverse Match Match Value
*  Bucket Regex o controlid+

Displaying 1 matching rule.

Limits (Optional)

|+ Create || # Edit || % Remove |

Type Value Units
= Apggregate Bandwidth Cut 10000600000 Bytes/Second

Displaying 1 limi.

=
e. HREEMEERANSERERELEDHE

fgn ~ NRIEREASLAREEIL40 Gbps‘fﬁﬁf‘ﬁ%u s5E 37 Aggregate Bandwidth InfR&IF1Aggregate
Bandwidth OutPR#! « It A% & {E PRI E 440 Gbps ©

@ EERESMN BB THERASIHEITAE ~ BRI\ o HI30 ~ 125 MB/stEERM ~ 000
Mbpsz%1 Gbps °

Hu}

TR R RBIBVEIIR « 55EE [Savel  (fE7F) o
JRAUBEENGETE ~ WHI7E DREDERA) K-

Traffic Classification Policies

Traffic classification policies can be used to identify nebwork fraffic for metrics reporting and opfional fraffic limiling.

|+ Create || # Edit || % Remove || i Metics |

Name Description 18]
ERP Traffic Control hanage ERP trafiic into the grid cd9afbc7-DEhe-4208-b6f8-TedarT9e2ch74
*  Fabric Fools Menitor Fabric Pools 223h0chb-6968-4646-b32d-7665bddca g4

Displaying 2 traffic classification policies:

S3FISwift A R B REERBEAE D HARAIRERE o ERILUSRRERRER « 1R RAEEEHH
1TTRHARTR RS - FF2 R MRHERAEIERE

REREDRRA

%‘j_ﬂx A M E N FRIRRRE B H AR « WL - HREMIFRERRBEARRIER
|
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TEENER
* &S ERE AGrid Manager SZ1EFU4EE2|EE55 o

* 1SR root{ZEVIERR

TR
1. BEEAE SRR > RE N o

CRENIRA BEEMEENTHIER « XRPEHHIRERIRE -

Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

L:|- Create || # Edit| | % Remove | L,|_| Metrics |

Name Description 18]
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
*  Fabric Pools Monitor Fabric Pools 223p0chbb-6988-4646-b32d-7665bddea94b

Displaying 2 trafiic classification policies.

2. EREEREZ R AIREEIEZE o
3. FEFUREE" o

LTS IR MRERENERA HWEEHE -
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"

Edit Traffic Classification Policy "Fabric Pools
Policy
Mame € Fabric Pools

Description (opfional) Monitor Fabric Poals
Matching Rules

Traffic that maiches any rule ig included in the policy

|+ Create || # Edit|| X Remove

Type Inverse Match Match Value
LEE o515 72 10:10:152.0/24

Displaying 1 matching rule.
Limits (Optional)

| 4 Create | | # Edit | % Remove

Type Value Units

No limits found.

4. FABEEE - REHEIREFTRIRRIFIRS
a. EERIABTTIRBISIRS « FHER [Z2i) ~ ABRKBIERE I RBSE LIRS

b. HEMREAAFTBIRARE « FHEBURAINRH MBI « £ [FTSHRAL BRI MRF EBRF
EAAREE © ARIKIRIE R IARAI SR IL IR

C. EEBERENTHVARAISRS « FEEBURR S RFIBVETRIZER « ABREICBER o ABEITEE LR
ERFRRANH RS

°. BIGsTRRRIIRHMZII SRE & « FEICER” ©
6. REEST/RAE « FHERRHE

TCHRAFMIVEERSHF MEERRERTEREAEDHERAIREE - ERIIRRERITER
T ER R RR RS EHINITIRHARRE MRS -

MRS S BRA
MRTBRERENFRY ~ ERILGREMIPR o
CEENER

197



* {8 EAE AGrid Manager SZ1EHIAE 2 EE2S o
* A rootZEVERR o

TER
1. R > ER > RE D E -

CRENHERR) BEMBEAILIR - RPEFHIRARIERR -

Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

L:|- Create || rd Edltl | ® Remove | L,|_| Meﬁ'ica-!

Name Description 18]
ERP Traffic Control Manage ERP fraffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
= Fabric Pools Monitor Fabric Pools 223b0chb-6568-4646-b32d-7665bddcRo4b

Displaying 2 trafiic classification policies.

2. BEEVEEMIRZ R AR BEIER R
3. BEEBRR o

HERF S HIRE B HEES I o

A Warning

Delete Policy

Are you sure you want to delete the policy "Fabric Pools"?

4. FEBHEE UG EMREREA
JRRUBIE MFR o

IR R EIEE
AT LsR DRENEEREA) BEEmTPrANER - UEEIEFERERE o

1’135EE’JEUE
* & EAE AGrid Manager SZ1EHIAE 2125 ©
s CEBIREFIERRTEEIRE R ©

FAREETLF

HRERAENRENERA « EHAILUEREHTERRBONEE « LAERRIZSAINREER LRRE -
ExRPHER A BB EH RS R ERERR -
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BfERENBIRAIKKREEMRE - hEWEER ERtSRESAEN - HIEERRESS

TR
1. EEERR > ERR > RE DI

CRENHERR) EEMBEAILIR - RPEFHIBRARIERR -

Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

+ Creaie _1' Edit| | % Remove_: sh Metricé

Name Description 18]
ERP Traffic Coniro Manage ERF traffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
* Fabric Pools Monitor Fabric Pools 223p0chb-6958-4646-b32d-7665bddcB94b

Displaying 2 trafiic classification policies.

@ MRCEBHEPIRPH#R « BELBREFEER « B MEiz) « TRE) M Bk ZiEEg
{ZH o

. ENGCERREEENRAAAIREEL o
3. 3EEEY* Metrics * ©

N
i

BEENRARUTAVEIE SR MRE « LR DRENHERR BX - EEEXRIAGETNEMERIZAENEE -
IRIUER* policies * MAITUAE B AIEIMERRERIHMREAY o

tion Policy -

Average Request Durstion

Wite Request Rate by Objoct Size Read Request Rate by Object Siza

TN T ERLEEREELECETREE TR RA R EA PR L AR 1 1
LR LT LT LR UL LT

WE LESTYEX -
c BFTHSENRME | LEREHEH THSRHERDERZ BRHZ BEHENREEN3DERH
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g s BB/ ©

o BEITFEHIBIERTHE | tERZHEN EHERFPIDEREH T « TRERER (Get ~ PUT
~ HEADFIDELETE) #A43 o M E ST ERAIZIELAERERIEHT o

° tEEROIER | tEIRIRHSIERI B ImIiERCIEH#RENI T304 « M ikiEREIECIEHSD

° FHRFRERRE (GFER) | ILERRMHINENRFTFHEBRHNR « WKFFHEE (Get~ PUT
* HADHMIDELETE) #i%) o SEZEXRFER S8 & T &2RRF 3T ERRERFLS « WETED
FEA BRI R R SR o

* R NTAERR | IEABRERENERNNTRBARKNIDERETITRE - TEEFERTT
BAEKREREAEK -

o MRMIF A/ NGERERR | IEABRMEIREY A/ N FERENE RN ERETITRE - TEEFERT
AEINERIABIEIIFER - ABEPHERRTERBRPYGRNEIREIRR - BUeHaF (FII - &
BNER) RTEHEXIRE - BRENEE (IUIReNIs) REHERRS -

4. FFREBEINGE L - MAEBERNBESB S EIERERE -

Load Balancer Request Completion Rate

]
o
(=]

2020-03-30 21:29:30
=Total: 275
=PUT: 275

Reguests per second
=1
(=1

0
21:34 21:36

== Total == PUT

S. FREREEAE L « B ERIRERE « HPRETEAR HEARR « SR EEMGRN « LUkiZ
HARIETDERE -

Write Request Size =

2020-04-01 22:27:00

6. fEAA LA Policy* FITUA B HRERARFRIRE
FrER AR BIRFEENRRT

7. 5 ~ AT B ThEERFEUER ©
a. FEEU SR> T AR>S 57" o
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b. FEER ™ Grafana*] BT

c. EEA AN THIUEEREIRA

MENRRAGUEIDRHR - RAIDESE T
8. AifER « HENRAIPRELREBAIAER « LUKk

HERIEN
Bt R SR B AR

IEESE D%

R

= == =
REREAE

JRA o

VER DRESEBER) -

REDERA BEE -

BENRA A REEAMEU EVERF OIS FER « SFEMEER RO SIRHPIENR

RUBRFS RV B SCIER

o IWRILABEAEMAS ~ LURIRLE & 2Z ERVIERE -
* IS AAARPEE EERMMEY HE A RS R EBY B SIER o

* Grid Management APIF1fE 5 EIEAPIE ffE & 45 A 4 2K F) Ef Z Storage GRID {5 A3 LE O SRRV MR LE AR TS ©

* FEERL LRYBREE

7 1h- CLBBRFE ©

IEERE R = AL a4 « HRREL S ZEVE

—DC1

Grid Nodes

AERAS

—DC2

MEETHR (CLB) BRFBEEMEEMZAIRS | ERFIRE

iR - FHSH BRTHIVERF

—DC3

Grid Nodes

AOBYEAERIROIES o

ELEERFIP ~ ERAPOIES

25

{#1FENRL - DCIRIRFIEEIRE R & A P I E R X EDCIRVRTFENRS ©

* FEEIRS ERICLBARTS G BB R iR TN EciaE—EE R F.Oh & _ ERIFR A RFEIRE « MBS

1 (DC1) BIRBERREE R AP IRER T2 EC4aDC1 BIRHTFENRS ~ LURDC2HY

* BERBUZEEREESTAFTREE « StorageGRID B7EEGMARIERERIROEERER o
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£ ~ MRDC28Y A R IR RE T RENRIF #ZEDC1ADCIEfF ~ RIETEDC1 Rz ~ B%
#EDC1ZID2RYEAER A0 ~ {EISEDC3EIDC2 (25) BYEEASRCA ©

BERASERRAENHET REFENEEN o fIg « EEMAS0N B ERMAEREEMA25 - T&
FETE FRRVERS A

i B MiaE
EERENTOEEZE 25 (FER) BBWANEAERIE R P ©
ER—ERRUENEE O EEER RO IRFE—RRREMREERN - HLANE
ERIFRLIEE 2 %o

BB

CRIIEME R RO S Z VGRS « MU RIE & 2 FERIIERE

CRENES

* &5 {ERE AGrid Manager SZ1EFU4EE2|EE5S o
* CHEA GridthE EmEAARSHERR ©
R
1. BRI ARRE > ERR > BB A ©

Link Cost

Updated: 2021-03-20 12:28:41 EDT

Site Names (1-20f2) "4

Site ID Site Name Actions
10 Data Center 1 Y 4

20 Data Center 2 V4
Show 50 v Records Per Page | Refresh |

Link Costs

Link Destination
Link Source 10 20 Actions
v Q

Apply Changes *

2. 11 NEERR) TERUAE ~ ARE DEEERM) TRAT0M 1002 ERIMAE
NRKIRELE BYMABRE) ~ BUERE BEE M o
AERUHEE « FEN ) OE -
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3. EECEREE .
£ AutoSupport

f+EE=ZAutoSupport THAE ?

FIFLEINEE ~ MRV BEER AR oI REET AR RS SEE AT M SZ IR AP © AutoSupport
StorageGRID

fEFINetApp AT ANEANGR R RERYH Ef EAARSR o AutoSupportiiftT sz B thAEESIZ AMMMIEETEER « MBHEH BT R B E
EIEEE LS o BE « BRI LR EAutoSupport EEXE R —EHEMHAYHE °

BB & 7EAutoSupport JHEH
BETHEMNE - AutoSupport

* #XAgHR4<StorageGRID
* EERGIRA
* RIFBARMMERRNEEEN
* RENETRHETR (BRHK)
* FMEMER TR (BIEEEER) WBRIRE
- BIEERNENEFRE
C BERIUERMHNEE
* MARAAREERTE
* NMSE#S
* EASILMERR]
* ERERASRRIER
* BEEIR
f&AI A 7EAutoSupport S5—RZEERRE 2381 ThEEFI{ERIAutoSupport B9 T'Sz#81 $#EIEStorageGRID ~ t1A]

LIAH#EERA - tN5RAutoSupport REXALLINEE ~ AR ERSRHERIR L EBR—RIFAE - IS 83 AutoSupport
8@ MEIEE) HRRREBVEL

The AutoSuppoart feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

NRERARAE - ERAEBRLIR « HRIERYS BN REMIBRA L « BIfEAutoSupport FANZEFAR °

R ALEER] ?

IR R RIRELAY » 2 NetApp ZEERHRADHNLEES - EERRETE - WAMETR - RAEE
SR BEETE  AIBBEEMEEEZATANEEEE « EMAERRBRENTLIRERAITRE
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AutoSupport

The AutoSupport feature enabies your StorageGRID systam to send periodic and event-driven health and status messages to technical support to aflow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predictive recommandations.

Seftings Results

Protocol Details

Protocol @ & HTTPS HTTP L SMTP

Nethpp Support Certificate Validation €@ Use NetApp support cerificate v

AutoSupport Details

Enable Weekly AutoSupport @ F

Enable Event-Triggered AutoSupport € [«

Enable AutoSupport on Demand @

Software Updates

Check for software updates @

®

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

‘ Send User-Triggered AutoSupport ‘

2. FEEVTE AR EZAutoSupport BRI B REEIFE ©
3. WNRMGEE HTTPS * ~ FBENEE EFATLS /RS RIFELENetAppTIB[AIRSHER LR
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
technical support to allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q
for predictive recommendations.

Settings Results

Weekly AutoSupport

Mext Scheduled Time & 2021-09-14 21:10:00 MDT

Most Recent Result @ Idle (MetApp Support)

Last Successful Time @ N/A (MetApp Support)
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TR
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3. BEEMRE o
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@ EAutoSupport ST 2 RAHNHIE FEAEME « W EIHIEHERAIIEEERS o (EEE
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2. FEE B A EthAutoSupport B B9 o

IR IR EfthAutoSupport B9 TEAIH ML o

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @ v

Hostname @ testbed.netapp.com
Port © 443
Certificate Validation @ Do not verify certificate v

You are not using a TLS certificate to secure the connection to the additional AutoSupport destination

“ Send User-Triggered AutoSupport
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Additional AutoSupport Destination

Enable Additional AutoSupport Destination € v

Hostname © testbed.netapp.com
Port @ 443 s
Certificate Validation © Use custom CA bundle v
CABundle ©
Browse

o A BIE « ABERTREEE « AR EEUFREC LEEZE o ReBESE A EFAutoSupport BAIE
MTEREE -
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to
allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active I1Q for predictive recommendations.

S

Settings Results J
{
Weekly AutoSupport
Next Scheduled Time @ 2020-12-11 23:30:00 EST

Most Recent Result @ Idle (NetApp Support)

Last Successful Time © N/A (NetApp Support)
Event-Triggered AutoSupport

Most Recent Result © N/A (NetApp Support)

Last Successful Time @ N/A (NetApp Support)

User-Triggered AutoSupport

Most Recent Result © Failed (NetApp Support)

Last Successful Time © N/A (NetApp Support)

AutoSupport On Demand

AutoSupport On Demand messages are only sent to NetApp Support.

Most Recent Result @ N/A (NetApp Support)

Last Successful Time © N/A (NetApp Support)
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

5. BEIE-35FAutoSupport TMHFEA L] * o

IS HIR TR EAutoSupport HESE BHE o
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Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

® HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...
Directly @

F via Proxy server @ |

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Save Test Configuration Cancel
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8. i A"tunnunne-host"{EE* it o
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9. A 110225) EA*EIZIRRAG" o
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10. 3E2+BI s 4R A6 3 Al AutoSupport R BIProxy @RS AV IR FRFN4HAS o

MRIERE ~ BIEHIRGERIEFS ¢ TYour AutoSupport SKEARREEIBIAEEEE © J

215



NRAHKLM  AISEAIBRIEPRARIERAE 518 & StorageGRID ERYSZHERDNSER EMABER « HE
RIFHYEIXE B IR AR A LUEAR ENetAppZ 1B ATIL ~ A B —RIE o

1. R o

AR GHFAER - WSS | TEAutoSupport 527E TEX57E) ©

EIRHFENRS
RN E IR ERS
R RHUIRRER ST - EERENTEE .

- BEEEEEE

* BRI R #F Volume TRt ~ LUk E#1FENREE A MERRT « UNfRIE AR KENB R SRIER]
* BEMEERARYAREENNER

* REREFDOHEERE

* ERREFEREERE

© EERSTRAHFER

R TR ?

PR A EEREEFYHERMPEE R - §StorageGRID A& RFXNEELHF=
EfETFEIRS - MRIEHZ(EILS - StorageGRID ELEMN—ERFFHNSEILSHHER
=R ERRS

R SRR LT - BE BRI ERN P EER T ERRBNRER - SrIE THIRS BE
LR AR RIS E A o

HEEZSADCHRTS ?

EE@HE%%(Mm)Wﬁ@ﬁ%%%%%&ﬁﬁ%%@ﬁ°§@Eé%ﬂ£@ﬁﬁ%%%@%ﬁﬁmmw
j_-,°

ADCHRFS & BMEEIRIEEN « BERFBNUENAIRE - ERBHATERES—EEREHIHNEN - NEH
5 —EERERITREN(ERT « E SRR EADCHRTS « USHEEHE RN REMERETRS o IE5h « ADCARTS
Z{RHEStorageGRID —3 < EFIA MR EMNHERERES « WEREREREN - SR UEGridia
BEEm E-@sias) ERRHEERAIADCEH

A7 HEIBAMOMNEE « SEADCIRSAIZ /&S « BREEMN - IRFEMIGHENERIE
BiStorageGRID E Y F R AP RIADCARFZEITRIY ©

—MRIM S ~ FrE R ER S AT £ /D —THADCRRFSBVELR o UL AT FERAAMR BRI K B INRTE N © B4
ENRLEARET « RIS REVE AR ENRERY/EE  BMEEIAEARMBEADCHRTS « RMHAEHEEEA B MAVRERE
b o FTRVHENE ENRE A SEFEFADCRRFSEEILEAR o

SEMAREIRLBVER FIEBADCIRFSUNEIRIZE N - ILEMEREN EECPURE - AT RMERZER (MRERHF

&)~ STIERBIBRTS ~ UURABMREIRGRVIL 51D o HtARFSRIEEIREEH « ZRADCARFSRAHREE - ADC
RS & CfESEE - LiRfHStorageGRID W& AFIZWEIMRITE:N ©

216



HEEZDDSARTS ?

REFFHRAENIHAERM#EFE (DDS) ARG ECassandraBRHETTE * IU#1TStorageGRID ¥4
BERNERIE BEPEBSRH#EFERERRES -

W+

DDSARFS & B HHEEN E StorageGRID ZRAMAVIHER « URIEBBERAIZANE (S3¢Swift) #EEEIY)
g -

AR R B E> A E R RS IR B L BB HEE -

DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @

18/s 1B/3
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Object counts

Total objects: @ ]
Lost objects: @ o 1N
53 buckets and Swift containers: @ 1]

Metadata store queries

Averape latency: @ 10.21 milliseconds

Queries - successful: @ 18,427 1

Queries - faited (timed outh: @ (] [|,

Queries - failed (consistency level unmet): @ ] [l i
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() AmEHASS - BEERLBORELEE -
7. MBAHSEEEERBAFEIEHLRE « EHIEEMERE
a. A . ladd-user-totZE |
AR AT E R A S B ESEEE o

b. HIRIRTREF « HBARBZELXEREENEE . Tshare_number)
C. HIRIETRET ~ ARG EAE A - Tuser)

= (A

d. HIRERES - s ATEIZERE N EENETE ¢ T _nap_users 3 Mnap_groupl
e. HIRIRREF « 5587 Enter * o

e RERCIFSARRE A BTRE ©

f #HRESEARRREAENENEMEREREE ERELETIR -
8. I E - FARBEHIAERE ¢ Tvalide-configl

243



AMEREWERELERT - KIUZE2tZETIAE !

Can't find
Can't find
Can't find
Can't find

rlimit max:

(16384)

include
include
include
include

file /etc/samba/includes/cifs-interfaces.inc
file /etc/samba/includes/cifs-filesystem.inc
file /etc/samba/includes/cifs-custom-config.inc
file /etc/samba/includes/cifs-shares.inc

increasing rlimit max (1024) to minimum Windows limit

a. HIRTEREF ~ 551%* Enter * o

BERNEERAEZ A P UnkERE o

b. HIFIZ R - 55¥%* Enter * o

IERFEREMCIFSARRE A FRER ©

9. FERACIFSHERE A BT !
10. ExEhSambafRiz :

FExit (453R) 1

'service smbd start

1. 4NRStorageGRID EEZERE—ILA ~ FRIF T—F ©

%

5(E - W5RStorageGRID IEINRERI IR BEEHMIL SR EIRER « AR EERAEERERIERA !

a. BB AL SR EIREIRS |

L AT

'sh admin@grid_node _ip’ 1

i. A Tpasswords.txt) FEZEHFRFIAIZRES o

iii. & A TSRS AT Eroot ¢ Tu-J

V. 8 A Tpasswords.txt) #&ZEHFRFIRIZRHE o
b. ERELESE  ABERIMIEENBRERIZEAE ©
. FIMRIREEMMIERZEShelZEA © TExit (BEFR) |

12. ZH @< Shell :

Fexit]

% E Active Directory®IF&i1% A F i

#t¥StorageGRID EEREFFARFEIZA SR ERITUIERERF « UFHITIERER -

CRENEM

* 87 Passwords - txt] 822 « EfRE Sroot / admintR A 25 (AI7E_EIMEMHFIKE]) o
* 8B CIFS Active DirectoryfE Fi & i8I o
* {88 lConfiguration - TXT]) &% (A LMEGIKE) o
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(D BBCIFS/Sambaie THMIKELRIBN - SR KStorageGRID HIIRATIH o

1. EATEEIRHEE ¢
a. AT &S : sh admin@_primaryEEEIE5IP
b. #iA Tpasswords.txt) ¥EZEFFRFIAZRHE o
C. A THan < U Eroot : Tu-J
d. @A Tpasswords.txt] HEZRAFAFIRIERS o

MrootB AR ~ iIREH 81 BFH M# o
2. HESPFTAE RIS ABMITHHEERE - TtoragegridiRAE
MRFAIBIRFFIARPITE E5E1 ~ B REERES -

3. iREIE<LT] ~ #&* Ctrl-+* C* o
4. BEICIFSAERE ARTETL @ Tconfig_CIFs.rbl

add-audit-share set-authentication

enable-disable-share set-netbios-name help

add-user-to-share join-domain exit

| | |
I | I
I | I
| remove-user-from-share | add-password-server |
| modify-group | remove-password-server |
| | add-wins-server |
| | |

remove-wins-server

5. & EActive DirectoryEgss : 2 EEGE

validate-config

EARZHEEF ~ LAKRERE « ZoMERZAR IR - MRERERSE - MGETRERSAE - W

RERTERE  BAET—F o
a. BAMIBTREEIT IR ES Active DirectoryZ#ERs @ lady  (BEE)
b. HIRIZ R - A AADAEINLTE (FFXEEEaiE) o
C. HIRIRRAF « BB AN T HIBZAYIPAI IS DNS 14278 o
d. HIRRREF - S A ST ERTE o
FRAREFH o

e. BERMIETRERAWINbindZIREF ~ SEEIA* y* ©
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winbind R IEAD Al AR 23 AR AR fE B B AN BRAEE M ©

f. HIRIZTEE - A8 ANetBios% g o
0. HIFIETREF « 553%* Enter * o

IERF S BERCIFSHHRE ATER ©

6. MNAAESE :
a. MR KRS ~ BRENCIFSAARSAMHTET . Tconfig_CIFs.rby
b. MMA4EE : Tjoin43iE
c. ?.r:.%ﬁ'@?zzx‘_r\‘f SR BIRHR BRI E D AMENAERKE o RILEIRERETATHERIMALER ~ FE#A

TnoJ

d. HIRRTE  BIRERREEENERERM . TAdministrator _username'l

Heh « TAdministratorfE A& %% RCIFS Active Directoryff & &% « MIEStorageGRID IEREH
ERETE -

e. HIRRRE « BIRHAREIEESNERNE | TAdministratorZh |
I_AdministratorZh%5] ECIFS Active DirectoryffEFi & %18 - MIFStorageGRID TTHEEZRRS) o
f. HIRIRREF ~ 5532 Enter * o
IERFE BEERCIFSIRRE ARTER o

7. HERRICEIEREI AL |
a. A4 © Tjoin48ia
b. ERMAIENTCHHARBERERSABINBEULER  F8A . Tyl

MREWEIAE TJoinis OK ~ 1~ RIEERMININALEE - Y1RERE WO « FEFREREIL
BRIMALEE

C. HIRIEREF ~ 5B Enter * o
IR ERERCIFSARRE A BRE ©

8. MEIEZALI ¢ Tadd-1E ZHERAE.
a. BRMIBETREHISERENEHER « B8A . Tuser (EAHE) J
b. ERFRTEWMARIZERE LB « AEARRZERERR -
C. HIRIEREF ~ 5B Enter * o

IERF S BERCIFSHHRR ATER ©
O. MRAFLEFERENHEFNEZHAE « FEHMERE © Tadd-user-tot &)
R TERAAZEENRITFE
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a. MAEKZELHANHE -
b. BAMIRRICHIGFEREEAER « B8#WA - Tgroup (B¥4H)

A SRR CE AL ERTE o

C. BRMIBTICHARIZEHERTER « AR ARKEREEENATE -
d. HIR$ZREF  35%* Enter * o

IERFEREMCIFSARRE A FRER ©

e. NS EARKRERAFEIENEMERENEHE « ERLDER -
10. o ~ SBEREECAY4ERE ¢ Tvalide-configl

AR EREWRENELERT o CAIULZE AR THIAE ¢
€

E
1&3

° FAEIE 2 [/etc/sambalincludes/cifs-interfaces.inc' |
° HRAEIE

2
=
° HAEIES
=
2

Hak

HiE

['/etc/sambalincludes/cifs-filesystem.inc’ |
2 [/etc/sambalincludes/cifs-interfaces.inc' |

° HAEIE
° HAEIB SHES
° rlim_max : #&rlimation_max (1024) EINZEH/\Windows[E#l (16384)

BE HE
O M oM

Z [/etc/sambalincludes/cifs-custom-config.inc’ |

Hak

letc/sambalincludes/cifs-shares.inc’ |

@ M Tecurity=ads) :REH FHEFRARSS) BEESHER o (RIFTER » Samba® B

EIFZERIEMEAIDC) o
i. HIRIETRET ~ 553%* Enter *MBETIEZ A B IRARRE o
i. HIFIETREF ~ 553%* Enter * o
IR 2 EERCIFSAHREARRER o

11. BARACIFSAEREAARER © MExit (5ER)
12. YNR StorageGRID EEZERE—ILA ~ sAAIE F—F ©

=%

5¥& ~ YR StorageGRID ILINAEM IR BIER ML SNV EIRER « AR R 2 AELEEZER !

a. EinE ALaNEIRER
i. MATHES © shadmin@grid_node ip'1
ii. A Tpasswords.ixt] #EZHFTFIBERS o
iil. g A T3 en< U Eroot © Tu-J
iv. # A passwords.txt) #&ZEHFRFIHIZERRE o
b. EFELLE - ASEEIEMRERIZLEAA o
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C. FARABIEEEMERELZEShelBEA ¢ TExit (4%) J

13. ZH @< Shell : Texit)
B EAE B A ECIFSREIZEAE

TR LUGRHME A B S EH ARG = B ADERE B S CIFSTEIZHAE ©

CEENER
* 185 Passwords - txt) &2 « HFESroot / admintk B2 (AIE LMEGFIE]) -
* #&A [Configuration - TXT) &% (AIELAEHDIKE) -

() BBCIFSISambalEf TR EBHS « HTERIRStorageGRID HRRARTSH -

HER
1. BATEEIREHE .
a. WATHES © shadmin@_primaryEREHE5IP
b. # A passwords.txt) ¥&EZEARFRFIHIZREE o
C. AT <S U Eroot : Tu-]
d. #A Tpasswords.txt) #&ZEFFRFIRZZHE o

KrootZ AR « fRngft M) BES M4 o
2. HESDFTARFSEGIRAEISA TITH) = TE8E) ~#A @ Toragegridiki&]
MRBFFARBERNITH [EEEE - BABREEBEE -

3. iR[EFH<LT ~ $#&#* Ctrl-+* C* o
4. BEICIFSAERE A2 ¢ Tconfig_CIFs.rby

validate-config
help
exit

add-audit-share set-authentication

I | I
| enable-disable-share | set-netbios—-name |
| add-user-to-share | join-domain |
| remove-user-from-share | add-password-server |
| modify-group | remove-password-server |
| | add-wins-server |
I | I

remove-wins-server
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S. FIYRRTIEEAEDEHE ¢ Tadd-user-tot= )
BERNEETNERE Z I ANRIBE ©
6. HIRIRREF « SAEATEIZER (RIZEL) B4RSE @ Tnap_share_number)
AR EHECEEER T EAENEHAFIULEZ L A ERIER -
7. HIRIETRET « ARG EEEHE ¢ TEMAE 3 B
8. BRMIBTEEHALADIEZ AN ER BB ELIEE  SFRALTE o
ERENEES IS RME - WHEZHLAEARSBIEERBNCIFSIRFFHER - RMGERELASamba
AHRE ~ SRR E AT ZA R RtAR o
9. WHIRIEREF « 317" Enter * o

IERFERERCIFSARRE AFRER ©

10. St EEBRERZEAEIENGERENEME SEELEDR -
1. & - AEEEAIAERS - Tvalide-configy

AMGRE N ERE LR o LAIUREMZEE TSR -

° A EIB F1EZ/etc/sambalincludes/cifs-interfaces.inc
° WA EIE & &%/ /etc/sambalincludes/cifs-filesystem.inc
° AR B F1EZ/etc/sambalincludes/cifs-custom-config.inc
° AR & & 1EZ/etc/sambalincludes/cifs-shares.inc
i. HIRIRRES « 353%* Enter *LUBBTRIEZFH B URARRE o
ii. HHIRERREF ~ 5537 Enter * o
12. ERACIFSHEEAMREN ¢ MExit (&R) I
13. FENE R R R ERAEEIMITEIZIEA ~ WTFATR -
> YR StorageGRID EEFBERE 1A « FRIET—F ©
° YN StorageGRID LEINAEEIIEHE L SRV EIREIRL « AR B ERURE LRI @
L BB AL SR EIRER,
A BATHE%S : sh admin@grid_node_ip’ |
B. & A lpasswords.txt] #EZEHFRTIRIZRES o
C. A TFIGHS LU aEroot : Tu-)
D. @A Tpasswords.txt] #&ZHFTFIBER o
i. BRELESER - AEESIEMARTREZEA -
iil. FAEARIGERMAERZZShelBEA ¢ TExit (BER) J

14. ZH&m<Shell © Texit)
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WCIFSTEIZHREBIRERE A E
TEEBIR LR A RSN EREEE -

CEENER
* {&HY TPasswords - txt HEZEEArootiREZEE (AIE LMEMHFIRE) o
* &8 TConfiguration - TXTJ ##ZE (AIELAEGDIKE) o

FAEELE
FEIBCIFS/SambaiE{THIFEIZEE H B iBKF ~ HE1ER 2K StorageGRID BIRRASHRFER o

1. BATEEIEREE .
a. MATYES : Tshadmin@_primaryEREIEAIP
b. #A Tpasswords.txt] HEZEFFFIEZERHS o
C. A THan < U Eroot : Tu-J
d. @A Tpasswords.txt] #&ZHFTFIBER o

BrootB ABE  SBREHE [8) HWES M o

2. BRENCIFSAERE A2 ¢ Tconfig_CIFs.rby

add-audit-share set-authentication validate-config
help

exit

enable-disable-share set-netbios—-name

add-user-to-share join-domain

modify-group remove-password-server

I | I
I | I
| | |
| remove-user-from-share | add-password-server |
| | |
| | add-wins-server |
I | I

remove-wins-server

3. FIARIRERENEE : [BIREAERLAE)
AR GRTEENMAM T ARRLANREIREE - ERARAERTAERED -

4. WATBRZHERENSRTE . Tnap_share_number)
S. BRMIRNERIRMEBEREHAR . AT o ME4H)

PEENER RIS IZH RV E A& B EMRITRE -
6. MALEBIRHERE NBHERRRISEEE | Tnumber)
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ERAREREERN « BEERAESNEFERBASFIIE AR - f1

Enabled shares
1. audit-export
Select the share to change: 1
Remove user or group? [User/group]: User
Valid users for this share
1. audituser
2. newaudituser
Select the user to remove: 1

Removed user "audituser" from share "audit-export".

Press return to continue.

7. BARCIFSHERE AR ¢ TExit (BR) J
8. UN5RStorageGRID LI EIRH ML SR EIRER « AR R EFASELSNEZIEA -

9. BRETHF BB HE @< Shell © Texit]
B ECIFSIEIZL BFERE B HLTE

O] AFTE RV E R B S AR ~ AR MIPRENERE A - REECIFSHEXEANFER
B BHERTE o

FAREELE

FEIBCIFS/SambaE{THIFEIZEE H B iBKF ~ I 1ER 2K StorageGRID BIRRASHHFER ©

1. R E R E A AU RIBIME ERRHEAE -
2. MIFREERIEAE A ELHE o

FERAER
* RERENEEINE ECIFSTERHERAE
* WECIFSTERR LR EBIRERE S EFHE

ER:ECIFSTEIZES

TR AAMEGE - sCEiE R MBI RREIEI  RENSERBIES - BB EET
EWindowstE M EIRE FRIBEE B e 5 - BIRERRTHE  BRAMFIAHRE -

BENFSHITEI AR
ERARS ESRARMERLA -
CRENES
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* &7 TPasswords - txt1 &% « & Sroot / adminZhE (AIE LMEMGFIKED o
* #&A TConfiguration - TXT) &% (AIELAEHFDIKRE) -
* MR R IBEANFSARZA3 (NFSv3) o
RAREETIIE
#t¥1StorageGRID EEHX FHIEFEIZA SMNSERITILAZR ~ UFIBITIAZR o
B ER
1. BATEZEIRER,
a. AT &S : Tshadmin@_primaryEEEIE5IP
b. #i A lpasswords.txt) ¥EZZFRFRFIAIZIES o
C. BATFe< U Eroot : Tu-J
d. #A Tpasswords.txt) TEZEHPRFIAIZREE o

BlrootE AR « R EHE ) BER T o
2. WESUPRARISHIIRAEISZ T81TH) X TEERE) ~ #WA ¢ ltoragegridikR
WMRAKBEMREETA T1TH) 3 25838 - FARREBEE -

3. iR[EIEF LT o #2* Ctrl-+ C* ©
4. BAEINFSHREARREL o #A © Tconfig_nfs.rbJ

add-audit-share add-ip-to-share validate-config |

enable-disable-share remove-ip-from-share refresh-config

|
| |
| help |
| exit |

5. FgfEiZAAM « Tadd-#& ZHEAE)
a. HIRIRTE  SAEATSIZE R EMNREZA P is PAIESRIPAIALEEE : Tclient_ip_address.
b. HIRIRTEF « 353%* Enter * ©

6. MRAFFZERKAPHEFIIEZEAE  FMEERIMERERIPAILL : Tadd-ip-tot=&E)
a. MARKERERNSRSE © Thap_share_number]
b. HIRIEREF « ;A ARSIZERENFEIZA P IRIPAILEIPHILEEE © Tclient ip_address]
C. WHIRFEREF ~ 551¢* Enter * o

BERNEETRNFSAEREARREL o
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d #HHSEARREZEREINENEMEZARRERELEFIN
7. & ~ EERECAVAERE o
a. BATSHAZR . lvalide-configl

R DIGE N EERIE LEARFS o
b. HIFIZREF - 55¥%* Enter * o
MEENEERNFSAHAE A FTER ©

c. FARANFSHEREARER © Texitl
8. ¥EN B B AT H ik &R A& -
° YR StorageGRID EEZEBRE—ILE ~ s/AIE F—F ©
° R StorageGRID LEIhEEEIEE ML SN EIRER « AR B EMAELERERER !
L BIRE AL SR EIRER
A BATY®S . Tshadmin@grid_node ip’ |
B. BA Tpasswords.ixt] #EZPFRFIFIZRHS o
C. WA TSRS U Eroot © Tu-J
D. & A lpasswords.txt] TEZEHFRFIHIZRS o
i. BEELESR - AEEREINIEIRMER TR -
iil. FAEAIRIREZ 2 ShelE AEIHEIRER o WA ¢ TEXIT)
9. HHa<Shell : lexitl

NFSTE#Z A R IR S IRIBERIPAHHR FEZEANEIE  RIEZHBENIPIULNEERAE « RIERHA
& RFEVER I TRTBINFSIERZ A P i ~ BRI ARV IZ A R IRIPAIL ~ IBIRZAR I

RNFSTEZ A P ImHTE ERRZHAE

NFSTEZ A P in ERBEEIPAIHE FIE2 L ARVFEE o 5B ARNIPIUETE =14
HAE « REZERENFEERE FHBINFSIEZAB R iR o
CEENER

* &% Passwords - txt] ##Z « ERESroot / admintk B ZHE (AI7E LMEHFIKE]) o

* &8 TConfiguration - TXT1 8% (FITELAEMHIKE]) -

* FEZAB P IREANFSHRZAS3 (NFSv3) o

1. BATEZEIREHAS

a. @A TYE% : shadmin@_primaryEI2EELIP)
b. #iA Tpasswords.txt) HEZEFFRFIAIZRHE o
C. AT GSUTEroot : Tu-]
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d. #A Tpasswords.txt) HEZEHPRFIHIZREE o
WlrootZE AR ~ 2 nEt 1S #FEEH M#) o

2. BYEINFSAERE A RTETL ¢ Tconfig_nfs.rbl

add-audit-share add-ip-to-share validate-config

enable-disable-share remove—-ip-from-share refresh-config
help
exit

_._

3. A : ladd-ip-tot=

BEENEE N EIRENRG_ ERUARINFSIEIZ L RBE - FEREAESImR% - [var/local/nvmnal/export]

N

- AR A&M4RSE ¢ Thap_share_number]
HIREE R ~ SR ARRIZERENFREIZA P IRIPAIALSRIPHILEEE © Tclient ip_address.

o

FE1% A P IRBERNHTIE SRR AE -

(o2}

. HIREREF ~ 553%* Enter * o

BERNEETRNFSAERE AR -

N

HE R ERRERNSERZARRERELELSH -
- E ~ BEREEEV4ERE ¢ Tvalide-configl

[oe}

AR EHRE MR RELERT o
a. HIRRETEF « 3519 Enter * o

BEEPRETNFSAERE AR o

©

RIEANFSZRRE A FTEZL ¢ Texity
10. ¥NER StorageGRID EEZPERE—ILE ~ FAIF FT—F ©

% HRStorageGRID ~ MNREEZWITHRERIFEMIASRVEIRNE, « BT RERAELRERER

a. BIREAMG NSRS, .
i. MATFE< ¢ Tshadmin@grid_node_ip )
i. # A Tpasswords.txt) #EZEHFRFIRIERRE o
iii. BATFHIE<S U Eroot @ Tu-]
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iv. A passwords.txt) HEZEHPRFIHIZREE o
b. EEELENLER - ASEEIEHNERERIZER -
c. FFRIREIEMEMIVEREZEShelBEA ¢ TExit (4R) J

1. ZHep<Shell @ Texit]
ERENFSTEIZE S

REEZEARLIIENFSIEZABRImZE « ERAILEEEZARREARE - TEEEELE
ERETARESZEAERS -

1. A EEAMSHRT 2 EIREREAI A R iR IPAL « Bs8iEiRae ) (SRR IRAMAVERS) WA  "ping

ip_address"
MR EARES O « RIREARRES o
2. EREANARIREERFN G CH SRR o Linuxda L8R (—1THA)
I'Z#-t nfs -0 hard ~ intr admin_Node_ip_address : /var/local/nude/export myAudit]

FERAEEMMAIPANERIEEHAMSHRTE « UKREZAFNTESX ER L AR - HEET AP RENNE
% (B~ EE—@f<H% TmyAudit) ) o

3. MESDASSERTILIEIZELAEENIS o A © Ms myAudit’]

Hep > TmyAudit | ZFEZILRANEEERS - =/VEYH—ECHE

IR EBIENFSTEZA R iR

NFSTEIZF Fin2RIBEIPAIUHR FREZERANERRE o o] U RFRIREEIZA R IkIP
itk ~ ARBFRZF P s ©
CEENER
* &7 TPasswords - txt] &2 - HH B Froot / admintREZEE (AIE_ LMEHFIKE]) o
* &7 TConfiguration - TXT] #&% (AIE_ LMEHFIKE) o
RAREIET(E
REERIR LR AR FEREZ L AP
TR
1. BATESIEEHE
a. MATY &S shadmin@_primaryEREIEAIP
b. #A Tpasswords.txt] HEZEFFFIEZERHS o
C. A TSa< U Eroot © Tu -]
d. #A Tpasswords.txt] #&ZHFTFIBER o
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LrootB AR ~ femgit IS BF5 M4 o

2. BEINFSAERE AR © Tconfig_nfs.rb]

add-audit-share add-ip-to-share validate-config |

| | |

| enable-disable-share | remove-ip-from-share | refresh-config |
| | | help |
| | | exit |

3. WL AERRIPAILL © TRERIPAIIL ~ HHEAE)
BEBNEE Al ARAS LR ERVFEIZ L FARSTIAE - BIZHAES|R% . T/var/llocal/nvmnal/export
4. I A\ BRI AEREENARSE ¢ Tnap_share_number)
BEENRER A FEEIZHE A E AP ARSTBE o
S. M ABFER IEER IR Z IPALUERYSRES o
EZEAEREEN - EABASHERIASR LLIPAILEATEZA P IREITFE
6. WHIRTEREF « 5517 Enter * o
PEENEENFSAHAE A FHRER ©

7. BARANFS#ERE AR @ Texity

8. YR StorageGRID THIAXEBEZZEER R OILAERE  MEMLSRARINIEIRNR - FHEER
FRELERZHER !

a. BinE ASEIL SN EIREES
i. MATSES : Tsh admin@grid_node_ip’ ]
ii. @A Tpasswords.txt] TEZEHFRFIAYEES o
iii. & A TSRS AT Eroot ¢ Tu -]
iv. #A Tpasswords.txtl 1EZFFRFIBIZDS o
b. ERELDS I « HEELRIMIBIEREREREIZHELA ©
C. FARRIREIREMAERITZZShelBEA ¢ TExit (ER) I
9. ZH &< Shell @ Texity

SENFSTEIZA R IRRIPALLE
IR EEBEEENFSTEZA R HMIPALL ~ 55TER TP 8 o
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1. HRIPAUL TR EIRBHINFSTEZEAE -

2. BIRRIGIPALYL o
Gl

* BNFSHZAFIEERLARE

* RIBRLBEBIRNFSIEZA A
EIEERIE AR
X RIS

&t el LUEE StorageGRID RSB RFEGEBE R P OIS ~ WEERE BZINT
ERIERTZ R4 ~ HIU0Tivoli Storage Manager (TSM) o

SRIEERRM—ENE - KRLEBASENTEHEEIMIREFERE « URAREDHER - BIEHRTEERE
%@ﬁ\u&&mwﬁmm%#ﬁﬂf”@%%ﬂﬁE%W%ﬁﬁf%%Zﬁ%%ﬁ°

| Overview \ Alarms Rgmﬂs cﬁﬂﬂﬂul‘.uﬂl’l
|m StorageGRO Webscale Deployment Yk
[=1- 48 Dats Cenier 1 .
‘T Pk SRS Overview: ARC (DC1-ARC1-98-165) - ARC
j ‘ 0C1-G1.98-161 Updsted: 2015030 10:25:18 POT
;| - DC1-51-88-182
] DC1-52-98-163
1 " ARC State Online =59y
. ‘ I ARC Status Mo Ervors 3
Tl Storage Manager State Online E?
Tivoli Storage Manager Status Mo Emors =H
Store Siate Online ﬁ?
Stare Status Mo Errors =59
Retrieve State Online 8%
Ratriaye Status Mo Emors ﬂé
Inbound Replication Status No Emors =y
Outbound Replication Status Mo Errors B89

A

r

-y Deta Center 3
Node Information

Device Type Archive Mode

Varsion 10.2.0

Build 20150928 2133 a27b3ab
Node 1D 19002524

Site ID 10

ESNBERIERZ % T UREREHRUARECTSMMAE « ETSMERRSENER BB EAER
ﬁ © ERERIEERERER « MR ERRMBEERE » S rI UREREMNRBFIER

EEMREREREFIRIMIMGER « IR R ER RV IEE IR L « WS E R iR SN IE TR

8 o It EE R EER T A OIS WA « ARREILMAR « B R E A RSB
mE TERR - BEMRAERTEERENYHER - SRR RIEREFMEMN °

() e TeRlE  BRRBEREHEL -

fHEEEARCHRFS
SRIZENEL ERUERHE (ARC) IRISIRMHEIENE - o AR EIMPERIEEERHERELR ~ FINBEATSMANER

FoleE
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eV

LIEHEE'*_JEi%ﬁBEﬂ%%T?%%E@J FRAREEFNYHER  URTERRPIRERRENEREEY R NITHE

ERAImERARENEREEER « FFEHRSHARCIRBEERYMEEN - ARCIRFEERIINIHIERER
ﬁfﬁ?mtljgz? LURENE RV E R} « ARG EFIZEARCERTS - ARCIRB EEEMHFER « IR HEFXER
FEIRL « ARBRYGELEROAFIFERARED -

FRTSMAAN ISR ERBEERERIENR « REMUER « DURESIREME MR LETREX « LUEE
OB Z2 R LUE I #FEL LBIIME o AR ERPEAITY] ~ UERREMERE - RBREREME 7
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2. BEIE-ERIEENEE > ARC/>* B o

3. EEERE > E B o
Overview Alarms Reports | Configuration ‘\
Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (33) ;|

Cloud Tiering ($3) Account

Bucket Mame name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint https:410.10.10.123.:8082 T Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .
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3 B TR o
Overview Alarms Reports | Configuration l\
Wain Alarms
Configuration: ARC (98-127) - ARC
Updated: 2015-08-24 17:18:28 POT
ARC State | Online -
Cloud Tiering Service State | Read-Write Enabled ;l

Apply Changes *
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Kain Alarms

5 Configuration: ARC (98-127) - Store

Updated: 2015-08-22 17:54:42 PDT

Reset Store Failure Count r

Apply Changes *
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4.
5.

6.

Overview Alarms Reports | Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 1

Maximum Store Sessions 1

Apply Changes *

#e-BiZsER TR EE S « #EEY” Tivoli Storage Manager (TSM) * o
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EERISERE B ERS ERF BRI EEE A EMAXNUMMP (BMEEHNRAHE) WREEER o
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(EBEHLH - MRRFZETMAE - AIFERNMAXNUMMPTERREZA1 )
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F o TSMfalAREF EMAXSESSIONSHITERR E#525 ©
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Overview Alarms

| Configuration |"|

Kain Alarms

m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

MNode Name ARC-USER

User Name arc-user

Password [ ITTT ]

Management Class
Mumber of Sessions
Maximum Retrieve Sessions

Maximum Store Sessions

sg-mgmiclass
2
2
1

Apply Changes *
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .
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2. B2 TERIEENRE_>* ARC>M#TF ) ©

3. BEEMARE > E* o
Owerview Alamns | Reports ICmfruuratiﬂn 'I,
Hain Adarms

5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeted: 2015-05-07 123507 POT

Stora State | Offline |
Archive Store Disabled on Startup C
Reset Store Faillure Count [
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1. BRI > T B >4 o
2. BB ENEE > ARC/>*#EY o

3. AR T o
Overview Alarms ) Reports i Configuration |
Main Alarms

B_ i} Configuration: ARC (DC1-ARC1-88-165) - Retrieve

Updstad: 20150507 12:24:45 POT

Ratrieve State |Oniine
Reset Request Failure Count |
Reset Verification Failure Count []

Anmww*
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Overview Alarms Reports Configuration |

Man Alarms

‘:",;’ Configuration: ARC (DC1-ARC1-98-165) - Replication

Updabed: 2015-05-07 12:21:53 POT

Reset Inbound Replication Fallure Count a

Reset Cutbound Replication Failure Count |

Inbound Replication

Disable Inbound Replication ]

Outbound Replication

Disable Outhound Replication O

Apply Changes *
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Client application saves
object to StorageGRID.

Synchronous placement Dual commit — The method that is
ILM applied later used depends on

@ @ wor how ILM is
WA configured.

= ILM scan Background verification
E — 5‘ Is the object @ Is the object’s
7] placed correctly? data correct?
o
% No
= A 4
= ILM action
8 Make new copy. MOVE: copy.

Delete copy. Repair copy.

Deletion is triggered by ILM or S3 bucket
lifecycle. (Objects in buckets with 53 Object
Lock enabled must have met retention date

and cannot be under legal hold.)

Client application deletes object.

Is

synchronous No, or > Objects are marked as deleted and copies
removal are queued for removal.
ossible? background
queues are idle. *

ILM action
Object copies are remaved.

Deletion

v

All object copies removed.
Space is reclaimed.
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Client application saves
object to StorageGRID

Dual commit Balanced Strict

h 4
Interim object copies Can day 0 copies be Can day O copies be "]EEE:}
stored. made immediately? made immediately? failed
]

00

v

“Ingest
successful”
Copies created to satisfy

Object queued for ILM
ILM.

evaluation. @_@_
ILM evaluation l

successful”
Copies created to satisfy
ILM. i

Any interim copies that are
not needed are deleted.

[C1 StorageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Achivate to make this policy the active ILM policy for the arid.

Mame Exampie ILM policy

Reason for change MNew policy

Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rufes will be evaluated by dragging and dropping the rews. The default rule will be automatically placed at the end of the
policy and cannot be moved.

I+ Select Rules .

Default | Rule Name Tenant Account Actions
3 Rule 1: 3 replicated copies for Tenant A (% Tenant A (58889986524346589742) x
& Rule 2: Erasure coding for objects greater than 1 MB (3 — x
4 Rule 3: 2 copies 2 data centers (default) (8 — x
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Create ILM Rule step 1 of 3: Define Basics

MName
Description
Tenant Accounts (optional}

Bucket Name matches all ™| Value

/& Advanced filtering... (0 defined)
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Placements & 1 Sort by start day

Fromday | 0 store | for v 385 days

Type | replicated v Cocation “Dm || DC2 | Add Pool Copies | 2 |+ | x |

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more

information.

Type = erasure coded v Location | All 3 sites (6 plus 3) v Copies | 1 '._1 J + x|
From day 365 store | forever v m
Type | replicated v Location | Archive | Add Fool Copies | 2 Temporary focation | — Optional — v 2 ) |i X

—ENE-—RWEIETEMT

1
1. F—1TEEMEERP OIS BIMEER YRS °
2. BTEAZEEM PO SR I6+3EHRRIFEL
0 B_MBRERTEE—FREIMDEFIEESE  WKAREELERS -

ELCERRANIMEETER « K BEFRE DA —ERERTHFORMAIE - BEERNREERZEREEM
BE S RENRERTERENT EICIAFBRERMMGESsSBLE -

ERNPNEERERIEHE - REER T —ERBRNABTRERET - RAGEILMBYIHES « TRIERMER
FEAEE o

ILMARE&E 51

AEFILMRAERRBREFANYGE S ABEMHRIMERBES « TRHSEREREEERRNILS ©
& MEEEEBRE Forever] -~ iE7RmStorageGRID A& BEMIFR o 18X #HStorageGRID ~ 72 B imflBRE R
RipRELE 2 Al ~ REBEEMEMERIHEZA - BEREELEME -

IEFRBfE R A B IER AR T 4 | REBHP AR H#7FStorageGRID EF; « MBI ERLILAWERET - &

303



FRERI BISUFE ML ERVERZS o B0 « YIRIBR ARBFYHFRIEAERIEA2 » StorageGRID RIEEIAE1
A ENRE L REMID BRI EZS - —BE4HIL21EL - StorageGRID FAE £ 2488 ERUEFRBRVEZS o

Two coples at two sites for Tenant A

Description: Applies only to Tenant &

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day D
St ] I >
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P
1. #E$2* |LM > StorageZH4R* ©
2. BAREER

a. H#HEEREERNSERTER « B Insert * ) EEINETLEMA BFERITE o
BEAENTEREF A - ©IRE4EStorageGRID HETTRMIRITRIATIE R RETFENRS o
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Storage Grades

Updated: 2017-05-28 11:22:39 MOT

Storage Grade Definitions e
Storage Grade e Actions

0 Default

1 [aisk 20

Storage Grades e
Data Center 1/DC1-S1/LDR Default P 4

Data Center 1/DC1-52/LDR Default V' 4

Data Center 1/DC1-53/LDR Drefault 4

Data Center 2DC2-51/LDR Default Vg

Data Center 2/DC2-S2/LDR Default i 4

Data Center 2/DC2-53/LDR Drefault V4

Data Center 3/DC3-31/LDR Default 4

Data Center 3/DC3-52/LDR Default V4

Data Center 3/DC3-53/LDR Default P 4

a BEEERENRESR  FENGE P WRRBERIRE -
ORE: =7t
b. EEERSE
B S ARIE FTETRAA B F BB o
3. I S RS AR AT B ©
a. HRESEHFHENLMRIEE | HERRE 2 LiHE RS,
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Storage Grades "4

LDR Storage Grade Actions
Diata Center 1/DCA-S1/LDR IDefauIt ;I f
Data Center 1/DC1-S2/LDR h P 4
Data Center 1/DC1-53/LDR Default V4
Data Center 2/DC2-S1/LDR Default _?
Data Center 2/DC2-52/LDR. Default V4
Data Center 2/DC2-S3/LDR Default _?
Data Center 3/DC3-51/LDR Default V4
Data Center 3/DC3-S2/LDR Default _?
Data Center 3/DC3-S3/LDOR Default V4

Apply Changes .

RIS SRS AR TSR R EREE— R o (PSRRI R T T BE B A SE AT TRAT
O L EILMFAIBBIZ & - SSBILE - MRERRE - AR S0
; o
a BMEEREE
R ER
HERFFERM

REFE RN ESHEEFEMAEFIEMNR RV B - MIUREREFEEIRM ~ LUA
7 StorageGRID ¥4 B REFUENFMERN@#EEERR o

HEERNEMEEM

* REER  FEEFMRNEENEE - RERFEFREIEHMGE
C UGS RTEMHRNERRD o

ILMIRB P ERFEFERAICRENH ERNRELE - BEEREILMERTRRE « SFEN—ENZERTFE
& - HhaEHFERSERIZERL - BRI MMFRENS) REER « FENAN S RENRMIEER R

R RTE A RAR
REKRERRFFERNE « FERE T8
FREfREEIRTRZEL]

* BETERMHEFEIRM TAl Storage Node) ~ FRATERILE « AllifE ~ URTRRH#TFE4R TAll Storage
Node) StorageGRID o 8E&EIMIEERAOILEE « FiEREFHEMHEF HhE S EEEN -
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TEBER (FAMENS WEEmh Frake) 158  BAELER REnE
() LUsALERERIET RIS « BRI REEBEN{TS o fEEFIAI Storage Nodef
FEBHRBRIEE ZA0 « BHARIIERANREBERNER o

* BEHCREFEROER - F7NEUENEESHRHEFERM -
* BU R ESHMNFEERT - SERKFERNEESMEL LRER o NREFEIEER « BIRAEN

AT A B RILMAS BRI E08% -

* BREUNERAERNFEEERY (B3-S EERHE) - IRFEERGER - AIESER AR

LREFZEMGERES -

ERERFERNREERNER
* AEELSBIARNREFERN - 2% - 8ERANKERTT - FE—HSELSEBIRHTFER

o SHESELAERRFEFE R - IRFERNYHELITE2NSENHE (BN - SEMLENESEYG
HE—EEA « URZFLGIEKR) -

* MREERTPIIGLS « FATGSRIMNREEERN - ARBRILMARR] « DUEHIFTL S EEEFRY)

o

* —RME  FOERERNFBEERY  FERENANIEAEIERGE PRELG) HEEERM

RS ARISE S RETFE IR NEL

© CECERRERNR AN HERRERER -

* REERNPEINEENRNLSHE  REFBRIHRRIESE

* MRFBEEROEQIMELS - CEEERAXREEERNRETHSRNS - HRAmELSHRFEER

o~ REFARHRREIES S

* —RME - BNERERFEFEERL - FIAREFHMEMNESERESNREFERD « @ THERRS

REEPRH RG]

MBENBHEDS—ELE  RIOEE NG RERTER FIEMHEHE
()  @mns (Arake) FRES - MRFEETELE « ITARLE MG ek

* MREHEESEFNRRS « MRS ZEREREESR10021 « AIFZZRU SIS AL SHHEERR

A o FEEFEEREIEAN - StorageGRID AR TCPAEESRRIEE R « EEERENELEY « WEREFEEYHF
R ERBEVREARFEE - [RIEER /DS BRI R AP EMERE (B [&8) 3 TFE 155
A7) ~ SRIAEERILMITYRFREIECE: (A MBERR (FARBEITAR)

* WNRAJEE « FEFERNEC SBBEFTEHRRE S ZTR R/ VHEFEHRE o A0 « INREEMH6+35HR

* RHEFEROMERELS « BEF - HII - EEIRC+IPHFHHE  FEELEREELER

WL ~ MIE DB AR NEREFSR - A8 « BRSEnaE DA —ERRINIRTFER o

Bt ERERYEEFE IR o

B ERANREEERNZE]]
* BEZRURR G SHENMNRENRNFEEFERY - BEEATEE0RENMNMEEERERM
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E2R (ERASIHE RSB HIETR

* MRFBEEHHNETHINZE RiRDE-BSHERYE (S3) 1 - BIFEELENR B DHNEFE R
o FHRR] EIEStorageGRID

HERAEER

* HERER

* HERHBARTE

* HERHBARE SR

* FRZEREERMETEESER

ERZEREFERNETELEER

gNRStorageGRID ERVFLEHNEZER S ZEL S ~ KA UASELS B FFEE RN - Wi
RAWREIE TS EMERFE IR « UBABILSEKRE o HIE0 « MRERILMARR]
RESHREMEEREZR « WEMELLSIEEREFE RN - BISELSHERE—EYH
B - MRIEHFRARTE RBREMEEA « WisE =(BfFEFERM » AIERE DI
REERMZ ENEIEERE « ANRERERAFFEAENGE o

TSGR RILMARRRER N ESKE B S MEL S 2 FEHRNE—#EER « FREFEER

MR RAEREERFTEER R NPT RER « FILr St RERBIMAIREEARERET—EL S
A o FELEEBAHIR « RIAEEI S 1RFFER LREFMNYIFaaatE s « WIS 209H#F AR _ ERETFMOY)

frccctE s - AAEYHBBBIE HP— Bt SRS BIAFINR 4 R R (RE o
— Make 2 Copies (2 sites, 1 pool) v
Site 1 /\ Site 2
i | storage Node 3 Storage Node 4
. :
. |
:

MBR ~ IEEEHIRFAZEERZSEREERMNE - WMHFRREEFEST o E8EF  ILMBRAEE 22 I SEYHRY
MmEERES « TRHEXRIHEIMEFHEER - SERFEROIBESE—ISGHRERTEHNE - BRNSEYH
HEAEHREFESELS - AIMHER IR ERE BRIk QM ES AT -
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— Make 2 Copies (2 sites, 2 pools)

Site 1, Pool 1 Site 2, Pool 2

ERZERFFERNE « 555258 MR

* MREERINEER ~ AIBEENENESFEEERM o f40 « MRRARESRE=EEL « BIKAR
EZEU EREEETRM
* MREAHEFNFEFEFNHE  ASEFREERNPERFF—EYHES -

* MREXMEVNREERNME - RRGHMHES « WEERNZ FSSHIRERENTE « TREAWE
U EEAF EREFERRNRFEEERMNF -

* MRFEFERNESR (BSERNMREEHR  AMGNFMEERRIEREREE—ELE o SUAREERRR
ENREER NS SEENREFER -

ERAREFERNMIAERUIE (B8F)

ECERE I E—RHEFERONYHRES ABILILMRRE - SRR EEES —E
REERNMERERAE -

HRETER « RIS « (R RRIEE E S HILMARR IR R o
() meEsmEEERES RILMEARENSES) - ARRBEENE o

HERIE
R E R REREE
BuRFEEERN

ERI LB SR ~ LIFIErStorageGRID MRLE A SEFEYMEER « URERANEHE
B8 - SEREERISEES —EXZAELE - Uk—EHNZEREER °
REENER

* g EAE A Grid Manager SZ1EHIATE B85S ©

© AR ENFEEER o
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 BERRRILFBFERMAZER o

B ERIIF
FEERIERENHERNFHEUE - CRENREERNHERCRNERTHLEHE « UAEBERNES
AT R EEHERARDS o
* MFEERRE—LGHRRN  FABELSBIFAFEERD - Al - MRECBEBRETIHELRHFE
=fEuE ~ AR =EREEE -
* AR AN LI SETHSRRN « FRI—EREFERN - ERESSELERIER o FI10 - MRIEEE
E={E e Z FMHRETEYM  SFEI—ERFERD o EEURET 4 SSELEHIEEE -

@ AIRTERE TFrAE ) ILaMARER MRS REBNRFERNT - M
BEFEFHSRBENNLE « RERREMEEREFERMN - 552R LT B fla

. Dﬂjifﬁﬁ LEREER FNETE— WSROI TRFEFERNEEERM - F20 Bi#FERMNE
Al o
1. 38&E#2* ILM > Storage Pools* °

IR IR MEFEERN Bl - WIILPAEEERNHEEERM -

Storage Pools

Storage Pools

A storage pool is 8 logical group of Storage Nodes or Archive Nodes and is used in ILM rules to determine where object data is stored.

| 4 Create # Edit || ® Remove || @ View Details

Name © 11 Used Space @ 11 Free Space @ 1t Total Capacity @ 11 ILM Usage @
* Al Storage Nodes 110 MB 10290 TB 102.80 TB Usedin 1 ILM rule

Displaying 1 storage pool

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules te store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container where objects will
be stored

E_ Create | | # Edit % Remove | -:.IearE.'::-r;

No Cloud Storage Pools found.

LB BERRTERNREFERL - FREREFH  EARMERIES  FIALE « URFERNRESHR T
FRE#FER o

@ HASECHEERPOMEER « FIAREHNR FREERNBEEHERN - RItFEE
THEILMAR R R ER LT E R o

2. BERMINFEEERA « AER [Create) (i) *o
IEBEF g HIH Create Storage Pool (BlEEETFth) HIEEAE o
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Create Storage Pool

= For replication and single-site erasure coding, create a storage pool for 2ach site.
« For erasure coding at three or more sites, click + to add each site to a single storage pool.
» Do not add mere than one storage grade for a single site.

Name
Site — Choose One — v Storage Grade All Storage Modes L +
Viewing Storage Pool -
Site Name Archive Nodes Storage Nodes

- BAREERORME—RE o

RE MRS REBMILMRRE « FERBSZHBINRTE

e THIUEER « ERULREERNIILS o

EERLEEF - € BBEMRETHNREFHRMNBIEMNIHE -

—iRME  AOEEARFREERNPERERN FrAha) 8 o €8 TFAG) RFEERTNILMAR
g REREATANGS £ BIERERIGRE - It~ TRRELS) FEERNEIIRER
WL S EEFEIRS « B RETREPTHIZRITA -

W MEEFESHR THUEES  ERILMRREALRFEE RS EERNHEFEE -

FAsZBYAIl Storage Nodef#Tr F Ak BLFEFTIEL & BIFR A REFEIR - TERIVERIENIMFEFSREEMELaH
FRERERR - MREAERPIRFEFMRGEIBEIRFESR  IEETHNEERIHELESR

[[entries) JMIREBEZ L AHEBRREBREETERREEERM  FENR 4 IEREFHPHESELSH
IBH o



Create Storage Pool

= For replication and single-site erasure coding, create a storage pool for each site.
= For erasure coding at three or more sites, select + to add each site to a single storage pool.
= Do not select more than one storage grade for a single site.

Mame All 3 Sites for Erasure Coding
Site Data Center 1 v Storage Grade All Storage Modes v EI
Site Dafa Center 2 v Siorage Grade All Storage Modes v EI
Site Data Center 3 v Storage Grade All Storage Nodes v EI

Viewing Storage Pool - All 3 Sites for Erasure Coding

Site Name Archive Nodes Storage Nodes

Data Center 1 0 3

Data Center 2 0 3

Data Center 3 0 3

You are creating a multi-site storage pool, which should not be used for replication or single-site erasure coding.

cocs [ o

EEAETEEORE « SRR O S BRI B ST E NS AR
CD EREEEIRA

MRERIEEMEZERE  BREFFHRAE  AgHLES -
EERIFIAE - FHEIN % ©
7. SRR REIREE « &N Save (#7F) 1 *°
HMEEEE NS G ERER -

R EEFERNHAEN

,(,'x_Jlx(ffﬁ?ﬁﬁﬁ?’?ﬁi}ﬁ?mﬁ’ﬁiﬂﬁﬂ DHE#FEFERNMNERLE « TEFHEREIWLE
ENFMfEFFA

CEENER
* IS {ERE AGrid Manager SZ1EFU4EE2|EE55 o
s CHERSENFEEWER o

FER
1. 35842 |LM > Storage Pools* °
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2.

3.

314

IR IR TEFERN Bl - AEYHFIAEERNRHEEFEIRM o

Storage Pools

Storage Pools

A storage pool is 8 logical group of Storage Modes or Archive Nodes and is used in ILM rules to determine where object data is stored.

+ Crea!e| # Edit|| ® Remove i@ View Details |

Name & 11 Used Space @ 11 Free Space @ 1T Total Capacity @ 1T ILM Usage ©
o Al Storage Modes 1.88 MB 280TB 28078 Used in 1 ILM rule
DC1 62177 KB 932.42 GB 932.42 GB Used in 2 ILM rules
DCcz2 675.82 KB 932 .42 GB 932 .42 GB Used in 2 ILM rules
DC3 57895 KB 53242 GB 93242 GB Used in 1 ILM rule
All 3 Sites 1.688 MB 2807TB 280 TB Used in 1 ILM rule and 1 EC profile
Archive — — — —

Displaying & storage pools.

Cloud Storage Pools

You can add Cloud Storage Fools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Fool defines how to access the external bucket or container
where objects will be stored.

m

mor

| 4 Create | # Edit|| % Remove || Clear

MNo Cloud Storage Fools found.

TROASEOSHERROEE RN THIER :
© 2 | R — AT o
- BRI : BARREEER R NZERIE -
© ARZR R A R R -
CHRE RN « SR REER R SRR T R R o
* * ILMERE” © R B AR SRR, o (RN ALREER « TS AR — S EILMIRR) - )
IRAREER AL -
() REEEREEDR SRR EER -
EBRIRHE RN EE « SRREUREEE « AR RRAEER o
LLEBFHE 3R Storage Pool Details (fEFERAFFMAER) & o

BRE M RIRE - FRREFERPEINRFEREREEAS -




Storage Pool Details - DC1

Nodes Included ILM Usage

Mumber of Nodes: 3
Site - Storage Grade: DC1- All Storage Nodes

Node Name Site Name Used (o) @ 11
DC1-53 DC1 0.000%
DC1-52 DC1 0.000%
DC1-51 DCl 0.000%
Close

TRESISEMATIER !

° EnELSaE
° IhE %
c BfEA (%) [ HRNEESE EERYGENNTATEEERN - HETESWMHREEY

@ SEREFHRN [ERNRERE-DGER BRPCSETERNERE (%) & (
| TENRE) > [MAEFEIRG_) > TR ) o

4. ZEE M ILMEAZEY) R3IFE - WHEREERNBRES ETERILMARRIE MHFRGFNS1 REEPE
FH o

FEILABHIT « D1 EAR ZEILMRE | MR ERRILMERIT « S—(ERAIRE R
I
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Storage Pool Details - DC1
Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM policy) use this storage pool

« 3 copies for Account(i1
= 2 copies for smaller objects

1 ILM rule that is not in the active ILM policy uses this storage pool.

If you want to remove this storage pool, you must delete or edit avery rule where it is used. Go to the ILM Rules page (3.

EC Profiles Using the Storage Pool

No Erasure Coding profiles use this storage pool.

() REEEERELMRRITRER - BEEGEBE o

FutEBHIP ~ TFrA3MELS) RESRMAR MG REE - MEFRRILMERRIS « B—EILMIR
g TSRS RENE o

Storage Pool Details - All 3 Sites
Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM palicy) use this storage pool.
« EC larger objects

If you want to remove this storage pool, you must delete or edit every rule where itis used. Go to the ILM Rules page (3

EC Profiles Using the Storage Pool

The following Erasure Coding profiles use this storage pool

Profile Mame Profile Status €
6 plus 3 Used in 1 ILM Rule

@ MRHFFERMAR TRIRRNE RERE « BB EBRZHEEE R o
5. 5(E ~ AIfE* ILM Rules (ILMFRR)) EE* - BEKREERFERRHFERMAEMARA] o
E2R (ILMARBIGERARIA) o
6. IRSTREFERMGFAERE « AEECRIR o
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EREIRFEFE IR
HERERFHFERL

Cloud Storage Poolr]:E & {ERILME 4 Bl 2 H StorageGRID BEYRAZ 25 o FIY0 ~ &
A SERRER AN B ENNIH R ERBER TN Em#FRE » Hl2Amazon S3 Glacier ~ S3
Glacier Deep Archived{Microsoft Azure Blobf#FEHERIEFEENE o (& ~ KA E
#5€StorageGRID — XYM EiRE ~ LR SEEERIE o

RILMERRLRE ~ BEiRfEFERABUNGEEE RN - EERYMREFET—(E - FERILILMRRNKETS
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HEERAN EiRfEFE RN
I EFEEME ?  7£StorageGRID —Esk ZEEFEIZTE (i Amazon S3{#FHEEAzure Blobf#EEFER
IR AERRIERTEENEE L - 83hStorageGRID - ILHEASBBIENE
REZRGHHTERS: °

Z{D%E—Eﬁﬁ”ﬁﬁﬁﬁﬁfﬁ‘}ﬂ%Amazon S3FHEFEE

s CRILUEIB MRS EREEE B
B BEE RSN RIEHESRE
flENAmazon S3 Glacierg{S3 Glacier
Deep Archive © SMNEBEF RN ER
EGlacierf#7285F1S3 POST#)43iE
[HAPI o

© ORI EiREEFEE IR « LUBEL
$EAWS Secret RegionfIAWSHE ¥ E i
ARTS (C2S) fEH

#NERCloud Storage PooliZ2Azure Blobf#7F
E%‘% * StorageGRID Bi§4{4- 12 £ EFtE

*MisE *—Hxﬁ'ﬁ_" AN AR EiGHT
EENAELS « 2 TAzure Blobf#FRE L
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HRIZEREE « R IRENERE
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TEEGERE ? ERPILMEREBIPRHILMERR o TEFRRILMIR A HRAIILMAREY ©

FRTEERNMRES ER WHBRS BB
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SEMGRATFZ MY BEF —{3 #8245 7ECloud Storage Poold « BH

AR —5{ %13 StorageGRID #§7s A SEZ2 AT
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Cloud Storage Pool#J{4+HI4E sniEHA
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* S3 : Cloud Storage Pool¥){4ry 4 driEHA
* Azure : Cloud Storage Pool¥J{4Hy 4 #5iBHA
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S3 : Cloud Storage Pool¥){4894 3B HA

Bl EE R #TF7ES3 Cloud Storage Pool 44 HY 4 epiB HABEER ©

@ EEFEREBP « TGlacier) 2is5Glacier#EE4kFGlacier Deep Archivef#1F54k ~ BE—18
f5I5b © Glacier Deep ArchivefEFER A ZIRIFIRERE o EZIBARENIZEREEN ©

(D) Google Cloud Piatiorm (GCP) Izt RIBHAFREMEINLE « TIABHTERIEIEE -

Client application

Client stores f Client retrieves object
@ objectin I @ copy with 53 GET
StorageGRID. : Object request.
1
StorageGRID
A

StorageGRID ILM
moves object to
Cloud Storage

Pool.
Cloud Storage Pool
(external S3 bucket) :
I
I
S3 bucket I Client restores a
lifecycle moves : retrievable copy with 53
object to Glacier I POST Object restore
storage. I request.
I
Storage Class: :
—»- Glacier or - =1

Glacier Deep Archive

1. *¥){#7F1EStorageGRID S#R*H
EEMREmER - BRmEARER ZRYMHEHFEStorageGRID

2. B ESIEIHEHEFM

° MR ELERIS3 Cloud Storage Poolffi A E (i BRIILMREFEFRT « StorageGRID BIZ ¥4
ZECloud Storage Poolf§EHIIMIBSIHEFE ©

° MRS ESIEIREFEIRMEF - B IEREXN A LUEHStorageGRID KB S3#YS3 Get ObjectER I
FREI ~ BRIEMIHF EREEGlacierf# Tz o

3. MM EEGlacier (BIAREENAIARER)
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@ NRECBEZERYMN - WARINBSIHEFERI ErERER « MEXAERE
{EGlacierf# 774851 2 & S3 POSTYIHHEIRAPINGEZREASZE ©

557018 Cloud Storage Pool B SwiftF B imHEEHIH o SWift R ZIBMIHBRIRIRE
(i) % StorageGRID FRULFHMBEEMEMIAES3 GlacieriETFREHISWIRHILE © BHHSwift
Get¥IF ERUMRBUE L&KM ( T403 ForbidbidZ F1 ) ©

° TEEAARR] ~ AP IR ATV LA A ST E R SR ETIEM F BUARRS o
4. {tGlacierf#FREERYMH
SR EFAEGlacierf#fFsr i ~ AP IREARENFZRLSIHRERER « R IBIEAZRES3
RimfEFt o WEREIREAZRFEFERNNENEFREPEHERERNRE - UHEEREEER (N
B REPAE) - BEFTHEINESHNEIERE « H4F BEROEAEINBVIRE o
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()  BRLMEBBEER - fGlacenBEMME < AR  CAILUER RGN BX - B
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o. ¥ BRI
MR Z % ~ BPRIREARIMAIIUEL TGet Objects (EEMH) ZEK ~ LEEEUE RV o

Azure : Cloud Storage Pool¥){4-894 e 1A

Bl EE{#727EAzure Cloud Storage Pool ¥4 A4 ap B HAPLES o
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Client application

Client stores f‘ Client retrieves object
@ object in | @ copy with $3 GET
StorageGRID. : Object request.
1

StorageGRID

A

StorageGRID ILM
moves object to
Cloud Storage
Pool.

o

Azure Blob Storage
(external container)

Client restores a

retrievable copy with S3
POST Object restore

request.

StorageGRID
sends request to
Set-Blob-Tier:
Archive.

— - Archive Tier

. *M{#TF1EStorageGRID S#R*H

HERABESER - BRIEEARENS R #7F7EStorageGRID

. ¥1{$# Z Azure Cloud Storage Pool

R4 EAfEA Azure Cloud Storage PoolfA N E (I ERIILMFREFERT « StorageGRID B Z#414#
ZECloud Storage Pooli§E#ISMEBAzure Blobf#1F A 23

#E/01#&#Cloud Storage Pool #4 SwiftFl A umHRENI I o SWIft R Z IR BRERE
() 3~ StorageGRID RULFHMEMEMEMIAZE Azure Blobt S EBNSWIthIEE o S HiSwift
Gt ERLUFIS LS GAR ( (403 Forbidbid® A1 ) -

MHBEERERE (FEEBEENARE
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Storage Pools

Storage Pools

A slorage pool is a logical group of Storage Nedes or Archive Nodes and is used in ILM rules fo determine where object data is stored.

+ Create || # Edi || X Remove | | @ View Details

Name @ 11 Used Space @ 11 Free Space @ 11 Total Capacity & IT ILM Usage &
®  All Storage Nodes 1.10 MB 102.90 TB 102.90 TB Usedin 1 ILM rule

Displaying 1 storage pool.

[ Cloud Storage Pools

ou can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container where objects will
be stored.

-+ Crea!e!:_/'"Ed‘t:. x Remove:. C.Iéar E“:;r

| No Cloud Storage Pools found.

2. EEmEM TCloud Storage Pools (Zimf#EfEAM) 1 EE&RH - EEH* Create* (BBir*) 1 °

BEENEATRCreate Cloud Storage Pool (RIIEisfA1F:ith) ¥sEHR o
Create Cloud Storage Pool
Display Name @
Provider Type @ v

Bucket or Container @
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Create Cloud Storage Pool

Display Name © | S3Cloud Storage Pool
Provider Type @ = Amazons3 v
Bucket or Container @ = my-s3-bucket
Service Endpoint
Protocol @ HTTP ® HTTPS
Hostname 9
Port (optional) ©
URLStyle @ | Auto-Detect v
Authentication
Authentication Type (7 v
Server Verification
Certificate Validation 9 Use operating system CA certificate
Cancel
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ENRFEAFE  FIREEmEHER ©

@ Error

422: Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Pool test failed. Could not create or update Cloud Pool. Error from endpoint: NoSuchBucket:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

FHSRNME RESREREEER « RIS « ACERERHEEREEER o
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Create Cloud Storage Pool

Display Mame

Provider Type

Bucket or Container

Service Endpoint

Protocol

Hostname

Port (optional)

URL Style

Authentication

Authentication Type

Temporary Credentials | (. o o 1 eame

URL

Server CA Certificate

Client Certificate

Client Private Key

€ | C25Cloud Storage Pool

9 Amazon 53 ¥

©

my-c2s-bucket

(2] HTTP ® HTTPS

© | s3-aws-region.amazonaws.com

(2] Auto-Detect v
(2] CAP (C2S Access Portal) v

Q
0 [

Client Private Key

Passphrase (optional)

Server Verification

Certificate Validation

o

0 Use operating system CA certificate =

Cancel

335
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@ Error

422: Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Poaol test failed. Could not create or update Cloud Poaol. Error from endpoint: NoSuchBucket:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

A2 RN R EREEFE RN - BRILRERE « ARBREAREZRHFFERM
Azure : 15 Binl#F ERAIBREF HE R

BRI Azure Blobf# 7% & RICloud Storage Poolf - #7872 StorageGRID 4b
ZBContainertE E IR A B BMIRE &8 « UWERREEFMH
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CRENEM

* {EB# A Cloud Storage PoolFJEASE: « WiHE* Azure Blob Storage*i5E & HERLER o *HEZ
R AT o

B
%55@@'

Create Cloud Storage Pool

Display Mame @ Azure Cloud Storage Pool
Provider Type @& Azure Blob Storage v

Bucket or Container & my-azure-coniginer

Service Endpoint

Ut 8 nittpsimyaccount blob core windows: net

Authentication

Authentication Type @ Shared Key
Account Name @

Account Key ©

Server Verification

Cerificate Validation @& Use operating system CA cerlificate v

* B AR R {#7F B Rt FTFABlobfF A 2R —EIRARITT (URI) o
* BERERFFIRPHNRBNVEER o SO UERAzure A\ BILRSHBLEEE -

1. £ TRFiRRS BRY - HARRFIARER#FER ZBlob#FRSINA—ERHNT (UR) -

LA HAP—FERIUIEEURI

o https://host:port+

337


https://host:port+`

o http://host:port+

MREARISEEIZE « TER G HRIEIRIB443AMHTTPS URI ~ TEZIES0ARHTTP URI © +* Azure Blobfs#
ZContainerfV&EIURI :  Thttps://myaccount.blob.core.windows.net’ |

2. e EEE B AR ~ IR TIUE ¢

a. tHIRARE" ~ BAGR INBIRF A 238IBlobRETFIRF iE o
b. #H¥IRFEIR* « BABlobfEFIRANMEER o

() #itnzuretsss « U BFALEZSMEE o

3. EMAARESERE B « AR TLSERE iR 2 /REN I -

BRI AR
EREERMKCARE FRRREEEZ S LG CARERIFEFLE LS o
EABICAEE EABTCARES o EAEEY TNew* (HiZ) | -~ SRB _L{EPEP-4RIE

SEE 2
BB o
/CABSZ

Bl G st RN TLSERAY/&REE H R BRsE o

4. iEHRTE o

ERREERFEFERMEStorageGRID ~ TAITHEER EFEZ 81T -

* BREARBNURIZEFT « UREERTU RIS ERIERELR o

* RIRSCERERARS « LWRERR AR REEE R - 55708884 x-ntap-sgws-Cloud Pool - uuidl B9
=E

g0 Cloud Storage PoolBgsE K « EEIREIFHRAR « SRAARERBNER - FIE0 « MR B ERFHFHERNEIS
ERBB[IEE ~ AJRETHREHER

A2 RRVERAA R EREEFE RN - RIEEE - ARBREARFEERRHFPFEERN
REZRRHETERT

(AT UAERECIoud Storage PoolRE B &R - IRES MMM AT « BRI EE
ECloud Storage PoolBS3{#FEHAzure 523 ©
ERBINESR
* {®i&EAE AGrid Manager SZ1EHIAE B EE5S ©
© THEARENEBER o
* BEmH BRFEFERANES o
1. 842* |LM > Storage Pools* °
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http://host:port+`

IR IR TRE7F 5t E@E o Cloud Storage Pools®R& &% HIRAMICloud Storage Pools ©

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or
container where objects will be stored.

Pool Name URI Pool Type Container Used in ILM Rule Last Error
® azure-endpoint https:/istoragegrid.blob core windows net azure azure-3 4
s3-endpoint https:/fs3.amazonaws.com s3 53-1 v

Displaying 2 pools.

2. EREEIRE Rinf#F &R EEIERE -
3. BEEREE" o
4. RRBETETLE  RIBIHR © BREDEIRERSES X

() rmEreEIsErERnOEEREL  SHEEFERACES -
RASEAT 8T FIRSSSUR S MBS < ATLUREL iR B AT ABRI B AT R R0 -
5. JRBR15" o

B AFEER#EEFEERNEStorageGRID ~ B3E B RN A s MRS int e B FE » UREBHUEREIE
EBFREE R ZKTFRN ©

R Cloud Storage PoolBzE KR ~ BIGRERIERE o U0 ~ MR RGHER  AIsc TR GHER o

A2 RRVERAA R R iR T E RN - BIRIEEE - ARBREARFERRFFERN

BB R
A LA BRILMAR R R fER B SV ERB Binf@FA o
EENEM

* TS {E R E AGrid Manager SZiERV4HE 2528 o
© BB ENFEEER o

* LERASIEFEHAzure BB A2 EAYMH - MREEABRESWHNERFETHN - MEEEHER - F
SR REFERiRFEFEIRMD

@ E1&# I Cloud Storage PoolKfStorageGRID ~ #HECiERE AMEFEN A2 ~ LUFHEHHR
AEIRFHTEAN o B ER%B%A Tx-ntap-sgws-Cloud Pool - uuidl HIHEZE o

* BELBIFRISEEREEEMILMRR]

TR
1. 35848* |LM > Storage Pools* °
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HERAEHIR TREEERN) B5mE o
2. FEW B RIARTEILMRR R 2 Ein i he)sEmgig o
WREILMABRIF{EHECloud Storage Pool ~ B ARG EHBBR: o [RbR) IE(EA o

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or
container where objects will be stored.

Pool Name URI Pool Type Container Used in ILM Rule Last Error
*  azure-endpoint hitps:/istoragegrid blob.core windows.net azure azure-3 4
s3-endpoint hitps://s3.amazonaws.com s3 53-1 +

Displaying 2 pools.

3 BB .
%E”%Tﬁﬁuu%

A Warning

Remove Cloud Storage FPool

Are you sure you want to remove this Cloud Storage Pool: My Cloud Storage Pool?

oo [0

4 EEHE -
TR BT o

SRR IR EFE RN

NREERT ~ REIMFZRETOTERIESR SRR D RGN R

el o

HEE RS LR

BHERIT—REZHICloud Storage PoolfEARMIRE ~ UFEREIRf#TF MAESTFE « MEE(FLE

% o StorageGRIDIIREEZANEERAZIEE « [FEEFERN BEN 'ERFEEERD J8H0 'RE—E
$HR) WERER RIS -

TRETHHESEZSRFPFEROEAZINRFES - TiIEHEREENKHEEBEZA -
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Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container where objects will be stored.

Pool Pool

URI Container Used in ILM Rule  Last Error
Name Type
Endpoint failure: DC2-51-106-147: Could not create or update Cloud Storage Pool. Error from endpoint: RequestError: send
s 53 10.96 106.142-13082 =3 53 v request failed caused by: Get https://10.96.106.142:18082/s3-targetbucket/x-ntap-sgws-cloud-pool-uuid: net/http: request
S canceled while waiting for connection (Client. Timeout exceeded while awaiting headers)
8 minutes ago.
http:/ipboerkoe@10.
Azure | 96.100.254:10000/d | azure  azure "4

evstoreaccount1

Displaying 2 pocls

IESh ~ IR ERACTEE A ZIB RS ERNEE — NS EMBI B iRf#F NiER « BIZ#&3E* Cloud Storage Pool
BARER LT o MREWEILE TR E FEAEMN « FRIEHFERMNEE (B2 ILM > Storage Pools*)
1B LastfEsR) (LREEER) WHRVEESRAS « W2 TR HBHRAER] -

BEHERETOHR

FRFMEBERIEZ % ~ oI HEERE B EMA o i€ TCloud Storage Pool)  (Einf#EEZRM) HEH -
SEAVImELAVEEIEIZ ] « JATRIERY TERRIEER) o MESUHNS5t StorageGRID ~ B ILEEEERE/EFRCloud Storage
PoolHJ$HER ©

Error successfully cleared. This error might reappear if the underlying problem is not resolved.

MREREERHR MATBERERAE o 78  MRERBEEN KRR (FEFFFEMEESR) - 5208
B4 DERNEETRT MLast Error (REHE:2) | Hd o

$E32 : lkCloud Storage Pool & S IETEHAMAR

ECERRI « REIMFZIRFHETMNE « AIAEFEIILESR - MRFEEFENFHEESE Mx-ntap-sgws-Cloud
Pool - uuid) 1R5CHESE ~ (BEZHESRATREARIUUID ~ s34 IEEHEER o

—A& M StorageGRID = ~ MNREIEEEILEFAICloud Storage Pool ~ R —{EHITEREE/EEREERICloud
Storage Pool ~ B & & Z| th#553 o

mEa NTERRIEIERE

s AR S B A ER LB iRFEEFE IR o
* fBR x-ntap-sgws-Cloud Pool - uuid) 1£%E ~ AR BEREH R ECloud Storage Pool ©

$EER | BRI EMEIRHET o ik EEER
SREARYSNRESREFERMNE « PIAE BRI EHR o IR R EE RSB EE StorageGRID

ﬂ]E

T #$&ENE ACloud Storage Pool ©
EEEIERE « FAERmREHERAR

* MNREERNEESE (Get URL : EOF) ~ B ERANERHEEE RANNRSIHEREREHTTPEEHEGEA
REEHTTPSHARHHEE o
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s NRERNEES TGet URL : net/http : request cancelled dlng for connection) (TEEFELREFIR
F|) TGet URL : net/http : Request cancelled ding doningl ) * :AMERAHESAHRE R EFAFENSLEINE N Ein
ETFAMBIARFS IR RS o

* BB HftinRhtEeRAE - FEA T HP—IBEHZIE :

7 815 73Cloud Storage Pool# AMHEIRBHVIMNER R HFE « AR BREFHEFHAICloud

Storage Pool °
A B IEfE % Cloud Storage PooliEEHN AR N HFE RS « ABBEREHFEFHHCloud Storage Pool °
fHaR | MIAZIMCARE

ERERBU N FRETHFEFERME « AJSEFBEILEHER o MR E Cloud Storage PoolBF ~ #7AZIMT I8
AR ~ M EFRStorageGRID ©

AEEERE « FRECRENCAREESAME -
iR | AR A B LLIDMN EiRfEFEE IR

EREARENMFZIRFEFERNE « JEGBRIILHER - IRIFREEI404E1FE « RLERLEILIESR « BRI5E
RETHHEP—IE

* AR EiRHEFHIREERR A REEAERUER o
s ARER#HFEFINEEZEERES Mx-ntap-sgws-Ein-EiEit-uuid) Z5EHEE o
ABEA T EDS FRISIERE -

* BEHERTENFNEREMANNERE ST HE L ENER o
* ARGV ERGIEER4REECloud Storage Pool °
* MIRHEPRIERE ~ SEHHARZIRERPT o
$H:R | EAEE Cloud Storage PoollIAR o imBhEs 4 4R

SREAMPFBIREFTEIRMNE  AISEEBIILEER o ItHERRTEEEF N AR RIEFEStorageGRID #I£:E
HYCIoud Storage Poolf#F&#FEAR °

EEEERRE - BiERnERERAE o
tHER C MU ERETLHERS
"=aitHH'J BREIRHFE RS « AIAEZBEIIEEEER - Y18 Cloud Storage Pool&l & HILMIB EIZEHER « 7£
TECloud Storage Pool Z Bif#FEEFEFRER « SiE1EZ1ICloud Storage Pool Z B #FEETFEFHHE
ﬁﬂﬁi}ﬁﬁﬂﬂ Al EMIBRZ T o
FEA T —HZEL FRRIELERRE

* s51&kF8 TStorageGRID Cloud Storage Pool#J{HIEdpiBER ) FRIE~EYIERLYIMHt -
* MREHEEHGVYELIERILMBREETERFEZ RN « AFERRHEEERHEF
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@ D17 FEMFRILMAI SEM BT Binf#F ERP Y - REH R ES 1 StorageGRID 1f
FERTFIFEMIBRAVIF ~ R EIAIEIMPREVITF ©

fa5= . Proxy Bl E E Rinf#F Rt 3 £ 5N R EER
MRCEARFHMEANERFFERISINES3InE 2 MR E NERRYHEFProxy  AIRSEEBEIILEER o 1

SRIMERProxy{RIAR 23 A E E Cloud Storage Poolim®h « ML S 34 HLFEER o HIU0 « DNS{RIARES Pl AE S A AR T4
218~ R EIMNDERAIRE

Rem M —HSETERRIEIERE !
* BERIRFEFERMERE (* ILM > Storage Pools*)
* BEFHFProxyRARAFAIAERR AR o

R
Cloud Storage Pool#){4 Y4 epiEER

ISR R ERE

EERET MRS REE  BEFEs [HEFHE NREFEE RN EESRBICERTL
Eg%ﬁ o ERFE e REFMEIINE MBI TE R ERHE - URRFFELR D MHER
CEENER

* IS (E % AGrid Manager 2 iERU48 B 28558 o

s CHES TN FEEWER

 MERBIUMBEFEERL - EhRE8—EiLsREE ZEU LS NEEE R - AEMELSNHEE R

AR HRRIESE o

RIFEE T

TMIFR4RES) R EREPERMNHEFES RN ERES—ELS =AU LIEE - MREBEIRHBILAEIE « H#F
BRANAEDEZELE °

@ T EENE SHEEHENEEE R o SEEABEEENSANHRRIEER -
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MRS EE) HmEBERNEIER -

343



2.

Erasure Coding Profiles @
An Erasure Coding profile determines how many data and parity fragments are created and where those fragments are stored

To create an Erasure Coding profile; select a storage pool and an erasure coding scheme. The storage pool must include Storage Nodes from exactly one site or from three or more sites. If you want to
provide site redundancy, the storage pool must include nodes from at least three sites.

To deactivate an Erasure Coding profile that vou no longer plan to use, first remove it from all ILM rules. Then, if the profile is still associated with object data, wait for those objecis to be moved to new
locations based on the new rules in the active ILM policy. Depending on the number of objects and the size of your StorageGRID system, it might take weeks or even months for the objects to be moved.

See Managing objects with information lifecycle management for important details.

+ Creale| # Rename | | @ Deaclivate

Profile  Status  Storage Pool Storage Nodes Sites  Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy

No Erasure Coding profiles found.

#E1E* Create (EIL) o
MZTECKRERE ] HeEH BRI
Create EC Profile
You cannot change the selected scheme and storage pool after saving the profile.
Profile Name & MNew Frofile

Storage Pool @ :v

WA THIFREDS) REENME—LTE o

HRRISREE LR AR - IRCEARAREENLE  MEZREEEER - heEERIE
8,

() RIS RERLERMEILMAR B TR N RS o

From day 365 store | forever v

Erasure Coding profile name

Type erasure coded v Location All 3 sites (B plus. 3} v Copies 1 L . X

Storage pool hame

4 EEEAL TRIMGERS REMFTRLNRESRY
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EIENFHEFEFERANE - o] BNESRBEREE RESRBHFAPN@EFEHRNLS BB mET
Create EC Profile
You cannot change the selected scheme and storage pool after saving the profile.

Profile Name @& 6 plus 3

Storage Pool @ | All 3 Sites v |

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code & Storage Overhead (%) & Storage Node Redundancy Site Redundancy &
s 6+3 50% 3 Yes
2+1 50% 1 Yeas
4+2 50% 2 Yasz

SEFIARIHRREE S A G L THE

° SHEAZTURE | THIRTURVIHERARIS S 50 | Bl R BR+REITRER R ©

c fEEEMA (%) | REAUTRERRESIYMGERKDIRNIRIMEFEE - EEF=-RUTRER KR
BB R R RS -

© REFEIREE L HENRNHEE  EREFEWEERNEENNER A EGEK ©
° M EHE | ERNERESE S AR S ERF BRI ER -
AEXRIAHE - MENRFERIARESSELE - SEMSEHE ESRRHTEHR « UAFHEMA

IHEER o HIHN ~ AEEAC+IHBRIEL FRIIRULSHE - FRENREE NSRRI E LD =L
&« BsEiLa=E0A = (EHEFEE

EFIER TEERAR -

o ENNFEFE RO TRHILEHER - EENNEFERNEE S —ELER « BIHGHIETIIHAR
SR ATEILMARBP{ERLE TRIFRARDS) S2ERE ~ UAR LEENRAEIE ©
Scheme

Erasure Code & Storage Overhead (%) @ Storage Node Redundancy @ Site Redundancy &
L 241 50% 1 Mo

The =elected storage pool and erasure coding scheme cannot protect object data from loss if a site is lost

To provide site redundancy, the storage pool must have at least three sites.

© BEIRNREE RO S EMHREE S ZNEX  fll - EENNRFEFERNISSMELSEH
FRHEHIRE TS - MREEEAHRFEBRFEDGER AR BEN—ERFERN - HHRE
—EaNFEFERN - ERA=ZEREZIES -
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Scheme

Erasure Code 2] - Storage Overhead %) @ - Storage Node .Redundaﬂq (7] . Site Redundancy &

No erasure coding schemes are supported for the selected storage pool because ft contains two sites. You must select a storage pool that
contains exactly one site or a slorage pool that contains at least three sites.

© BRERRES—ELS - MEGENR T BERNFEFERY - FrE#FHRNVERNEIFERES TFhE

ke = =N
e NEFEEERM
Create EC Profile
“ou cannot change the selected scheme and storage peol after saving the profile.

Profile Mame EC profile

Storage Pool All Storage Nodes A

3 Storage Modes across 1 site(s)

Scheme

Erasure Code - Storage Overhead (%) Storage Node Redundancy . Site Redundancy

No erasure coding schemes are available for the sefecied storage pool. The storage pool includes the All Sites site, so it cannot be used in an
Erasure Coding profile for a one-site grid.

o IR

RN ARIS S ZMEEFE RN EHS—E MMbRES) REEBES -
Create EC Profile

You cannot change the selected scheme and storage pool after saving the profile.

Profile MName & 2 plus 1 for three sites|

Storage Pool € All 3 Sites v

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code {2 . Storage Overh.ead. {“.} (7] Storage Node .Redundancy 9 . Site Redundancy &
@ 6+3 50% 3 Yes
Il 2+1 50% 1 Yes
@ 442 50% 2 Yes

The selected storage pool and erasure coding scheme overiap an existing Erasure Coding profile. Use caution if you apply this new profile fo
objects already protected by the other profile. When a new profile is applied to existing erasure-coded objects, entirely new erasure-coded
fragments are created, which might cause resource issues.
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TEULERF ~ FHFE-EEAE - BR5—E MRS REEER2+1EKE M3 —EREEN
HEERMOERAI 3L SRFFERNPNEF—ELLS
HEONCENAR IR ERE « BEILMRRIFRGERZREERFLBEIER/ID - MRBIHMREEERE
B HMREREFRENIREHBARBG - StorageGRID BIGET—HE2MNYGRE - EXRGERERR
BR2+1 R B o BIGHE—E TRERGRES) REEBEES—EREER « AIEEREEREE « BEHRR
WEECEMR ©

5. MIRFIHSEHRRESR « HENCEEANHE o
AT EEAMENRRBS RN  CRZERHAN (BBRAESAITERMEN) RERTESE
TR (EZRBENESMEWAR) ZRBUSTE o AU - E4+25RM6+3HRZRER « MRBEL
SMORLTTIREAA RS - FHREN6+375R o MRMAMBFZFIIRS] - LUl 2R MR 4B RE (5
B BB R

6. B RIF" o

B RIS R EE

CrIgeREE et [MPRES RER - UERFEHBRARRERERIIEE o

TEENER
* TS {E R AGrid Manager SZiER4HE 2528 o
© BB ENFEEER o
1. BB |LM >*SHERARNE o

MRS ENE) BEEMEAIRIR o TEMHa) M [FA) HBEHEER -

!ml # Rename || @
Profi!e- Status St:orage Pool Storage Nodes Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy
DC1 2-1 DC1 3 1 241 50 1 No
DCc2 2-1 DC2 3 1 2+1 50 1 Na
DC3 2-1 DC3 3 1 2+1 50 1 No
®* All'sites 6-3 Deactivated All 3 Sites 3 3 6+3 50 3 Yes

2. ERECEZENNRIRERE
MEffanta) M R HEERA -
3. EEEME
MEfan HECREE . HEEAURMEANLIR -
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Rename EC Profile

Profife Name EC DC3

Cooes [ o

4. @A TRIRRES) REERME—RTE o
MRS REERBEHIINEILMBRKEETRNR#EFERDSTE

From day 365 store | forever v

Erasure Coding profile name

Type | &rasure coded v Location | Al 3 sites {6 plus 3} v Copies | 1 +_ »

Storage pool name

() HEEBRTEEmiERE-Nc ARCEFRERTEHEE  PEXREHEER
BB LRI o

S. EEMRTE o
(= RHBARISRERE
MREAITEBERAMRARERERE - MEBaIREEMAILMARRRERZRENRE ~ An]
LU= FBR4RIEE EAE ©
REENER
* {BHEERE AGrid Manager 72 VA B 2B 25 ©
* RBERRENFEEER o

* CERSRBEARTEAHSIREEFHERFENEUNRERER - MRECEE—(FEETHRESEA T
PRimis) SREME ~ B ERERAR -

FRERLIIF
EEEA THFRGENS REER  ZRXERDNERTE TMIFEEREE) BEL - BERESYER -

Profile | Status | Storage Pool Storage Nodes Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy
' DC12-1 I DCi1 3 1 241 50 1 Mo
DCc2 2-1 pec2 3 1 2+1 50 1 Mo
DC3 2-1 | | DC3 3 1 2+1 50 1 Mo
o Allsites 63 | Deactivsted | All3Sites 9 3 6+3 50 3 Yes

TEFBERAEER THFRRE] REE - BIILMARBNKERETR « FEEREHANRTERE o CEEEMR
ERENFRRER -
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MRFAE TIHE—BIERM ~ BInTBLEER TRIFR4RIS) 52T - StorageGRID

ERARES. 3
IR ARES. 3

EAE B RIBRILMARR o
EEEABREMEMLMIRL « EREENPEHERFMBEATEREDERINEE ©

Ks

K3

1. & ILM > Erasure Coding * ©

MRS EME) BEEMBEAIHIR o TEMa) M [FR) HBESEER -
2. 1gR TIRRE) 18~ EREEEAN TGRS REERBIMERILMRL -

MREEMILMRRI PR TRIERRE) RENE « BIEEERZRERE  FHEFF « ELF—EILMBRRE
FB* 2_1 ECERENE ©
Profile Status Storage Pool Storage Nodes Sites Erasure Code Storage Overhead (%)  Storage Node Redundancy  Site Redund
' 2 1EC Profile Used In ILM Rule Dc1 3 1 241 50 1 No
O Site 1 EC Profile Deactivated DCA1 3 1 2+1 50 1 No

3. MMRFIMRRPEARERE « FEETISHR
a. ¥EE* ILM > Rules * ©
b. 5| HASERR « EECERZIRTRRAREE - LHERESERTECHAN THFEE RE

18 o

TEUEEERIF ~ ~ KRB aY* —IE EECRAERBA FIR 3L & *NREFEIRM « UK FhIAILA6-3* 112
ARFERENE - HEURIBREREUTIERET | G
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ILM Rules

Information lifecycle management {ILM) rules determine how and where object data is stored over ime. Every object ingested into StorageGRID is evaluated against the ILM rules that make up the aclive
ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule that is used by an active or proposed ILM policy

Name Used In Active Policy Used In Proposed Policy

' | 2 copy replication for smaller objects +
'®  Three site EC for larger objects <
) | Make 2 Coples

Three site EC for larger objects

Description: 6-3 erasure coding at 3 sites for objects larger than 200 KB

Ingest Behavior: Balancad

Reference Time: Ingest Time

Filtering Criteria:
Matches all of the following metadata:

System Metadata Obiject Size (MB) greater than 0.2

Retention Diagram:

Trigger Day ©

whEs T ——

Duration Foraver
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Deactivate EC Profile

Are you sure you want to deactivate the profile "All sites 6-3'7

StorageGRID will confirm that the profile is safe to remove (not used in any ILM rules and no
longer associated with any object data). After this profile is deactivated, you can no longer use it.

5. MIRMEEEFLER « S Deactivate (1) * o
- {1 StorageGRID AR MRIMMERS, REHE « AUEIAEA SR o A AEMILMIARIRERL

° YN5RStorageGRID FAFARENR - G HIRHERAS o AIE0 ~ MRVHERHDL LR E TR ~ 7L
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TEAR L ~ DB -

REMER; « 5HEIETHIZER

* RIETER « FTARETRRE S WAR R B us-east-1&1 ©

* RS fERGrid Manager2 I &1 « 7 SETE(EAE P BIERE N SE A EEAPIR I ATAERT « SUTES3MERT
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1. #E$F* ILM > regions * °

N&iE) EmEMERNHIR « M5 EHBAIERN&ES o *"BIF 1 ERE A NN BIRIVTER &Y lus-east-11 ©
Regions (optional and 53 only)

Define any regions you want to use for the Location Constraint advanced filter in ILM rules. Then, use these exact names when
creating 33 buckets. (Region names are case sensitive.)

Region 1 us-east-1 (required)

Region 2 us-west-1 + X

2. AEmgE -
a.

FEREART 4 RE—IENAMA -
b. MARISIFFEFREFRNEIHLTE -

EREIHEHNSIHFER - K AERIEYNES LB ERUERGIERTE -
3. BEBMRREANER « FEIMIFRET x
MRECEABRENARERATRRISEZRANESE « BJEHIRERAS -

@ Error

422- Unprocessable Entity

Regions cannot be deleted if they are used by the active or the proposed ILM policy. In use:

us-test-3.

4. SEREEEE  F5EE [Save (ff1F) 1 *o
CIRTERILATE TERILILMARA)) FBER NERSEHEE) Emitbsy MUBERH) FEREIELEY - 52H
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https://docs.netapp.com/zh-tw/storagegrid-116/using-advanced-filters-in-ilm-rules.html
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1. #&$F* ILM > Rules * ©

HERFAFHIRILM Rules (ILMFRR!) HE ~ ERSSERRA ~ #4217 « B3E -

ILM Rules

Infermation fifecycle management (ILM) rules determine how and where object daia is stored over ime. Every object ingested into StorageGRID is evaluated against the ILM rules that make up the active ILM policy. Use this page o manage and view ILM rules. You
it edit or remove an ILM rule that is used by an active or proposed ILM policy.

ﬂCInna‘ 7 Edt|| %

Name Used In Active Policy Used In Proposed Policy
*  Make 2 Copies g

Ingest Behavior: Dual commit
Reference Time: Ingest Time
Filtering Criteria: Retention Diagram:

Matches all objects.
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2. 38" Create (i) o
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Create ILM Rule step 1 of 3: Define Basics

Mame

Description

Tenant Accounts (optional}

Bucket Name matches all ™| Value

/& Advanced filtering... (0 defined)

1.
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T RIB R R A SRR — 278 o
TAERMAZI6MEFTT

(FIJ#E) 7£* Description (FRFA) *FERAPEIAFRAIRIRGRZERER
TREZEREFRAM AR STHAE ~ UE BB PHERA o

Mame Make 3 Copies

Drescription Save 1 copy at 3 sites for 1 year. Then, save EC copy farever

- S AT LUEIEE RILRRAM — S ZES3eSwifti A R IRA  SIRIERRERIRFAEER « BERILRAUEZES -

MRERARFIERIELIRAER « sEACBERENER  SFARBAMRRID « HMAZEIDIES
LU REY T & o

T RIS EE R IERRISEF 'S Swift 23
MREN SRR BR) -~ MRBSEREMASIHEFRIASWIftASS

g

B IR EREE R LB E H thERER: o
MRERREERERE « AR SERENSERREREFNAEYG -

NRUCFRAR I IHBRARISE L  SFRE A/ (MB) EREERERS » MR ERA* AN o K/ \EFEESRA
FE(R1 MBELEE/ NV A G AR EH ERARDS o

@ RIS RE S A1 MBEVIM © 55708 ¥/ \it200 KBV E FASHERARES « LUBREIEIE
BRHRRIER R ©

BB T8 o
HH2 (CHMEMLE) MBI -



HERIE
* AHEERILMARA]

* TEILMARB! {5 AL B a3
* PE2 (H3YP) I EEMEME

TEILMZR B 65 F A Fis Bise 28

EFEEREINE P RCEEERAEREMANILMARR  UEPEESR SR - SRAR
TE JEPEEREERT « [GRTLUEMZ RN EE AR « EUER 7 « ARIEEFHEERHE -
SHEMIHE ~ ILMBRRIEEERERAR N EREEZ FEE YT -

TRETHEERRRERSPIEENTEELRE - TANSEPESHERNERF « URTRHRNPEERE -

R E AR SENERTF PiEERHE
HRENESRE (TAD) * EFN PR ROBSRIAN B AR o

© KREER

o REER
O B T R LM B R 6 RS ~ 1

. R AIEE AT AR A BRI Y B ARt

. e I TPOmRBSEE) JEREEHED o 48 TPUmBSR) BAK
ANVACE DR R EBI AL « MREREYHR

. kpt RN o

% - —S3HSWItHESBIDHRZS o
" RER BN ~ £ AR L 3 B txt A FE B b "test-object/"B
ca% SRAIYIE o
- REE

© 1ERtA
© AMERE
* RLUER

EREEER (B - SR ERBEEOFIINEE ARSI -
RO R © RATHER R R S R
C 85 + BB IS B SwinZ SSE A LRI ERES
e R -
N TEILMARR A _E RN
© RRHER
-
- A

357



FRUEE AR

EFRE] (£FRS3)

RN (MB)

fEREREER

358

XERNESET

- RER

- HR
- RER
IS
CNREER
" KR

© KRR

c 823

© FR

* TR
*rEE

* FLUER
* AER

* AEE

© AERE
* 1iERA

FRiEERHE

BIUS3HFENESE A" ILM > regions *IRE H#&
& °
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Advanced Filtering

Use advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter.

Objects between 10 and 100 MB

Matches all of the following metadata:

Object Size (MB) j greater than or equals j 10

Ll
+
x| x|

Object Size (MB) j less than or equals j 100 :I

[+]

Remove Filters

fE A2 (E1E B IR SRS E LR o T THEFIS « FRBFEA R Brand ATiBrand BifiA& R as
EREPEERMENYH o« 8 ~ IEFRRAEFEBR /R 10 MBEYBrand B¥f4 ©
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Advanced Filtering

Use advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter,

Multiple filters

Matches all of the following metadata:

User Metadata j camera_type equals j Brand A +

+ x|

Or matches all of the following metadata:

User Metadata j camera_type equals j Brand B u
Object Size (MB) j less than or equals j 10 =]

+ x|

T2 (H3¥)  ERRENUE

BIILMRABEND 2 (ERRENE) AREERRERT - LURAEMHG B #EFR
E~ B4R (BREEHERRE) - RFUERERHE -

RAREERTI(F
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Create ILM Rule step 2 of 3: Define Piacemenis

Configure placement instructions to specify how you want chjects matched by this rule to be stored,

Example rule
Two copies for one year, then EC forever

Reference Time Ingest Time v

Placements @ 11 Sort by start day

Fromday | 0 store | for v 365 days m

Type | replicated v Location | Add Pool Copies | 2 El"

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.

From day 365 store | forever v m

Type | erasure coded v | Location | DC1(2plus 1) v Copies | 1 + |i
Retention Diagram @ T Refresh

Trigger Day 0 Year 1

s O I

‘Dcz2 q -~

OCcl >

(2plus1) E%ﬁ | L

Duration 1 years Faraver

coms [ om s
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RRERF—0EA -
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* ERBETFANREEROHE
* MREXHESFNHEFERNHE  AISEREEROTEHEE—EMHES -
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It ~ 3775 E A AIAI Storage Nodef# 7z & B E A Z & Fith o

Placements @ 11 Sort by start day
Fromday | 0 store | forever v m
Typs  replicated v Location |\001 | All Storage Nodes | Add Fool copies | 2 Ak

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information

C. EEREERENMDH -

ABRHEM - B2 AAFEEREERIER o
Placements © 11 Sort by start day

Fromday | 0 store | forever v m

Type | replicated v Location || Data Center 1 Add Pool Copies | 1 Temporary location  — Optienal - v E

An ILM rule that creates only one replicated copy for any time period puts data at risk of permanent loss. View additional details.
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Erasure coding is best suited for objects greater than 1 MB. Do not use erasure coding for objects that are 200 KB or smaller, Select Back to return to Step 1. Then,
use Advanced filtering to set the Object Size (MB) filter to any value greater than 0.2.

@ HBRARISRE G A1 MBBYYIMF o 55708 ¥/\it200 KBEY¥) (L FEHERARNS « LUBRE
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HRRISESNRFUERRFEFERNGE  REEE MRRE REERE -

From da 365 store | forever v :
: Erasure Coding profile name

i |—-|-_-::

Type | &rasure coded v Location | Al 3 sites {6 plus 3} v Copies |+
Storage pool name
S HE « B A UEREMUEMNIEFENRR IR ILTRIMNIEZ
° ERUNSRET « FIER—RERAERRERIIZRIMNIES
° JERY TAdd* (i) 1 ~ BAENE RS ERERT
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364

Fromday | 365 = | store foreverj m

| Example Cloud Storage Pool & |

Type | replicated j Location o copies 1 =]

(Ed:!

Rinl#EF RN « 555E5C TURA

T SEATEE—MERTPENZEZIREEA o Rt « SthEEEERNKE ISR EERCloud
Storage PoolfIf#F&E R o

Type | replicated v Lacation “testpooIE o ”testpool3 o |Add Pool ‘ Copies | 1

If you want to use a Cloud Storage Pool, you must remove any other storage pools or Cloud Storage Pools from this placement instruction.

* RRABETEEA$5EHICloud Storage Pool PEEMIHFII— (R ZS  WRICHRD B R A2 £ ~ 7

THIRERAR ©

Type | replicated v Location | testpool 5 Add Pool Copies 2|

The number of copies cannot be more than one when a Cloud Storage Pool is selected.

Ak

CEARRTEAZRFEFERNPRHEESEMHES - IREAZRFFERNNSERELE
BHEER - AE—HREMENZTERZRFHEEERMN - A FHRERAS -

Placements @ It Sort by start day

Fromday | o store | for v 10 days

Type | replicated b4 Location || csp1 Add Pool Copies | 1 |i| x

Type | replicated v Location || €5p2 £ |Acd Fool Copies | 1 ’E

A rule cannot store mare than one object copy in any Cloud Storage Pool at the same time. You must remove one of the Cloud Storage Poals (csp1, csp2) or use multiple
placement instructions with dates that do not overlap. Overlapping days: 0-10.

To see the overlapping days on the Retention Diagram, click Refresh.

Retention Diagram © 3 Refresh
Trigger Day 0 Day 10
S &y |
e .
Duration 10 days Forever

A AR+ 7272 Cloud Storage PoolF ~ IR R4 4777 4 StorageGRID R {Ei2E XS MIFFER
SRV o i@ ~ ABHIFT ~ BOBREHENREETTES 2T - UESBRANLEIEEERSE
AYBETNEET o



Placements ©

From day 0 store | for v 365 days
Type | replicated v Location ||DC1 * || DC2 * | Add Pool Copies | 2
Type | replicated v Lacatian |testp|:|{:l2 £5) |_=‘«-.:d Pool Copies | |
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Create ILM Rule step 3 of 3: Define ingest behavior
Select the data protection option to use when objects are ingested:

Strict
Always uses this rule's placements on ingest. Ingest fails when this rule's placements are not possible.
® Balanced
Optimum ILM efficiency. Attempts this rule’s placements on ingest. Creates interim copies when that is not possible
Dual commit

Creates interim copies on ingest and applies this rule's placements later.
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make this policy the active ILM policy Tor the grid.

Mame Example ILM policy
Reason for change Example policy

Rules

1. Select the rules you want to add to the policy
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannot be moved

i = Select Rules

r Default Rule Name Tenant Account Actions

” EC for TenantA(H Tenant A (91643888913299990564) x
v | 2 copies 2 sites (8 = ®

|
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

4 Create Proposed Policy | | Kl Clone | # Edit || % Remove

Policy Name Policy State Start Date End Date
'  Baseline 2 Copies Paolicy Active 2017-07-17 12:00:45 MDT

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Rules are evaluated in order, starting from the top.
Rule Name Default Tenant Account

Make 2 Copies (§ v Ignore

Simulate
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active LM palicy for the grid.

Mame

Reason for change

Rules

1. Select the rules you want {o add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

i+ Select Rules
Default Rule Name Tenant Account Actions

No rules selected.
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MName Baseline 2 Copies Policy (v2)

Reason for change

3. £ TafE) WAPImARZRRABIE—RTE o
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Select Rules for Policy

Select Default Rule

This list shows the rules that do not use any filters. Select one rule to be the default rule for the policy The default rule applies to any
objects that do not match another rule in the policy and is always evaluated last. The default rule should retain objects farever.

Rule Name

2 copies 2 sites 4

Make 2 Copies (§

Select Other Rules

The other rules in a policy are evaluated before the default rule and must use at least one filter. Each rule in this list uses at least one
filter (tenant account, bucket name, advanced filter, or the noncurrent reference time).

Rule Name Tenant Account

| | EC for Tenant A § Tenant A (91643888913299990564)

| | 2 copies 2 sites noncurrent time (5 —

6. BEEURAIRBN TEZFHMER Bn @ IEEZRARE -
IESEFIFRILMAR R EE R « ZORAS MBS 82 MEEREZ -
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Two-Site Replication for Other Tenants

Description: Twa-Site Replication for Other Tenants
Ingest Behavior: Balanced

Reference Time: Ingest Time

Filtering Criteria: Matches all objects.

Retention Diagram:

Trigger Day 0
i [ I
DC2 H

Duration Farever
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Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

!“+ Select Rules |

Defauit Rule Name Tenant Account Actions
* Isite ECEH Ignore x
3 i=site EC & Ignors »®
+ 2 copies at 2 data centers (§ Ignore x

B3]

WRFERRANAEXRAREND M - AIGHIRES - ZERREILRA JE#WZ\’EEE
#3StorageGRID EAREIEFER SRR BIETERE MY (I RSB
RERRERE)

Default Rule Name Tenant Account Actions
@ + Isite EC lgnore x
L3 1site ECEH ignore »
v 2 copies at 2 data centers for 2 years (§ lgnore x

The default ILM rule in this policy does not retain objects forever. Confirm this is the behavior you expecl Otherwize, any objects that are not
matched by another rule will be deleted after 720 days.
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any palicy.

I = Create Proposed Folicy ' | B Clone ‘ | # Edit| % Remove

Policy Name Policy State Start Date End Date
'®  Data Protection for Three Sites Propesed
/| Data Protection for Two Sites Active 2020-09-18 16:01:24 MDT
| Baseline 2 Copies Policy Historical 2020-09-17 21:32:57 MDT | 2020-09-18 16:01:24 MDT

Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy.

» Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifzcycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Added a third site

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Tenant A
One-Site E Coding for Te tA &
ne-Site Erasure Coding for Tenant A & (20033011709864740158)
Three-Site Replication for Other Tenants & v Ignore

e
13. mifE EEILMEREE] o

HERAE R
* HEZILMEREY
* (EFASIYIHIREREEY

TERNFAS3YHHEEE Z B IILM/ZE R

MRCHARESIEHERTE « Bl RS BEIE R - (X EREILMERS
SERASYIGHENHEFEREX -
EENER

* T (E % AGrid Manager 2 iERU4EE 2528 o

* EHEBRTENFEHER o

© RIS ETE R E BB StorageGRID ~ ERNEBEEERL o

(D) mBHKRARESIEMTERE « BERN—RITT 2 TRE0ILMEL o

* BERIUBBEFTBEBWILMRR] ~ DTS EEZNRE o ?E%EmaﬂuﬁﬁL FNRA ~ BRI HAME
A« ARIREREZNRBLGTIERR] - S52REH7 | SSYHHENFTSILMREE

* foF BEEUERILMRE] FEERNIRE] -

376


https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-116/example-7-compliant-ilm-policy-for-s3-object-lock.html

s AT LURIBRER R ¢ "#2F | StorageGRID (ILMJRE) "

SEE
1. 842~ |LM > Policies * ©

IR EERILM Policies (ILMZRER) BHME o MMREME2IESIYMHFHEERE ~ Bl NLMERELR]) EmEisH
LEILMIRAIFSIRE ©

ILM Policies

Review the proposed, active, and historical policies. You can create, edif, or delefe a proposed pelicy; clone the active policy; or view the details for any policy.

| = Creaie Proposed Policy | | Wi Clone | # Edit || X Remoye
Policy Name Policy State Start Date End Date
'®  Baseline 2 Copies Policy Active 2021-02-04 01:04:29 MST

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Rules are evaluated in order, starting from the top. The policy's default rule must be compliant.

Rule Name Default  Compli Ti t Account
Make 2 Copies (§ v v Ignore

‘Simutate |

2. 71 T8 WAUPHARSERABIE—RTE o
T BRmAEDEFTT - BASEB64EFTT
3. 7 T WM MUPBALEIINTERRINERE -
T BRmAZEDEFTT - BASEB128EF T °
4. BEMMERAERR © FERCEBGRR) o
HERFE IR DERRRRR HEESHR - HP7HFA EERBRR o
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Select Rules for Policy
Seject Defauit Rule

This list shows the rules that are compliant and do not use any filters. Select one rule to be the default rule for the policy. The default
rule applies to any objects that do net match another rule in the policy and is always evaluated last

Rule Name
! | Default Compliant Rule: Two Copies Two Data Centars
Make 2 Copies (§

Select Other Rules

The other rules in a policy are evaluated before the default rule and must use at least one filter Each rule in this list uses at least one
filter (tenant account, bucket name, advanced filter, or the noncurrent reference time).

Rule Name Compliant Uses Filter Is Selectabie
. Ccrr;pllant Rule: EC for bank-records bucket - Bank of AB v v Yes
cE
] | Non-Compliant Rule: Use Cloud Storage Pool (§ Yes
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved paolicy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Name Compliant ILM Policy for 83 Object Lock

Reaszon for change Example policy

Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule (and any non-compliant rule without a filter) will
he automatically placed at the end of the policy and cannot be moved.

! 4 Select Rules

Default Rule Name Compliant Tenant Account Actions
Compliant Rule: EC for bank-records bucket - Bank of ABC (8 4 Bank of ABC (90767802913525281639) x
MNon-Campliant Rule: Use Cloud Storage Pool 8 lgnore x

s Default Compliant Rule: Two Copies Twa Data Centers (§ ' Ignore x

9. HERIETERIRAINT « LURE S LR BMIER o
CEERHTERRAHAERH FE:81 HAY o
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ILM Policies

Review the proposed, aclive, and histerical policies. You can create, edil, or delefe a propoesed policy, clone the active pelicy, or view the details for any policy.

< Create Proposed Poiic B4 Clone | | # Edit|| % Remove

Policy Name Policy State Start Date End Date
® Compliant ILM Policy for $3 Object Lock Proposed
' | Compliant ILM Policy Active 2021-02-05 16:22:53 MST
Non-Compliant ILM policy Historical 2021-02-05 15:17:05 MST 2021-02-05 16:22:53 MST
' Baseline 2 Copies Policy Historical 2021-02-04 21:35:52 MST 2021-02-05 15:17:05 MST

Viewing Proposed Policy - Compliant ILM Policy for 53 Object Lock

Before activating a new ILM policy

« Review and carefully simulate the policy Errors in an ILM policy can cause irreparable data loss

« Review any changes to the placement of existing replicated and erasure-coded objecis. Changing an existing object's location might resul in temporary resource issues when the new
placements are evaluated and implemented

See Managing objects with information lifecycle management for more information.

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or smaller from being
erasure coded. See Managing objects with information lifecycle management for more information

Review the rules in this pelicy. If this is a propesed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  Example policy

Rules are evaluated in order, starting from the top. The policy's default rufe must be compliant

Rule Name Default Compliant Tenant Account
Compliant Rule: EC for bank-records bucket - Bank of ABC (& L {9076?2:;;10;;55281639)
Non-Compliant Rule: Use Cloud Storage Pool (5 Ignare

Default Compliant Rule: Two Copies Two Data Centers 4 v Ignore
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12. FitE EHEILMRE

EHILMER]

ERBRATFHEERZENFEER 2R « EZERAFEY G LREZRRD o 5

ﬁ@khﬁuﬁﬁ%\ﬂEE%H@EE%xEKﬁ%&%¢W§MZ%~ LEthEITA
31l ©

TRENESR
* {8 EAE AGrid Manager SZ1EHIAE 21 EE5S ©
* EHEBRENFEHER o
© BEREEAENESEMHENSIHEFE/ MG IR SWIft A28/ HE « T E BB LS -

RAREERTIE

T AFRENZAFHEZZRAOYG - S2HMERRERR - CREZHESERRFNSEEREFIEED—E
it o

g0 ~ NRRA B —ERBR L EFRARRYIMN « kS —ERRIZRLEEF#EFEBRVM « BIGHALR
FEFEAENELD—EYMG ,.\\1§1ié{a%7¥l£8i§ﬂy B ~ AR RISRAY o B S — (7 B
= 0— @4 ~ AR TERRA

RERRAE - FEETIIFE .

380



* BERANZE - AREFEENERR - A% - RECHENVEZERATS -

© BERERAE - RAFHILMBRRSEEASEYG  BEATUEEERIISEAMHRRA - X8 - A8
IMHER - AR ERETAYH - DITRBLEAGLUEMAMERER « RAJHRE -

* SimulatonEEEREBAFEBIYMG - EFCRHAR « BB ERRIREILMRIEEAL

* Simulation & {EEIEFTRAIB S - BEHEMMEREE RNEEHSRRRREEA » EHLUEEURRIRME
5 IEZFHMEER BERRIERAEE -

* WIREVASIRAER « RIREHHEYIFEY B RIARARERRR o

pg
1. EEGEHFFIFRA ~ AR RFREENRRA o

AeE B PHRAAE =ERE

MATE EhiEas ‘AR RE
X-men * HRA mEERROEMH2DE 25
* EAEREER

(series=x-men)

o
il

PNGs ETBERES . png- Zﬁgﬂilﬁ*iq:‘lt\?%ﬁ%ﬁ?ﬁ

mIPEAMEERPL @1@%*443'&\?%1#2@%5

Sy
bk

Before activating a new ILM palicy

« Review and carefully simulate the policy. Errors in an ILM policy can cause ireparable data loss.

« Review any changss to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource issues when the
new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Example policy

Rules are evaluated in order, starting from the fop.

Rule Name Default Tenant Account
Tenant A
%4 -2
imen O (94793396288150002349)
PNGs (5 Ignare
Two Copies at Two Data Centers (3 4 Ignore

2. fEFS3ESwift R IREL S3EZ AN ERIEE (AEHREEEXNTHESERAER) « HIEESE
MRIFRERMIM o

3. EIEERY o
IERSF & 3R Simulation ILM Policy (FE#RILMERE)) #5518 o
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: Object photosftest

Object ‘photos/test” not found.

Simulate
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name
Simulation Results @
Object Rule Matched Previous Match
photos/Havok.png ¥-men (4 *
photos/\Warpath jpg X-men (8 b
photos/Fullsteam.png PNGs (% *
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Viewing Proposed Policy - Example ILM policy

Before activating a new ILM policy:

* Review and carefully simulate the policy. Errarsin an ILM policy can cause irreparable data loss.
s Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location
might result in temporary resource issues when the new placements are evaluated and implemented.

See the instructions for managing objects with ILM for more information.

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size
advanced filter to prevent objects that are 200 KB or smaller from being erasure coded. Using EC is best suited for
objects greater than 1 MB, See the instructions for managing objects with ILM for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make
the policy active.

Reason for change:
Examiple policy

Rules are evaluoted in order, starting from the top.

Rule Name Default Tenant Account

Two copies, two years for bucket-a G -
EC objects> 1 ME (B =

Two coples, two data centers (4 v —

&
1

i
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Simulate ILM Policy - Example ILM policy

Simulates the active ILM policy or, if there is a proposed ILM policy, simulates the progosed ILM policy. Use this simulation fo test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended

Object my-bucket/my-object-key or my-confainerm

Ty-object-name

Simulation Results @

Object Rule Matched Previous Match
bucket-a/bucket-a object pdf Two copies, two years for bucket-a (4 ®
bucket-bftest object greater than 1 MB pdf EC objects >1MB (§ ®

bucket-hitest object less than 1 MB pdf Two copies, two data centers &

3. HERNEBEYIHETT S ERRIRRA o
FEUEEERI

a.

b.
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Tbucke-b/test object K51 MB.pdfl {ifi? Tbucke-bl A ~ FEIERFIEE—IEFRR] o KM ~ @R
AE ERMECELERA] « sZARAFEREKRT1 MBI ©
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Viewing Proposed Policy - Demo

Before activating a new ILM policy:

= Review and carefully simulate the policy. Errors in an ILM policy can cause imeparable data loss.
» Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
Issues when the new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information.

Review the rules in this pelicy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Reason for change:  new policy

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
PNGs (F Ignore
Tenant A
X #
|6 (24365814597594524501)
Two copies two data centers (3 v Ignore

Com | e

pg
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the propesed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-containerimy-object-name Simulate
Simulation Results @
Object Rule Matched Previous Match
photos/Havok.png PNGs x
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate fo make fhis policy the active ILM policy for the arid.

Mame Demo

Reason for change Reordering rules when simulating a proposed ILM policy

Rules

1. Select the rules you want to add ta the policy
2. Determing the order in which the rules will be evaluated by dragaing and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

| 4 Select Rules

Default Rule Name Tenant Account Actions
- X-men Tenant A (48713995194527812566) x
% PNGs (3 — x
v Two copies, two data centers — x

B3
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketimy-object-name or my-container/my-object-name Simulate
Simulation Results ©
Object Rule Matched Previous Match
photos/Havok png ¥-men PNGs ®
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Simulate ILM Policy - Demo

Simulates the active ILM palicy or, if there is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILIM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketimy-object-name or my-container’/my-object-name
Simulation Results @
Object Rule Matched Previous Match
photos/Beast.jpg Two copies two data centers (& b4
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Ingest Behavior: Balancad

Tenant Account: 06846027571548027538
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

User Metadata series equals ¥-men‘

Retention Diagram:
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object
simulation Results ©
Object Rule Matched Previous Match
photos/Beast jpg ¥-men (8 ®
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A Warning

Activate the proposed policy

Errors in an ILM policy can cause irreparable data loss. Review and test the policy carefully before

activating. Are you sure you want to activate the proposed policy?
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A Activate the proposed policy

Errors in an ILM policy can cause irreparable data loss. Review and test the policy carefully before activating.

The default rule in this policy does not retain objects forever. Confirm this is the behavier you want by referring to the retention
diagram for the default rule:

Trigger Day 0 Year 2
= [
Dc2 [.11
Duration 2 years Forewver

Mow, complete the following prompt:

Any objects that are not matched by another rule in this policy will be deleted after years.

Are you sure you want to activate the proposed policy?

o f

2. BEHTE
4R
ERENETAYILMIE Bl B -

* RAJETEILM PoliciesEEMRE P EERRAIREESActive o TEEHEER) BB 25 RAIEENAY H RAFNES
fH o

ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

== Create F'roposeGF'olicy”l’i Clone | # Edit | | ¥ Remove
Policy Name Policy State Start Date End Date
#  New Paolicy Active 2017-07-20 18:49:53 MDT
" Baseline 2 Copies Policy Histarical 2017-07-19 21:24:30 MDT | 2017-07-20 18:49:53 MDT

* SERIERTRRAIERET TRAGKRS) & TEE) o TRGBE) M MEREH) BHESEHRAARRHSG
B ~ U ZRANREABER

GG
g6 : EEILMERR
e P E R E AR EREILMIR A

BENILMRRIZ & ~ SR TEE’J,,\Jﬂ%#i"EHHIJStorageGRID ZARMT o HELRE
ZATYHPEER TR « LFEREA S KRR - WREEERIUE -

CRENES,
+ EE— B RAIES AR
© *UUID * : W ROEAME— TS - BMAREARAIUUD -
* * CBID* : StorageGRID ¥y BIRS (I AT B HETER IS ICBID - AR ATAY
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CBID ©

° * SIHEFEMYMGER | FBBSINEEBGE « BRRRAENEERFFENYGRBES KRR
MBI - WRSIHFEEIRAL « MIEBREEREEFENZRREASIVHFHTEMRE ~ 5L
R ARZAID*

° * Swift ContainerAI#{4+5 18" : BBSwift TEEIHE « BRIGEARNEEARSNYHREES
REETFA B o

1. REERDMF o
2. FEEY ILM >*¥pfrhiE B B o

3. ;:I:*%ﬁ%ﬂ']ﬁ%*#ﬁﬁTﬁﬂpﬁﬁlwﬁﬂ’ﬂﬁﬁ%ﬂ']ﬁ% o IWAJLAEAAUUID ~ CBID ~ S3{#EFE/AIM4E8 « SHSwift B3/
'Fié o

4. =& ~ MAYHBRRAID (£FRS3)

Object Metadata Lookup

Enter the identifier for any object stored in the gnd to view its metadata.

ldentifier sourceftestobject
Version |D MEJGMkMyQzgtiNEY S50 COxMUUBLTKzMEYIRDky N TAWQKY 5!
(optional)

o. B EH o

FEENEE TP RN EHER - ARFILTIIEREDR ¢

© RIEPIEER  BEEYMHID (UUID) - ¥MHaiE « BeshiE  JHRIRP RMED ~ ¥IrevEgE A ~ 5
—REITYHBYBHAFERE « UK ERECYHBY B EAFIRS ] o

° (RAIEYH R BT EREPEEN SRERY -

°© BNS3YIfF ~ (R RV ERE IR SC IR ERCY -

© HRNERHNMHEDS - SEEFNBERRFEFIUE -

° BRLUHBRARISHYIHER « @R RIVERIFEEFUE

° ¥1}2Cloud Storage Pool FEVfH#E 4 ~ ¥R E ~ BIESMNEREHTE & B IBFNY(HBUME—RIES o

© BRGNS H UG - ESERERIBNERNA NN REIFE - HINEE100EERIHF -
SFETANM00E&EE -

° MBI PEEFIIRAREENASRERI o IEREPEBSHEIAIRFETESY - BEARER
BITRETA G ITEEE -
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TSR EERSMEEREER 2SS P EENERER

System Metadata

Object 1D AT2E9EFF-B13F-4905-9E9E-45373IFEETDAR
Mame testobject

Container source

Account t-1582139188

Size £E24 MB

Creation Time 2020-02-19 12:1559 PST

Modified Time 2020-02-1912.15:59 PST

Replicated Copies

Node Disk Path

99-37 ivarfiscallrangedb/2/p/06/0B/00nMEBHS TFEnQQ)CVIE
99-99 ivarflocallrangedb/1/p/12/04/00nMEHS{ TFEoW2B|CXG%
Raw Metadata

TTYPES L TCTHIT,
“CHND™ 1 "AlZESGFF-Bl3F-4995-9E9E-45373F0ETOAG™,
"MAME™ ;. “testobject®,
TCEIDT: "exSB2IDEVECTCIRLLIGS,
"PHND": “FEABAES1-534A-11EA-SFCD-31FFEQL36056",
"PRTH ' "solrce™,
"META": {
"HASET: {

"PAMR": "27,;
6. B RFEERNUERNUE « MERERERESR o

MBRLFD (AN MA  CHEIMESEE R A ORLMYIAHARIA SAOTE3E8E - ORLMEIAE
()  FRHESARLMMERFRENER « EEER NS E ERILMERISE
HH o CAAEITIHE - MRSHEE - SR BRI e o

HERAEE
* fEFAS3
* fEFSwift
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CEENER
* {EHEEFAE AGrid Manager sz B4 E 28525 o
© SEAREHFEEER o
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BEEBFILMRRBEE RO SEIENAREE « BRPRERATREERBERILMIRR o

R BRI EARRREEZNRFERILMRR » RIEERFFRZRR] - MREFEZMFRERRRBILMAR
A ~ BRFTHITTIIDER :

1. BB ERRE S AREE IR EZAVRA)
2. RIRBIRFEERILMARA] o
3. #17 ~ B EEEHERE - UEEYGSETEERRRE -

$ER
1. 3%842* LM > Rules * ©
2. R ERRZRANRKIER o

HEERaZFR AR AR ER RRYILMIR B SRRV ILMIR R ©

3. MREEBIFIRAIRECAD  FEACEIRIZR « AREECIER" ©
4. BEHRE URDEERPRILMARR]

ILMR N BEENER o

NREMER T EERAPERIRA @ BERERAE « RANEREHEIR - RmZiRAE
B A EESEARA o

Viewing Historical Policy - Example ILM policy

Review the rules in this policy. If this is a proposed policy, click Simulat

Reason for change:  new policy

: Rules are evaluated in arder _starfing from the fon

Rule Name
This is a histarical ILM rule.

Historical rules are rules that

2 copies 2 sites) (3 &  were included a policy and then

edited or deleted afier the policy
became historical.

Erasure code la ger abj
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AREEILMARE
CRIERERBEILMARR] « A BeE BEESURELST o

MEMRAAREENILMERRHERFILMERE « BIEEREZRA o ERILEREERA] - WHERAEA
ETERVENEE o SthEEREStorageGRID TERRASEA10.3Z AT IIFEBILMARR (B%2(3) (LM
MRAY o

@ gﬁ%’re,@ﬁﬁﬁﬂ’ﬁﬁﬁu%ﬁi?:T’F%EFILMI?EJJZETJ CERAR  BEYIHHIMEETARESEMARE

1. 2% |LM > Rules * ©

HERFEEETRILM Rules (ILMARR!) BHE o WEEERETAEAIARE « s ERPRASEZRA P E
FARYARAY o

ILM Rules

Information lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated
againstthe ILM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or
proposed ILM policy.

+ Create | | # Edit | | Ei Clong || ® Remove

Name Used In Active Policy Use.d In Prog
Policy
| Make 2 Copies v "
| PNGs v
& JPGs
© X-men v

2. AR ERARIRR « ARBEECARE"
BERNRHRY T4REHILMARAI) #52 -

Edit ILM Rule siep 1 of 3. Define Basics

Name JPGs

Description

Tenant Accounts (optional) Tenant-01 (16229710875421005503) H Tenant-04 (83132053365229508098) ‘

Bucket Name contains % az-01

/ Advanced filtering... (0 defined)

=

i

3. KERHVPERTTR TARERILMARA ) BENEE E7ILMRE § (EREMRGERE (RBEME) -
AREEILMARBIES « (MESFEEH R o
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4. BEEMRE o

MRECHEANELRAORA @ EERRRAE  RANBEREHE « RRERNEAS
FESEHRA o

Viewing Historical Policy - Example ILM policy

RHeview the rules in this policy. If this is a proposed policy, click Simulat

Reason for change: new policy

: Rules are evaluated in arder starfing from the fon

Rule Name
This is a histarical ILM rule.

Historical rules are rules that

2 copies 2 sites) (&  were included a policy and then

edited or deleted after the policy
became historical.

Erasure code larger obj

ERILMFRR

VEREE o A%  MREE AU EENRAPERERERE « X LUEREBIRRZEINLERR  INRILMIR
Bl 21# A StorageGRID hiZs10.25 B R hRA IR ~ B EEEBIEZFREAY o

AERERRAFEEERAFRILMERRIZA « 55EE - @BV NRERTAESENRREEH -

SER
1. 5E42* |LM > Rules * ©

LRSS BERILM Rules (ILM3RBI)) =i o

ILM Rules

Infarmation lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated
againstthe LM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or
proposed ILM policy.

= Create | | # Edit | | i Clone || ® Remove

Name Used In Active Policy Use-d —
Policy
| Make 2 Copies v 4
| PNGs v
~  JPGs
' ¥-men v

2 ERUSEEMNILMIRR - SARIEE Clone (HER) * o

BERNBERN MBILILMRRI) 5% -
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3. FBIKER T 7L BRAREEILMAR R i FR P B S 2R SR E AR SAIRRAY o
BRILMARRE « S RBMATTHTE o

4. BFEMRIF o
BERNEEILHTBYILMARRY o

HEARILMR RSB (T5

R ARBR AR TS R ERIBILMR B FHER A B o ERIERZESZEILMERIR(TY ~ UHERFIEE - K8
(THIRIRERTAREEIR FHEURE « AR IREAEINEH AKX  ARFEERERR -

1. BEERRIR

= N NetApp | StorageGRID Grid Manager Searchbypagetite O @~  ARoot v

DASHBOARD

nems @ Dashboard
Current
Resolved Health @ Available Storage @
Silences @
= DataCenterl H

Rules t Overall 3
Email setup
NODES Recently resolved alerts (4)  License
TENANTS

Information Lifecycle Management (ILM) 9 Data Center2 &
LM
CONFIGURATION Awaiting - Client 0 objects _i

Awaiting - Evaluation Rate 0 objects / second = 31 TB

MAINTENANCE Scan Period - Estimated 0 seconds ﬁ

SUPPORT Data Center3 H

Protocol Operations @

Free
S3rate  Doperations / second

=

Swift rate 0 operations [ second

2 EEEMASBBEE (LM) E& -

TR LUEE RS @ UEBAEHPIEERTREA ©

fEFAS3YHHEFSECILM
eSS HEREEYF

SRR EES -~ (KL% StorageGRID GV RMRIASIMIMHETE « WEFREER
RYILMIRAY ~ IAFERES E ST R PR EIE EREA R S KMIFHER ©
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HEZSIHHTE ?

TYIMHEETE ] ThAE R IReEfRR T Z ~ StorageGRID #E# Amazon Simple Storage Service (Amazon S3)
REISIMIHIETE ©

SNEFRT ~ EEXAStorageGRID 215 S3H) 48R TE 5 & AU S B R AETNAERs ~ S3TE A MRA PR 1L BR A B AN RR
RS HERNFEE - MREERFFESRASIAHETE « RISSAFIREAREN AIEREIEEZHEFER
A IRERIRERE © MRS BBEERIEENRERE - 7IER 2SIV HERIFRE - LEIh ~ BAAS3Y)
HHENSERFEHAILIEEERREERNNFZNME - MIREREFEPHEMHMAEREETHFRER
E ~ A ERILREHAME -

StorageGRID with 53 Object Lock setting enabled

StorageGRID S3 tenant
Bucket without Bucket with Bucket with S3 Object Lock
53 Object Lock 53 Object Lock and default retain-until-date

Objects with
retention settings

$3 client Objects without
application retention settings

A A

Objects without
retention settings

FS3¥4$HE 1 StorageGRID INfEfREBE—RERT « METAmazon SIEREBREIET o (KFARK  RIREN
A BEHERERAEERHMIER o TSIMMHHTEL StorageGRID AEFAZEREIEERER R RTFAB K
RN EAERBREREXMFRIRENIG

RSB ECRASIA AT « BISIEABRARRAAR TR ERAE « BB ST THE—Rm
Bt R RERRERE

* REBIEEHE - WRYFRRASBRE &L BRIERZE « RIRTRREA( ~ BEXECEMIFR - (REZAEMY
frEVREEELBHR ~ (BIEBHAARRIRL ©

* BEFA L REEFEEREYHIRE « SUEEEZME o HIM ~ ErI SR EH EAE AR FHME/MN
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MBDHRBRERFAEN  sAR11E (EASIYHFIEE o
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ELERS 34 EH E B EE VA FR IS
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Grid
Administrator

Review considerations for
53 Object Lock

Is
default rule in
active ILM policy
compliant?

Enable global
53 Object Lock setting

v

Maintain compliant ILM
rules and ILM policy

Create new default rule
that keeps at least two
copies forever

l

Create new proposed
ILM policy and activate

Tenant User

v

Review considerations for
using 53 Object Lock

Is the global 53
Object Lock setting
enabled?

Create bucket with 53
Object Lock enabled

v

Add objects and specify
object-level retention
settings

v

As required, change
retention settings

Contact Grid
Administrator
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53 Object Lock Settings

Enable 53 Object Lock for your entire StorageGRID system if 52 tenant accounis need to satisfy reguiatory compliance requirements when saving object data. After this setfing is enabled
it cannot be disabled.

$3 Object Lock

Before enabling 53 Object Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with S3
Object Lock enabled.

« It must create at least two replicated object copies or one erasure-coded copy.

« Thease copiss must exist on Storage Nodes for the entire duration of each line in the placemeant instructions.
» Object copies cannot be saved on Archive Nodes.

= At least one line of the placement instructions must start at day 0, using Ingest Time as the reference time.
= Atleast one line of the placemant instructions must be "forever”

|- Enable 53 Object Lock

NRICEERERRStorageGRID BISRINGERA T2HCERER) RE ~ IEERTEI TIIME :

The 53 Object Lock setting replaces the legacy Compliance setting. When this setting is enabled, tenant users can create buckets with S3 Object Lock enabled.
Tenants who previously created buckets for the legacy Compliance feature can manage their existing buckets, but can no longer create new buckets with legacy
Compliance enabled. See Managing objects with information lifecycle management for information
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Enable 53 Object Lock

Are you sure you want to enable 53 Object Lock for the grid? You cannot disable 53 Object

Lock after it has been enabled.
o
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422 Unprocessable Entity
Validation failed. Please check the values you entered for errors.

The default rule in the active ILM paolicy is not compliant.
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© Error
503: Senvice Unavailable

Unable to update compliance settings because the changes cannot be consistently applied on

enough storage services. Contact your grid administrator for assistance.

* AR EEAPIEREFSI APHFEBE T W RIFELENE X FEMEIFERES 1503 Service Unavailable
#AFER) o

(503[R75

EEMRILTER « SARIB T D BRIR(E -

—_

R REFT A AR SIE S BRATA °
MRCEAESELS EREEHNREFER « SBIERMSIRERFT « IR LURBN GRS « WHEMRTE
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3. FEREHMEIEZ 1% - FIRIEHAEAEEREMAREE -
HERAE

* EABERIRE
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Edit ILM Rule step 2 oi 3: Define Placements

Configure placement instructions to specify how you want objects matched by this rule to be stored.

Two Copies Two Data Centers

Reference Time Ingest Time v

Placements @ 11 Sort by start day
Fromday @ 0 store | forever v m fleinns
Type | replicated v Location || Storage Pool DC1 H Storage Pool DC2 Add Pool Copies | 2 E x

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information

Retention Diagram @ T Refresh
Trigger Day 0
B ) I —
Storage Pool DC2 ﬂ i
Duration Forever

Cance' m m

ILMARAI2 (FE11) : FERHEFELHERRIEREE
REBHILMRBIEER TRIFRARTS) REBMSIHEFERFEMIHNRFUENRERE o

RAER #HHE
HERARIE R ENE * ZEEAPOLSE—ERFERN (2E3EME)
* EF6+3HRARIE S 5

MRS EANS3E ML ERRIEC
2EEfE VST
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ENRFEPRIL—(EHRRISESR - FRBIEL -
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Create ILM Rule step 2 of 3 Define Placements

Configure placement instructions to specify how you want objects matched by this rule to be stored

EC for 53 bucket finance-records

Reference Time Ingest Time v
Placements & 11 Sortby start day
From day 0 store

forever v m | Al

Type | erasure coded v Location | All 3sites (B plus3) »

Copies | 1 E x

Retention Diagram @

23 Refresh

Trigger Day 0

All 3 sites
e B N >

Duration Forever

=
ILMERR] (B401)

FALRS « ERIMURFHEEEMHOILMERR) « BERE EXEDHILMERAERRE o StorageGRID

Zuh QRN —RILMERRATSEEE THIILMARRY

* BEENES - sAEFR6+3IHERRES « RBINS3HEFENFIEYH (%4 TMFE ) BEEZEFERPC -

* MRMERTEE—EILMBRE « FERRINTERILMRE (MEESEAREZESC) ~ BZYErE
EEFEREERFL (DC1FDC2) °

Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the poficy and edit it fater as required. Click Simulate to verify 2 saved policy using test
ohjects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Hame Object Sterage Policy
Reason for change new proposed policy

Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

4 Select Rules

Default Rule Name

Tenant Account Actions
EC for $3 bucket finance-recerds (§ Ignare x
L4 Two Copies Two Data Centers (5 Ignore x

=1
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Matches all of the following metadata:

Object Size (MB) v | | greaterthan vl +

e

ILMFREI26I402 : mEEREZ
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Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click

Simulate to verify a saved policy using test objects. When you are ready, click Activate to make this policy the active ILM
policy for the grid.

Mame | UseEC for objects greaterthan 1 MB

Reason for change new policy

Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will
be automatically placed at the end of the policy and cannot be moved.

= Select Rules

Default Rule Name

Tenant Account Actions
EC only objects = 1MB (% == b
4 Twa replicated copies (§ = x

-

A3 ILMFRRAIERRR ~ AIEAMIRERGIERE
ISR LUEA TR FIRRRIFRR ~ BEARAI1 MBI AR EEITHERRNS ~ T EMEERZSE
FREVNIRARPRRAE o
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@ IHERARIS RS A1 MBRVM o 55708/ V12200 KBV L FREHERARES ~ LUB R EIEIER /)

BUSHERMRES P ER o
RAESR #HHE
MAE ECBRIRIEATT1 MB
2EEfE VST
PR/ BOE RS ERIE MR/ (MB) K71.0
fEREPEE IR ERETE EREPEEFHER SNIRE
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EC image files> 1 MB

Matches all of the following metadata:

Object Size (MB) v | | greaterthan || 1 + | %
User Metadata v | | type equals v | | image + (=
+

R IERAZ R E—FRR]  FUILSHSRREREIEMEBRAN A1 MBRFAR o
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Reason for change:
new policy

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account

ECimagefiles>1MB (& =
2 copies for smallimages 4 _

Default rule (& v 4 —

g4 : SIFRZAEXHRIILMAR BIFIRA
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Create ILM Rule step 2 of 3: Define Flacements

Configure placement instructions to specify how you want objecis matched by this rule to be stored.

Three Copies Ten Years
Save three copies for ten years

Reference Time Ingest Time

Placements @ I Sort by start day
Fromday | 0 store. | for v 3652 days [ Bemeve|
Type | replicated ¥ Location || Det || pc2 ~ || DC3 | Add Pool Copies | 3 + | %

Specifying multiple storage pools might cause data to be stored at the same site if the pools overap. See Managing objects with information lifecycle management for more
information

o S -~
Retention Diagram @ 2 Refresh
Trigger Day 0 Day 3652
2 I
pez S8
o S
Duration 3652 days Forever

oo ]
ILM#RRU26404 : & R1EEE AR AR A HEEF2E
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MAES #HHE

RERE EHOR (HBHIRIFERIFRE)  (FRRD ~ YRR A Rl A FE B AR A< BIAR
—XfR) ~ RIFERMFIREIIMEEREAFRE2E (730K) ~—
E7EDC1 ~ —{ETEDC2 ° TE2FAEREF « sAMIBRIERIThRAS o

Noncurrent Versions: Two Copies Two Years
Save two copies of noncumrent versions for two years

v

Reference Time Noncurrent Time ]

I Sort by start day

| o JRIREE

Placements €

Fromday 0 store | for v 730 days

Type | replicated ¥ | | ocation ‘ DC1 Add Pool copiss | 2 + =

Specifying multiple storage pools might cause data to be storad at the same site if the pools overlap. See Managing objects with information lifzcycle management for more

information.

£ Refresh

Retention Diagram @

Trigger Day 0 Year 2
= wl
pc2 C1 . -
Duration 2 yaars Foraver
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Configure ILM Paolicy

Create a proposed policy by selecting and arranging rules. Then, save ihe policy and edit it tater as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make ihis policy fhe active ILM policy for the grid.

Mame ILM Policy for 33 Versioned Chjects
Reason for change store 3 copies of current version for 10 years and 2 copies of noncurrent versions for 2 years

Rules

1. Select the rules you want to add to the policy.

2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

| == Select Rules

Default . Rule Name ) Tenant Account Actions
l Noncurrent Versions: Two Copies Two Years (3 lgnors x
U4 Three Copies Ten Years § Ignore x

The default ILM rule in this policy does not retain objecis forever. Confirm this is the behavior you expect Othenwise, any objects that are not
matched by another rule will be deleted after 3652 days.

SR AR  EFRERRIE a0 A AT ¢

* (EIEE R AR A ER S B 55 —EIARAUARFT o MNRIFERIBIWIHRRARI2EE ~ RIILME X AMIBRZRRZS (
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IEARRERR BN ERIER HS3R#FERESEU-WEST-3 (BR) 894t -

RAIES #I(E
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FREIT 7% A o BT AILRANKENLE - MRBEEEEERHPO

EEMNHEES -« AIEEEER SR -

Strict ingest to guarantee Paris data center

Description: Strict ingest to guaraniee Paris data center
Ingest Behavior: Strict

Tenant Account: Paris tenant (25580610012441844135)
Reference Time: Ingest Time

Filtering Criteria:
Matches all of the following metadata:

System Metadata Location Constraint (53 only) equals glu-west-3

Retention Diagram:

Trigger Day 0
BELiRae) Wl [
] I
Duration Forever
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2 Copies 2 Data Centers

Description: 2 Copies 2 Data Centers
Ingest Behavior: Balanced
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day O
i [ I ——
DE2 (us) ﬁ ! T
Duration Farever
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Configure ILM Policy

Create a proposed policy by sefecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate to make this policy the active ILM policy for the grid.

MName Example policy for Strict ingest

Reason for change Do not store certain objects for Pans tenant in US

Rules

1. Select the rules you want fo add to the policy.

2. Determine the order in which the rutes will be evaluated by dragging and dropging the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

| 4 Select Rules
Default Rule Name Tenant Account Actions
Strict ingest to guarantee Paris data center (§ Paris tenant (25580610012441844135) b 4
L4 2 Copies 2 Data Centers (8 lgnore x
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E% o StorageGRID
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or deleie a proposed policy; clone ihe active policy; or view the details for any policy.

+ Create Proposed Policy | | Ei Clone | | # Edit || ® Remove

Policy Name

Policy State Start Date End Date
'*  Data Protection for Two Sites Active 2020-06-10 16:42:09 MDT
| Baseline 2 Copies Policy Historical 2020-06-09 21:48:34 MDT 2020-06-10 16:42:09 MDT

Viewing Active Policy - Data Protection for Two Sites

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the pelicy and then click Activate to make the policy active.

Reason for change: Data Protection for Two Sites

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Tenant A
One-Site E Coding for T tA
ne-Site Erasure Coding for Tenant A CJ (49752734300032812036)
Two-Site Replication for Other Tenants (§ v Ignore

FLILMERRF ~ BRIEFANYIMEE—IL & EZF2+1HRARISHIRE « BN PTAEMESNHRIERE
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Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy

« Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss.
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle managament for more information

Review the rules in this policy. If this is a proposed palicy, click Simulate to verify the policy and then click Activate to make the policy active.

Reason for change: Data Protection for Three Sites

Rules are evaiusted in order, starting from the top

Rule Name

Three-Site Erasure Coding for Tenant A 5

Three-Site Replication for Other Tenants (&
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Default Tenant Account
Tenant A
(49752734300032512036)
4 Ignore

BREMBA (UKRERE

FRE3EERDC (BFEERPO ~ BRFO2MERF03)

WEFOKREIZEORX ~ FrA SEE R FOERE 2+1 B SHERARS

#HIE
HtEFMN =185

gt

B0~ BERFOMERRC3

WFBOREXBER=(EELR | —EESEERFRO - —(EEAFEERT

02 » —EEAREERFIDS



EXENEREERVILMEEY ~ FItne

ECRERFHNVERILMERRE « REVIG ISR EMUE « SVRETAHNEMRBRIFHRERST « /IR
BEMHRIYHES o

@ ILMRB SR RYSER A SEE R A BRI B FHEK - ERENRAZAD » sAF AR AR RIRA] « LU
FERHBIFIER ©

SR EHNILMERAIE StorageGRID ~ FIFIEREEFAM « SIEREMERFERY
(D - aRBHHILMEIZ A - BEREIRERBASSEENEREENETLE - #ER
BEE « TTAERTET AT (AT B ERS  SEGESIEE R -
HHRIEEIE S BB O R

EAZEHBAEAFRILMERERS « BRAEARARNYIGSEE RO ER2+1SHRIFEHILURE © THiEE
RYILMIRRUA ~ BRI P ARFRTEE RO ~ 23 EfER2+1 S RARISRRE

EXEhFRBILMIRAIRS ~ 81T FHIILMIEE :

* R ARERRMIH E DRI MEER D « Mg —ERMTRED K - 2% ~ E=E R BRFHS—(EE
BRFETRNERARLC

* FEETPRILMIBHEEEFR S - SENTGBRERANREEYMN - ARILMRERSRERMEY THFRGEE &
ENE ~ BRI SR 2HAVIHRRISH & ~ Wi ERHE=EER A

@ BRI EIRAR2+H R RAGERMER - EERMBIREER « i55@ THERRE &
ERERAHE— - BAGERERHZKRRIER L o StorageGRID

EEiETEERERLEHES
ELEEERS « BRMfEASTHILMRAIG « BREMBRMNYH S ERERN P OMFEEES RAPNHREESER
KiR:E o TEHIRZNILMERE]F « BREMBENYIHEERERF O ~ 2M3MNHES RITHN=EESED
RIRE o
EXENFRAYILMIR AR ~ 81T FHIILMIEZ !

* ETH P LSMNEEIFR A R 4 BFStorageGRID ~ RIS ESEB RO =084 « M iEE—/HEA o

* EETHNILMEERF T - SENTEBEREEEMERNREEYNG - BRERF OB FO209IRE
MR AAEREFILMARBIBIEE K  StorageGRID ELEFEABE RO — 3 HIFTIEZS o

YRR RSB R E

BAEHIPEENILMIRARENEF  StorageGRID ttVMware R EREMAER G HRZIIFE - EEAHEPA
AVIREYH R ICAIHSRRIER R « UWREBERPOSAEMBRIRAYHZIIANERESR « MIRELL—RE
RESHIRERER

ARILMIRAEE « AR RERMIE AZKASES ERHBAIEFEERE - AREERPTEBFREIETZ
%~ IEERREEIREER

AEERMETNILMRRFERE R EREE « S UE AR S EAREREYHUERRRTER TRERRE
HY) EFEEREEER o % RIS RARNESFIHRAERBANERE « UEFRREMGHFERLEMBZEH -

423



() NRCEEREREILMRIETRERE R  BRAERITSIE o

A7 : S EHERIFTSILMIRAY

TEERILMIRBIE « S UERARSHAPRISIHFE - ILMFRBIFILMRAIVESERS « R
B ERASMIHHEE 2 #FeFYHFRMIHREMFRESRXK -

@ YNRICTE SeRiStorageGRID hRASBIZIRINAE A€ A EE RRERBIRINAE ~ thPT LA AR L #E 5 5R 1738
BEETAEMAEREREBRINENRARETE

@ THILMRAFRANERFED] - BEFZHERUREILMRE] o TERENFIRAIZ AT ~ BB ER
WIRA « EEREHEF AN S RENTRINERBM

FERAEN
* [EASYIHHEREIEYIMH
s BIZILMRA

S3HEE IR REFEMNYM

TEUEEERI ~ &ABank of ABCHYS3THRIRF EEAER EEENZ L RASIIHHENHEE « UREEE
AYSR1TACER ©

HFEFEEE EEHIE

THARE TS ABCER1T
HFEELTE $R1TECER

B& EFEZP-1 (F8:%)
Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name =+ S3ObjectLock @ |+ Region 5 ObjectCount® = SpaceUsed @ = Date Created =

bank-records v us-east-1 0 0 bytes 2021-01-06 16:53:19 MST

1
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Create ILM Rule step 1 of 3: Define Basics

RAESR
2EHHE

MName

Description

Tenant Accounts (optional)

Bucket Name

*ByEE @ *IbEREERR AT RERIIPRAREE A & I MBEUE /AU o

Compliant Rule: EC objects in bank-records bucket - Bank of ABC

Uses §+3 EC across 3 sites

Bank of ABC (207707938068038351043)

equals

~  bank-records

/ Advanced filtering. . (0 defined)

gEhHIE
1R EN By ]
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Edit ILM Rule step 2 of 3: Define Piacements

Configure placement instructions to specify how you wani objects matched by this rule to be stored,

Compliant Rule: EC objects in bank-record bucket - Bank of ABC

Reference Time Ingest Time j
Placements & I Sort by start day
Fromday | 0 = | store | forever j |
Type | erasure coded j Location | Three Data Centers (6 plus 3) j Copies | 1 :| +
Retention Diagram @ 3 Refresh
Trigger Day 0
it )
(5 plus 3 tfia »
Duration Forewer

B B
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)
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Create ILM Rule step 1 of 3: Define Basics

Mame Mon-Compliant Rule: Use Cloud Storage Pool
Description DC1 and 2 for 1 year then move to CSP
Tenant Accounts {optional) @ Select tenant accounts or enter tenant IDs

Bucket Name matches all

/ Advanced filtering. (0 defined)

= (]
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BERHE FRER B

FIBAE * EHOX ~ FMEERENREEENFOBIEEFMRNER P02
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Create ILM Rule step 1 of 3: Define Basics

Name Compliant Rule: Twe Copies Two Data Centers
Cescription 2 copies on SNs from day 1 to forever, reference time is ingest
Tenant Accounts (optional) Selecttenant accounts or anter tenant ID2
Bucket Name matches all |E| Value

/ Advanced filtering. . (0 defined)

RAER #BHIE
2EHE VST

HIEME WHOKREIZE2X « AFREMEERRES | —EEERHO1BHFER
t~ B—EFEERF ORI EEFER L o

Compliant Rule: Two Copies Two Data Centers

Reference Time Ingest Time j

Placements @ It Sort by start day

Fromday | 0 = store  forever LI Add ]

Type | replicated j Location “ Data Center 1 || Drata Center 2 Add Pool Copies | 2 :| + | X
Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.
Retention Diagram @ i Refresh
Trigger Day 0
L 0 I >
[_)"a:tait";é:;t:er' 2 ﬁ |
Duration Forever
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate to make this policy the active ILM policy for the grid.

Mame Compliant ILM policy for S3 Object Lock example
Reason for change Example policy

Rules

1. Select the rules you want io add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule {and any non-comphiant rule without a filter) will
be automatically placed at the end of the policy and cannot be moved.

i + Select Rules

Default Rule Name Compliant Tenant Account Actions
Compliant Rule: EC for bank-records bucket - Bank of ABC (§ ' Bank of ABC (90767802913525281639) x
Non-Compliant Rule: Use Cloud Storage Pool B Ignare x

o Default Compliant Rule: Two Copies Two Data Centers 5 e Ignare i
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Create a load balancer endpoint

o Enter endpoint details ———— O t binding n

Endpoint details

Name @

Port @

Enter an unused port or accept the suggested port.

10443

Client type @

Select the type of client application that will use this endpoint.

@ s3 Swift

Network protocol @

Select the network protocol clients will use with this endpoint. If you select HTTPS, attach the security certificate before saving the
endpaint.

HTTPS (recommended) @ HrTe

Cancel
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Policy

Name @ | FabricPool

Description (optional) Limit traffic other than FabricPool

Matching Rules

Traffic that matches any rule is included in the policy.

4 Create || # Edit || ¥ Remove

Type Inverse Match Match Value

(@ Endpoint L4 FabricPool (https 10443)

Dizplaying 1 matching rule.

Limits (Optional)

+ Create || # Edit || ¥ Remove

Type Value Units
Concurrent Read Requests 50 Concurrent Requests
Concurrent Read Requests 15 Concurrent Requests
Read Reguest Rate 100 Requests/Second
Write Request Rate 25 Requests/Second
Per-Request Bandwidth In 2000000 Bytes/Second
(@ Per-Request Bandwidth Out 10000000 Byles/Second

pr=

o BIIMENTIRAZE ~ BEEURA « FARIEE Metrics * ~ BIFIERRR 2SS RTEHAIRS!

=
ILEE °
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Traffic Classification Policies

Traffic classification policies can be used to identify network traffic for metrics reporting and optional traffic imiting.

i_+ Create | | # Edit || ® Remove | i Wetrics

Name Description 1D

®  FabricPool Limit traffic other than FabricPoo! 587153b2-7cf2-44b9-af5c-694ebbdda2ch

Displaying 1 traffic classification policy.
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