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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
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message group count min (sec) max (sec)

average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
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SPUT 1771398 0.011 1770.563
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ERTLERR STIEE « SHEE LOELEYME LR DMRE  RIKGEEERE - BRI B REAS
HERBOE o RETER  BEGBETR) « RATTIHRERE « @OAMNER B (s) ) REREEY
RN o

£ THelp (-h) 1 (GRBEA (-h) ) FEIBEFRFHRVEIE © 10 :
$ audit-sum -h

1. BATEEIRME -
a. HATY &S . Tshadmin@_primaryEEEIZAIP
b. #i A passwords.txt) ¥&EZEAFRFIHIZREE o
2. MREESTERA ~ B ~ FEKRBRMEEMERANFRANE « BRE TS RE .

a. A TFI6% ~ Ef Mvar/local/nital/EXTE/nited.logy RAREEDHHMEZLBIMUIE :

$ audit-sum /var/local/audit/export/audit.log

IEEEAIRRR MFEizds) TRNBEEEL o ISR EBEinE (FEFTRRIRRE o

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563

11



TEUEEERIR ~ SGET (S3 Get) FEFIHEER
91 ~ 730 REFE &R ERE o

12 -~ {£1.13%) « {(ESGETHISPUT (S3 PUT) {EX#EET

b. EEBRETRIEA10{EHREERE « SAEMACrepin LEEISGETHE ~ WG RALHEE () UBEY

ARFZ - RBEAIR

Bx 7 PR R AR 1B AV R RE o

3. YNREMEY B ERAENE RSB R/ ~ SBRER TR/ BEIE (-s)

12

audit-sum -s audit.log

&% : TGrep SGET audit.log [¥&1%H1-sum -1
HEREEEEY (MGSRER) MRE - AREAERASREE LS EY AN E MRS ET
Grep ©
Total: 201906 operations
Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692
bucket3/dat.1566861764-4516
+ [ELEE AL ~ TRIUBER=ERIENS3 Get (BUS) 1 EXRZEHEA/NAS5 GBIYIH ~ EEE M4



message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

TEUEEEFIH ~ SPUTHYT M4 K/IMER2.5 MB ~ (ESGETHTHR/NMIKIES - SPUTHEHNEEES
IASGETEERIEE « RWAEBD R KIET SHEEY o

4. INREREHERFRIENNEE T EIE

a. EEENEZAF LGS « ARERKREMOEEE (o) - ZE2HE (B -~ 15M ~ 1H
+108)

grep SGET audit.log | audit-sum -gt 1H



message group count min (sec) max (sec)

average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

B4R R EA/RS37E06:00F07:00 Z BRI E  TEELERR « RAFFHEFRE L ABIEN - MEAE
MEESTEULINMZ LN - ERTASEEBBEENMNE « AW NAAREIEERFES °

b. EEHIERER S/ SRR R/ ~ SEES S HIE TR/ B’ (-s)

grep SGET audit.log | audit-sum -gt 1H -s



av

1.

2o

2

1.

i

2o

51.

2o

i

1.

b4t

_n

grep 2019-09-05T06 audit.log |

YIREZEILFFZ1THGrepis < ~ 55

Ao

message group
erage (B)

2019-09-05T00
976
2019-09-05T01
062
2019-09-05T02

.303

2019-09-05T03
182
2019-09-05T04
528
2019-09-05T05
398
2019-09-05T06
328
2019-09-05T07
147
2019-09-05T08
878
2019-09-05T09
354

C. AEEEBZHMEEN

SRET - BEIBEER

E

grep SPUT sample.log

o MMREWEHEHFE LHSPUTIEER
a. BAEfEA T-gos BIE - RMGNRFEEFEEEMNFE DR 24E

4173

20142

57591

124171

420182

1220371

527142

384173

27591

0.043

0.083

0.912

0.730

0.875

0.691

0.130

0.625

0.689

1481.867

1740.290

1274.961

1383.867

1740.290

4274.511

5663711385.961

1974.228

1740.290

1481.867

B EAER ~ GHE—LEIFEARRIRRRN

grep SGET |

i Tess) 7% ~ — X REE
EEEMIERISPUTIERIE ©

audit-sum -go

audit-explain |

AfER MEZEHAE) TR ERIPIASGETIEE ¢

less

~—H (—fEEm) BERICEER

NZEUR

15



message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

AEREET ~ BARETIERSPUTIRREYFRISPUTIEE BB FRIFMEERIE -

b. EEFETPLAFENSPUTIERERERIE « 55EM -GB) BIE « FBAFEFEDME !

grep SPUT audit.log | audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C. ERFEMEAFRABRANSPUTYIMAR/ « SARIRMER M-GB1 1 l-s) BEIE:

grep SPUT audit.log | audit-sum -gb -s



message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
SPUT.cho-versioning 54277 2.097 5000.000
SPUT.cho-west-region 80615 2.097 800.000

SPUT.1dt002 1564563 0.000 999.972

HERIEN
fEREIZRAIA

FERZEN SR

TEEERFENIARIFEIZ B StorageGRID GfEF A EBANFEERN « UKkRAPIR

SEHTEFIREARAR °
MR TFEZEREA) 1 22 TAERENREZESAARRE « F2RAHUBREFREREZA SN —fRER
M Efetzacirig R Al s IR TSI S 86 ¢

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UIG4) :1405569047484627] [ATYP (F

C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516]]

BERZASHES —HBLETER - BEFHELUFIEE () ~ FHEPNSEBETREEE TINFE

* BUEIN R E

* B¥F & TAUDT) 51 « RnFEIZER
* AENRAR (FIEIRHER)

* DURITE T " LE

BETRBEIBIERE - ERHER KU TIRINHREHIE !

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n

17



AEFHBETRMBEANAESNEFEE - BETERAGUEAREIRFSIH -
TIEERPABMITER !

lattr) EFTEREBMENEFTAE - BLEBLEEMAERZABNEMBESHNERBIE

T\FtypeJ EEMNENRTENEE (FITUIe4 ~ FC32%F) BIPUEFTTHAIRS o ILBRLEEIM T () 1 #&
F o

Value) REIEHIAA « BERHENXFE - BRRRE—EDT (1) 2% - BFHEECSHE
BWESISREE o

FERAER
fEREZRIATIA

fERREZIE TR

%A

IR BRI —RRTR

Epet i

FEiZA B 5

ERHER
AREFHER A ARG EMEEERRANET

$ERY AR
U132 EAEREY (321i7T) ; AIETE0E4S ~ 294 ~ 967

~ 205981 o

ule4 EREREY (641iIjT) ; AIHFOE1S
\ 446,744,073,709,5516 1598 F ©

FC32 MEFTNEE ; S2TEMNRBHERT AT
{BASCIIZ 7T ~ g0 TABCD. ©

iPad FRIPIL o

18



G S sREA
CStr EFEE_J@EI’\JUTF - 8FTThET!| o AI AR TFIIEFIzkER
FRFIC -
* REHER
* BIEZ\r
* E5|582\
* AT (BRTT) A

* FRAMAEHTNEMERF RN (B
#\hh « HRhh @ ERF T+ EME) o

EMHEEER

Bz BAEPNSEEZA S TR B ENRAFHNER -

ERBARAAAESAEZE TAUDT | | BEZE - T—HEBUESREE A SIS S FIEREN - &
EEtEE TSR RERET

2018-12-05T08 : 24 : 45.921845 [AUDT : \[RSALT\ (FC32\) :SUCS\*\[Time (UI64\) : 11454\[SAIP\
(ipad\) :"10.224.0.100"\[S3AI (CStr\) : "4196920499*
Stls6400c64T64"S=Cs=S64T64T1T64"S=Cs=Cs=S64T64T1T1T64T64T64"1T64T1T1"S=S="S64T64"S=
Cs=Cs=S64"S64T1=Cs=Cs=C64T64T64T64T1T1T1T1T1T1="S64T1=Cs=C64T64T64T1=C64"S=Cs="S
64T1=C64T1="S64T64T1=C64T64T64T1"S="S

TATYP) t& (BBAHIFAKER) FIHBEERSHEN o LS 823 Sheasl2HE (ATYP (FC32)
: Shea]) ~ KNS EHMIRISIREERFIESE -

HERAER
Bz B PR—fRTER

%A
BRI —RTTR
FRETRIZNMEHESERATE

2% $R%Y 55

= FC32 EE,%HID | EERR ZEEIDHEF TS - BRTEEEZABHREREE
573 o

ANID ui32 BNELID : fEIKAEEE B Z ARFFRIAMRERRAID o S IRARTSEStorageGRID R EHM

RRTBERAR - MG OE—EME—BYSHEHS - ILIDEEEE o

19



12U

o

ASQN

ATID

ATIM

ATYP

RS

RSRLT

S E A

AT
ule4

Ule4

ule4

ule4

FC32

ul32

FC32

=R EH

T2 TIEREELERIES @ TEEMRT « ILTRISHERBRER « BRARBIERE
o WREERAIZEUABEERARA (19708181000 : 00 : 00 UTC)
BURBIGHAD ©

IR LT RBER - ABHRERZAESF -

BB TESTATARA T © ISt HES S HEHERERE (ANID) EEEELRFEZR
BIEE ~ BERBENMBEBRERSE

VAR IETREBRE - AELIRAERZAET
IBHED : HE—EHAFER—HEM SR AR

FrfEIBIEC © M TSR S B ELERR - lﬂ-ﬁ"‘fzﬁu BEERARE (00
00 : 00 UTCRR70FE1810) LURstE - 5HER ~ W HEBEE RS A B 1AM
FENAZH IR TR UZN BERE -

AIREEEIS A DI R C AR BIEC o FEZENEREERERTE T]iZaciR) ERDM
AITE%H Z1S0 8601 NAIATIMEH - HEBFIFRFRIRTA T YYYY-
MMDDThh : MM : SS.UUUUUUUU] -~ HrR T 2I5HERK&EERAENF S
FIT o MUUUUUUUUZTEFRD o

SMHEE | FrcBRSEEEF TR - EERBAEN BREH AT &
2B -

7 FEZER B RIRRES  BEE ERTARAVSIRERES ~ FTRFIARTS Al sE S TERE IR S
INARIHAE o StorageGRIDLEARI AITEAMSHRFE P ER AR FHEE M ~ LURIREERRAR
FHYEAR o

R BN EFIERZHNER - IREASER  IASERTANMS - MAE
fEFASUCS ~ At A ERIMEREAS o

TR UESEREIZE B PR EFMEEN - PRARZA S HERABERAIEI

LR 2fetzE g5 « AIaE

20
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d
381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UIb64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224144
102530435]1]

Rz S B ST SEMRERENR  UREZAS S HIEESE
EEHREILN SR ERNES  FEHRATYPEE (RAETRUWT)

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc21l6adcd963fb6f95dd25a38aa2¢chb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UIG4) :0
] [AVER(UI32) :10] [ATIM(UI64):1405631878959669] [ATYP\ (FC32\) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYPEMRIEASPUT ° SPUTHRSS PUTR 5 ~ ERMIGIREGERIIFEE -
TS SRR EABOEER

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d

381la87d6occ21l6adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5£f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) : "hellol"] [CBID(UI64) :0x50C4FT7AC2BC8EDF7] [CSIZ (UI64) :

0] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32):12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :157922414

41025304357 ]

AERBNESHEENKRE « FERRNSHEL MERmARE (UTC) REBIE  ILEREZARE
SATIMEB MR A TR ERES -



2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381la87d6cc2l6adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) : "s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) : SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
4410253043511

ATIME 28R UNIXEHCRAIALORAVESRE (AT A E L) o EEHIP « 11405631878959669 HIEILFR2014
F7H17HEHAIU21 17 : 59 UTC ©

e
SPUT © S3

BN S R —ART R

ez S Ean B HA

BREEE ~ BEENERIBR RS « B EERIZNE o ST UERZEC R HAPIEE
(S3TESwift) FEIZENE ~ LUBAIE LR 5 ©

BB 2 E B S EEE 17 E RS AR RS IRELS o

FEiHE 2

BLESIEE S3BK (S3§E=3}) F/=(S3KY (S3&i@)
AESWIft{E2E WCON (Swift Container) #1/ZtWOBJ (Swift¥1{%)
BLERIEE CBID (#f489P9ZRzaEREE)

FEIZET 2 RV RFE]

R AEREE 2 BNRRZEZ R - G IERIEEERZE « FRIRFSFIEE NN EIER 7] se B A 5 & FIFR
TEIEFARE o

Bl E B EERAERE
ERERMNILMERR (BAE2387) B - MEENSER—R « HENRIAESE - MRILVEREAIFEMEL LK

B« BIBERRIMEAE R —BERIMICBRE « CBSEFISCMTER © MIFILMRRIFHAER « SF2REREN
in A E IR AR E IR ROAERAE M ©

22



ERiE ERG

ERIEERR I BERMEXEINIRERTFRERMEEN —RIIEZAE - BEEFEHRRL - RRRABESCMT (
HEMHRER) B« MESHEMHENNSERESS - EEATCE EREVMHEKRERYE) MASCE (B
EYMHERESER) S -

ERIZEIREIMNBERIEHF AR EI BRI EEN—RIIFEZAE « EREFEHRAL « EFHESEREY
MHFERHEAELEARCE (BRIEYHRENRR) MArce (BREMIMHRREVER) S o

BRIERMRIMNBERIERERAERRD BRI EEN—RITEZAE - BEFEHREL - FRTRBSrem (4
HERERR) S - MESEMRERBEETAREM (FEWHRER) A8 -

HEREE R
FERILMEEY)HE

YN FEENEE 5
TR LU BAPIERE (S38(Swift) FE1%sR « TEFEtZCix P a#R A P IiRHEEAI3Z 5 o
TRIUAARSN LB ZHABEENFIBEIZAR - EEIERBRRZFIENAE

SIS XS

2B By i Bz Bt H2E

SPUT SIARS S3 MG Al X5 B CBID~ S3BK ~ S3K SPUT : S3
IN5ERY © Y

ORLM FFEaYHRA HtEYEILMERAIE  CBID ORLM : fFF&#¥143R
ERE o A1

REERFBENFEIZETLE

25 &8 Bz B H2E

WUT Swift PUT3Z 5 Swiftig ABIZZZ ERL CBID ~WCON W  WUTT : Swift Put
IN5ERY, © OBJ

ORLM FEYHERA EYERILMERR]E  CBID ORLM : fF &R
ERE ° =[]

) : SIYHHHEEN

L —&5EZAN S B SSA P IR N ERHFERL (LMRARTS) B« FREEL#ESE
TEIXECERAVARIZET S #B A o

TEUEEEHI ~ ERPRILMERRSIEE BILMIRE] ~ 8842(5 o
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() AUTHEARERTIR R AR E L AT - S5 LESIERRS (SPUT) HERIRYIER -
AR AT BRI SIHTFE -

SPUT © S3

EESPUTHE « RMBEHS3 PUTR S ~ UERENRERFELIYH -

2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3ATI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBF33gA0Og=="] [SUSR (CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) : "testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER (UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : RI&¥1143R8Y
ORLMFAERTIEHERTSILMEREE - L ES3EYH4RICBIDFMEAILMAR R &FE o
HRERZYH ~ LOCSHEAI S YMHEFAIENLMREIZEIDFIVolume ID ©

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copiles"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) : ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID
(FC32) :BCMS] 1]

K LEHEARERIY M ~ LOCSIRLE S TRIBRMRES) SREMEIDA THIFR4RES. B¥4EID

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFAS8ABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCO9AFECA"™] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32):12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

BRI ISMFEFEEMEEZE « siSwift BRMHEA - RIEABAPITIE °
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2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]
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TR ATEfE e iR PR HAPIZEE (S3FISwift) FEIZEAE ~ LGB RIFREZ S ©
TRAARFNEEMFR Z AR ELENFIAEIZNE o (EESEHRMIRRZZAFAE
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@ %QFFEET" EMIBREE 2 BRI EENFEIZA S EEHTE THIF o (25 HES3MPFRER S (SDEL) 18R
EE o

SDEL : S3ffips

E B P ImR MR A EREEZELMRIRE R « BIERGEMEFEYG - S e S BRMFMAIEEFE « UKRAK

B HFEISIE R o

25



2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

P REENEE 57
TRILGRHAPISE (S3FISwift) LS « LG AITEIZEC B F RV R 53 ©
THIRARI RS RN ZHAEE £ RIFABEIZANE - (EE S BB ZPIRIHAE

S3IEEFEIZAE

F2UEE By 2 =R AR BHE A2E

SGET S3HUE ERIEEFEREEWIH o CBID * S3BK + S SGET : S3H{E
3KY

PERFREFEIZEN 2

F2UEE By 2 =RER BHE A2E

WGet Swift Get TRIL B SSREEE 1 o CBID ~ WCON ~ WGet : Swift Get
WOBJ

#0) © SIYIFHREY
ESIHPImit#FER (LMRARES) BEERMITE « SEERILN S L#FERLCER ©
AR THANE R SR ENFMARILNE o EFIHESIEIRES (SGET) HmNES
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32):10] [ATIM(UIG4):1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]
]

MRFEFERAAS - BRIHAIUELBEERYG - HEFRBRIRPFIEANRFEFEEINYMNG - BIZAEESE
REMHEAERRIRFHNENR - WELERELEERMBEIRANENX -

T FAEFREFR - BRGEHHHFFEFERFETEREGNYMNG « BX TGetfF) EX o SAIFISbusIES
sebkEIHER ERIIER IR A IDA B ~ BESSAIFISACCHECEkRIIE A IRA IDF A A in iBARE o

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1lP kBkgSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBATI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) : "Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP(FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :68887802475156249021]]

FH  EYfF LEEENS3
= S3A P ImEY 1435 1S3 Select&EFAF; « BEEBIZANB M EFEIEIZCH ©

AR~ FHEFN KT ERZHAREENFIBEIZENE © 251 ES3 Select’x 7 (SelectObjectContent) #8
RARIZR 5 ©

SEEHMGEEMERZNS | —EHNITS3 SelectZERAVIZHE (SISRIMKRES TSELECT) ) ~ HZ—fER
BIIREGetFRA S RIZHIRE R AR BRI E ]
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

REENEMANE
ESIAPIREMHIPEERE « MEEERIZAR -

S3IFHEE R ERE LS

Al %iE E A=) = A2
SUPD SIHEBRIE T  ESIEEEEHAEE CBID * S3KY  HTR SUBPD : S3rh4£%E
’-Z#FE’JEP%I%E%#E%E H e EH

) : SIFHERIE
LB AR EHMIRA SV EER BRI S -
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SUBPD : S3H#EE I EH

SSAHFIRGER (SUPD) EHS3¥ft (S3KY) RYEEFMEER ( x-amz-meta-*) ) o FELILEHIH « ZRER
REESERUP « ARCEREAEZERFERE (HERR>EE>BRERRCERERESEY)

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV0O1TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cli/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3ATI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) : "SGKHyy
vI9ZQaWRbJISQc5vI7mgioJwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro00t"]

[SBATI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk
tl"]

[S3KY (CSTR) :"testobjl"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UIoc4) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) :SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

HERAE R
REREZN S M E Bt

FEZER

MUTEES AR R R ELBIEIZANSE - SERZNSEGAINTERSS » MRS Fh
RRAVEENARRZR I AEAERINE - BLERHEHN RIS ZBVEENRE « LIBCER ARG
S ER AR TR R AR -

EizAE S RENEF THRENFRIEFSIL © BB ERRIESHASEMN SRS
AEREANNEF TABREZAERHATYPE « I TFHIEHIAEFR -

2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM (UI64):1405569047484627] [ATYP\
(FC32\) :SYSU] [ANID(UI32) :11627225] [AMID (FC32) :ARNI] [ATID(UI64) :94457363265
006035167 ]

MERERILNSER « SECERERIM - LURERIMNsysloglAARSSEISIEZERNVBERAEN « SF2HR =&
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