R HRE AR B R
StorageGRID

NetApp
October 03, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/storagegrid-116/monitor/investigating-lost-
objects.html on October 03, 2025. Always check docs.netapp.com for the latest.



Sk

SEEHFERMERNYIFER
AEERIIH
=B R A AEE SRR
BERERMBRIYIFE

11



SREHHRERMERNYI M E R

VA BERNRRA ZE - SEEAFREAREIGENERX « ERMHFENNEER
5% © ILMEFEHE ~ UREREFHRMERARZRERVTEN o
ARG R B i B SRS B L BERERY {4 © StorageGRIDINRAETAHALI BILF 211t

?HEJZIS F ARG ESRARTEMUERRYHN S —EEE « RRILMERR S FEIMENZEYIHEARIR
I\I °

INSRISTRBAENALY) ~ StorageGRID RUILEAMTEVIUERBIMIHEZS - TAIGREWIIHER TN  WTFATR

* BNERIVESR - MREZFEINEMES - AIERIERAER - THEET

* BNIESRARISEL « IREZUTERMERINES - ITEESEMUBEREERZ A « FZBH8rER
(ECOR) BMEIEL—R - MRHAFHMES « BISHHEHLTR o

I EAEFMAE AR ST « MHENERNIRARR - THE AR SRR BRS B EAERE
TFEIRLEER IS EORS

MRRBEANYHEREER « ARAMERRSE - N8 « GiRER NEKYIM 5t8Es  UMEERNIRYE
KRS EHBVERIMF o

FERAEER
B BRI

BEREBERNERNHH

R =N NEY/ I

BB YIHE SR ETRES © (CASIEMEE o WS EIEIOIERIEN M R 1B
2P -

1II_'FF'EEEEIJEEIIII

* S BERE AGrid Manager 2 HERVATE 2525 o
* BB TENTFEUER o
* ISAEHER passwors.txty HEZE o

RAIMNEETIE
MR E R R M StorageGRID ~ Sures? A4 HRBYIHREZL - BEIAIFEE KAEXK ©

Y EABERIHET o ERIEREREUTE « BERE—PHERER - TRELEFRT « IRERIUERT
B « AIREAJLUERIERBVIF

1. BEEERRL o

2. BE TREFEE_>H o


https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html

3. RE MR REPRETRAVERMAH

EEF R AR ERL (R 2 E B StorageGRID X RFHIEKRAIIMHAEE o IL{ERELDRAIDDSARTS
&~ BERREFEITHERYF St EERIAEA o

DC1-S1 (Storage Node) &
Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18/s 1B/s
D.800 B/s 0.800 B/s
0.600 B/s Mo data 0.600 B/s No data
D400B/s 0.400 B/s
0.200B/s 0.200 B/s
DB/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 1530 1540 1550
Object counts
Total objects: @ 0
Lost objects: @ 1 ||| |
$3 buckets and Swift containers: @ 2

16:00

4. e ERERFENTEZCER ~ DK EME S E K E RV A E—BUES  (UUID)

a.

TFAYEINRERS

i ATES ¢ sh admin@grid_node_ipJ

ii. # A Tpasswords.txt) #EZEHFRFIRZERRE o

iil. A 5 an< U ZEroot © Tu-J

iv. A Tpasswords.txtl #EZEHFRFIIZEHS o MrootB AR « =gt TS EER T o
SBEERIGCHRAIERNB c 8A ¢ CD /var/local/exit/export/]
fEFRGrepfEHFIER (OLST) FEAZENE c WA ¢ Grep OLSTHEIZIER B
AEREPEEHUUIDE -




>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

S. fF TObjectByUUID] s @&44AIEE (UUID) SHMMG « ABAEERZSHE AR

a. LURIEE Alocalhost 1402 7FEXLMREIES o
b. 8 A : [/proc/ORP / ObjectByUUID UUUUID Value]

EE—EEHG ~ TUUID 926026C4-00A4-449B-AC72-BCCA72DD 1311 #14F | HM{ENIE ©

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFFT7ES59AT76731EGEAFS5E",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T19:16:10.983000",
"ITME": "1581534970983000"

by



"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
b
"AWS3": {
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1la\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.880569"
\'},
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

FEE-EEH G ~ TUUID 926026C4-00A4-449B-AC72-BCCA72DD 1311 ¥4 8BF)HIEEIIE



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. 1% f/proc/OBRP / ObjectByUUIDRYEIL ~ AR IKEVEERITTE)
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s IWZER passwors.ixt] FEZE o
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1. EIRERLIESTEZCER U ATAERVIMHIE ¢
a. ZAMERENRS

i. BMATHES ¢ shadmin@grid_node_ip.
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ii. A Tpasswords.txt] H&ZEHFIFIBERS o

iil. & A 58 < AT Eroot - Tu -

V. #iA Tpasswords.txt] HEZEHFRFIMIZRRE o LlrootBE AR « BTG IS 8FA M#) o
b. YATIFEIRECERFRTERIESE ¢ TCD /var/local/exital/export/export/
C. {EFGrephEEE AT AL BRI HERARIFEIZE ~ REREEEEHEER - #A . Tgrep uid-

valueapredent_file_name > output_file_name]

fBIgn -

Admin: # grep 926026C4-00RA4-449B-AC72-BCCA72DD1311 audit.log >

messages about lost object.txt

d. {ERGrepfEEULEHEZRPAY (MUBEK (LLST) 1 BIZNE o 8A @ Grep LLST

output_file_name

fBIgn -

Admin: # grep LLST messages about lost objects.txt

LLSTHE N S BEREGEEELHIASE -

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID (FC32) :CL

SM]
[ATID(UI64):7086871083190743409]]

e. ELLSTAEHZHPCLDHAIAINOIDIFEAL °

WNERTFTE ~ PCLDMY(E iR LIBRIEE MM E AR TTEE RS - NOIDAYEZ AT SEF DI 8 A HILDRER
24D o

NRILEELE ~ ISR RER DUBIRI ©
- SHULLDREFEIDAVRETFERS o
BEmE AR UE R R IDIR S HF AR,
* 7£Grid ManagerH ~ AV Z#E*>* T B*>* Grid topology °© ZA%REEEY MERIF0y >*HFEEE >

LdR*J ° LMREGZSID{UINode Information (EiFEEE) FRAEH - BRSERKFHHNEN « B
RSB DRAVIETFEIRE A LE ©

* TEYAZBREERNREES - LEHHE—{E _\docs/BEk - 1REFRIndex htmItg5E ~ [AAR



BEE) GRETFIAESEREFIAEIRED -
2. yEnfEIZ B PIE N HEE L RS EEYH
a. B AMAIEENES
i. MATHE< © Tsh admin@grid_node_ipJ
ii. # A Tpasswords.txt) #EZEHFRFIRZERRE o
iil. A T3 an< U ZEroot © Tu-J
V. 8 A Tpasswords.txt) #&ZEHFRFIRZZRE o

KrootZ AR « fRngft M) BES M4 -

1. FIE R R TR SFE
HIHRIERRE « AEALLSTREZNE FRIPCLDIE °
flan ~ WA

1ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tNG'

PisE @ KBTS L RIAES SRR EYIHERRE « UEBREHFT

* MRHAEHRRE ~ RMHEER - EAERIEEFER o BHERMIE -

* MRHRIYERE - BRERITHE BY1+HE[RStorageGRID ZY1+ o AT ERB IR BIMYHE
[&StorageGRID [E]Rith o

a. [[BIR YHIREEStorageGRID ~ start=3]JiIRZXEVIHERE « FERRYHERStorageGRID £T7
i

. ER— AT « SEYHIERNERE - LUEStorageGRID HZIEEIFIEITEIE - WA
: Tchown LDR-user:bycast ‘'file_path_of object']

ii. LURIHE Alocalhost 1402 ZERLMRERES © EA © Ttelnet 0 1402
iii. #A : [CD /proc/stor]
iv. #iA : TObject_found_'file_path of object']

e ~ A

Object Found '/var/local/rangedb/1/p/17/11/00rHO0%$DkRs&LgAS#3tN6’

2 TObject\ found') ap < EEMERZMHNME - ELEEEERFHILMERER ~ WARRRR
PRYIERE AR RIEE IS -

PisE @ MNRIKEMG O EATFEIRAREAR ~ [T LGRS R EIE AR LRV GETZERRS o I IER L&
E%??E'ﬁ%ﬁE’\JETﬂ/var/IocaI/rangedbEﬁzq:' o A& ~ FEAYIHRINEREREE D Object\_found') #p

?O

* MREEZRYHE ~ B TObject\_found's L ERE o BRAEFLMTRIE o



" R R IhiE R StorageGRID EY4 ~ RIS RIS o Hun :

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgA%#3tNG"

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE53E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS#3tN6G6"' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

EERITPR HIERILUE

V. [[VERIFY_AT new_locations_wid_ B #17 - start=4]|i1 R ¥4 B IHiERStorageGRID E¥)4 ~ 35
HRERILUE °
A. #A : TCD /proc/OBRP}

B. #iA : TObjectByUUID UUUID Value]

THEFIFET ~ UUIDA926026C4-00A4-449B-AC72-BCCA72DD 1311 BV B AL E ©

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox381l86FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META": {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFSE",
"BSIZ (Content block size)": "5252084",
"CVER (Content block version)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",



"ITME": "1581534970983000"
by

"CMSM": {

"LATM (Object last access time)": "2020-02-12T719:16:10.983000"
b
"AWS3": {

"LOCC": "us-east-1"

}s
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
\'},
\ |

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

1. ZFHLIREEZES - #A ¢ TEXITY

a. EEEEMFILSEIECE: « SHUILYHRIORLMIEIZENE ~ USRI EMEHBHERE (ILM) ERFEN
BEAR -

2. Z AN ERRS
a. MATY &% . Tshadmin@grid_node_ip.
b. #iA Tpasswords.txt) HEZEHFRFIMZERE o
C. BATFsL U Eroot 1 Tu-J
d. A Tpasswords.txt] HEZEHFFIRIEES o MUrootE AR ~ IR Bt $) EER M4 o
3. HARFEIZECERFRTERIBEE ¢ TCD /var/local/exital/export/export/
4. {FRGrepiF A ERIMFEIZ ERINEH HIES - A . Tgrep uid-valueapredent_file_name >

output_file_name

fgn

10



Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

S. {ERGrepitiE i LEREMTTSYHRE (ORLM) MIFEIZENE « A © grep ORLM
output_file_name

fgn

Admin: # grep ORLM messages_about restored object.txt

ORLMTEIZE EBIEREEEHEAFSE -

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-ACT72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

6. EHEIZEN SR ZHLOCSHRAIL
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